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				Introduction

				“The match starts tomorrow!” – the computer of the American National Security Agency (NSA) hears in one of the millions of wiretapped telephone conversations1.

				This IT program not only automatically records the entire conversation, but also collects a range of information, including: about the interlocutors – what language they speak, where they are currently, what their spoken words mean, who they talked to in the past, what kind of people they are, and, above all, who they serve. This is information that can be obtained by using one of the operational techniques.

				Every inhabitant of the world, whether he knows it or not, can be un-der surveillance by other people or institutions, both state and criminal. Almost every day in the mass media, the society of various countries, including Poland, learns about numerous cases of activities of the Special Services, bodies established to ensure the security of their countries, but also a large group of enterprises and private individuals who strive to ob-tain the information they need. For these activities, they can use very sophisticated methods of operation and the latest generation of devices. We are often unable to assess whether these actions were just and legal. Sometimes, it is said that success has been achieved, and sometimes, it condemns the mistakes made and even points out the provisions of the law that were violated. Until 1990, such assessments were mostly much more difficult because everything related to the activities of the commonly known “special services” was strictly secret and inaccessible to the aver-age person. Currently, the situation has changed, because only the secret is who is interested in them and what material was collected about him. Other knowledge regarding the use of forces, means, methods, and devices 

				
					
						1	M. Gadziński, Elektroniczny Wielki Brat tropi terrorystów, “wyborcza.pl Wydanie Świątecz-ne” February 27, 2006, http://wyborcza.pl/magazyn/1,124059,14260592,Elektronic_Wiel-ki_Brat_tropi_terrorystow.html (accessed on: March 18, 2019).
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				is generally available and even used by civilians not associated with the bodies statutorily authorised to use them.

				In 2003–2014, an anonymous survey was conducted on 2,300 re-spondents regarding the knowledge and awareness of Polish citizens of various ages about the activities and methods used by the secret services, and quite disturbing information was obtained. The conclusions drawn showed that, in principle, Polish citizens have information about the existence of such services and the methods of their operation. However, most of it comes only from the media, which emphasises sensation rather than education. It was found that the most disturbing thing is the lack of orientation regarding the legal basis for the use of operational measures. It seems completely legitimate putting forward a thesis about the need to develop broadly understood educational activities in this matter2.

				There is a similar problem with publications on the subject in question. There are many books, but most of them are novels based only on fictional, sensational descriptions and documents documenting actual facts, from which only a specialist can read how the activities of the described services really were and are being carried out. The second type of available books on this topic are dictionary and encyclopedia editions. They contain a large number of discrepancies in defining the same concepts or even distorting their meaning. This is mainly due to poor translation of foreign-language sources and the introduction of terms into our language that cause infor-mation chaos.

				The third very important issue is the lack of uniform legal regulations defining what operational-reconnaissance, operational-technical, and operational-analytical activities are carried out. The point is to define what they are and in what cases appropriate principles, forms, methods, and means should be used in conducting activities related to operational surveillance. Currently, such provisions appear in various acts (e.g., the Anti-Terrorism Act), codes and implementing regulations.

				
					
						2	K. Kucharski, Stosowanie środków techniki operacyjnej przez służby specjalne w świadomo-ści Polaków, [in:] Blisko obywatela. Bezpieczeństwo i zarzadzanie kryzysowe na poziomie lokalnym, eds. W. Saletra, A. Zagórska, Wydawnictwo Szpital Jan Kochanowskiego, Kielce 2016, pp. 158–159.
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				It is worth paying attention to the standards developed in the systems of the Council of Europe and the European Union regarding the use of operational control activities applied in the Member States. However, a question can be asked: do these international organisations, by adopting various recommendations, directives, decisions, as well as offering judg-ments of the Tribunals, have a sufficient impact on the regulation of these issues in the Member States?

				The book aims to show how activities related to operational activities are carried out by authorised state administration bodies and even private individuals. The most dangerous tools are used here – technical devices that can secretly (without the knowledge of the person under surveillance) achieve the intended operational goal. This creates threats to the protection of human rights and fundamental freedoms.

				The study discusses the basic concepts related to the topic. The so-called “kitchen of operational activities” was shown, including: compliance with appropriate forms, principles, methods, and means of operational work en-abling the collection of important materials. It indicates the evolution and ways of using operational techniques. A very important aspect of the book is the discussion of the development of operational technology at the turn of the century, trends in its use, mechanisms of international control, and the evolution of the importance of using it for internal and international security. The question was asked: how did its individual stages differ and what did it mean?

				It was shown how international organisations – the Council of Europe and the European Union – influence the legal rules and the practice of using operational technology. The study analysed the provisions of Polish law authorising certain state authorities and private persons to use such serious measures.

				The results of a query regarding the policy of using operational equipment at the turn of the years from 1946 to the present are presented.

				The paper answers the question whether the use of operational technol-ogy by the Polish services over the last 50 years can be considered a success of these services from the point of view of the operations carried out, or even a failure.
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				The study allowed for the presentation of unified concepts in the use of special techniques, principles, methods, and means. It expands knowledge about the history of operations of services responsible for state security. It indicates the regulations allowing the use of such techniques. It presents the development and trends of this method of operation and outlines the role of the use of operational technology in ensuring international security and within a given country.

				1. General Characteristics of the Research Subject

				The activities of the Secret Services and other services conducting the state’s internal security policy in all countries are mostly shrouded in great secrecy. No one, apart from the officers of these services, has full knowledge of what they actually do, what, and who it concerns. There are differences in the approach of individual countries as to whether operational techniques can be used to protect state security in a way that would limit the protection of human rights.

				The Special Services use various methods, forms, and means of oper-ational technology:

				Forms of operational work: such as operational matters: checking, working out, object-oriented, and others;

				Operational methods: operational analysis; operational interview; operational legend; operational legalisation; operational inspiration; operational disinformation; offensive (agency) activities; operational and technical activities; controlled purchase; supervision of con-trolled shipment; operational combination and operational game;

				Means of operational technology: such as the use of surveillance, the use of wiretapping, checking correspondence, conducting ob-servations, setting operational traps, monitoring mass media (the “White Intelligence”) and open sources of information, and using professional knowledge.

				Of course, other services operating in the intelligence community have different methods of operation, such as radio counterintelligence, that conducts permanent radio monitoring, or analytical and information 
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				services that review a large part of Internet and electronic information, and police services that preventively protect citizens against possible criminal offences.

				For the purposes of the study, materials regarding Polish secret services and other state administration bodies authorised to use operational tech-nology were analysed. All sources used in the work are open and publicly available, most often coming from resources collected and disclosed, among others, by the Institute of National Remembrance.

				2. Book Structure

				The study consists of an introduction, six chapters, and a conclusion.

				The first chapter discusses the general characteristics of operational technology, indicates the concepts related to it, and describes: the applicable rules, the operational methods, the means of operational technology, and presents the importance of operational technology for the protection of state security.

				The second chapter shows the evolution of the use of operational tech-nology at the turn of the century and the ways of using it, depending on the level of knowledge and access to technical devices at a given time.

				The third chapter discusses the standards that the Council of Europe offers to its members in the use of, among others, operational techniques.

				The fourth chapter presents how the European Union influences the Member States in the use of operational techniques.

				Chapter five determines what sources of law in Poland regulate the pos-sibility of using operational surveillance, which institutions can conduct such activities and what control is over these activities.

				Chapter six shows the policy of using operational and technical activities by state security organs in Poland from World War II to the present. It discusses the development of operational technology, trends in its use, and control mechanisms to ensure national and international security.
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				3. Research Hypotheses

				Hypothesis 1: The fact of functioning of operational-reconnaissance, op-erational-technical, and operational-analytical activities are areas of life that ordinary people can hear about more and more often. Until recently, such issues were subject to special secrecy clauses, to which only persons with special authorisations had access. Among public administration in-stitutions and bodies, and even private entities, there are large differences in the understanding of the same concepts, or different nomenclature is used for the same activities. Organising this terminology is important for formulating assessments of the use of operational techniques. Despite these nomenclature ambiguities, the hypothesis that the use of operational technology measures is important for state security, both internally and internationally, seems justified, but it is in the interest of society to ensure effective democratic control over their use.

				Hypothesis 2: The use of technical operational means is not a recent product but occurs in all periods of human development. People (officers, soldiers, agents, spies, and detectives) have always been employed to col-lect information about possible threats, opponents, or competitors. The difference that occurs at the turn of the century is the changing principles, methods, operational resources, and, above all, technical devices helping to achieve the planned goal, the quality of which depends on technical progress and financial resources. Therefore, a research hypothesis can be formulated that with the emergence of increasingly sophisticated means of operational technology that may violate human rights, there must be an adequate development of methods of democratic control over secret services in the use of such means.

				Hypothesis 3: The Council of Europe and the European Union influence their members by creating and implementing international democratic standards in the use of operational techniques by the Secret Services. Legally binding documents are of key importance here: the European Convention on Human Rights (in the Council of Europe system) and the Charter of Fundamental Rights (in the European Union system) and those created as part of their application of case law by international tribunals (European 
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				Court of Human Rights, Court of Justice of the European Union). However, a hypothesis can be formulated that for the effectiveness of the impact of these international organisations, it is important not only to comply with legally binding acts in the system of public international law, but also the so-called “soft law”. Although it is not legally binding, it carries a number of important de minimis provisions in the form of political recommenda-tions, the implementation of which may play an important role in creating an effective system of democratic control over the Special Services in the use of operational technology.

				Hypothesis 4: In Poland, state authorities responsible for its safety are authorised to use operational technology. Under applicable law, they are authorised to perform secret activities (e.g., special operations) using the latest technical devices to surveil people of interest to these services. There is a hypothesis that the Personal Data Protection Act adopted in 2018, introducing the provisions of the EU directive, commonly referred to as GDPR, will have a significant impact on obtaining operational and operational-technical materials. Therefore, it will be important to properly balance the achievement of the goal of ensuring state security with another important goal, which is the effective protection of civil rights and freedoms and human rights.

				Hypothesis 5: The activities of state security organs in Poland in the period from 1946 to the present have differed greatly in different periods. There was a time when their activities were an expression of the policy of repres-sion against political opponents, and this was achieved through the use of operational techniques. After the political transformation, security organs are an element of the democratic system and democratic control over their activities is ensured. However, a serious challenge is to effectively implement democratic international standards developed in this area by international organisations, especially the Council of Europe and the European Union. This is not only about the formal aspect related to the implementation of legally binding obligations, but also about reaching for democratic know-how, which may contribute both to improving state security, but also to ensuring that the implementation of this goal will not lead to violations of human rights beyond the level approved by the international community.

			

		

	
		
			
			

		

	
		
			
				Chapter 1. General Characteristics of the Operational Technique

				Knowledge, confidential data, and hidden information are currently the most desired commodity all over the world. Whoever has information and can use it properly wins wars, can manipulate people and earn large amounts of material goods.

				The ruler of the Zhou state in ancient times claimed that: “Wise rulers and prudent commanders who can recruit well-informed spies gain enor-mous advantages. This is the quintessence of military action on which the movements of the Three Armies depend”1.

				Every community, state or individual always strives to be able to ob-tain information that is important to it, and therefore its size, power, and importance.

				Tadeusz Hanausek attempted to define information in the field of fo-rensics, according to which “information is all data about the external world that we obtain either through direct sensory cognition or by re-ceiving a description of a state of affairs or phenomenon given by another person”2.

				In the state structure, the units obtaining information are specially established administrative bodies with appropriate powers and tools that allow them, under the law, to obtain, store, and use it. They operate in specially created services: intelligence police, internal security, combating corruption, state border protection, customs, treasury, and military3.

				Not only state institutions receive similar information. The main stakeholders in the civilian world in acquiring such knowledge are com-

				
					
						1	S. Tzu, S. Pin, Sztuka Wojny, Wydawnictwo Helion, Gliwice 2005, p. 136.

					
					
						2	T. Hanausek, Zarys taktyki kryminalistycznej, Dom Wydawniczy ABC, Warsaw 1994, p. 132.

					
					
						3	W. Modrzejewski, Przestępczość zorganizowana. System zwalczania, Wydawnictwa Aka-demickie i Profesjonalne, Warsaw 2008, pp. 102–115.
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				mercial companies and private individuals. On their behalf, information is collected by Economic Intelligence Bureaus4 and detectives5.

				These entities, regardless of whether they are state or civil, use vari-ous possibilities for collecting and using information, depending on their powers. In this case, the demand for such knowledge continues all the time, and its scope has been defined as total6 and global – for all informa-tion from around the world7.

				Currently, there are many offices and institutions that can collect in-formation about us, track, eavesdrop, and record8.

				An example of such conduct is, for example, the CBA exceeding its powers by wiretapping not only Dr.G., who was suspected of corruption, but also other offices where he could hypothetically stay. Additionally, his patients unrelated to the crime were checked and their medical re-cords were taken from the hospital in order to identify possible accom-plices in corruption or abortion. It was the information from these cards that convinced the CBA that there may be a suspicion that a crime has been committed and that eavesdropping should be used to investigate the crime.

				Jan Widacki’s statement to Gazeta Wyborcza shows that an inves-tigation can only be conducted in a specific case when a crime is sus-pected, and not in several cases at the same time or, for example, in the general concept of corruption. The Constitutional Tribunal found that operational activities should be directed at the actual fact of com-mitting a crime and cannot cover such a wide area. Otherwise, these activities will turn into scientific or pseudoscientific research and are 

				
					
						4	B. Martin, Y.-M. Marti, Wywiad gospodarczy. Pozyskiwanie i ochrona informacji, Polskie Wydawnictwo Ekonomiczne, Warsaw 1999, p. 159.

					
					
						5	T. Aleksandrowicz, Podstawy Detektywistyki. Usługi detektywistyczne, prawo, taktyk, moralność, Wydawnictwa Akademickie i Profesjonalne, Warsaw 2008, pp. 11–17; L. Ko-rzeniowski, A. Pepłoński, Wywiad gospodarczy. Historia i współczesność, Wydawnictwo EAS, Kraków 2005, p. 197.

					
					
						6	J. Larecki, Wielki Leksykon Służb Specjalnych Świata, Wydawnictwo Książka i Wiedza, Warsaw 2007, p. 748.

					
					
						7	K. Kłopotowski, Przeciek z przyszłości, http://www.sdp.pl/felietony/8757, przeciek-z--przyszlosci-felieton-krzysztofa-klopotowskiego-,1383117507 (accessed on: November 30, 2013).

					
					
						8	P. Kałużny, Techniki inwigilacji. Co nam grozi i jak się bronić?, Wydawnictwo Naukowe PWN, Warsaw 2008, p. 135.
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				not investigative activities. Such a total investigation also violates the principles of procedural economy because it prolongs the explanation of the cases covered by it9.

				This sphere of activity in the Polish legal system is called operational and reconnaissance activities10.

				The term operational and reconnaissance activities is a frequent-ly used concept in legislation, but there is no legal definition11. Tade-usz Hanausek defines it as a “system of activities of police authorities carried out outside the criminal process, although usually serving this process, and performed primarily in a secret or confidential manner in order to achieve the intended goal”12. According to Stanisław Hoc, this is a conscious attempt of the legislator, who refers to the doctrine in this respect13. According to Stanisław Pikulski, these activities, also known as operational activities or operational work14, should be performed and adapted to improve the course of criminal proceedings and influence its shape so that its objectives are met15. In another publication, Tadeusz Hanausek attributes an information function to operational and recon-naissance activities, allowing the implementation of statutory tasks16. Operational activities are therefore legally defined, secret activities of law enforcement agencies and the means and methods of their appli-cation, outside the boundaries of criminal proceedings, in the field of combating crime17. Such activities are primarily aimed at: recognising, 

				
					
						9	E. Siedlecka, Śledztwo totalne, “Gazeta Wyborcza” 2007, no. 131.

					
					
						10	M. Chrapkowski, Wykorzystanie materiałów kontroli operacyjnej w postępowaniu przygo-towawczym, Wydawnictwo Wyższej Szkoły Policji, Szczytno 2009, p. 13.

					
					
						11	A. Taracha, Czynności operacyjno-rozpoznawcze. Aspekty kryminalistyczne i prawno-do-wodowe, Wydawnictwo Uniwersytetu Marii Curie–Skłodowskiej, Lublin 2006, p. 16.

					
					
						12	T. Hanausek, Kryminalistyka. Poradnik detektywa, Wydawnictwo Polibud, Katowice 1993, p. 93; K. Kłopotowski, Przeciek…

					
					
						13	S. Hoc, Sytuacja organizacyjno-prawna polskich służb specjalnych, “Wojskowy Przegląd Prawniczy” 2002, no. 3, p. 40; J. Konieczny, Czynności operacyjno – rozpoznawcze, [in:] Kryminalistyka, 2nd edition, ed. J. Widacki, Wydawnictwo C.H. BECK, Warsaw 2002, pp. 137–138.

					
					
						14	S. Pikulski, Podstawowe zagadnienia taktyki kryminalistycznej, Wydawnictwo Temida 2, Białystok 1997, p. 37.

					
					
						15	S. Pikulski, Działania operacyjne Policji, “Wojskowy Przegląd Prawniczy” 1996, no. 2, p. 53.

					
					
						16	T. Hanausek, Zarys…, p. 44.

					
					
						17	Ibidem, p. 53.
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				preventing, and detecting crimes18 and threats resulting from state se-curity. The arguments for using operational work result from legal acts establishing individual services.

				Operational work is the entirety of conspiratorial (secret, undisclosed, or confidential), planned, active, comprehensive, or selective activities (activities, undertakings) of specially trained personnel of employees of the operational department of special services (civilian and military intelligence and counterintelligence, political police, border protection) carried out based on legal provisions legalising such activities19. Howev-er, operational work has been extended to include the most important competencies, which are working with personal information sources and the use of special technology projects20. On the other hand, operational and forensic activities have been defined as a system of written, docu-mented, secret, non-procedural activities of police authorities, based on law and forensic knowledge and generally regulated by internal service regulations aimed at recognising, disintegrating, and detecting potential perpetrators of committed crimes21.

				In the legal system, the operational control (operational surveillance) ordered by the court pursuant to Article 237 of the Code of Criminal Procedure of June 6, 199722 is intended to prevent, detect, and identify the perpetrators, as well as to obtain and record evidence prosecuted by pub-lic indictment of intentional crimes listed enumeratively23 in the regula-tions of individual services. Another term that is used interchangeably 

				
					
						18	K. Eichstaedt, Zarządzenie przez sąd kontroli operacyjnej w ujęciu procesowym, “Proku-ratura i Prawo” 2003, no. 9, pp. 28–29; Z. Uniszewski, Żargon zawodowy pracowników śledczych i operacyjnych. Problematyka kryminalistyczna, Wydawnictwo Uniwersytet Wrocławski, Wrocław 1999, pp. 17–19; Z. Czeczot, M. Czubalski, Zarys kryminalistyki, Wydawnictwo Uniwersytetu Warszawskiego, Warsaw 1972, pp. 28–31.

					
					
						19	J. Larecki, Wielki Leksykon…, pp. 520–521.

					
					
						20	Praca operacyjna, [in:] Polskie Służby Specjalne. Słownik, ed. K.A. Wojtaszczyk, Wydaw-nictwo Uniwersytetu Warszawskiego Katedra Europeistyki, Warsaw 2011, p. 165; J. Ku-dła, P. Kosmaty, Ryzyko w czynnościach operacyjno-rozpoznawczych Policji, Wydawnic-two Difin, Warsaw 2013, pp. 36–37.

					
					
						21	M. Kulicki, V. Kwiatkowska-Wojtowicz, L. Stępka, Kryminalistyka. Wybrane zagadnienia teorii i praktyki śledczo-sądowej, Wydawnictwo Naukowe Uniwersytetu Mikołaja Koper-nika, Toruń 2009, p. 77.

					
					
						22	Dz.U. z 1997 r. Nr 89, poz. 555.

					
					
						23	K. Eichstaedt, Zarządzanie…, p. 29.
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				is: operational work consisting in deliberate, conscious action of police authorities and employees employed in these authorities for the organised performance of operational and reconnaissance activities24.

				Operational activities play a secondary role in the criminal process. The effects of these actions are implemented in criminal proceedings25.

				Operational work may be focused on people or the environment iden-tified as perpetrators of crimes, on investigating the events, their places, circumstances, modus operandi, as well as on investigating the victims and their environment26.

				The Special Services, through the intelligence department, in the per-formance of their operational activities, with the participation of opera-tional employees, carry out the basic content of the tasks by obtaining in-telligence information. Operational employees recruit and direct agents, prepare intelligence protocols based on their information, which they then evaluate, place orders for technical tasks (telephone interception in apartments, correspondence control, as well as other technical and intel-ligence activities) and observation of people, evaluate reports from tech-nical formations27. In the case of a detective, the use of operational and reconnaissance activities reserved for authorised bodies under separate regulations has been partially limited28.

				In the field of operational surveillance – obtaining information and col-lecting evidence of criminal activity, two types of activities are used, de-fined in forensics as: Tactics and Technology. This division, although im-portant from a theoretical point of view, is actually quite blurred, because there is a close and inseparable connection between the above sections29.

				
					
						24	Z. Uniszewski, Żargon…, pp. 148–149.

					
					
						25	K. Eichstaedt, Management…, p. 28.

					
					
						26	E. Gruza, Czynności operacyjno-rozpoznawcze, [in:] Kryminalistyka – czyli rzecz o me-todach śledczych, eds. E. Gruza, M. Goc, J. Moszczyński, Oficyna Wydawnicza Łośgraf, Warsaw 2011, p. 62.

					
					
						27	A. Szumski, Czynności operacyjno-rozpoznawcze Agencji Bezpieczeństwa Wewnętrznego, [in:] Służby Specjalne przeszłość i teraźniejszość, eds. G. Rdzanka, G. Tokarz, Oficyna Wydawnicza Arboretum, Wrocław 2009, p. 281.

					
					
						28	T. Aleksandrowicz, Prawne uwarunkowania zawodu detektywa, [in:] Podstawy detekty-wistyki. Usługi detektywistyczne, prawo, taktyka, moralność, ed. J. Konieczny, Wydawnic-twa Akademickie i Professionalne, Warsaw 2008, p. 77.

					
					
						29	A. Szumski, Wykorzystywanie taktyki i techniki kryminalistycznej w ramach czynności 
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				The word tactics in colloquial language means a method of conduct and action intended to ensure the achievement of a goal, as well as well-thought-out action implementing a plan30. In turn, the term operational tactics is a variety of tactics in the presented sense, referring to operation-al activities.

				Both tactics and operational technology are equipped with appropriate tools called operational and reconnaissance means (operational means).

				In the professional literature, these concepts are often mentioned as equivalent. However, the activities carried out result from each other. Tactics – despite misleading terminology – is understood as a general plan and rather an action strategy that determines the selection of specific technical means that will lead to achieving the intended goal31.

				Tactical operational measures include the secret use of, in most cases, personal sources of information. Various services use specific divisions and nomenclature that do not constitute any significance. What is im-portant, however, is that in each case, personal sources of information are used to obtain information about threats of crime affecting the legal order and public security and the security and defence of the state, as well as to detect crimes and their perpetrators32.

				The second very important tool used in operational tactics is: appropri-ate planning, implementation of operational activities, and their supervi-sion within the framework of forms called “Operational Affairs”. Such an undertaking involves planning an active method of secretly collecting all information about a person or persons, the environment, an event, an object, an issue (problem) that is of operational interest to the Secret Services. A case is established when the initial information obtained in-dicates the advisability and need for such action. The documentation col-lected and produced in particular categories (types) of cases is given an 

				
					
						operacyjno-rozpoznawczych, Oficyna Wydawnicza Arboretum, Wrocław 2012, p. 83; A. Taracha, Czynności operacyjno…, pp. 38–39.

					
					
						30	Słownik współczesnego języka polskiego, eds. A. Sikorska-Michalak, O. Wojniłko, Prze-gląd Reader’s Digest, Warsaw 1998, p. 412.

					
					
						31	B. Hołyst, Kryminalistyka, Wydawnictwo LexisNexis, Warsaw 2010, p. 28.

					
					
						32	S. Pikulski, Podstawowe…, p. 39; J. Stojer-Polańska, Czynności operacyjno-rozpoznawcze, [in:]. Kryminalistyka. Przewodnik, ed. D. Wilk, Wydawnictwo Dom Organizatora, Toruń 2013, p. 98, J. Konieczny, Czynności operacyjno-rozpoznawcze [in:] Kryminalistyka, eds. J. Widacki, J. Konieczny, T. Widła, Wydawnictwo C.H. Beck, Warsaw 2012, p. 134.
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				appropriate shape, called the form of operational work33 or as a procedure for collecting and verifying the information obtained34. There are four operational matters:

				for verification, a case of operational verification (SOS) is assumed,

				for clarification, an operational clarification case (SOW) is as-sumed,

				for exploration purposes, the issue of operational search is as-sumed (SOP),

				in order to investigate criminal activity and collect evidence, an operational investigation case (SOR) is established, which is treat-ed as the highest form of operational investigation. A wide range of operational methods and techniques can be used for this case35.

				1.1. The Concept of Operational Technique

				Based on the Polish language dictionary, we learn that technology is the “entirety of the means and activities related to production, the production of material goods, as well as knowledge about them, and a purposeful, rational way of performing specific works and activities. Operative tech-nique is the use of specific instruments and devices, etc.36

				Operational technology in the police sense should be perceived in two spheres: 1. Specialised operational work, consisting in image and sound recording and secret control of correspondence, using appropriate tech-nical devices and apparatus (e.g., visual and sound observation, inspec-tion, and other activities with controlled correspondence, etc.); the tech-nique also includes checking whether the opponent does not use similar devices, or whether he came to the meeting with a device revealing its work through emission. 2. A unit or organisational unit fulfilling the mentioned service functions for line units or for specialised commis-

				
					
						33	J. Larecki, Wielki Leksykon…, pp. 214, 634.

					
					
						34	E. Gruza, Czynności…, p. 64.

					
					
						35	Sprawa operacyjna, [in:] Polskie Służby …, p. 194.

					
					
						36	Technika, [in:] Słownik języka polskiego, vol. III, ed. M. Szymczak, Państwowe Wydaw-nictwo Naukowe, Warsaw 1989, p. 468.
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				sioned observation37. The term operational technique is very complex, as evidenced by the multitude of interpretations of this term. Bogusław Kwi-atkowski claims that “operational technique is even considered by some authors part of forensic technique”38. Paweł Horoszewski believes that “criminal technology has developed a number of solutions allowing for the discreet recording of image and sound, which, as we know, is one of the basic tasks of operational activities”39, and Stanisław Czerw claims that “it is mainly used for operational and reconnaissance activities, and only to a small extent is used to a large extent in criminal proceedings”40.

				According to Stanisław Pikulski, the “technique deals with physical evidence in criminal proceedings. This evidence is perfectly detected and used by modern operational technology and plays a significant role in evidentiary processes and very often determines the proof of the perpe-trator’s guilt. Although the role of operational technology is not as great as tactics in the sphere of direct detection of perpetrators of crimes, its importance in the sphere of evidentiary processes is invaluable”41.

				However, Hanausek expands it, believing that “operational tech-nique is a system of legally defined, confidential and secret activities, based on the knowledge and extensive experience of law enforcement agencies. Comprehensively conducted beyond the criminal and admin-istrative process and other official activities, this system aims to combat and prevent crimes by searching, checking, and proving information about the event, measures, or persons that are the subject of legally jus-tified interest”42.

				
					
						37	Z. Uniszewski, Żargon…, p. 150.

					
					
						38	B. Kwiatkowski, Technika operacyjna – część techniki kryminalistycznej?, “Problemy Kry-minalistyki” 1995, pp. 4–6, 14.

					
					
						39	P. Horoszewski, Kryminalistyka, Państwowe Wydawnictwo Naukowe, Warsaw 1958, pp. 163–164.

					
					
						40	S. Czerw, Pułapki kryminalistyczne i systemy zabezpieczające, [in:] Technika Kryminali-styczna, vol. I, ed. W. Kędzierski, Wydawnictwo Wyższej Szkoły Policji, Szczytno 1994, p. 64.

					
					
						41	S. Pikulski, Podstawowe…, p. 16; T. Hanusek, Kryminalistyka, zarys wykładu, Kantor Wydawniczy Zakamycze, Kraków 1996, p. 11.

					
					
						42	T. Hanausek, Zarys Kryminalistycznej teorii wykrywania, vol. 1, Wydawnictwo MSW, Warsaw 1978, p. 33; vol. 2, 1987, p. 45; T. Hanausek, M. Szostak, Kryminalistyka. Zarys wykładu, Sixth edition, Wydawnictwo Oficyna a Wolters Kluwer business, Warsaw 2009, p. 121.
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				Mariusz Kulicki claims that “operational technique is a system of writ-ten, documented, secret, and non-procedural activities of law enforce-ment agencies in accordance with the principles of applicable law and generally regulated by internal official regulations. Their aim is to iden-tify criminal environments and their possible disintegration, especially activities aimed at detecting crimes and potential perpetrators, as well as objective and tactical orientation of procedural activities, as well as taking preventive and prophylactic actions. Operational technique also means the entirety of resources and processes and the ability to use them for a purpose identical to the goal of operational tactics. In the field of prevention, it is a set of measures and processes designed to: prevent or hinder the commission of a crime, facilitate the subsequent identifica-tion of a possible perpetrator, alert appropriate authorities in case of an attempt to commit certain types of crimes, facilitate pursuit, and impede the escape of perpetrators”43, etc.

				As we can see, operational technique (intelligence technique) involves the use of technical and other means that the service uses in its work. The choice of technique always depends on the nature of the task and the conditions in which the action is carried out. Generally, the use of these agents is masked. They are used where the other party does not expect it or does not think that they can be used at all. Operational and intel-ligence technology may be available on the market (e.g., miniature tape recorders) or made specifically to order from the intelligence service.

				Intelligence technology includes primarily devices for obtaining and recording information (tape recorders, cameras, video cameras, a wide range of different types of listening devices, chemical preparations used in operational traps, as well as identifying odour samples or fluorescent powders), devices, and instruments enabling secret searches in apart-ments (lockpicks, sets for opening locks, plastic mass for impressing keys, etc.) or correspondence control (special chemicals for reading secrets, electron microscopes for detecting microdots, or other methods used in 

				
					
						43	M. Kulicki, Kryminalistyka. Wybrane zagadnienie teorii i praktyki śledczo sądowej, Wy-dawnictwo Uniwersytetu Mikołaja Kopernika, Toruń 1994, p. 39; A. Taracha, Czynności operacyjno…, p. 41; Z. Szadkowski, Czynności operacyjne w sprawach karnych, “Problemy Praworządności” 1976, no. 11–12, p. 59.
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				intelligence communications), as well as various detection devices, in-cluding with night vision goggles. However, intelligence technology can-not eliminate devices enabling communication and identification (trans-mitters, radars, etc.), other electronic and computer equipment that can also be used to obtain information44.

				The use of most of these measures in secret service activities requires the consent or acceptance of the competent judicial authorities in many countries. However, the use of some of them is illegal, although justified by operational reasons and the protection of the higher good of state se-curity by the secret services45.

				The primary purpose of operational technique is to collect informa-tion. It should appear as a notification about something, communicating something, a message, a tip, an instruction. In computer science, infor-mation is defined as any signal that reduces the degree of ignorance of the phenomenon we are interested in46.

				By the term information in operational work, we can define all types of data about the outside world and the phenomena that interest us in the context of the totality and globality of interest of the Special Services, which have not been assessed, have a varying degree of reliability and have potential operational value47. Therefore, information in operation-al technology is obtained not only by technical devices (eavesdropping, viewing), but also by personal means of operational technology (obser-vation or personal sources of information). Technical means have been divided into personal and non-personal means.

				An important element of operational activity is planning, which in specific cases, may include, for example, penetration of specific envi-ronments due to the motives, circumstances, method of committing the act and the alleged personality type of the perpetrator. Special emphasis should be placed on operational activities in cases where there is little chance of obtaining evidence.

				
					
						44	Encyklopedia Szpiegostwa, Oficyna Wydawnicza SPAR, Warsaw 1995, p. 257.

					
					
						45	J. Larecki, Technika operacyjna, [in:] Polskie Służby…, p. 211.

					
					
						46	Informacja, [in:] Słownik języka Polskiego, vol. I, ed. M. Szymczak, PWN, Warsaw 1978, p. 788.

					
					
						47	Encyklopedia Szpiegostwa…, pp. 114–115.
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				In order to obtain as much and valuable evidence of criminal or hos-tile activity as possible, an operational inspection is ordered.

				There are probably as many definitions of control as there are authors who created them. According to a popular dictionary of the Polish lan-guage, control is “checking whether the actual state of something agrees with the desired state and determining possible deviations, supervision”48.

				Control in the police sense was defined differently. Here it is defined as a “set of verification activities undertaken to determine the compliance of the inspected entity’s activities with the required criterion and, if neces-sary, to formulate conclusions necessary to remove identified deficiencies or introduce improvements”49. The authors further point out that control can also be defined as: observing, determining, or detecting the actual state of affairs; comparing reality with intentions; taking action against unfavourable phenomena and informing competent authorities about the observations made, without, however, deciding to change the direction of action of the audited entity. When talking about inspection, it should be remembered that the authority carrying it out is bound by statutorily defined criteria. The most frequently mentioned criteria are legality, pur-posefulness, reliability, and economy50.

				Operational control is a set of classified activities of an operational and reconnaissance nature undertaken, among others: by the Police in order to prevent, detect, and determine the perpetrators, as well as obtain and record evidence of intentional crimes prosecuted by public prosecution51.

				Operational activities most often concern current matters carried out in the organisation. Unlike strategic control, operational control is pri-marily used to support the organisation’s efficiency in achieving basic goals, and not to verify the goals themselves. It is aimed at tracking devi-ations in the course of processes52.

				
					
						48	Popularny słownik języka polskiego, ed. B. Dunaj, Wydawnictwo Wilga, Warsaw 2003, p. 214.

					
					
						49	C. Gołota, Kontrola, [in:] Leksykon policyjny, eds. W. Pływaczewski, G. Kędzierska, Wy-dawnictwo Wyższej Szkoły Policji, Szczytno 2001, p. 140.

					
					
						50	J. Słoński, Kontrola operacyjna, Wydawnictwo Szkoły Policji w Pile, Zakład Kryminalny, Piła 2012, pp. 5–6.

					
					
						51	J. Copik, T. Czylok, Kontrola operacyjna, Wydawnictwo Szkoły Policji w Katowicach, Ka-towice 2010, p. 11.

					
					
						52	M. Lisiecki, Zarządzanie bezpieczeństwem publicznym, Wydawnictwo Naukowe Łoś-
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				Another definition that has been formulated indicates that operational control means: “conducting covert monitoring of the content of corre-spondence, consignments and the use of technical means enabling cov-ert control of information and evidence and their recording”53. Tadeusz Hanusek stated that “operational control is usually carried out in cases where there is a suspicion of crimes committed in the economic and fi-nancial sphere of an enterprise or company. Such control is carried out confidentially by the Police authorities or by inspiring other control bod-ies to carry it out. If abuses are detected, an official inspection is carried out, the results of which may have evidentiary importance”54.

				In order to prevent, detect, and identify perpetrators, as well as obtain evidence in cases of crimes prosecuted by public indictment, operational control is ordered when other measures prove ineffective or useless. It applies only in the case of intentional crimes specified55 in the acts of state administration bodies that have the appropriate powers to apply it.

				Operational control is carried out in a secret manner. Secrecy means that materials collected during the inspection cannot be made available to the person to whom it was applied56.

				Operational control includes: control of correspondence, control of the content of parcels, and the use of technical means enabling secretly obtaining information and evidence and recording them, particularly the content of telephone conversations and other information transmitted via teleinformation networks57.

				The concept of operational control has been most accurately defined as “periodic secret supervision conducted by the operational depart-

				
					
						Graf, Warsaw 2011, p. 230.

					
					
						53	Kontrola operacyjna, [in:] Polskie Służby…, pp. 102–103.

					
					
						54	T. Hanausek, Kryminalistyka. Poradnik…, p. 100; J. Gołębiowski, Praca operacyjna w zwalczaniu przestępczości zorganizowanej, Wydawnictwa Akademickie i Profesjonal-ne, Warsaw 2008, pp. 24–25.

					
					
						55	J. Stojer-Polańska, Czynności…, pp. 100–101; J.W. Wójcik, Przeciwdziałanie przestępczo-ści zorganizowanej. Zagadnienia prawne, kryminologiczne i kryminalistyczne, Wydaw-nictwo Lex Wolters Kluwer Polska Sp. z o.o., Warsaw 2011, p. 185; W. Mądrzejowski, Przestępczość zorganizowana…, p. 92.

					
					
						56	Komentarz do Ustawy o Kontroli skarbowej, eds. W. Modzelewski, W. Dworecki, Wydaw-nictwo Instytutu Studiów Podatkowych Modzelewski i Wspólnicy, Warsaw 2006, p. 164.

					
					
						57	L. Korzeniowski, A. Pepłoński, Wywiad gospodarczy…, p. 169.
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				ment, using means and methods of operational work adequate to the needs, over persons who are suspected of undertaking hostile activities under specific favourable conditions or situations, especially against state security”58.

				Priorities in operational technology result primarily from general re-sponsibilities, including police. If we assume that the most important re-sponsibilities of the police include their activities for the benefit of society, the justice system, and authorities, these priorities are distributed in var-ious ways. Therefore, a technique that is effective for the administration of justice is one that obtains significant evidence before or during pre-paratory proceedings. This task is primarily performed by the operational technique. Effective protection of the legislative and executive bodies re-quires yet other priorities in operational technology. In this case, they are located primarily on the operational technology side in rapid response units and subunits59.

				Analysing the statements of the authors of professional literature on this subject, it should be stated that operational technology is the entirety of activities dealt with by the operational technology department, which includes conceptual creation, research, experiments, trials, and, finally, development, production, and secret use and exploitation of operational technology means60.

				1.1.1. Purposes of Using Operational Techniques

				The increasingly aggressive and brutal nature of criminals, causing a greater threat to human life, and the organised nature of crimes, often on an international scale, require more effective actions by law enforce-ment agencies. Due to this reason, the importance of operational technol-ogy in the security system increases.

				In Polish, the word goal has been “defined as an attempt to strive for something one wants to achieve, a point, a place to which one is ap-

				
					
						58	J. Larecki, Wielki Leksykon…, p. 317.

					
					
						59	Z. Ruszkowski, Znaczenie techniki policyjnej w zwalczaniu przestępczości, [in:] Krymina-listyczne i prawne problemy współczesnej przestępczości, eds. S. Lelental, M. Zajder, Wy-dawnictwo Wyższej Szkoły Policji, Szczytno 1995, p. 60.

					
					
						60	J. Larecki, Wielki leksykon…, p. 677.
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				proaching: close, distant, unattainable, intended, common, and noble goal. However, it may be a goal to which we strive at all costs, straightfor-ward, acting decisively, approaching things directly, without unnecessary preparations”61, it may also have a bad maxim defined by the proverbs: “The end justifies the means” or “Run roughshod over”.

				Stanisław Hoc defines the operational goal used in technology pri-marily as “preventing, recognising, disclosing, and detecting crimes and offenses, finding people hiding from law enforcement authorities and the justice system, disclosing and determining the assets of persons covered by operational activities in order to secure them”62.

				According to Tadeusz Hanausek, operational work is consistent with the directions of functioning of forensic science, which include:

				investigating criminal factors and groups, as well as communities victimogenic;

				detecting crimes and their perpetrators;

				proving guilt of the perpetrator of crimes;

				crime prevention;

				forecasting the development of crime and phenomena in the sphere of social pathology, as well as methods of combating them63.

				In his publication, Adrian Szumski classifies operational goals differ-ently, dividing them as activities performed in a simple or complex form. The activities used in a simple form include: intelligence, observation, en-vironmental infiltration, operational combination, controlled purchase, controlled shipment, operational control, operational analysis, use of op-erational technology, use of information sources, and use of consultants. For the purposes of complex activities, he included: operational recon-naissance, surveillance, and operational investigation64.

				
					
						61	Cel, [in:] Słownik języka…, vol. I, p. 235.

					
					
						62	E. Gruza, Czynności…, p. 62; S. Hoc, Zapobieganie odpowiedzialności karnej za szpiego-stwo, Akademia Obrony Narodowej, Warsaw 1985, p. 340; S. Zalewski, Służby specjalne w państwie demokratycznym, Wydawnictwo Akademii Obrony Narodowej Wydział Stra-tegiczno-Obronny, Warsaw 2005, p. 59; H. Pracki, Nowe instytucje prawne w ustawach policyjnych, “Prokuratura i Prawo” 1996, no. 2–3, p. 36.

					
					
						63	T. Hanausek, Kryminalistyka a praca operacyjna, “Problemy Kryminalistyki” 1988, no. 182, pp. 446–447; A. Szumski, Wykorzystanie taktyki…, p. 21.

					
					
						64	A. Szumski, Czynności…, pp. 282–283.
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				Tadeusz Hanausek additionally defines the direct goals of operational technology that should be taken into account in the fight against crime. These goals are:

				collecting reliable, verified information;

				recognising threats from criminal circles;

				detecting criminals and their perpetrators;

				preventing all acts of violating the rights and security of citizens.

				Important elements, as shown by the experience of law enforcement agencies in various countries, are: the proper organisation of operational activities and the powers of specific institutions to use operational work, without which the effective fight against crime would be seriously ham-pered65.

				Taking into account the opinions regarding the objectives used to con-duct operational control as part of operational and technical activities, it should be stated that all objectives should result from the legal statuses of individual state authorities. Their acts define the scope of activities (clas-sification of interests and criminal activities) and define the tools (oper-ational measures) that they can use to perform their basic duties. When conducting operational activities, the goal at the beginning of the activity should be set as the main goal. However, before and after each task, in-termediate goals should be set, ending at a certain stage of activity. There is no operational work without defining the goal. All operational work performed without a designated purpose is completely unnecessary, ex-pensive, and dangerous, threatening future projects.

				In achieving the goals of operational technique, it is necessary to ap-ply appropriate principles, methods, and operational means. Operation-al information obtained from the operational techniques will enable the identification of further goals and the setting of specific tasks to achieve the intended effects. Most often, technical activities are based on oper-ational materials resulting from the tactics of conducting a crackdown or investigation. In this case, the technical means used complement the knowledge about the person under surveillance. As can be seen, the main goals of operational techniques are to perform assigned tasks for opera-

				
					
						65	T. Hanausek, Zarys kryminalistycznej teorii wykrywania, vol. I, Wydawnictwo MSW, Warsaw 1988, p. 22.
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				tional departments. However, when implementing its statutory interests, technology may obtain primary operational information which, after ap-plying appropriate methods and means, may lead to the detection of the perpetrators of a committed crime.

				Americans look at these matters differently, because their police le-gal regulations specify not only the goals of police activities, but also the means – especially investigative techniques – used in operational activ-ities. These measures are sometimes ethically controversial, but they fa-cilitate more effective crime detection. This applies especially to the most difficult to detect, the so-called crimes without victims, white collar, ma-fia, and economic crimes66.

				When analysing scientific publications devoted to these issues, it can be noticed that there are contradictory or not fully thought-out interpre-tations of the meaning of terms regarding the division of operational tac-tics, operational techniques, principles, and methods of operation. For example, Stanisław Pikulski, Adrian Szumski, Jerzy Konieczny, and other authors, among the means used in tactics, include covert observation of a place or person, covert acquisition of items originating from a crime, giving material benefits as well as supervising the movement, storage and turnover of criminal items67, they indicate methods interchangeably, and forms as means68, which in some cases should be used as part of opera-tional techniques.

				Similarly, in the draft of the Civic Platform – Act on operational and reconnaissance activities of April 2007, operational technology measures were incorrectly classified because they were combined with methods used in operational work69.

				
					
						66	R. Tokarczyk, Prawo Amerykańskie, Wydawnictwo Oficyna a Wolters Kluwer business, Warsaw 2009, p. 235.

					
					
						67	S. Pikulski, Podstawowe…, p. 40; J. Stojer-Polańska, Czynności…, pp. 97–100; J. Koniecz-ny, Czynności…, [in:] Kryminalistyka, ed. J. Widawki, Warsaw 1999, pp. 138–143; J. Ko-nieczny, Czynności, [in:] Kryminalistyka, ed. J. Widawki, Warsaw 2008, pp. 124–131.

					
					
						68	A. Szumski, Activities…, p. 283; J. Konieczny, Czynności…, [in:] Kryminalistyka, ed. J. Widawki, Warsaw 2002, pp. 138–139.

					
					
						69	Projekt Platformy Obywatelskiej Ustawy o czynnościach operacyjno-rozpoznawczych z kwietnia 2007 r., http://orka.sejm.gov.pl/proc6.nsf/projekty/353_p.htm (accessed on: November 24, 2013).
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				Most of these misleading terms are related to the lack of a uniform legal provision regulating the performance of operational and reconnais-sance activities. The activities performed in the Police, the Central Anti-corruption Bureau, the Military Counterintelligence Service, the Internal Security Agency, and other services were defined differently.

				Because of that, in the further part of the study, a different method of division and classification of operational technology will be presented, such as that used in the Special Services of most countries.

				1.1.2. Principles of Operational Technique

				Activities performed or any activities should always be regulated based on applicable law and developed norms and principles used in a given society.

				The Polish language dictionary defines principles as the “law govern-ing some processes, the basis on which something is based, regulates, or ordinary norms of conduct recognised by someone as binding: right, strong, noble, unshakable, sublime, strict principles”70.

				Tadeusz Kotarbiński, based on the scientific principles of work organ-isation, determined that using the achievements of praxeology, which is also called the science of good work, two principles of good work can be formulated71, namely, act in an organised manner and use an efficiency grading scale.

				Organised action is distinguished from other actions by the existence of four basic features, which include: awareness, which means that before taking action, its goals must be clearly defined; stages of organised action, meaning carrying out activities in the appropriate sequence; compliance with all conditions and restrictions specified in regulations for a given type of activity; effectiveness, meaning achieving the intended effect.

				Awareness of goals, as well as tasks, powers, duties, and responsibil-ities is the most important feature, even a necessary condition, of every activity and the activities carried out within it.

				
					
						70	Zasada, [in:] Słownik języka…, vol. III, p. 955.

					
					
						71	T. Kotarbiński, Traktat o dobrej robocie, Wydawnictwo Ossolineum, Warsaw 1975, p. 7.
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				Stanisław Pikulski presented his observations regarding the principles in the aspect of criminal tactics, as a directive of conduct and as an inter-pretative guideline, and in case of doubts, this principle should indicate the right course of action. According to the author, it should be assumed that the “principle of forensic tactics is a general directive expressing spe-cific regularities in forensic activities”72. The main principles included: the principles of professional ethics, the rule of law, humanism, material truth, objectivity, material truth, objectivity, speed of action, accuracy, secrecy, organisation of combat, and documentation of activities73.

				There are large differences among experts on the subject in their thoughts and interpretations of the terms of forensic tactics and tech-niques. For their needs, they develop various qualifications and divisions, often mixing terms. In this case, Mariusz Kulicki, Violetta Kwiatkows-ka-Wójcikiewicz, and Leszek Stępka divided the operational principles into three groups:

				The principles regarding the concept and subject of operation-al and forensic activities were listed and extended to include the principle of: initiative and activity of operational bodies, legalism, flexibility and hierarchical supervision, and written planning.

				Principles regarding the relationship of operational and forensic activities to the criminal process: the primacy of procedural con-siderations, the complementarity of operational and procedural activities, the subjective separation of operational bodies from those carrying out procedural activities, the confidentiality of personal sources of information, the verifiability of procedural findings, and the stage independence from the process.

				Principles regarding the conduct of operational and forensic ac-tivities: respecting the right to professional ethics, striving for ma-terial truth, free assessment of information, continuity and com-prehensiveness of activities, secrecy or confidentiality of activities and their direct effects, written documentation, single-subjectivity 

				
					
						72	S. Pikulski, Podstawowe…, pp. 61, 63.

					
					
						73	Ibidem, p. 63; T. Hanausek, Kryminalistyka. Poradnik detektywa, Wydawnictwo Prawni-cze P.U.P. “POLBOD” Sp. z o.o., Katowice, 1993, pp. 35–39; M. Kulicki, Kryminalistyka…, pp. 68–69.
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				of operational activities, informality and identification, purpose-fulness and ethics of actions, objectivity, voluntary cooperation of citizens, and the priority of protecting sources of operational information74.

				Considering these definitions of the principles used in operational work, I believe that these issues were most clearly and understandably described by Jan Larecki, who presented them as five basic principles and did not break them down to create principles for individual actual activi-ties performed. Such rules are applied by the Special Services.

				Principles of operational work are the principles that should be fol-lowed when developing, planning, and practical implementation of oper-ational activities. In particular, they commit to:

				acting in the interest of the state and to protect its basic func-tions;

				compliance with the rule of law;

				maintaining objectivity;

				focusing on efficiency and effectiveness of action;

				maintaining the secrecy of activities75.

				The principle mentioned first, about acting in the interest of the state, applies to state administration officials, to a lesser extent to citizens of our country, and does not apply to foreigners at all. An officer is obliged to serve his country, a citizen is obliged to help, but he may do it for rea-sons that are not necessarily patriotic but, for example, material. Howev-er, a foreigner is probably not for reasons of protection of a foreign coun-try, but for other reasons.

				In the operational activities, the hierarchy of importance of principles is different than in the reported ones. The most important principle that should not be violated is the principle of confidentiality. The second is the rule of law, the third is objectivity, and the fourth is efficiency and effectiveness of action76. All the four principles should be followed, and 

				
					
						74	M. Kulicki, V. Kwiatkowska-Wojtowicz, L. Stępka, Kryminalistyka…, pp. 85–86; A. Szum-ski, Wykorzystanie…, pp. 33–34.

					
					
						75	J. Larecki, Wielki leksykon…, p. 759.

					
					
						76	B. Kapuściak, Instrukcje pracy kontrwywiadowczej Wojskowej Służby Wewnętrznej wraz z instrukcjami prowadzenia dokumentacji i ewidencji (1957–1990), Wydawnictwo AKA-DE, Kraków 2010, p. 504.
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				applying them in operational activities will result in proper implementa-tion and achievement of the set goal.

				1.1.2.1. The Principle of Secrecy (Confidentiality) of Action

				The first of the basic principles, which should be present throughout the entire period of activities, is the principle of secrecy. The effectiveness of operational activities depends on it and protects against violations of the law77.

				Mariusz Kulicki believes that “secrecy is specific to a large area of fo-rensics applications and is closely related to the principle of organising combat and the principle of process-operational cooperation. Compli-ance with the principle of secrecy means that both the forensic versions formulated and the undertakings of law enforcement agencies as well as the results of these undertakings remain secret and may be disclosed only when required by the procedure or specific tactical considerations”78.

				Tadeusz Hanausek had a similar opinion on this subject, who claimed that the principle of secrecy was among the main principles of forensics. The author expresses the postulate that methods, means and methods of action, and, above all, information and their sources, should not be disclosed ex-cept for legally and purposefully justified and really necessary needs79.

				There are three main reasons why the activities carried out are kept secret:

				the opposing party does not know where and what information was obtained by the acquiring apparatus;

				secrecy concerns not only the protection of information held, but also the methods and methods of obtaining it;

				the need to become resistant to counteraction from the enemy and to protect one’s own sources of information80.

				The need to maintain secrecy regarding the ongoing case is dictated by several reasons, including:

				
					
						77	S. Pikulski, Podstawowe…, p. 90.
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				evidentiary value – revealing the details of committing a given crime will not be possible because the perpetrator covers or masks the traces;

				the surprised opponent will not be prepared to defend himself, and his ignorance will allow him to obtain knowledge about the actual losses81.

				However, failure to comply with secrecy requirements has the follow-ing consequences:

				limiting or denying the initiative to the law enforcement appara-tus in conducting the case;

				depreciation of the effectiveness of the law enforcement appara-tus, because a clever opponent, having ascertained that sufficient evidence had not been collected against him committing a crime, may continue to engage in criminal activities or modify them;

				material and other losses related to the loss of invested work and measures to detect perpetrators of crime82.

				According to the law, this principle should not only be followed by per-sons performing operational activities. It also applies to activities related to the consideration of an application to order operational control at the court level. They must be implemented under the conditions provided for the transmission, storage, and disclosure of classified information. The obligation to comply with the secrecy requirement also extends to the su-preme government administration bodies to which the relevant state ser-vices are subordinated. The Prime Minister, the minister responsible for internal affairs, or the minister of national defence are obliged to define detailed rules related to the circulation of operational control documen-tation, taking into account the need to ensure the secret nature of these activities83.

				As follows, if this rule is not respected when performing activities, the opponent (perpetrator or suspect) will act in such a way that the law en-

				
					
						81	A. Szumski, Wykorzystanie…, pp. 48, 100–101.

					
					
						82	M. Białek, Tajność w procesie wykrywania przestępstw jako element taktyki kryminali-stycznej, “Problemy Kryminalistyki” 1979, no. 142, p. 776.

					
					
						83	P. Pochwała, S. Frane, Kontrola operacyjna oraz zakres jej stosowania, “Zeszyt Naukowy WSEI. Seria Administracji” 2011, no. 1, p. 206; T. Hanausek, Kryminalistyka…, 1993, pp. 37–38.
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				forcement authorities will not be able to detect and prove his criminal or hostile actions. In this case, a greater threat to the bodies performing operational activities is the so-called unmasking of forces and resourc-es. The enemy, having realised that information about him is being col-lected through observation, eavesdropping, previewing, correspondence control, or personal sources of information, will remember it for the rest of his life, and his behaviour will consciously mislead the surveillance services in order to clear himself of suspicions or he will share this knowl-edge with other possible opponents.

				1.1.2.2. The Principle of the Rule of Law

				The principle of the rule of law is particularly important for all op-erational and reconnaissance activities because it touches on the legal aspect of operational techniques. According to it, all tactical-technical and operational-reconnaissance activities should be undertaken within the framework of the law and on its basis. The operational technique is directly related to the very sensitive social fabric of civil rights and freedoms. The principle of the rule of law is not limited only to legal reg-ulations regarding operational techniques, but extends to all laws with which the procedures should be consistent84. This principle means that operational activities are undertaken in precisely defined situations and towards specific entities. The catalogue of these cases is defined, limited, and closed in the provisions regulating the powers of state services. It is also important that the probability of committing a crime cannot be hypothetical, it must be real85.

				Persons conducting operational work should comply not only with le-gal regulations regarding these activities, but also with legal standards applicable in other areas of law. This principle prohibits arbitrary actions in operational activities – persons conducting and performing operation-al work may only perform it within the scope specified by the relevant le-gal provisions, in order to combat crime, and using the forces and means 
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						85	P. Pochwała, S. Frane, Kontrola…, p. 204.
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				provided in these provisions. Any planned and implemented operational undertakings must not cause, enable or facilitate crimes86.

				1.1.2.3. The Principle of Objectivity

				As the name suggests, the principle of objectivity refers to impartial and bias-free operational activities. The idea is that all activities under-taken in the field of operational technology should be completely devoid of any a priori attitude or unjustified tolerance towards the participants of the subsequent proceedings. The primary goal of this principle in the implementation of operational activities is to strive for an objective and comprehensive explanation of the matter and to make all decisions based on proven and true information.

				In relation to the party appearing in the proceedings, those carrying out these activities should remain completely impartial and not show any prejudice or inconsistency87. As Tadeusz Hanausek says, the “basis of this principle is to rely on verified information”88. It is also important that the operational authority will evaluate the collected material independently. It should not be susceptible to various types of suggestions89.

				Compliance with the principle of objectivity should constitute the im-plementation of the assumptions of humanitarianism and the assurance of objective truth. Any bending of the truth is usually met with a correc-tion that comes when the person conducting the proceedings least expects it, revealing in full detail the prior investigation into the matter of truth90.

				1.1.2.4. The Principle of Economics and Effectiveness of Action

				The principles of economics and operational efficiency are two very important principles that must be taken into account in the operational and technical activities. The principles of operational techniques not only regulate the legal basis but also check the usefulness of the applied tech-

				
					
						86	S. Pikulski, Podstawowe…, p. 83.
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						88	T. Hanausek, Kryminalistyka zarys wykładu, Wydawnictwo Zakamycze, Kraków 2000, p. 55.

					
					
						89	A. Szumski, Wykorzystanie …, pp. 60–61.

					
					
						90	W. Gutekunst, Kryminalistyka. Zarys systematycznego wykładu, Wydawnictwo Prawni-cze, Warsaw 1965, p. 62; B. Kapuściak, Instrukcje pracy…, p. 480.
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				nical means. These principles define what operational work tools should be used to achieve the maximum usefulness of the results of operational techniques while using the minimum costs. Operating profits are assessed based on the effectiveness of activities, while costs are assessed based on the use of broadly understood means of action in a given operation – peo-ple, technology, materials. The nature of economics of operations is man-ifested by economy, which consists in achieving goals at a lower cost, and efficiency, which consists in achieving a larger and more accurate number of goals while maintaining constant costs. The economics of operational and reconnaissance activities, in turn, consists in the selection of forms and methods that will be adequate to the task at hand. The means used should, on the one hand, enable effective and relatively quick achievement of the set goal, but on the other hand, they should not be used haphaz-ardly91. Under the principle of effectiveness, we distinguish two ways of improving the economics of activities, namely cost-saving and efficient. In this case, the degree to which goals are achieved plays an important role. This action can manifest itself in three ways:

				fully effective, leading to the achievement of the set final goal, e.g., catching the perpetrator and collecting the appropriate amount of evidence of the committed crime using a minimum of operational techniques;

				partially effective, consisting in achieving the set goal, but using a whole range of operational techniques – unnecessarily spending a large amount of financial resources, because it could be achieved with smaller expenditure;

				ineffective occurring when the set final goal is not achieved using all available operational tools.

				Therefore, a basic issue arises related to various factors – workload, effectiveness, and economics of the described activities of obligated in-stitutions and cooperating units92. When applying these two principles, subsidiarity93, assistance, and advice must be provided in a follow-up manner, operational techniques must not be fully used at any stage of 
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				activities carried out by the services. Officers cannot freely decide on the use of control in the form of e.g., telephone tapping. The sine qua non conditions that enable the use of operational control are:

				ineffectiveness of previously applied measures in a specific case;

				high probability that the planned use other than operational con-trol measures may not be useful in a particular situation.

				Otherwise, without previously ineffective actions or substantive justi-fication for the impossibility of implementing the planned activities, the use of operational control measures may be deemed illegal94 and therefore uneconomical.

				1.1.3. Methods Used to Conduct Operational and Technical Activities

				From a scientific point of view, a method is a consciously and consistently used way of proceeding to achieve a specific goal, consisting of the scien-tific study of things and phenomena95.

				At the beginning, when discussing the operational side of this issue, it is necessary to explain the difference between two concepts: means and methods of operational and reconnaissance activities.

				An operational activity measure is an element deliberately used to achieve a specific goal. In the case of operational and reconnaissance activities, this concept usually refers to technical means thanks to which it is possible to obtain and record information. Therefore, these may be technical devices enabling direct eavesdropping, telephone eavesdrop-ping, or a preview documented photographically or by recording using a video camera96.

				A method in the operational sense is a set of operational and recon-naissance activities, used purposefully, using knowledge, experience, and specialised technical means to optimally achieve the assumed goals97. Ex-amples of such methods include operational analysis, operational conver-sation, or controlled purchase.
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				Operational methods are a set of open, confidential, and secret activ-ities undertaken to obtain, collect, check, analyse, and process informa-tion carried out within the scope of statutory tasks of authorised state administration bodies98.

				Experts in professional literature similarly define operational work methods as secret methods of operation of secret services that enable the implementation of specific operational tasks aimed at achieving a giv-en goal. Although all secret services jealously guard their own original methods and treat them as professional secrets, many of them have been used for centuries and have become widely known. However, the specific situation in which and for what purposes the methods were used always remains a mystery99.

				It is necessary to use all operational work methods, as each of them has a limited scope. The simultaneous and alternating use of operation-al work methods, taking into account existing conditions and assumed goals, may allow achieving the desired results. Operational work methods change along with changes in the structure and organisational forms of crime, science, technology, and legislation. There are several divisions of operational work methods.

				The first division takes into account the degree of secrecy of activities constituting the content of individual operational work methods. It al-lows us to distinguish the following operational work methods:

				Open methods, such as methods used in crime prevention, e.g., oper-ational conversation, cooperation with control and local authorities, ex-change of official correspondence.

				Confidential – secret methods, e.g., controlled purchase, operational combination, operational and technical activities100.

				Taking into account the degree of dependency, we distinguish sim-ple and complex methods. Simple methods generally do not involve the use of operational resources. Examples of simple methods are interviews 

				
					
						98	L. Korzeniowski, A. Pepłoński, Wywiad gospodarczy…, p. 168.
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				and operational conversations, as well as cooperation with informants in the field of operational techniques. In complex methods, often taking the form of operational combinations, the use of technical means is almost the rule101. The difference between these two types of methods is that complex methods can consist of several simple methods102.

				Another division, similar to the mentioned one, is the division of op-erational work methods, which takes into account their availability and frequency of use, into common methods and special methods. Most sim-ple methods are also common methods. Complex methods are generally methods reserved for employees of operational and reconnaissance ser-vices or operational technology and are used in cases of high importance.

				Another division of operational work methods is similar, based on the scope of information obtained thanks to them and their usefulness in various matters. According to this criterion, universal and specialised methods can be distinguished. Universal methods will be those that can be used in many different cases and that provide a variety of information, e.g., intelligence and operational conversations, the use of confidential personal sources of information, analysis. Specialised methods include methods that generally provide uniform information, with a relatively narrow scope and which are to be used in specific conditions, e.g., oper-ational and technical activities, Operational Combination, Operational Game, or masking activities.

				Operational work methods are crucial in combating organised crime. They may often seem drastic because they are intended to interfere with freedom and human rights, but thanks to their aggressive nature they are very effective. Misuse of modern operational work methods would pose a threat to the legal order, so their use is subject to strict control103.

				The most frequently used methods by the Special Services in opera-tional and technical activities include:

				Simple methods:

				operational analysis,
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				interview or operational interview,

				operational legend,

				operational legalisation,

				operational inspiration,

				operational disinformation,

				offensive (agency) activities,

				operational and technical activities,

				controlled purchase,

				secretly supervised shipment.

				Complex methods:

				operational combination,

				operational game104.

				1.1.3.1. Operational Analysis

				According to most authors, operational analysis, sometimes called tac-tical, is an activity aimed at achieving the goal intended by the authority in the shortest possible time105. It involves separating the components of the analysed subject and assessing them according to established criteria. It is the activity of examining the data contained in the obtained informa-tion, documents, operational materials, and searching for facts, circum-stances, and relationships between them, which allow for: assessment of their truthfulness and reliability, reconstruction of the entire activity of the person under investigation or the course of the event or phenomenon that occurred, assessment of work source of information and its credibil-ity determining the progress of the case.

				Specifying conclusions regarding the development of further plans, as well as assessing the state of security and public order in the state and the means of securing them, assessing the conditions and possibilities of undertaking operational activities106.

				The analysis and its execution is the main point of the analytical cy-cle. In this phase, the collected and processed information is subjected to analysis (intellectual process), based on which conclusions are drawn 

				
					
						104	J. Larecki, Wielki leksykon…, pp. 351–352; Polskie Służby…, p. 119.

					
					
						105	E. Gruza, Czynności…, [in] Kryminalistyka…, p. 72.

					
					
						106	A. Taracha, Czynności…, p. 48; J. Larecki, Wielki Leksykon…, p. 52.
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				and then given the appropriate form in the form of a final document107. An analytical goal is traditionally defined as a process consisting of five elements: planning and directing, information acquisition, analysis and development, and distribution108.

				According to Tadeusz Hanuska, “operational analysis is a careful ex-amination of individual elements of a set of operational information used to make a decision on the use of this set”109. Information obtained during operational work by employees of control bodies is subject to operational analysis, most often presented in the following forms:

				various public and secret documents;

				information obtained from informants and agents;

				observation documentation;

				information obtained by using other methods and means of oper-ational technology.

				The main part of operational analysis is breaking down the object of study into its component parts. This action can be performed in two ways, namely:

				using mental analysis when the whole cannot be broken down into parts by manipulation. All social and economic events, legal regulations, operational situations,

				manipulative methods that apply when the subject under exami-nation is a material item.

				Information obtained through operational analysis may consist in continuing operational and reconnaissance activities in a specific di-rection or submitting an application to initiate or discontinue criminal proceedings based on the analysis of the results of operational activities already carried out. It can be concluded that the analysis process is car-ried out at every point of operational and reconnaissance activities. The 

				
					
						107	K. Riedel, P. Piasek, Fuzja analityczna – wartość dodana w epoce informacji, [in:] Ana-liza informacji w działaniu. Zarządzanie Bezpieczeństwem, eds. K. Lidel, P. Piasecka, T.R. Aleksandrowicz, Wydawnictwo Difin, Warsaw 2012, p. 9.

					
					
						108	T. Aleksandrowicz, Metodyka pracy analitycznej, [in:] Analiza informacji, teoria i prak-tyk, Zarządzanie Bezpieczeństwem, eds. K. Lidel, P. Piasecka, T.R. Aleksandrowicz, Wy-dawnictwo Difin, Warsaw 2012, pp. 82–83.

					
					
						109	T. Hanusek, Kryminalistyka…, p. 140; A. Szumski, Wykorzystanie…, p. 139; T. Hanausek, Kryminalistyka. Poradnik…, p. 100.
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				aim of information analysis is always to create a comprehensive and co-herent picture of the situation, which is the basis for making subsequent decisions110.

				In the common understanding, the operational analysis method is the crowning method because it occurs at every stage of activities. It is car-ried out on a document – primary information – in order to determine a specific goal of further action and the means by which it will be imple-mented. During surveillance, all information is necessarily analysed and appropriate conclusions are drawn. Even after the surveillance activities have been completed and the criminal has been successfully convicted, a final analysis is carried out to determine whether our activities have not been exposed, whether the forces and resources have been properly accounted for and what the balance of profits and losses is.

				It is worth noting that for twenty years now, a new tool called crimi-nal analysis has appeared on the crime-fighting market. Its use becomes particularly important in multi-threaded cases involving a large number of people, events, places, and things that require real interconnectedness. It is used especially in cases of operational and reconnaissance activities and investigations into organised crime cases. This method looks for mu-tual relations between information relating to criminal events111.

				The International Criminal Police Organisation – Interpol believes that criminal analysis is a method of police work that involves the con-sistent and organised search and demonstration of relationships between crime data and other identifiable information that will constitute the ba-sis for preparing applications supporting decision-making processes112.

				However, according to Order No. 16 of the Police Commander-in-Chief of September 4, 2002113, “criminal analysis is the search for and identifica-tion of connections between information regarding a crime or a criminal 

				
					
						110	Analiza informacji, [in:] Polskie Służby…, p. 41.

					
					
						111	J. Gołębiowski, Praca operacyjna…, 2008, pp. 54–55; H. Rusiński, M. Bronicki, Wywiad kryminalny jako kierunek zwiększania efektywności Policji w zdobywaniu, gromadzeniu i wykorzystywaniu informacji, [in:] Przestępczość zorganizowana. Świadek Koronny, Ter-roryzm, ed. E.W. Pływaczewski, Kantor Wydawniczy, Zakamycze 2005, p. 665; E. Gruza, Czynności…, [in:] Kryminalistyka…, p. 71.

					
					
						112	S. Czarnecki, Analiza kryminalna narzędziem Policji, “Prokurator” 2007, no. 1 (29), p. 22.

					
					
						113	Zarządzenie nr 16 pf Komendanta Głównego Policji z dnia 4 września 2002 roku, unpu-blished.
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				and any other data obtained from various sources and using them for operational and procedural purposes”114.

				1.1.3.2. Operational Interview or Operational Intelligence

				Operational interview115 and operational intelligence116 (criminal in-telligence) plays an important role in operational work. It is an important way of obtaining information from individuals and institutions, and can also be a way of influencing the behaviour and attitudes of various people.

				An interview is a dialogue fundamentally different from an interroga-tion. First of all, because of its casual, informal nature, and then because it is not an activity of such evidentiary importance as an interrogation117.

				Jerzy Konieczny believes that the purpose of an interview is to obtain information about a person (people) or an event. Such an interview may be conducted at the workplace of the person of interest to the police, in her neighbourhood or social environment118.

				An operational interview is not the same as an interview due to its broader application119. As part of an operational conversation, we can dis-tinguish several types of action, namely:

				cognitive conversations that occur primarily in open interviews. They are used to obtain information from the interlocutor about given people, phenomena, or events. This applies to new informa-tion that is not yet known to the interviewer,

				clarifying conversations are those that aim to obtain new infor-mation to fill gaps or dispel existing doubts,

				survey interviews (undercover), are obtained in a roundabout way by asking questions that are not directly related to the case. Their purpose is to obtain information from unaware people who pass 

				
					
						114	W. Ignaczak, Wybrane zagadnienia Analizy Kryminalnej, Wydawnictwo Wyższej Szkoły Policji, Szczytno 2005, p. 6.

					
					
						115	T. Hanausek, Kryminalistyka zarys…, Fifth edition, p. 150.

					
					
						116	J. Larecki, Wielki Leksykon…, p. 744.

					
					
						117	T. Hanausek, Kryminalistyka zakres…, p. 136; J. Konieczny, Czynności…, [in:] Krymina-listyka, Warsaw 2008, p. 127; J. Konieczny, Czynności…, [in:] Kryminalistyka, Warsaw 2002, pp. 89–93.

					
					
						118	B. Kapuściak, Instrukcje pracy…, p. 503; J. Konieczny, Czynności…, [in:] Kryminalistyka, Warsaw 2002, p. 138.
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				Chapter 1

			

		

		
			[image: ]
		

		
			
				48

			

		

		
			
				it on to control authorities. These conversations occur in a secret interview,

				inspiring conversations are those in which, thanks to properly selected arguments, one can influence the interlocutor and make him take a specific course of action,

				warning calls are those that are intended to draw the interlocutor’s attention to the possibility of performing illegal activities120.

				Each operational interview is conducted with the aim of obtaining specific information of interest to the interviewer, but without formu-lating direct questions about the core of the interest. The purpose of the conversation should be known only to the interlocutor, and the in-terlocutor should be convinced that the topic of interest is completely different121.

				Operational conversations should not be equated with intelligence be-cause they have a broader application. The main purpose of operational talks may be, for example, disinformation, but also achieving the assumed goals in games or operational combinations.

				Operational intelligence is an activity aimed at obtaining as much in-formation as possible about the person under surveillance. During the interview activities, operational, cognitive, and survey interviews are also conducted. However, operational intelligence is based on other informa-tion obtained from files and databases122.

				In marketing and management, it is believed that intelligence tech-niques used in marketing include interviews and conversations with competitors’ employees. In order to obtain information about the compe-tition’s strategy and plans, specialists are sent to conferences and exhibi-tions to obtain information from the opponent’s employees participating in them123.

				
					
						120	J. Larecki, Wielki Leksykon…, p. 564.

					
					
						121	J. Larecki, R. Zulczyk, Rozmowa operacyjna, [in:] Polskie Służby…, p. 177.

					
					
						122	A. Szumski, Wykorzystanie…, pp. 142–146; J. Stojer-Polańska, Czynności…, [in:] Krymi-nalistyka…, p. 98.

					
					
						123	D. Ostrowski, Wybrane problemy marketingu, Wydawnictwo Wyższej Szkoły Ekono-micznej, Warsaw 1997, p. 31; S. Kuśnierski, D. Ostrowski, Marketing, Wydawnictwo Wyższej Szkoły Ekonomicznej, Warsaw 1998, p. 168.
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				1.1.3.3. Legend and Operational Legalisation

				Operational activities, regardless of their type, should be provided with a special legend and appropriate justification in the form of legal-isation tools.

				A legend is any false, deliberately prepared, but probable information, sometimes containing authentic elements and fictitious data that are dif-ficult to verify124.

				In other words, legend means covering one action with another action. Legend is a method quite often used by specialised special and intelli-gence services, mainly when carrying out operational tasks.

				There should be no operational activities without a legend camouflag-ing the activities performed by the persons or institutions taking part in them. The legend must be adapted to the situation and the person it is to camouflage. The essential requirement of a legend is its apparent au-thenticity125.

				The success of the entire operation largely depends on a properly pre-pared legend. A well-chosen legend is also important from a psychologi-cal point of view, giving the person who uses it a sense of certainty, securi-ty, and personal anonymity. Preparing such a legend takes many months and years126.

				When describing a legend, it is said that it must be a well-thought-out and real permanent legend, based on real documentary and biographical facts that will be used to establish contacts with the enemy base and will be both an unofficial biography and the course of activity of a fictitious company.

				In specific cases, when investigating cases, the person being verified should be provided with another additional legend depending on the na-ture of the case127.

				In order to properly create a new personal identity or the functioning of an institution, after collecting the appropriate information, one must obtain appropriate confirming and legalising documents (registered iden-

				
					
						124	J. Larecki, Wielki leksykon…, p. 333.

					
					
						125	R. Zulczyk, Legenda, [in:] Polskie Służby…, p. 112.
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				tity, documents of a person or company, or at least business cards, etc.) invented for the needs of a given operation.

				Legalisation is an indispensable principle of operational legend, it is a set of activities aimed at creating a new identity and credibility of a person, an institution or an existing fact. Whatever legend is adopted, such legalisation documents should confirm it. This is done by preparing personal docu-ments and official documents intended to fictitiously certify the truth of an event or to give the appearance of authenticity to the created situation. Legalisation also refers to a number of activities related to the clandestine introduction of an operational employee or agent into the environment in which he is to conduct business by creating specific instruments128.

				Jerzy Konieczny believes that “legalisation is providing the operational officer with an identity that is inconsistent with reality (in the case of doc-uments, legalisation is therefore a kind of intellectual forgery). One of the goals of legalisation understood in this way is to prevent possible revenge from criminals. Sometimes, not only people are legalised, but also objects, e.g., a base used for observations is legalised as, say, a sports facility”129.

				It is also worth adding that when performing operational and recon-naissance activities, police officers may use documents that will make it impossible to determine the police officer’s identification data and the means he uses130.

				Legalisation documents used by officers of the police or “undercover” services (introduced into a given society in order to secretly perform their tasks)131 should be prepared perfectly with the possibility of their official verification, and making it impossible to determine the actual identifica-tion data of operational employees is one of the most important elements ensuring their safety. In special cases, such documents may also be re-ceived by persons cooperating with the services who are not officers132.

				
					
						128	J. Larecki, Wielki leksykon…, p. 332; Encyklopedia Szpiegostwa, p. 146; J. Larecki, Legali-zacja, [in:] Polskie Służby…, pp. 111–112; W. Pływaczewski, G. Kędzierska, Leksykon…, p. 74.
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						130	T. Aleksandrowicz, Prawne uwarunkowania zawodu detektyw, [in:] Podstawy detektywi-styki…, p. 80.

					
					
						131	J. Konieczny, Taktyka, [in:] Podstawy detektywistyki…, p. 163.
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				As already mentioned, the legalisation method involves the production and use of documents containing data enabling the secrecy of the activi-ties of control authorities. Legalisation activities are also called masking activities or camouflage. They are conducted for the needs of all control authorities. Legalisation activities cooperate with the legend when con-ducting operational activities because the use of the legend would not be possible without having appropriate documents to maintain the secrecy of the operation. This connection consists primarily in the preparation of all types of documents corresponding to the previously prepared legend. Taking into account the essence of the legend and legalisation activities in the technical and operational activities, we can distinguish legend and legalisation methods. When conducting external surveillance, the leg-end and legalisation are used to mask133 intelligence agents’ vehicles in a given place and situation. In this case, the accepted legend is confirmed by changing the appearance of the intelligence officers (operational cloak-room134) or changing the license plates in the cars they use.

				1.1.3.4. Operational Inspiration

				Inspiration is a term used in many European secret services as an element of manipulation used in operational work135. Inspiration was considered to be such an influence on the person being manipulated as to inspire him with the intention to act in the manner intended by the manipulator136. Therefore, the method based on it was defined as opera-tional activities aimed at causing specific people to behave in a way that would be convenient for the services137. Inspiration is the essence of disin-

				
					
						133	Encyklopedia szpiegostwa, p. 159.

					
					
						134	Z. Uniszewski, Żargon…, p. 150.

					
					
						135	J. Larecki, Wielki leksykon…, p. 265; T. Hanausek, Kryminalistyka zarys…, Fifth edition, p. 150.

					
					
						136	B. Zając, Informacja w działaniach operacyjnych, Wydawnictwo Instytutu Kryminalisty-ki i Kryminologii Akademii Spraw Wewnętrznych, Warsaw 1985, p. 71; K. Kochanow-ski, Specyfika rozmów operacyjnych realizowanych przez Grupę II SB we współdziałaniu z Grupą Paszportów RUSW w Stargardzie Gdańskim (diploma thesis), Wydawnictwo Wyższej Szkoły Oficerskiej MSW im. Feliksa Dzierżyńskiego, Legionowo 1988, p. 36.

					
					
						137	A. Karpacz, A. Rozwadowski, Taktyka pracy operacyjnej służby Bezpieczeństwa, Wydaw-nictwo Departamentu Szkolenia i Doskonalenia Zawodowego MSW, Warsaw 1984, p. 91; R. Rybicki, Wybrane problemy gier operacyjnych, Wydawnictwo Departamentu Szkole-nia i Doskonalenia Zawodowego MSW, Warsaw 1978, p. 43.
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				formation activities and is the essence of most operational games, mainly offensive ones, conducted by the secret services138. While disinformation is providing the opponent with various types of false information, in-spiration is the idea of causing him, by provoking or encouraging him, to take a specific action called:

				An inspirational defensive effect that depends on omitting a spe-cific action by the opponent;

				An inspirational offensive effect meaning to induce the opponent to take some action139.

				It should be emphasised that the inspirational stimuli always had to be tailored to the given interlocutor. As in other operational activities, at-tempts were made to learn the personality of the person who was to be manipulated. Determining the features of his character allowed for the use of stimuli that determined the success of inspiration140.

				1.1.3.5. Operational Disinformation

				The Dictionary of the Polish Language defines disinformation as “mis-leading by providing false, misleading, or untrue information”141.

				Disinformation is an extremely complex operational term and is one of the most important activities of the secret services142. This term was in-vented by the German secret services during World War I, where over the years, it became a methodological way of influencing the enemy, under-taken with the intention of creating a purposeful, targeted influence on the formation of opinions and the course of predictable assumptions143.

				Encyklopedia Szpiegostwa states that disinformation is “deliberate false information intended to influence a group of people or an entire population. The Special Services use it in order to influence the oppo-

				
					
						138	A. Krzak, Inspiracja, [in:] Polskie Służby…, pp. 84–85.
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						140	F. Musiał, Podręcznik bezpieki. Teoria pracy operacyjnej Służby Bezpieczeństwa w świetle wydawnictw resortowych Ministerstwa Spraw Wewnętrznych PRL (1970–1989), Wydaw-nictwo Instytutu Pamięci Narodowej. Komisja Ścigania Zbrodni przeciwko Narodowi Polskiemu, Kraków 2007, p. 216.
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				nent’s favourable behaviour. It is divided into strategic, with long-term plans and intentions, and operational, which is created depending on the moment and a given situation144.

				According to the definition, disinformation “means a secret action planned according to a uniform concept, consisting in preparing, developing, and, consequently, providing the opponent with false information. The effect of these activities is to influence the decision-making processes considered by bodies of another country, which may use such information to make de-cisions detrimental to the vital interests of that country145. In terms of scope, disinformation can be of an operational, military, and aspect nature.

				Using this method involves preparing and distributing false or par-tially true information through secret or open intelligence channels in order to deceive the opponent and create a false but relatively credible and acceptable idea about the matter of interest to him in accordance with the intentions of the organising party.

				In the case of military disinformation, it is defined as all logistical activities aimed at misleading the enemy on the battlefield. The point is to cause the enemy to misunderstand the number of troops, equipment, and tactics. In the case of aspectual disinformation, it is consciously mis-leading the opponent about a specific phenomenon or situation146.

				Taking as the criteria the correctness of information provided during activities, disinformation is divided into three categories:

				full, in which the news was completely false;

				partial consisting in providing information that is to some extent false or out of date;

				apagogical, properly used by counterintelligence, consisting in transmitting true information to foreign services in such a way that it is considered false147.

				Disinformation is rarely an end in itself. It usually occurs as one stage in a complex, major operational endeavour, such as a combination or a game148.
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				1.1.3.6. Operational and Technical Activities

				Operational and technical activities, also known as the technical and observational method, are all operational activities that require the use of operational technology149 and other methods of operation. This method involves combining thought processes with the simultaneous use of tech-nical devices. Therefore, the operational and technical activities included the use of all technical means that could help achieve the assumed goal. This involves installing, establishing, operating, carrying out, and mon-itoring:

				wiretapping, surveillance, observation, operational traps, corre-spondence surveillance, White Intelligence;

				conducting a secret search or secret entry150.

				A secret entrance or secret search is one of the most complicated and risky methods of operation of secret services. It involves arranging a dis-creet entrance to a premises (detached house, apartment, office, hotel room, or other room) or means of transport (car, trailer, yacht, etc.) in-habited, used, or operated by a person who is of operational interest151.

				From the point of view of the borderline of the law, the most substan-tive secret search is defined as: an organised illegal entry into a room in the absence of the user or tenant, most often at night, in order to obtain materials of interest to the services152.

				The purpose of a secret search is to look for evidence of intelligence or other activity of the owner of the apartment. If documents or criminal materials are found, a regular search based on procedural steps can be carried out later153.

				During secret entry, other tasks apart from searching may be carried out. Such tasks include the installation of operational means, mainly 
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						150	T. Hanausek, Kryminalistyka zarys…, Fifth edition, p. 150; B. Kapuściak, Instrukcje pra-cy…, p. 493; J. McNamara, Arkana Szpiegostwa komputerowego, Wydawnictwo Helion, Gliwice 2004, p. 65.
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						153	Encyklopedia Szpiegostwa…, pp. 254–255; Lorek, Inwigilacja. Elektroniczna i bezpośred-nia, Wydawnictwo FTA-INSIDER TRADING, Gdynia 2003, pp. 83–84; C. Łensys, In-wigilacja. Sprzęt elektroniczny. Tajniki pracy operacyjnej. Kontrola podstawą zaufania, Wydawnictwo Euro-Soft, Warsaw 2009, pp. 69–70.
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				eavesdropping, surveillance, or operational traps, for example planting provocative evidence against such a person154.

				An extra-legal search may be carried out only in the most important cases when any semi-open action could lead to unforeseen political and personnel consequences155.

				In democratic countries, secret searches are strictly rationed and are usually not possible without the consent of a court or prosecutor156.

				For example, US law allows any search to be carried out after a court or an official with partial judicial powers issues an order specifying the place of search and the items to be confiscated, substantiated under oath by the requesting officers. General searches of entire buildings without precise-ly defining specific rooms are considered unconstitutional. It is possible to perform a search without the obligation to present a warrant, consent, and knowledge of the interested citizen against whom the activities will be carried out, when items originating from a crime or used to commit a crime are within the police’s sight157.

				1.1.3.7. Offensive Actions (Agent Method)

				Offensive activities defined as the agent method are aimed at the ra-tional use of secret personal sources of information (OZI), and in particu-lar secret collaborators or agents. It meant all activities related to them, i.e., selection, recruitment, and subsequent cooperation158.

				OZI is a person who secretly cooperates and, consciously or un-consciously, voluntarily or under duress, cooperates with the secret service of her own or a foreign country. It is used to carry out oper-ational tasks, e.g., revealing and recognising specific environments, surveilling, securing, or penetrating objects, and above all, to obtain information159.
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				American police informants come from both civilians who cooperate with the police for various reasons (revenge, business rivalry, civic duty, financial benefits) and perpetrators of minor crimes who are freed from punishment for helping the police. The help of such informants is very valuable to the police, which is why American authorities spend millions of dollars on them every year160.

				Operational technology includes activities not only ordered by oper-ational units, but also offensive activities preparing for the possibility of implementing future orders. Personal sources of information are used for offensive activities. Such people are located (live, work, or stay) in places or facilities that are of interest to operational authorities. If the interests of the service so require, they help officers in carrying out their tasks. Per-sonal Information Sources in offensive actions are used when there is no natural possibility of entering or staying in the place needed to carry out the planned action. Most often, this type of agency is used in Operational Technology for:

				Obtaining information regarding e.g., telephone bills, letters dropped into mailboxes, recordings from CCTV cameras, and even garbage from a given facility161 (telecommunications work-ers, postmen, monitoring workers);

				Providing rooms or places for installing operational equipment (employees employed in these rooms: janitors, porters, maids);

				Installing and removing operational technology devices in places to which outsiders have no access, this may include telecommuni-cations technicians to patch wiretaps at the network operator or other people who can install the necessary surveillance devices;

				Conducting observations in places inaccessible to third parties or in places that may expose observers to exposure. This includes se-curity workers, porters, receptionists, maids, restaurant workers;

				Providing consultations on the latest technical inventions and possible implementation of operational activities. Assessment of the obtained operational materials in terms of their usefulness in 
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				General Characteristics of the Operational Technique

			

		

		
			[image: ]
		

		
			
				57

			

		

		
			
				further surveillance proceedings. Such people include specialists in a given field who do not want to officially carry out the tasks of secret services or the police.

				According to Tadeusz Hanuska, the “results of the work of personal sources of information have no evidential value, and therefore persons who are such sources never legally act as witnesses. However, the in-formation coming from them may indicate directions for searching for evidence and may, to some extent, contribute to the verification of this evidence”162.

				1.1.3.8. Controlled Purchase and Secretly Controlled Shipment

				Criminals, including those in organised structures, understandably try to conduct their activities in a fully clandestine manner, in a way that makes it as impossible as possible for law enforcement authorities to de-tect their actions. The essence of police provocation is to break this specif-ic conspiracy barrier and provoke suspects to present their real intentions in the form of criminal activity. The criminal provoked in this way does not realise that his real partner in the criminal process is an undercover policeman163 who, playing his role, pretends to be seriously interested and participates in a specific crime164.

				Encyklopedia Szpiegostwa calls such actions a provocation intended to induce an individual, a group of people, or a state to act in a way that will ultimately bring harm to them165.

				The United States police use police provocation against recidivists. Law enforcement authorities insidiously “encourage” people suspect-ed of committing crimes to commit a new crime, observed by the po-lice, by creating appropriate conditions for them to do so. The use of provocation is only possible when a person is suspected of commit-ting a similar crime, but the authorities do not have the appropriate 
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				evidence166. Provocation should not be used against people who have the natural ability to commit a crime (e.g., corruption) but have not committed it.

				Two methods are used as part of the police provocation: controlled purchase and secretly controlled shipment.

				Controlled purchase, according to Tadeusz Hanuska, “are operational and reconnaissance activities aimed at checking previously obtained re-liable information about the crime and identifying the perpetrators and obtaining evidence of the crime that may consist in secretly purchasing, selling, or taking over items originating from a crime, subject to forfei-ture or the production of which, possession, transport or trade in which is prohibited, as well as accepting or giving a material benefit”167.

				The essence of clandestine purchase or acceptance of items, i.e., the so-called controlled purchase involves taking possession of crime items by persons secretly representing law enforcement agencies. These may be police officers, but also people who are not police officers. Both the police-man and the helping person may use documents that make it impossible to determine her identification data and technical means (camouflaged dictaphones, video cameras, and others) used by officers while perform-ing operational activities168.

				A controlled purchase is understood differently by people conducting business intelligence. They define it as bribery, which in company practice is called appeasement of employees of the examined company or other useful institution, and consists in paying a certain amount of money (or providing another alternative benefit to an employee of the institution), often for goods that the buyer has no intention of purchasing, because his goal is to obtain information169.
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						167	T. Hanausek, Kryminalistyka zarys…, Fifth edition, p. 139; E. Gruza, Czynności…, [in:] Kryminalistyka – czyli…, p. 69; B. Hołdys, Kryminalistyka, Ninth edition, p. 1202; W. Mą-drzejowski, Przestępczość…, p. 97; A. Szumski, Wykorzystanie…, pp. 141–142; J. Koniecz-ny, Czynności…, [in:] Kryminalistyka, Warsaw 2002, p. 140; J. Stojer-Polańska, Czynności operacyjno…, [in:] Kryminalistyka…, pp. 101–102; S. Pikulski, Podstawowe…, p. 58.
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				The controlled purchase method is mainly used in cases involving crimes of trafficking in weapons, explosives, or radioactive materials, drugs, as well as in cases related to espionage, terrorism and corruption170.

				It should be clearly emphasised that activities related to secret con-trolled purchases and secret bribery cannot involve directing activities that constitute a crime. In relation to acts involving the acceptance or giving of a financial advantage, they cannot also consist in persuading to give or accept such an advantage. Thanks to the use of the controlled purchase method, investigative authorities obtain information on the methods of committing the crime, the people committing the crime, as well as the directions in which the criminals are interested.

				Confidentially controlled shipment (secret supervision) of the move-ment, storage, and trade of crime items171 as a method is a special type of advanced operational technique. Its specificity lies in the state services’ tolerance of criminal practices until the purpose for which the controlled shipment was used is achieved172.

				The supervised object (object) is most often observed also with the use of devices for recording image or sound using sensors, transmitters, and receivers of sanitary communications, but before that it is excluded from circulation, opened, samples taken, and laboratory analysis of their type and composition carried out. Its contents are replaced in part or in whole by other products and after its closure it is put back on the market. Such action must be properly documented173.

				When carrying out activities related to a controlled shipment, the spe-cial services, in addition to checking its contents, want to control its path 

				
					
						170	J. Larecki, Wielki Leksykon…, p. 756; J.W. Wójcik, Przeciwdziałanie…, p. 190.
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						172	H. Kwiatkowska, M. Krystyniecki, Komentarz do ustawy o inspekcji celnej, Dom Wy-dawniczy ABC, Warsaw 1998, p. 173; K. Buchała, Prawo karne a nowe formy i techniki przestępczości [in:] Prawo karne i proces karny wobec nowych form i technik przestępczo-ści, eds. H.J. Hirsh, P. Hofmański, E. Pływaczewski, C. Roxin, Wydawnictwo Temida 2, Białystok 1997, p. 25; Z. Rau, Przestępczość zorganizowana…, p. 73; J.W. Wójcik, Przeciw-działanie…, p. 191; S. Pikulski, Podstawowe…, pp. 53–56.
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				from the sender to the actual addressee, not the address box. Such an inspection will allow for obtaining information on how to transfer items related to committing a crime174.

				Western European and American experience shows that controlled purchase and covertly supervised delivery is one of the most effective methods of combating organised trade in weapons, fissile materials, and narcotics175.

				1.1.3.9. Operational Combination

				All investigated environments are always closed circles, distrustful and resistant to infiltration from the outside by exercising control over a given environment and ensuring a constant flow of information from this environment176. Without long-term checking, they will not allow any stranger to approach them. In the case of criminal groups, the condition for admitting someone from outside is their connection with criminal activity. To act effectively and avoid stretching the time of the case, one simply needs to control the investigated environment.

				The concept of control can be considered from various points of view. If the term provocation is replaced, then the heart of the operational com-bination can be reached. This is always the most important element of operational matters and is implemented according to a strictly defined plan177.

				Operational combination is one of the complex offensive operational work methods used as part of an ongoing operational case. This means that, within its designated goals, other methods, and means appropriate to the operational situation can be used, e.g., disinformation, offensive activities, legend and legalisation, eavesdropping, surveillance, or obser-vation.

				According to the definition, it is a “set of planned agency and opera-tional projects, taking into account the simultaneous involvement of ap-propriate components creating operational potential, the combined use of 
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				which creates better conditions for achieving the goal”178. A characteristic feature of the operational combination is the participation of trusted per-sonal sources of information or other people cooperating with the service. It is often used to check the loyalty or activity of separate sources of infor-mation, another person, or persons being investigated, or to confirm the purposefulness of actions taken. It sometimes contains elements of prov-ocation, aimed at causing unfavourable behaviour for a person or a group of people, which is then used by the service for operational activities179. According to Tadeusz Hanauska, an operational combination is a “set of behaviours of law enforcement agencies that are intended to stimulate the opponent’s actions in the direction desired by these authorities”180.

				This seemingly only theoretical problem should be paid close atten-tion, because the legal regulations of some European countries and the US sometimes assume the possibility of allowing the use of an operation-al combination to commit a specific crime if it was necessary to reveal an-other and much more dangerous crime, detect its perpetrators or proving guilt. The effectiveness of using the operational combination method in the countries using it is assessed very highly181.

				Mandatory masking operational combinations may be carried out in various ways and depends on specific operational situations. Therefore, it may, for example, involve only transmitting disinformation messages to the community concerned, diverting suspicions about the transmis-sion of important information in a different way, e.g., by detaining only some of several suspects at one time, carrying out masking checks, or disclosing the fact of receiving an anonymous tip.

				During a secret entry, not only are rooms searched for hostile materi-als, but also samples of materials or products of interest to the service are taken, and eavesdropping and monitoring are also carried out. In such 
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				a case, masking activities must result from an appropriately selected op-erational legend supported by appropriate documents or objects.

				Secret entry is made by officers disguised as plumbers or electricians with appropriate equipment (bags, keys, wires, or pipes) or markings (IDs, access cards for employees of a given company) confirming their reality. Several different special service units always take part in complex operational activities. Others must secure the external area of the facility, maintain constant surveillance of the owners or people living in the facil-ity called figureheads (people of interest to law enforcement agencies)182. Still, others will open the doors to the facility, search it, install technical equipment, or evaluate the obtained material regarding criminal activi-ties.

				Such activities can be said to have been carried out using the opera-tional combination method. Very often, the operational combination is an element of another method called the operational game183.

				1.1.3.10. Operational (Intelligence) Game

				An operational game is an operational project of disinformation. It involves the use of the work of the same agent by two warring secret ser-vices, in a situation where only one service has knowledge about it, which not only initiated such action, but, consequently, effectively manages this game and the collaborator participating in it184.

				An operational game, also known as a counterintelligence game, is defined as a special intelligence operation during which the opponent is provoked to act in a way that benefits the service that directs the game. Agent methods are used and operational activities are carried out, such as agent penetration, disinformation, and provocation. A common element of the game is a double agent, i.e., an agent working for two (or more) en-emy services at the same time185.

				Two forms of operational game can be distinguished, namely:
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				Active, also called offensive, consisting in the fact that the agent is used to transmit deliberately prepared, false or partially true materials to the opponent in order to induce favourable reactions from the opposing party and obtain in return interesting, true op-erational and informational data.

				Passive, called defensive, consisting in recognising the opponent’s goals and operational interests through the introduction of an agent186.

				By using the operational game, special services that have made contact with the enemy can obtain the following benefits:

				Learn how intelligence communications work: transmitting ac-quired information, receiving tasks, training the agent, conduct-ing meetings.

				Obtain the latest equipment for acquiring and processing infor-mation, learn about new ways of camouflaging and masking ac-tivities.

				Get to know the enemy’s interests regarding specific places, peo-ple, or environments that are at risk of intelligence penetration.

				Get information about other active agents.

				“Even though they know that we know that they know”187 – this is an old rule that should be applied in conducting an operational game using an intermediary link, such as an agent, in contact between hostile services. At all times, the services must take into account the fact that the enemy will “give more”, not only money, but other goods or even security guarantees. Then the agent will become an opponent – even an enemy of his former principals. To prevent such situations, it is important to con-stantly supervise and control the services running the game. However, the fact is that when the game is exposed, the greatest loss is incurred by the agent, even the loss of his own life. Sentiments are rare.

				In a much better situation when it comes to double agents are repent-ant criminals called crown witnesses or people helping law enforcement agencies by risking their lives, health, or material goods, called incognito 
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				witnesses. Both the crown witness and the incognito witness are sources of non-operative criminal proceedings.

				Tadeusz Hanausek described the crown witness as a “person who voluntarily revealed the truth about participation in a crime strictly de-fined by law may not be held criminally liable for his participation in this crime”188. There are two types of crown witness: normal and small crown witness. What type of crown witness a repentant person will become de-pends on the amount of the penalty for the committed crimes, knowledge of the crimes committed, punishable by more than five years of imprison-ment and the possible threat of former accomplices in violating the law189.

				An anonymous (incognito) witness is a person who has appropriate knowledge about the crimes committed and their perpetrators, but who or someone close to her has justified concerns about a significant threat to life, health, freedom, or property. In such a case, the court, and in pre-paratory proceedings the prosecutor, may issue a decision to keep secret the circumstances enabling the disclosure of the witness’s identity, in-cluding personal data190. If such a decision is issued, data regarding the witness’s identity remain exclusively known to the court and the prosecu-tor, and, if necessary, also to the police officer conducting the preparato-ry proceedings. All records of the testimony of such witnesses are made available to the accused or defence attorney, but in a way that makes it impossible to read data that would reveal his or her identity191.

				The institution of the crown witness is intended to break the solidar-ity of a criminal group, its hermetic nature, the so-called conspiracy of silence. The decision to admit evidence from the testimony of a crown witness is issued by the court competent to hear the case at the request of the prosecutor conducting or supervising the preparatory proceedings after obtaining the consent of the Appellate Prosecutor192.

				The benefit for a suspect who decides to testify against the remaining perpetrators is to exclude him from the case and suspend the proceedings 
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				against him, and above all – to apply to him the institution of not being sub-ject to punishment and discontinue the proceedings after the final judgment of the proceedings against the remaining perpetrators becomes final193.

				The functioning of the institution of a crown witness in practice will largely depend on the ability to provide him and his loved ones with effec-tive protection against the revenge of a criminal group or association. This protection should consist in eliminating the threat to the life or health of the crown witness or the person closest to him by providing them with personal protection, as well as assistance in changing their place of res-idence and employment, and in particularly justified cases, also issuing documents preventing their identification194.

				There is a view that the institution of a crown witness has many dis-advantages, but it also has its undoubted advantages, which law enforce-ment agencies try to use in the fight against organised crime. Since the institution of the crown witness came into force, it has allowed obtaining significant evidence of the criminal activities of hundreds of people and dismantling many dangerous criminal groups operating in Poland and other countries. The severe criticism surrounding its development caused law enforcement officers, prosecutors, and judges to approach the testi-mony obtained from a crown witness with great caution. They are aware of the fact that it is a double-edged sword, which on the one hand may lead to the breakdown of the solidarity of members of organised criminal groups and punish the criminals who are part of them, but on the other hand, it may also result in the punishment of innocent people who have been unjustly slandered by a crown witness195.

				1.1.4. Means of Operational Techniques Used by the Special Services in Conducting Operational and Reconnaissance Activities

				The developing crime in the world obliges us to constantly look for new and modern solutions to combat it. One of the methods for such a pur-
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				pose is, as already mentioned, the possibility of using special tools such as Operational Technology Means.

				According to the Police Lexicon, “operational technology means are devices used in operational and reconnaissance activities. They make it easier to carry out and document complex operational activities. They enable the identification or arrest of the perpetrator of a crime, as well as obtaining secret information and recording evidence”196.

				Tadeusz Hanausek defined means as an element deliberately used to achieve a specific goal. In relation to operational and reconnaissance activities, the concept of a means is usually referred to technical means enabling obtaining and recording information outside the process197.

				Means of operational technology are all devices, apparatus, equip-ment, tools, and preparations used to carry out various types of opera-tional tasks and secret operations198.

				Similarly, but more broadly, these measures are defined in the book Polish Secret Services, not limited only to technical devices, but also in-cluding personal sources of information used in the implementation of technical tasks, as well as the use of generally available materials, includ-ing files and records199.

				Similarly to operational work methods, they can be used independent-ly or combined with each other. The planned goal determines the selec-tion of methods and means adequate to the needs in a given case. Any use of operational techniques must be purposeful and carried out with the consent of the relevant superiors. The mentioned operational work measures are typical in all activities undertaken by particular types of special services200.

				Surveillance and eavesdropping (operational means) are a form of American police operations called surveillance (protected, surveilled, observed, or supervised facility), which involves continuous, secret sur-veillance of specific people or objects through observation, tracking, and 
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				eavesdropping. Of course, surveillance and eavesdropping are constant-ly improving, mainly thanks to increasingly modern technical solutions. Telephone and electronic wiretapping are currently among the most im-portant sources of crime evidence collected by the American police201.

				According to experts on the subject, operational work resources – op-erational techniques have been divided into two categories: means achiev-ing a specific goal and auxiliary means for the implementation of tasks.

				The operational techniques used to achieve the designated goal in-clude:

				Means – technical equipment and special chemicals:

				eavesdropping;

				photo video preview and documentation;

				operational pitfalls;

				correspondence surveillance.

				Personnel and technical resources:

				observation;

				use of expertise;

				Open sources of information:

				“White Intelligence”.

				Technical auxiliaries include all types of devices, objects, materi-als, and substances used during the implementation of tasks, which can significantly contribute to increasing the effectiveness of activi-ties, including:

				electronic equipment for eavesdropping and detecting wiretap-ping, special microphones, recording devices;

				optical equipment for image observation and recording: cameras, binoculars, video cameras, and video recorders;

				devices for secret radio communication, high-speed telegraphy for detecting sound waves and infrared radiation;

				devices for detecting transmitted or transferred intelligence ma-terials prepared in the form of microdots (documents reduced to the size of a dot)202, a cipher, written in nice ink, etc.
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				equipment used for secret entry such as: fitted keys, lock picks, sets for opening mechanical and electronic locks, plastic materials for copying keys, and above all, alarm systems neutralisation devices:

				electronic devices for recording voice patterns;

				preparations for protecting the odours of individual people;

				fluorescent powders and other chemical preparations for identifying people;

				characterisation agents;

				special sets for opening letters203.

				The development of technology, especially electronics and computer science, allows some of these types of activities to be carried out effec-tively. Of course, the condition is that specific authorised entities have appropriate financial and technical resources204.

				The following areas are subject to the use of surveillance through oper-ational technology: the Internet, radio communications, satellite commu-nications, GSM telephony, telephone calls, and computers. Private con-versations, business meetings, company owners and managers, company clients, and conferences are eavesdropped and recorded. GSM telephones, eavesdropping transmitters, and recorders in schools, companies, facto-ries, offices, theatres, cinemas and restaurants are being disrupted. Spy-ing: police, army, secret services, detectives, security companies, govern-ment, enterprises, private individuals, tax agents205.

				1.1.4.1. Wiretapping

				The noun eavesdropping comes from the verb to eavesdrop, which is defined as: “to secretly, secretly, deceitfully listen to someone’s conver-sation, to be a witness; hear someone’s words not intended for outsiders; find out something by eavesdropping”206.

				In the professional literature, eavesdropping is called a set of operational and technical measures enabling secretly obtaining information and record-ing evidence. These are all kinds of electronic devices incorporated into tech-
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				nical operational means, or more precisely, into impersonal technical means. The term eavesdropping means the illegal or legalised secret installation or use and operation of special technical devices in a room or an open space against persons who are of operational interest to the special services207.

				Wiretapping as a means of operational control enables listening and recording conversations conducted by them in order to collect informa-tion about their activities, plans, operational intentions or as procedural evidence for the purposes of criminal proceedings208.

				According to the law, wiretapping should only be used when other op-erational methods do not provide the possibility of obtaining the neces-sary information. Generally, the installation of a wiretapping is approved by the court, at the request of the prosecutor or the secret services or oth-er law enforcement agencies. The installation and operation of listening devices is carried out by the operational technology department of the special service under the supervision of a substantive operational employ-ee. Written intercept messages are forwarded to the relevant operational department that ordered such action209.

				Special services and all types of authorised state administration bodies use eavesdropping for operational purposes. Listening devices are used in cases where it is necessary to record a conversation. In operational jargon, listening devices are called mini spies, bugs210.

				The “bug” is an electronic, miniature listening device hidden in hard-to-find places. It allows for recording and transmit sounds of the room in which it is installed. Originally, bedbugs were mainly used by intelligence services, police, and criminals.

				Currently, electronic devices called bedbugs of any size, power, or range can be purchased by anyone because they are generally available211.
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				The simplest listening devices are devices transmitting low-frequen-cy sounds with a closed current circuit. They usually consist of a micro-phone, specially arranged cables, amplifiers and a tape recorder with con-trol headphones.

				There are several types of wiretapping. In the broadly understood con-cept of eavesdropping, we can distinguish wireless (radio) eavesdropping: electronic, computer, wired: room, telephone, telegraph, and teletype-writer. Broadly understood eavesdropping also includes electronic eaves-dropping carried out using spy planes and satellites. Due to the method of data transmission, wiretapping is divided into: wireless wiretapping and wired wiretapping.

				1.1.4.2. Wireless Eavesdropping

				This type of eavesdropping involves placing a bug in a room from which sound signals transmitted via radio are to be transmitted. Camou-flaged installation of bedbugs is usually carried out in telephones, switch-boards, lamps, electrical contacts, behind picture frames, under furniture or when a far-reaching conspiracy is desired in the walls, various objects located there or brought into the room. The small size of listening devic-es allows for unlimited possibilities of hiding them in everyday objects. Pens, pens, digital clocks, and portable electronic devices such as calcula-tors and electronic notebooks are used to camouflage them212.

				Wireless eavesdropping devices can also use other devices that, when used externally, capture sounds from the rooms we are interested in. Such devices include:

				Lasers – enable the recording of even minimal vibrations caused by the glass by sound waves in the window of the room where the conversation is taking place.

				Directional microphones in open spaces have a range of up to 1.5 km.

				One of the most effective devices of this type is the so-called infinity transmitter, i.e., a transmitter without borders that produces sounds au-
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				dible within a radius of ten metres from the installation point and trans-mits them to any place in the world213.

				Each wireless transmitter with its own power supply is characterised by certain parametres that determine its usefulness, these are: transmitter range, transmitter power, transmitter operating frequency, supply voltage, current consumption, battery durability (length of continuous operation of the transmitter), and transmitter dimensions (length x width x thickness).

				When looking at wireless transmitters, it is easy to notice that their parametres change as the range of a given device changes. The method and place of installing the transmitter also determine the eavesdrop-ping range. In most cases, eavesdropping works best when the antenna is mounted in a vertical position. However, the range of the wiretapping depends largely on the area in which it was installed. Each wiretapping device must be tuned before it starts working. Eavesdropping transmit-ters are often equipped with a knob for precise tuning, thus eliminating all kinds of noise and interference214.

				The biggest drawback in the case of radio wiretapping is its power source. That is why “bedbugs” are placed close to electrical sockets or even in extension cords. Recently, a new method has been used to power these devices by placing the bug in a convenient place that ensures audi-bility, and the section between it and the contact is sprayed with a special transparent spray that conducts the necessary current.

				1.1.4.3. Wired Wiretapping (Linear)

				Wired eavesdropping involves eavesdropping and recording conver-sations and other information transmitted via wires connecting the mi-crophone to the recorder. The cables connecting these two devices are most often used: telecommunications networks, cable television, water and sewage pipelines, and any other device connected to the electrical network215.

				The use of wiretapping is a very safe form of eavesdropping and trans-mitting information because it is difficult to detect. Its characteristic fea-
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				ture is not radio, which uses ether to emit information, but a cable route to which operating devices are connected216.

				Wired eavesdropping is a safer type of eavesdropping than wireless eavesdropping. It is often referred to as covered eavesdropping because the data transmission is generated directly to devices and interested per-sons. It can be installed using own cabling or networks already existing in the room217.

				The advantage of linear eavesdropping is the reliability of the commu-nication centre. The cables are unaffected by the weather and clear, good quality signals are almost always ensured. An additional benefit is that there are no atmospheric or man-made disturbances218.

				One can also eavesdrop by analysing the resonance of the glass in the room where the conversations one is interested in are taking place. For this purpose, stethoscope contact microphones equipped with rubber suction cups are used, which, when glued to the glass, pick up their vi-brations and thus transmit sounds from the room. By using wired eaves-dropping and appropriate signal amplifiers installed on a network, e.g., a power network, we can receive this signal anywhere in the world219.

				One of the latest inventions, the so-called laser surveillance system (LSI), can be used for similar eavesdropping. Such a device allows for remotely listening to conversations from a distance of 50 to 250 m from rooms with closed windows, cars, and flat glass objects. It is not true that this method of eavesdropping only takes place with closed windows. It is enough that there are other glass objects near the interlocutors (a glass shelf, a photo on the wall, or a glass door)220.

				The main disadvantages of using linear eavesdropping are the manda-tory access to the room of interest to the special service in order to install an appropriate device there221.

				Both radio and line wiretapping placed in appropriate places can col-lect and transmit to us information from conversations conducted in-
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				doors, by telephone, fax, telefax, telegraph, e-mail on the Internet, cable television, and other electronic devices.

				The means of operational technology, such as wiretapping, are divided into: room, telephone, computer, and telegraph, depending on their pur-pose.

				1.1.4.4. Room Eavesdropping (PP)

				The old maxim repeated among spies was always the same: “…be care-ful, the walls have ears”222.

				Room eavesdropping is an operational technique used to secretly ob-tain information. It is implemented in two systems: wireless eavesdrop-ping and wired eavesdropping. It involves installing a microphone in rooms or things used by the figurehead or a person subject to preliminary operational control223.

				Although, as the name suggests, they are not installed only in rooms, but in all rooms intended for service. It may be: a room, kitchen, toilet, office, secretariat, conference room, hall, corridor, smoking room, eleva-tor, bus stop, car, or any other vehicle in which interesting conversations can be held.

				According to Jerzy Konieczny, “surface eavesdropping most often involves placing a microphone and a device transmitting or recording acoustic information in a specific facility”224.

				Considering the transmitters used in room eavesdropping, one should mention their most important importance – the way they are camou-flaged. Camouflaged transmitters constitute a very large part of all eaves-dropping equipment. They are characterised primarily by a sophisticated way of hiding them. It is impossible to list their camouflage methods, because there are as many of them as there are household appliances for use, and the only limit in this group of wiretapping devices is human in-genuity. The basic, most common camouflage transmitters include:

				eavesdropping transmitter placed in the pen;

				eavesdropping transmitter placed in a portable calculator;
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				a bug placed in the CD casing;

				UHF stabilised transmitter placed in a digital clock;

				landline telephone with built-in transmitter;

				a bug placed in a computer keyboard;

				extension cord, voltage strip with a bedbug inside it225.

				Surface wiretapping is one of the most frequently used wiretapping devices due to its very small dimensions. This type of wiretapping can be used practically anywhere. The size of the transmitter depends primarily on the distance at which it emits radio waves. The smallest transmitters have dimensions of several millimetres and are therefore very easy to hide. However, their ability to emit a signal for only a few hours and at a distance of about 50 metres may not be enough to com-plete the task.

				Larger transmitters have the ability to collect an audio signal at a dis-tance of 10–20 metres and transmit it to a distance of 400–600 metres. These transmitters operate in the VHS band, which significantly reduces the possibility of accidental detection. Each time the battery in a listen-ing device is replaced, there is a risk of exposing the wiretapping device, which is why the manufacturers of these devices strive to use the most efficient power sources possible.

				Room wiretapping was very often used by totalitarian states spying on their citizens anytime and anywhere. He gives Poland as an example, claiming that listening devices were installed in each “Orbis” hotel, and so-called Venetian mirrors were installed in some rooms, through which it was possible to observe what was happening in the room and even pho-tograph interesting facts226.

				When analysing surface listening devices, we cannot forget about the use of microphones. A microphone is a transducer, a device that converts sound waves into electrical waves. All microphones convert sound ener-gy into electrical energy that can be amplified, recorded, or transmitted. The most commonly used microphones for eavesdropping are: contact, carbon, condenser, electrodynamic, electret, induction, laser, and micro-wave. What and where the microphone should be installed depends on 
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				the place of its future operation227. These devices can collect conversations directly from the room or be placed on a special needle through which they can be introduced directly into the rooms.

				Directional microphones play an important role in eavesdropping on surfaces. Directional technology is currently one of the methods of reduc-ing the effects of speech and the noise that drowns it. Directional micro-phones are highly sensitive to sounds coming from a certain direction, usually from the front. Their main advantage is the fact that one can lis-ten to sounds from a distance of several hundred metres without muffling signals coming from other directions228.

				1.1.4.5. Telephone Tapping (PT)

				The literature on this type of wiretapping is very broad, ranging from professional books to manuals and legal provisions regulating its use.

				Inspection means checking and, in the case of telephone conversa-tions, supervision over their content229, performed by bodies authorised to carry out inspections.

				In the doctrine, the terms control of telephone conversations and tele-phone intercepting are used interchangeably230.

				The purpose of installing telephone wiretapping was never the hope of obtaining any brilliant information about the content related to the investigation being conducted. All interlocutors were too sensitive to this. However, PT produced revolutionary results in contact tracing. Often, a simple conversation about family matters allows the listeners to draw very important conclusions. Very often it happens that the eavesdropped person makes a mistake by dialling a telephone number and encrypts the conversation in an amateur way231.

				Jerzy Konieczny defines telephone intercepting as: “recording conver-sations conducted via landline or mobile telephony (satellite, Internet)”232.
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				Telephone tapping is marked with the symbol PT in special techniques and considered a very valuable information source. Taking into account the fact that nowadays, a lot of conversations take place on the phone, especially those related to business. Telephone tapping may turn out to be a real mine of knowledge. PT is plugged into the telephone line and can be wired or wireless233.

				Due to the power supply criterion, we distinguish wiretaps with: their own power supply and those that use power from the telephone line.

				There are several types of telephone wiretapping transmitters that al-low one to control both sides of a telephone conversation234.

				Initially, telephone conversations were listened to live, then recorded on audio tape. Thanks to the development of technology, special minia-turised microphones were introduced, which were placed directly in the wiretapped camera during a secret entry235.

				Telephone tapping is a small “bug” type device connected to the tele-phone network and transmitting all conversations wirelessly (radio). The transmitter’s antenna may be a telephone line that is being tapped236.

				Recording the content of telephone conversations and other informa-tion transmitted via telecommunications networks applies to landline and mobile networks in terms of conversations and the transmission of written information237.

				Taking into account the other types, telephone intercepting is the ear-liest to be used. It involves, first of all, secretly connecting to the telephone exchange in order to obtain information about contacts and the person being tapped. Such eavesdropping is unlikely to be detected. Another op-tion for eavesdropping on landline phones is to connect a special listening and recording device to the telephone line between the switchboard and the telephone. In the case of mobile phones, it is possible to place a min-iature transmitting device in the phone that broadcasts the entire conver-sation conducted by the mobile phone238.
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				Wireless transmitters constitute a very wide range of telephone wire-tapping devices. In recent years, the enormous development of mobile telephony has resulted in the development of eavesdropping possibilities also through this type of devices. By properly equipping a mobile phone, we can listen in on it, and conversations taking place in a given room will be recorded or listened to without arousing any suspicion.

				Currently, the special services use a computer system to record tele-phone conversations. The situation is slightly different with digital wireless phones. The signal is transmitted to another receiving device in the form of zeros and ones and additionally encoded. Some phones also change the frequency during the conversation. Any operator of a given network, without the subscriber’s knowledge, can activate even a switched-off tele-phone so that it does not display anything and only sends whatever reach-es the microphone. The operator can locate the phone and the enabled SIM card with an accuracy of up to 20 metres in built-up areas, even if it is turned off. The wiretapping can be placed on the phone’s IMEI number and SIM card239.

				However, the secret services use appropriate devices called “Beethov-en” and “Mozart” to digitally record audio information and record these conversations on a hard drive in the form of catalogue files for each day. This device is designed to work with all telephone exchanges and radio-telephones available on the market. The selectivity of the recorded infor-mation depends on the dictionary of phrases that have been entered into the Beethoven device as threatening. The multi-channel digital system for recording audio information is a professional Stealth Line Professional sys-tem designed for automatic collection and recording of audio information, transmitted via communication channels to enable its further processing. The system collects information simultaneously from each source con-nected to it. The system cooperates with virtually all information sources. These may be telephone lines, microphones, radio stations, telegraph lines, sources of special information (radiolocation, telemetry, etc.)240.
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				1.1.4.6. Computer Eavesdropping – Electronic and Telegraphic

				Computer, electronic, and telegraphic eavesdropping are three types of wiretapping that connect together through the same method of trans-mitting information of interest to the special services.

				Telegraphic eavesdropping involves controlling the content of tele-grams sent electronically. Initially, it was implemented “manually”, which meant that all texts were read by teams of controllers. After some time, computer selection began using key words or the names or addresses of senders and addressees. The means of correspondence control will be dis-cussed later in this work241.

				Computers themselves carry huge amounts of information. Virtu-ally every business entity existing on the market today is computerised to a large extent. The hard drives of company computers often contain strategic information about a given company. Computer eavesdropping is aimed at getting to know this information, one can view e-mails or copy the address book.

				Computer eavesdropping can take many forms, many types and var-ious implementation methods. To focus on computer eavesdropping methods, we should consider what computer security is.

				A computer is only safe if its user can rely on it and is always sure that the data entered into the computer will still be there in a few months and will not be read by unauthorised persons242.

				The basic method of computer eavesdropping is listening to comput-er cabling. All types of computer cables are, by their very nature, very suitable for eavesdropping. We can easily track the entire conversation transmitted via wiring by simply plugging in a small Keylogger device. It is a type of computer program or device used to steal passwords and other information243.

				We can also listen in through active network connection ports us-ing coaxial cables. The Internet and other local network protocols are 
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				very susceptible to eavesdropping. Furthermore, it is not recommended to leave active network connection ports in closed offices after working hours244.

				Every electronic device emits certain radiation in the form of ra-dio waves. Such radiation is also emitted by keyboards, printer cables, monitors, fax machines, shredders, and all types of computer networks. With special devices, we are able to capture and then reproduce the in-formation contained in the emitting computer, cable, or other device245. Computer radio eavesdropping is a very specialised type of eavesdrop-ping.

				Electronic eavesdropping is the most effective method of collecting information, used by specialised secret service institutions. Satellite com-munications, cell phones, microwaves, faxes, and computer modems are particularly susceptible to this type of eavesdropping246.

				Government institutions responsible for protecting state security have or want to have access to control Internet networks and correspondence sent this way. The encrypted content of such correspondence must be de-crypted by the operator and transmitted in a readable form to the inter-ested authorities247.

				Correspondent Mariusz Max Kolonko, as part of his correspondence with the US, confirmed in his article that the Americans eavesdrop on telephone conversations and control correspondence on the Internet thanks to the global radar system called Echelon. The US National Se-curity Agency spends billions of dollars on electronic espionage every year. It is enough for the words, e.g., “bomb”, “attack”, or a name on the list of dangerous people, to appear in any language spoken in any language for it to be detected and registered by the “US intelligence su-percomputers”248.
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				Every head of state would like to have an institution like the United States – the National Security Agency (NSA)249. It is here that, using its own satellites, contact is maintained with hundreds of listening stations around the globe. The home of big brother is what residents of neighbour-ing communes call this place250.

				So far, espionage methods have been discussed against individual computers or networks, but in the arsenal of government eavesdropping techniques there is a much more powerful tool, codenamed Echelon251. This device is part of a US government surveillance program that inter-cepts various types of communications around the world.

				There are suggestions that Echelon can intercept up to three billion messages a day, including email, faxes, Internet files, satellite transmis-sions, telephone calls, and telexes.

				Echelon is not the only surveillance program in the world. Countries such as China, India, Israel, France, Germany, Pakistan, and Russia have similar, but with much smaller possibilities.

				Echelon works like a giant vacuum cleaner, sucking in all kinds of infor-mation. They are then analysed using a series of powerful artificial intelli-gence computer applications. Keywords are searched for in captured audio and text transmissions. Keywords can be names, surnames, addresses, phone numbers, e-mail addresses, and even voice patterns. According to the infor-mation provided, Echelon is able to capture, register, process, and send to in-terested institutions 90% of traffic on the Internet and over radio waves252.

				There is no doubt that other eavesdropping and surveillance systems will be developed in the coming years. We are talking here about a facial scanning system, i.e., biometrics, or even securing osmological samples that will be used for identification purposes. This information will be in-cluded in the Echelon databases253.

				
					
						249	U. Ulfkotte, Wielkie Wywiady bez tajemnic. Pod osłoną mroku, Wydawnictwo Książka i Wiedza, Warsaw 2008, pp. 166–169.

					
					
						250	E.R. Koch, J. Sperber, Infomafia. Szpiegostwo komputerowe, handel informacją, tajne służby, Wydawnictwo Ureus, Gdynia 1999, pp. 211–212; P. Kałużny, Techniki inwigilacji…, p. 135.

					
					
						251	U. Ulfkotte, Wielkie Wywiady…, pp. 169–173.

					
					
						252	J. McNamara, Arkana szpiegostwa…, pp. 353–355; E.R. Koch, J. Sperber, Infomafia…, pp. 276–277.

					
					
						253	E. Yourdon, Wojna na bity. Wpływ wydarzeń z 11 września na technikę informacyjną, Wydawnictwa Naukowo-Techniczne, Warsaw 2004, p. 81.
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				Fig. 1. Places where room bugs can be hidden

				A – an example of the possibility of hiding listening devices in a conference room; B – work-ing pen with a built-in transmitter; C – microphone in the base of the floor lamp connected by an electric circuit to the listening device (1); D – eavesdropping method using laser rays (1), the window glass serves as a modulator, its slight vibration is acoustically tuned to the conversation taking place in the room, acting as a microphone membrane, which allows the reception of the conversation using a special device (2)

				Source: J. Piekałkiewicz, Dzieje Szpiegostwa, Wydawnictwo Czytelnik, Warsaw 1999, p. 555.

				1.1.4.7. Photo-Video Preview and Documentation (PDF)

				With the continuous progress in science and technology, various tech-nical means for visualising, recording, and analysing images are increas-ingly used. Compared to visual observation, they provide much wider possibilities for analysis. This especially applies to cases when it is beyond the perceptual capabilities of sight. Imperfections in recording phenome-na, things, and traces using the descriptive method are eliminated using technical means, including viewing.

				The definition of preview states that “it is the covert use of optical or audio-optical devices for the purpose of static or dynamic recording of events, situations, and the accompanying conversation for operational or process-related purposes”254. Due to the nature of the means used, the preview is divided into:

				
					
						254	J. Larecki, Wielki leksykon…, p. 499.
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				Operational, which involves obtaining information by technical means. This type of preview includes viewing and photographic and film documentation obtained using devices – camouflaged (secret) mini cameras255, as well as all types of CCTV monitoring, but the recorded data were obtained operationally.

				Strategic and tactical intelligence is obtained using optical equip-ment placed in U-2 aircraft256 and spy satellites257.

				PDF, i.e., photographic and film preview and documentation, is a means of operational technology installed in places enabling observa-tion of a person and recording their behaviour on photographic film, film tape258, or digital media.

				The image recorded using this technique is a relatively permanent source of information about facts, events, things, traces, and people. The image is also a source of additional information, including information that was beyond the capabilities of the human senses. Such a record can be processed, identified, and stored both on magnetic tape and digitally. Huge progress in the development of video equipment means that it is now widely used not only in operational fields but also in forensic prac-tice. The operational preview differs significantly from the so-called mon-itoring, primarily the type of equipment used, the method of installation and the information value of the obtained materials. Similarly to the use of wiretapping, cameras can be divided into wired and wireless, in terms of signal transmission, and:

				Overt – generally visible, used individually or in CCTV monitor-ing systems securing a designated area. These may be stationary cameras and video cameras259 or mobile monitoring centres260, 

				
					
						255	J. McNamara, Arkana…, p. 374; Systemy i urządzenia do ukrytej obserwacji video, [in:] Katalog…, pp. 55–57; Multiplus Telewizja przemysłowa CCD. Systemy ochrony i zabezpie-czeń, Katalog firmy Multi System plus, Warsaw 2013, p. 3.

					
					
						256	N. Polar, T.B. Allen, Księga…, pp. 591–593; J. Piekałkiewicz, Dzieje szpiegostwa, Wydaw-nictwo Czytelnik, Warsaw 1999, pp. 560–568.

					
					
						257	J. Larecki, Wielki Leksykon…, pp. 573–574, 746–747.

					
					
						258	Ibidem, pp. 499–500.

					
					
						259	Multiplus…, pp. 2–3; A. Majkucińska, Nadzór wizyjny kluczem do sukcesu małych i śred-nich przedsiębiorstw, “Zabezpieczenia” 2010, no. 5, pp. 40–42; A. Meller, Na totalnym podglądzie, “Magazyn CSO” 2007, no. 1, pp. 40–41.

					
					
						260	Z. Krawiec, Mobilne centrum monitoringu 2006, “Twierdza” 2006, no. 1–2, pp. 28–29; 
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				both fast and slow rotating. Monitoring systems are most often installed in shops, offices, urban areas, or other places where there may be a threat to the security of the state, people, and property261.

				Camouflaged – invisible to outsiders, used for secret or confidential operational activities. They come as portable and stationary devic-es. Most often, they are installed without the consent of the person being observed in their places of residence. These types of camou-flaged cameras can be installed, among others, in room walls, clocks, lamps, wall lamps, TVs, speakers, glasses, clothing, purses, cigarette cases, travel bags, cars, and other everyday objects and devices262.

				In the case of cameras, a whole range of the latest optical devices are used that can capture both colour and black and white images, with very low light intensity or in infrared in complete darkness, illuminating the observed object (with light invisible to the human eye).

				With today’s state of technology, obtaining and installing viewing devices is not a major problem. The Polish market also offers many op-portunities in this respect. Practically speaking, one can preview rooms without too much risk of exposure. Such a view is most often carried out using specula and microscopic tips equipped with mini-cameras, which are inserted near windows or doors, but also through the wall or ceil-ing of the room. The required hole for the camera lens may be smaller in diameter than the size of the pin’s mark263. The dimensions of today’s miniaturised operating cameras transmitting TV allow them to be placed almost anywhere. However, the most important issue remains, namely the financial issue, because most of the very good cameras used by the se-cret services are very expensive. Generally available cameras cost several hundred zlotys, but they are nothing like the real operating cameras used by the best and best-paid secret services.

				For example, the devices shown in the drawing can be used to surveil a room such as a conference room.

				
					
						Mobile monitoring, folder of the company PAG Spółka z o. o. Bogdanka-Puchaczów, pp. 1–2.

					
					
						261	A. Jabłońska, Podgląd patriotyczny, “Wprost” 2006, no. 47, pp. 92–96.

					
					
						262	Polskie Służby…, p. 161; Multiplus…, pp. 3–4.

					
					
						263	J. Konieczny, Czynności…, [in:] Kryminalistyka, ed. J. Widacki, Warsaw 2002, p. 141.
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				Fig. 2. Examples of ways to surveil a conference room

				1. Remote laser readers, 2. Recording device with acoustic transducers installed inside the room, 3. Device recording and recording video images through technical openings, e.g., air condition-ing, 4. Acoustic eavesdropping (e.g., voice, stethoscopes, etc.), 5. Direct observation, 6. Radio lis-tening devices with their own antenna system, 7. Radio listening devices and monitoring of every-day devices using external antennas, 8. Interception of information on telecommunications lines, 9. Microphone devices with information emission via the power supply network, 10. Photograph-ing and video recording, 11. Electromagnetic emission from computer and telecommunications devices, 12. Intercepting information on telecommunications lines, 13. Intercepting informa-tion by electromagnetic secondary emission, 14. Eavesdropping through a technical installation (e.g., central heating installation), 15. Using the signal emission forced by an external electromag-netic attack system, e.g., in the HF range, 16. Direct eavesdropping, 17. Directional microphones.

				Source: K. Malinowski, Inwigilacja elektroniczna i bezpośrednia, czyli jak dostać cokolwiek, na ko-gokolwiek, w jakikolwiek sposób, Wydawnictwo FTA – Insider Trading, Gdynia 2003, p. 12.

				1.1.4.8. Accompanying Observation, Stationary, and Electronic

				One of the most frequently used operational techniques when identi-fying measures is observation. Before undertaking it, remember to pre-cisely determine the type of observation.

				When characterising observation as another branch of the structural division of operational technique, its origin should be mentioned. Observa-
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				tion comes from the Latin word, observatio, which means looking carefully at something and making systematic observations as well as observing264.

				According to the definition, observation is one of the main research methods, next to experiment. It consists in systematic and planned man-agement, the aim of which is research as a result of selective perception of objects and phenomena. The purpose of observation is to provide ma-terial for scientific research. To sum up, it can be said that observation is a set of human and technical activities aimed at revealing, identifying, establishing, and documenting activities that are of interest to the client.

				Tadeusz Hanausek defined observation as a relatively constant con-centration of attention in visual exploration of a given object (person, place, thing) either in order to provide this object with protection or in order to learn about changes in its location in time and space265.

				According to Brunon Hołyst, science is based on observation, which means that the empirical research procedure leads to observational judg-ments. We deal with a scientific procedure when we deliberately strive to obtain secret observations that we could describe using judgments that answer some interesting question. Scientific activity contains an element of purpose and plan266. Observation is one of the basic ways of perceiving the reality around us. It leads to drawing specific conclusions from a log-ical sequence of specific individual events267.

				Despite the name suggesting that observation involves only optical cognition, it is a behaviour in which other senses, e.g., hearing, can also play a role, although optical cognition comes to the fore. Observation can be carried out directly – that is, through direct sensory cognition, or in-directly using various types of equipment, such as cameras, infrared ra-diation, and other devices, especially electronic ones.

				In the observation process, we can distinguish three elements that have a significant impact on the final shape and conclusions from 

				
					
						264	Obserwacja, [in:] Słownik języka…, vol. II, p. 427.

					
					
						265	T. Hanausek, Kryminalistyka, zarys…, Fifth edition, p. 136; T. Hanausek, Prywatny…, p. 93; T. Hanausek, Kryminalistyka, poradnik…, p. 96.

					
					
						266	B. Hołyst, Zagrożenia ładu społecznego, Wydawnictwo Naukowe PWN, Warsaw 2013, p. 46; J. Konieczny, Taktyka, [in:] Podstawy detektywistyki…, p. 161.

					
					
						267	J. Witkowski, Obserwacja, [in:] Vademecum agenta ochrony i detektywa, ed. Cz. Grze-szyk, Wydawnictwo Crimen, Warsaw 1996, p. 295.
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				the observation task set before the observer, which in turn is nothing more than a logical sentence reporting on a specific and individual observation. The mentioned three elements are perception, remem-bering, and retrieval, which are jointly performed by the observer268. One will not achieve good results in studying people if does not view them objectively269.

				Perception is a cognitive act based on sensory impressions created un-der the influence of stimuli, enriched with previously acquired experience (memory), thinking (synthesis of impressions), and influenced by imagi-nation and feelings270.

				Remembering is nothing more than a complex property of the psy-che, consisting in the ability to collect perceptual data and store them. It should be noted that it depends on the individual characteristics of a giv-en person and is related to the mobilisation of attention, i.e., the ability to concentrate on what is being observed271.

				Replaying is a process that allows for extracting from the layers of con-sciousness everything that has been remembered and has not been per-manently forgotten. This occurs through the activation of experience, as a result of which we recognise or remember objects, events or actions that we have performed in the past272.

				All the mentioned processes depend on individual characteristics, which include primarily sensitivity, intellect and perceptive abilities. The decisive organs in the cognitive process are: hearing, sight, taste, and touch.

				In the case of so-called police observation, these are activities involv-ing making purposeful observations of people, objects, and phenomena while the officer is performing his official duties273.

				
					
						268	Ibidem, pp. 295–296.

					
					
						269	J. Dimitrius, M. Mazzarella, Sztuka obserwacji czyli jak poznać prawdę o drugim człowie-ku, Grupa Wydawnicza Bertelsmann Media Diogenes, Warsaw 2001, p. 31.

					
					
						270	J. Witkowski, Obserwacja, [in:] Vademecum…, p. 295.

					
					
						271	M. Kulicki, Kryminalistyka, Wydawnictwo Uniwersytetu Mikołaja Kopernika, Toruń 1994, p. 92.
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						273	Z. Czeczot, T. Tomaszewski, Kryminalistyka ogólna, Wydawnictwo Comer, Toruń 1996, p. 67; E. Gruza, Czynności…, [in:] Kryminalistyka…, p. 65.
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				The use of observation is a difficult, expensive and risky endeavour and should only be used when obtaining information in other ways is impossible274.

				Surveillance as a means of operational technique is used by all secret services and police forces around the world and is fully legalised by their jurisdiction. In both the East and the West, information obtained through observation was elevated to the status of legally obtained evidence275. Ob-servation is not limited by rigors like other technical means used as part of operational control. It is not subject to special procedures. Its use is not limited by any established catalogue of crimes, which means that it can be used in any operational case276.

				The use of observation should be understood as planned, intentional, directed, and non-interfering perception of the examined entity in its en-vironment277 – tracking people or objects that are of interest to the special services278.

				In most cases, the observation is carried out covertly, which means that the observed person is not aware of the actions taken towards him, and therefore behaves in a natural, spontaneous way279.

				There are many divisions of observations, using different criteria. Their division depends primarily on the difficulty of the task being per-formed and the entity that carries it out. A different angle of observation is carried out by the Intelligence and Counterintelligence Services, the Police, and detectives.

				The purpose of observation is most often to identify a person’s con-tacts, the places where these contacts are made, and the behaviour dur-ing them. Certainly, the purpose of observation is to collect information about the person’s lifestyle, which is important in planning further oper-ational projects. Observed facts are always recorded in the form of notes (observation messages), photographs, or videos280.

				
					
						274	J. Konieczny, Taktyka, [in:] Podstawy detektywistyczne …, p. 190.
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				For the purposes of this work, the division of observation used will be presented as used by Special Services around the world.

				The basic types of observation used are: secret (confidential), open or mixed, dynamic or static, external and operational, continuous, periodic, or random281.

				Observation is most often carried out in public places. Depending on needs, observation may be open or secret282. Overt observation, the so-called “Japanese”283, means that the observer does not hide his intentions, but rather ostentatiously demonstrates them. This type of action is carried out when the purpose of observation is to force the figurehead to abandon his intention, and also when, knowing the psychophysical characteristics of the observed person, we hope that she will begin to behave uncontrol-lably and thus reveal certain elements related to the threat. Secret surveil-lance is carried out by suitably trained people. Under this observation, the person being observed cannot become aware of this action. This type of observation involves professionals who have appropriate practice and fol-low applicable rules. Secret surveillance depends on three factors: place, time, and terrain. The factors that characterise secret observation include the ability to accept the legend, being equipped with appropriate means of communication and well-camouflaged means of documenting the ob-servation. We can divide the observation into:

				continuous, which is carried out 24 hours a day;

				periodic, conducted in precisely defined time intervals, when, based on previously obtained information, we are sure that we will be able to determine the events we are interested in at that time;

				random, conducted after collecting an appropriate amount of data, which makes it possible to locate in time and space specific activities of people who are of interest to the services, and thus limit observations to precisely defined places and times284.

				
					
						281	T. Hanausek, Kryminalistyka, zarys…, Fifth edition, pp. 136–137; J. Stojer-Polańska, Czynności…, [in:] Kryminalistyka…, pp. 97–98; Grup 4 Polska, Licencja pracownika ochrony fizycznej pierwszego stopnia. Skrypt dla słuchaczy kursu cz. II. Ochrona osób i mienia, Wydawnictwo Grup 4 Polska Sp. z o.o., Warsaw 1999, p. 15.
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				External surveillance involves the use of full personal and tech-nical resources to track people of interest to the client. We distin-guish the following external observations:

				accompanying observation,

				within-subject observation,

				counter-observation,

				counter-observation,

				electronic observation,

				stationary observation.

				Operational observation carried out using personal sources of in-formation: agents, informants, secret collaborators, official or op-erational contacts, as well as trusted persons.

				1.1.4.9. Accompanying Observation (Dynamic)

				Surveillance may be accompanied when the person being observed moves and a team of observers (spyers – people who observe or follow someone285) follows him or her286. In this case, for one shift (observation is carried out in three day shifts and one night shift), the observation groups consist of three crews (cars – vehicles), and nine scouts287, equipped with appropriate communication equipment (worn or camouflaged radio sta-tions) used to communicate among themselves, image and sound record-ing devices (dictaphones, cameras, and video cameras in camouflages, such as: cigarette case, gloves, umbrella, sachets, glasses, pens, watches, and others)288, and the operating cloakroom (specially prepared cloth-ing and appropriate individual make-up for each intelligence agent who can change his entire appearance)289. As can be seen, the importance of information obtained during observations can be enormous, but its use 

				
					
						285	Wywiadowca, [in:] Słownik języka…, p. 863; J. Larecki, Wielki Leksykon…, p. 448; B. Ka-puściak, Instrukcje pracy…, p. 481.

					
					
						286	R. Zulczyk, Obserwacja zewnętrzna, [in:] Polskie Służby…, p. 134; K. Laskowska, Problemy koordynacji działań w ściganiu przestępczości zorganizowanej w Rosji, [in:] Przestępczość zorganizowana. Świadek Koronny. Terroryzm w ujęciu praktycznym, ed. E.W. Pływacze-wski, Kantor Wydawniczy, Zakamycze 2005, p. 362; W.M. Alexander, Agentura…, p. 73.
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				can also be very difficult and always expensive290. Very often, trained animals are used to carry out observations and record the materials ob-tained, such as cats or dogs291, specially equipped with a listening device or a camera placed in a collar or clothing, and staying in the vicinity of the observed persons. Such special-purpose dogs can track a figurehead that has previously had an appropriately prepared scent applied to it. Of-ten, such animals indicate places, where tools for committing crimes or items from crimes are hidden. They find explosives, firearms, chemicals, containers292, e.g., with hostile or criminal materials293.

				This type of observation is called dynamic and is used in situations when the observed object is moving.

				As part of the accompanying observation, the main factors of which are human forces, we distinguish the following observation:

				on foot led by intelligence officers without the use of motor vehi-cles,

				motorised using various types of motor vehicles such as:

				cars, motorbikes, tractors, and even bicycles. The vehicle that will be used to carry out the task depends on the place of observation and the use of the vehicle by the figurehead,

				mixed surveillance conducted by intelligence officers, both on foot and using motor vehicles294.

				There are many rules for conducting observations, as each of the men-tioned types of observations and intelligence groups has its own spec-ificity and different methods of operation. As mentioned, observation is carried out by more than one person. One, two or even three-person observation is ineffective, and often leads to its early disclosure – expo-sure295. With a larger number of people equipped with technical means 
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						293	T. Hanausek, Kryminalistyka. Zarys…, Fifth edition, p. 160; J. Widacki, Niektóre formy działań taktyczno-kryminalnych, [in:] Kryminalistyka, ed. J. Widacki, Warsaw 2012, pp. 168–170; T. Górecki, Taktyczno-techniczne aspekty użycia psów tropiących, “Problemy Kryminalistyki” 1986, no. 172, p. 252; E. Gruza, Wybrane działania rozpoznawczo-wy-krywacze, [in:] Kryminalistyka…, p. 46.
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				and transport options, observation of the figurehead can not only be car-ried out on foot, but can also be quickly transferred to another necessary area. Yes, in the case of activities carried out by a licensed detective, it is permissible to perform such activities alone296, but this is due to the lower complexity and category of the cases being conducted, and therefore low-er losses in the event of a possible exposure.

				The diversity and frequent modification of the methods of perform-ing duties by observation groups result from their experience, the area in which the observation is carried out and many of the previously men-tioned factors, which are constantly changing during their work297. Ob-servation is carried out differently in cities, in the countryside, in highly populated places, supermarkets, cinemas, buses, planes, subways, or on long-distance routes.

				Various types of observation formations (ways of arranging people in a specific order in order to complete a task298) are used to conduct pedes-trian and motorised observations299.

				In the case of observation on foot, the following formations are most often used: Side, Chess Horse, Chain, Head, Leading, Point, and Square300.

				When conducting motorised observation, the following formations are most often used: Leash, Box, Rear, Leading, and Side301.

				The use of appropriate observation systems is intended to reduce the risk of exposure of activities and, above all, to ensure that observers ob-tain as much information and documentation as possible about the fig-urehead’s actions.

				1.1.4.10. Within-Subject Observation

				Intra-subject observation is used as an extension of external – accom-panying – observation. It is carried out in facilities with limited ability 
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						300	Lorek, Inwigilacja…, pp. 94–95; T. Hanausek, Prywatny…, pp. 96–97; J. Witkowski, Ob-serwacja, [in:] Vademecum…, pp. 303–304.

					
					
						301	Cz. Łensys, Inwigilacja…, pp. 78–79; Lorek, Inwigilacja…, pp. 96, 103.

					
				

			

		

	
		
			
				Chapter 1

			

		

		
			[image: ]
		

		
			
				92

			

		

		
			
				to move around and observe the figurehead. Such facilities include: closed facilities such as workplaces or enclaves of housing estates, publicly acces-sible facilities: shops, supermarkets, restaurants. Communication facil-ities: metro, tram, bus, train, plane, residential facilities: hotels, motels, sanatoriums, guesthouses, and public cultural facilities: tetras, cinemas, libraries, sports stadiums. In each of these facilities, a different method of observation is used, depending on the ability to move and stay there free-ly and naturally. Within-subject observation is mainly carried out using:

				observation groups using appropriate formations;

				CCTV monitoring;

				personal sources of information or trusted persons employed in a given facility: security staff, porters, receptionists, baggage han-dlers, maids, waiters, parking attendants, ushers, conductors, etc.302

				How this observation will be carried out depends on further activities. Observation in the facility, sometimes in direct contact with the figure-head, is very difficult, risky and can be quickly exposed. For this reason, people naturally placed in a given facility are used for its use303.

				1.1.4.11. Counter-Observation

				Counter-observation is a specific way of conducting observations to secure the activities of one’s representatives – other agents of a given service304. Its main purpose is to check, detect, and identify hostile ob-servers who are secretly trying to obtain information or catch an operator (agent or intelligence officer)305 in a hostile or criminal activity. During counter-observation, the enemy’s observation groups are identified in terms of their forces, means, and methods of operation. Counter-observ-er in addition to the obligation to warn306 when an observation is detected collects information useful in other operational activities. This informa-tion includes: determining the number of observation groups, the num-ber of intelligence officers used, their characteristics, their appearance, 

				
					
						302	J. Larecki, Wielki Leksykon…, p. 447; B. Kapuściak, Instrukcje pracy…, p. 480.

					
					
						303	J. Larecki, Wielki Leksykon…, p. 447.

					
					
						304	Encyklopedia Szpiegostwa, pp. 180–181; B. Kapuściak, Instrukcje pracy…, p. 476.

					
					
						305	Grup 4 Polska, Licencja pracownika…, p. 16; Lorek, Inwigilacja…, p. 90.

					
					
						306	A. Krzak, Kontrobserwacja, [in:] Polskie Służby…, p. 101.
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				what vehicles they use, their method of operation (observation forma-tions, arrangement of observation vehicles). The acquired knowledge is thoroughly analysed and used in the future to secure other intelligence operations307.

				1.1.4.12. Counter-Observation

				The method of conducting activities called counter-observation are ac-tivities aimed at securing the implementation of the operator’s tasks. Its aim is to make it difficult for the enemy to conduct secret surveillance. It is used to expose the observation to the surroundings, informing people staying at the place of its operation who the observers are. The second way to counteract this is to reduce the mobility of observation groups by includ-ing random people who make contact with the person being observed.

				In the event of such contact, some intelligence groups are obliged to place the person under direct observation in order to determine her identity or prepare an appropriate memory portrait, documenting the person’s image in a photograph or video in order to identify him her308. Such action allows to reduce the number of groups, which may cause the exposure of their actions or contribute to escaping the observation of the observed person309.

				1.1.4.13. Electronic Observation

				Electronic surveillance in a broad sense is used around the world pri-marily by various government agencies, the army, special services, the Police, but unfortunately also by criminal groups310. It is based on the latest technical and electronic solutions and involves tracking the per-son being observed using appropriate devices such as GPS – NAVASTER (Global Positioning System – NAVigation Signal Timing and Ranking – sat-ellite navigation)311, GSM (Global System for Mobile Communications – the 

				
					
						307	J. Larecki, Wielki Leksykon…, pp. 315–316.

					
					
						308	T. Grzeszyk, K. Sławik, Przestępczość a kryminalistyka, Wydawnictwo Prawnicze, War-saw 1985, pp. 48–71.

					
					
						309	J. Larecki, Wyjście spod obserwacji, [in:] Polskie Służby…, p. 233; J. Larecki, Wielki leksy-kon…, p. 690.

					
					
						310	J. Witkowski, Obserwacja, [in:] Vademecum…, p. 298.

					
					
						311	A. Szymczak, Cień GPS podąża za obiektem jak cień, “Zabezpieczenia” 2012, no. 1, pp. 22–23; J. Larecki, Wielki Leksykon…, p. 227.
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				most popular mobile network system)312, or GPRS (General Packet Radio Service – sending the obtained data in packets via a digital telephone sys-tem)313 placed next to the figurehead. For such tracking, mobile phones owned by the observed person are used314 or such devices are planted – mounted in vehicles used by the opponent. All these devices emit radio signals that can be intercepted by the nearest base stations or satellites. Determining the location of a person being observed using the latest loca-tion technologies can be determined to the nearest metre. These devices are not only about location, they are also used to eavesdrop and view the driver’s cabin in a car, the driver’s cabin in a tram, or an electric locomo-tive. This equipment can indicate not only the speed and area in which the object was moving, but also how much fuel is in the tank and how much air is in the wheels315. The information obtained depends on which sensors have been protected. The use of electronic surveillance is almost impossible to detect or expose. This type of operational technique is most often used when a figurehead travels on longer routes and following him directly may violate the principles of secrecy. However, the main disad-vantage of this method of operation is the lack of personal feelings and reports of the interviewers as to the nature of, for example, the meeting with the contact or the appearance of the people being observed316.

				1.1.4.14. Stationary Observation

				Conducting stationary observation involves a specially organised ob-servation point, which enables continuous tracking of a given object or a person staying in one place for a long time without the risk of being ex-posed by intelligence officers317. Taking into account this type of observa-

				
					
						312	W. Szulc, Elektroniczne metody monitorowania ruchomych środków transportowych, part 1, “Zabezpieczenia” 2006, no. 4, p. 54.

					
					
						313	W. Szulc, GPRS jako bezprzewodowa sieć telemetryczna, “Zabezpieczenia” 2006, no. 5, p. 33.

					
					
						314	Lorek, Inwigilacja…, pp. 57–60; Cz. Łensys, Inwigilacja…, pp. 56–57.

					
					
						315	W. Szulc, Satelitarne systemy monitorowania pojazdów przeznaczone dla baz transpor-towych, “Zabezpieczenia” 2007, no. 1, pp. 74–81; W. Szulc, Elektroniczne…, pp. 55–61; A. Szymczak, Cień…, p. 23; D. Kamiński, GPS w monitoringu, “Zabezpieczenia” 2012, no. 2, pp. 24–27; W. Szulc, GPRS…, pp. 32–34.

					
					
						316	J. Dimitrus, Sztuka obserwacji…, pp. 19–20, 73–90.

					
					
						317	W.M. Alexander, Agentura…, pp. 74–75; J. Larecki, Wielki leksykon…, p. 531.
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				tion, we can distinguish three basic ways of conducting it: Fixed Covered Points, Movable Covered Points, and Improvised Covered Points.

				Permanent Covered Points (SPZ) are placed in houses, apartments, offices, and other rooms from which one can naturally observe the ob-ject of interest directly or using technical means (video cameras, optical binoculars)318.

				Mobile Covered Points (RPZ) are organised in places where perma-nent points cannot be organised or the situation requires quick observa-tion and there is a need to hide the intelligence agent before his exposure. Such a point can be placed in the most convenient place for direct ob-servation or using technical means. Various types of motor vehicles are used for observations from the RPZ, such as: delivery cars, buses, trucks, barracks, caravans, motorbikes, and bicycles with hidden cameras319.

				Improvised points are created depending on the conditions of the object behind which the observation is carried out. These types of points are used to secure permanent routes of the observed persons. In order not to expose intelligence agents along the route of the crossing or the figurehead’s passage, fixed and movable hidden points are used to pro-tect them from which observation is carried out without any suspicious movement.

				Stationary observation provides, above all, the opportunity to record a specific fact using electronic equipment. It does not require constant at-tention of the observation team and allows for multiple viewing of the re-corded material. This type of observation is carried out in situations when we know the person or object in advance. This type of observation makes it possible to identify other people contacting the observed person. It also allows us to recognise activities on the premises that we expect or expect to be confirmed or that will be revealed as a result of our observation320.

				The use of hidden points is very important in connection with the con-spiracy of observation activities. At such a point, a control station can be placed with listening and viewing of operational equipment installed in 

				
					
						318	Zakryty punkt obserwacji, [in:] Polskie Służby…, p 240.

					
					
						319	Samochody specjalne oraz systemy video do ochrony granic, [in:] Katalog Techniki…, pp. 69–71.
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				the building of the observed person, and the information obtained in this way can be very useful in further activities.

				1.1.4.15. Operational Observation

				Operational observation involves secret reconnaissance – observing people of interest to special services staying in a place to which intelli-gence agents have difficult access321. This observation is carried out using personal sources of information: agents, informants, secret collaborators, official or operational contacts, as well as trusted people. The main condi-tion that such observers should meet is natural access to the places being observed or to CCTV monitoring studios covering the object of interest. They may be: security workers, waiters, porters, porters, receptionists, maids, ushers, stewardesses, or even recruited criminals or “Undercover” officers conducting surveillance in their group322.

				1.1.4.16. Operational, Forensic Traps, and Forensic Experiment

				A forensic trap – a special one323 and a forensic experiment324 is an activity aimed at confirming whether someone has committed a crime or not, what evidence there may be of this crime, and how the perpetra-tor can be identified and apprehended. Forensic traps protect various ob-jects, and the most popular ones include: people, banks, museums, apart-ments, commercial facilities, and other depending on the need325. Various 

				
					
						321	G. Bauer, Możliwości i formy prowadzenia obserwacji, “Służba MO” 1971, no. 3 (84), p. 495.

					
					
						322	J. Larecki, Wielki leksykon…, p. 447; A. Szumski, Wykorzystanie…, p. 194.

					
					
						323	B. Młodziejowski, Niektóre formy działań taktyczno–kryminalnych, [in:] Kryminalistyka, ed. J. Widacki, Wydawnictwo C.H. BECK, Warsaw 1999, p. 127; S. Czerw, Pułapki…, [in:] Technika Kryminalistyczna…, p. 64; B. Młodziejowski, Niektóre formy…, [in:] Kry-minalistyka, p. 154; J. Widacki, Niektóre formy działań taktyczno-kryminalnych…, [in:] Kryminalistyka, ed. J. Widacki, Warsaw 2008, pp. 146–147; B. Hołyst, Kryminalistyka, Wydawnictwo Prawnicze PWN, Warsaw 1996, pp. 36, 836.

					
					
						324	A. Biedermann-Zaręba, Kryminalistyczne czynności prawne, [in:] Kryminalistyka. Przewodnik, p. 133; Eksperyment procesowo-kryminalistyczny, [in:] Kryminalistyka…, pp. 453–461; J. Widacki, Wybrane czynności…, [in:] Kryminalistyka, Warsaw 2008, pp. 120–121; M. Betlejewski, Eksperyment procesowo-kryminalistyczny, [in:] Kryminali-styka. Wybrane zagadnienia techniki, eds. G. Kędzierska, W. Kędzierski, Wydawnictwo Wyższej Szkoły Policji, Szczytno 2011, pp. 464–465; J. Konieczny, Taktyka, [in:] Podstawy detektywistyki…, p. 162; S. Pikulski, Podstawowe…, pp. 184–185.
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				types of technical devices and chemicals are used for such activities326. The operational traps used by the secret services differ in their broader application. These are specially designed devices or marking means for the purpose of detecting people, things, recording identifying features or capturing or eliminating a person. The type of trap installed depends on the specific situation, intended purpose, as well as the technical capabili-ties of the operational units. In practice, traps are usually used in tactical and technical activities, e.g., a trap combined with an ambush327.

				The structural division of traps consists of:

				Artificial – technical traps for which we use the latest devices or technical means, i.e., video cameras, cameras, significant means, alarm sirens, and others.

				Natural traps, which include objects created by nature, and found in the place where the trap was set. Such items may be small dry twigs in the forest, human or animal hair, dust, matches, insects, or animals.

				Depending on their purpose, traps are distinguished: informing, documenting, marking, protecting and, in some countries, eliminating them328.

				Informing – signalling informs the surroundings about the fact:

				acoustic traps, mainly in the form of alarm sirens operating on their own or incorporated into intruder alarm systems329;

				optical traps come in the form of optical indicators – flashing lamps of different colours (yellow, blue, or red), acting inde-pendently or as part of an intruder alarm system;

				
					
						326	J. Gurgul, Wybrane zagadnienia procesowe pułapek kryminalistycznych, “Problemy Kry-minalistyki” 1981, pp. 151–152, 366; Z. Choroszewski, Taktyka wykrywania wymuszeń rozbójniczych, ed. M. Zajder, Wydawnictwo Wyższej Szkoły Policji, Szczytno 2002, pp. 49–50; J. Stojer-Polańska, Wybrane zagadnienia taktyczno-kryminalne, [in:] Krymi-nalistyka…, p. 81.

					
					
						327	B. Młodziejowski, Niektóre formy…, [in:] Kryminalistyka, ed. J. Widacki, Warsaw 1999, p. 126; E. Yourdon, Wojny…, p. 99; B. Kapuściak, Instrukcje pracy …, p. 504; Grup 4 Pol-ska, Licencja pracownika…, p. 39.

					
					
						328	E. Gruza, Czynności wstępne zmierzające do ustalenia i ujęcia sprawcy przestępstwa, [in:] Kryminalistyka…, p. 40.

					
					
						329	Grup 4 Polska, Licencja pracownika…, pp. 112–113; A. Stefański, A. Zagórska, Organiza-cja i zasady ochrony transportów wartości pieniężnych, Wydawnictwo Druk Tur, Warsaw 1999, pp. 22–23; A. Stefański, Konwój, Wydawnictwo Druk Tur, Warsaw 2003, pp. 43, 47.
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				Recording and documenting traps are all types of technical devices documenting that a fact has occurred: tape recorders, dictaphones, cam-eras330, miniature video cameras331, or CCTV monitoring, access control systems, or IT networks332;

				A marking and security trap involves leaving a specific trace confirm-ing that the intruder was in a given place.

				chemical traps in the form of various UV-type powders informing about the presence of an intruder in a given room333;

				odour traps are very specific procedures involving the use of odor-ous substances applied to rugs, doormats in the facility, or direct-ly to the figurehead’s clothing. The main element of these traps is a chemical preparation with a persistent and specific odour334 that lasts for several days after being applied to the perpetrator. The scent persists even in unfavourable conditions, such as rain or snow. Such preparations are used when conducting observations using a special dog335.

				marking and security traps are most often used by service agents to protect their places of residence against penetration by opponents. The agent sets such traps in places known only to him and can use them to determine whether there was an uninvited visit there. The following can be used to set such traps: human hair, papers, matches, chemicals, or even insects and animals336.

				
					
						330	G. Michniewicz, S. Oczko, Wykrycie sprawcy i udowodnienie mu winy na podstawie zdję-cia z pułapki fotograficzne. Aspekty kryminalistyczne i operacyjno-procesowe, “Problemy Kryminalistyki” 1981, pp. 151–152, 373–374.

					
					
						331	A. Taracha, Czynności operacyjno…, p. 43.

					
					
						332	A. Rybicki, Włamania komputerowe a zastosowanie pułapki kryminalistycznej, [in:] Prze-stępczość teleinformatyczna, eds. A. Misiuk, J. Kosiński, P. Ciszek, Wydawnictwo Wyż-szej Szkoły Policji, Szczytno 2003, p. 95; Z.T. Nowicki, Jak chronić. Poradnik dla organi-zatora i agenta ochrony, Polska Oficyna Wydawnicza “BGW”, Warsaw 1994, pp. 64–65.

					
					
						333	P.T. Skorczenko, Wykorzystanie środków chemicznych w zapobieganiu i wykrywaniu kra-dzieży, “Problemy kryminalistyki” 1976, no. 123, p. 538; Z. Ruszkowski, Fizykochemia Kryminalistyczna, Wydawnictwo Problemów Kryminalistyki Centralnego Laborato-rium Kryminalistycznego Komendy Głównej Policji, Warsaw 1992, p. 71.

					
					
						334	M. Łachacz, Kryminalistyczne pułapki zapachowe, “Policja” 2003, no. 1–2, p. 37.

					
					
						335	T. Górecki, Taktyczno-techniczne aspekty…, p. 252.
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				General Characteristics of the Operational Technique

			

		

		
			[image: ]
		

		
			
				99

			

		

		
			
				Eliminating (incapacitating) weapons337 temporarily or perma-nently are most often used by special services of countries at war or defending their territories against guerrilla or terrorist attacks. In the case of time traps, they are most often used to eliminate rivals and competitors.

				Special chemical traps in the form of various powders and liquids the use of which resulted in permanent or temporary aversion of out-siders towards the figurehead. Such measures included: “Stink Bomb” causing an incredible stench, “Green Gas” causing the figurehead to fart, “Vomid Fluid” a liquid forcing vomiting, and “Disgusting Yel-low Teeth” liquid causing the figurehead’s mouth to look hideous338. Chemical agents used various types of poisons that caused the oppo-nent’s death.

				Biological traps based on various types of bacteria used to temporarily or permanently eliminate the opponent. Causing his illness or causing his death is most often used by the services of Israel and Russia.

				Pyrotechnic traps are also used to eliminate opponents. Various types of camouflaged explosives are used to install them. They are most often used by special services operating in war conditions: Mossad, Shin Bet, FSB, and the United States services339.

				Many such traps were used by Israeli intelligence against Palestinian groups and Arab terrorists. The pyrotechnic trap most often used by the Shin Bet340 was an explosive placed in a mobile phone belonging to the opponent. When the subscriber answered the phone, a special impulse was released and the telephone was detonated.

				One of the last but very perfidious traps used by secret services, police, and even criminal groups is the sex trap.

				Sex traps, also known as sex espionage, which involve the use of inter-esting information or materials, most of them compromising or incrimi-

				
					
						337	A. Szumski, Wykorzystanie…, pp. 131–133; B. Hołysz, Kryminalistyka, Eighth edition, pp. 112–113.

					
					
						338	Akcesoria, [in:] Katalog techniki…, pp. 80–83.

					
					
						339	C. Durandin, CIA na wojnie, Dom Wydawniczy Bellona, Warsaw 2004, pp. 22–23, 84–87, 101, 119–121.

					
					
						340	D. Raviv, Y. Melman, A każdy szpieg to książę. Pełna historia wywiadu izraelskiego, Wy-dawnictwo Książka i Wiedza, Warsaw 1993, pp. 207–212, 324–325.
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				nating, by specially placed people such as hostesses, prostitutes, homosex-uals, and also the heads of escort agencies, to obtain for the principals341.

				All the described traps can be used together or separately. The best re-sults are usually achieved when these traps are combined into one system. In some cases, combined traps are set, such as signalling and marking traps.

				1.1.4.17. Correspondence Surveillance

				Correspondence, i.e., the exchange of information, is communication between people342. Corresponding can be done in several ways, namely:

				Traditionally, by writing letters, short messages “mesag” left in various places for the recipients, or more advanced, using telecommunications or computer networks343.

				The word surveillance as an operational term comes from the English word “invigilation”, which means systematic, secret surveillance of per-sons or objects that are or may be the subject of interest of the special services: undertaken to collect information documenting illegal activities or useful for the special services in their activities. Surveillance may some-times be overt in order to discourage continuation of unlawful activities344.

				In the professional literature, it can be noticed that the same activities are referred to differently: correspondence surveillance – correspond-ence censorship345 – correspondence control346 – correspondence review 

				
					
						341	J. Larecki, W służbie jej seksualnej mości. Szkice z historii seksszpiegostwa, Agencja Wy-dawnicza CB, Warsaw 2006, pp. 5–13; J. Larecki, Wielki Leksykon…, pp. 587–588; J. La-recki, Polskie Służby…, pp. 182–183; M. Domaros, Anastazja P. raz jeszcze, Wydawnictwo Kamea, Warsaw 1993, pp. 129–133.

					
					
						342	Korespondencja, [in:] Słownik języka…, vol. I, p. 1013; K. Dudka, Kontrola korespondencji i podsłuch w polskim procesie karnym, Wydawnictwo Uniwersytetu Marii Curie-Skło-dowskiej, Lublin 1998, p. 10.

					
					
						343	S. Pikulski, Podstawowe…, p. 49; J. Larecki, Wielki leksykon…, p. 323; T. Taras, O do-puszczalności i legalności podsłuchu telefonicznego, Wydawnictwo Uniwersytety Marii Curie-Skłodowskiej, Lublin 1961, p. 50; I. Dobosz, Tajemnica korespondencji jako dobro osobiste oraz jej ochrona w prawie cywilnym, Wydawnictwo Uniwersytetu Jagiellońskie-go, Kraków 1989, p. 29.
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				(PK)347, and correspondence perlustration348. The diversity of names of this measure results only from the fact of its use in a given service, and it is a set of operational and reconnaissance activities focused on systematic tracking and secret control of persons who are reasonably suspected of committing a crime. The purpose of surveillance of these people is to pre-vent a crime from being committed and, if it is committed, to establish the circumstances of the act349.

				The traditional way of correspondence, by writing letters and send-ing them by post, is being replaced by newer achievements in the field of telecommunications and computer science. The development of technol-ogy allows for the free exchange of information, which greatly facilitates accurate and quick decision-making. Unfortunately, people also use this opportunity to provide information for criminal purposes. Therefore, if there is a justified suspicion of dishonesty of persons communicating, law enforcement authorities have the full right to apply such an operational and technical measure.

				Correspondence surveillance is a means of secret use and consists in secret:

				opening closed parcels and letters and reading their contents or recording their contents;

				reading the content of telegrams, information transmitted via texts, faxes, and other forms of communication and recording them350;

				reading the content of text messages, information sent by landline and wireless telephone and recording them, regardless of whether technical devices are used to perform these activities or not.

				This means that correspondence surveillance involves secretly open-ing closed letters and parcels, as well as obtaining information sent via telecommunications, in order to become familiar with their content351.

				
					
						347	B. Kapuściak, Instrukcje pracy…, p. 486.
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						351	J. Gołębiowski, Praca operacyjna…, p. 29; J. Konieczny, Czynności operacyjno…, [in:] Kry-minalistyka, p. 128.
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				Today’s technical progress makes it possible to learn the content of correspondence at the moment it is transmitted by technical devices. Written correspondence can also be recognised both by the sender and during its transmission or by the addressee.

				A very important factor in correspondence surveillance is the time and place of its use. Written correspondence can be read before it is sent, at the sender’s, during writing, and at the addressee’s. When talking about correspondence surveillance, we can distinguish two types, namely:

				code, characterised by the fact that after opening, reading, and closing the correspondence there must be a stamp. Surveillance of correspondence must comply with statutory provisions;

				operational, used by operational services, which involves opening, reading, and documenting the content of the sent correspondence.

				When monitoring traditional correspondence, particular attention is paid to:

				The content of correspondence that may contain criminal infor-mation that harms the security of the state or other important social and political interests. In particular, this concerns infor-mation regarding the crime of espionage or betrayal of state and official secrets.

				Application of encryption and coding of messages using the con-tent of the letter.

				The use of special sympathetic inks with a hidden message352 writ-ten between the lines or in a predetermined place.

				Placing spy material in the form of a micro-point353 (mi-cro-dot354). Such a point is the size of a typewritten dot. In fact, it is a very much reduced, completely written A4 sheet of paper. The microdot is usually glued to writing paper or an envelope sent by post.

				Very often it is hidden under a stamp or pasted under the plywood of the envelope. In order for the recipient to be able to read the microdot, he 

				
					
						352	B. Kapuściak, Instrukcje pracy…, p. 494; J. Larecki; Tajne pismo, Tajnopis, [in:] Polskie Służby…, pp. 208–210; B. Hołysz, Kryminalistyka, Eighth edition, p. 521.
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				must put it into the developer solution and after a few minutes he can read it under the microscope.

				Different methods are implemented to open, read, and document let-ters.

				Typically, unsophisticated envelopes are used to send correspondence. Sometimes the content of the letter can be read without opening the enve-lope – using the “backlight” method. This happens when the letter fits on one sheet of paper, the writing is clear, and the envelope is standard with not too thick walls. By bringing the envelope closer to a light source (e.g., a lamp), one can read the content of the letter. It should be emphasised, however, that the content of correspondence sent in this way will rarely be interesting.

				If the person sending the letter folds the sheet of correspondence to-gether with another blank sheet of paper, the method will be useless – especially if the “masking” sheet of paper is of a dark colour. It should be noted that in some cases the true content of the letter may be masked, e.g., by using sympathetic ink. As a result, the person controlling the corre-spondence may be misled.

				For a long time, the “steam” method was used for perlustration. The envelope is placed over a steaming kettle and after a while it can be easily peeled off. With some practice, there are no visible traces of such an op-eration. This method may not work in some cases, e.g., if the sender seals the envelope with adhesive tape and additionally seals the glued area. Then the traces of opening will be visible355.

				Another way to open letters is to use chemicals to “x-ray” the paper. It may be, for example, a “See-Through” spray or similar, which causes the paper to become transparent for a few seconds. It is important that the sprayed agent does not smear ink and pen ink. This allows one to check the content of the letter356.

				Most operational methods of correspondence control are strictly con-fidential by the operational services, therefore their complete disclosure is impossible.
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				For quite a long time, we have been observing an increasing number of thefts of information sent traditionally or through specialised courier companies. There has been an increased demand on the market for devic-es that protect valuable shipments against unauthorised access and theft. Examples of this type of products are:

				a secure envelope, which is a disposable packaging that effectively protects the cash, valuable items, and documents contained there-in against unauthorised access. Any traces of manipulation leave clear traces on the envelope, revealing the fact of operation357,

				a deposit wallet is a universal, reusable packaging that is used to safely deposit and transport documents, cash, and other val-uable items. The basic functional function of a deposit wallet is to protect its contents against physical and any attempts to inter-fere with its contents358.

				1.1.4.18. Perlustration of Telecommunications, Electronic Mail, and Computer’s Content

				The rapid development of telecommunications and information tech-nology, along with a significant drop in prices, resulted in the spread of mobile phones, faxes, facsimile machines, and computers as office and home equipment in the 1990s. Nowadays, one can find these devices in every office, they are also used in many homes and accompany people in their normal lives. No one can imagine functioning without a mo-bile phone or computer. Thanks to special programs and devices, one can communicate with the whole world via IT and telecommunications networks.

				Particular attention should be paid to the fact that criminal environ-ments are related to the world of business and administration, where mo-bile phones, the Internet, and e-mail are widely used. Computer crime includes all criminal behaviour related to the electronic acquisition and processing of data that directly affects its media and circulation359. There-

				
					
						357	H. Rajczakowski, Bezpieczna koperta alternatywą sejfu?, “Zabezpieczenia” 1999, no. 3, pp. 24–26.
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						359	K.J. Jakubki, Przestępczość komputerowa – podział i definicja, “Problemy Kryminalisty-ki” 1997, no. 217, pp. 3–37.
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				fore, we should not neglect this area of operational activities, which will allow us to control communication in networks and the content of com-puters of people involved in criminal activities, including corruption. In this direction, the following activities should be mentioned:

				review of correspondence sent via electronic devices such as fax and telefax;

				surveillance of correspondence sent by telephone with short infor-mation called – SMS, or images – MMS;

				checking e-mail and checking the contents of hard drives on the computer, current control of what is happening on the computer screen360.

				The use of faxes, telexes, e-mails, and mobile phones to transmit in-formation and images is so simple and widely known that it significantly reduces the way people communicate in the traditional way by sending letters. Each information sent can be reviewed and documented with-out much effort. This information is obtained in several ways permitted by law:

				directly from the network operator who is legally obliged to store its content for a period of two years (text messages, MMS, faxes, telexes, e-mail361);

				by redirecting information to the device remaining at the disposal of special services;

				directly to the sender at the time of writing, by transmission via observing the electromagnetic field pulse occurring on the trans-mission cable and at the recipient of the information at the time of its receipt or reading.

				E-mail is now very widespread, so there is a definite chance to obtain interesting information this way. This is because most people consider it difficult to access by unauthorised persons. However, this is not the case. Both e-mail and the content of the computer itself, as long as it is connect-ed to the network, can be monitored relatively easily362. The basic methods 
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				used to hack into computers, including e-mail, and access information by unauthorised persons include:

				Port Scanning – using this technique, one can find out what commu-nication ports are currently used and shared on the victim’s server. As each service has a strictly assigned port, one can easily find out whether an FTP server, mail server, or WWW server is running on the selected server. This makes it much easier for a hacker to plan an attack. Since port scanning is also popular as a diagnostic tool for administrators, it is not prohibited in any way.

				Sniffing – this technique was created for the needs of administrators and involves “listening” to all packets circulating on the computer net-work. The analysis of such packets allowed for easy detection of any ir-regularities in the functioning of the network. The advantages of sniffing have also been noticed by hackers. To analyse “tracked” packets, they cre-ated their own software, which allows the capture of important informa-tion such as passwords, credit card numbers and personal data363.

				Social engineering (impersonation) – social engineering techniques involve obtaining confidential information directly from company em-ployees. The hacker tries to use lies and disinformation to mislead the em-ployee and obtain access passwords or other proprietary data from him. Very often, this takes the form of a telephone conversation in which the aggressor, pretending to be an employee authorised by the company’s au-thorities, e.g., the director, tries to obtain access passwords to the server, e.g., by carrying out equipment maintenance. It should be added that this is surprisingly easy.

				Brute force – force attack – this method is a technique of breaking passwords or other encrypted information. It involves substituting all possible combinations of letters, numbers, or other characters in place of the encrypted key until it is completely decrypted. The effectiveness of this technique depends primarily on the complexity of the encryption algorithm, the length of the password, and the computing power of the 
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						363	J. Moszczyński, Informatyka kryminalna, [in:] Kryminalistyka – czyli rzecz o metodach śledczych, eds. E. Gruza, M. Goc, J. Moszczyński, Oficyna Wydawnicza Łośgraf, Warsaw 2011, p. 563; A. Warhole, Atak…, pp. 101–114.
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				computer breaking this security. This method is very time-consuming, so in order to increase computing power, computers breaking the secu-rity are connected in a network. Due to the increasing computing power of home computers, cracking an encrypted password takes less and less time. The DES algorithm with a 56-bit encryption key, which is still used today, can be cracked using an ordinary home computer in a few days364.

				Spoofing – one of the most effective and frequently used methods of obtaining unauthorised information. It involves “impersonating” another computer on the network. By sending packets with a false source address, the hacker deceives the recipient computer, which incorrectly identifies the sender and sends all packets directly to the aggressor. In this way, the hacker’s computer can “pretend” to be, for example, a server, thanks to which it can gain access to all secret data. Many versions of software have already been created for this type of activities. They can be installed both on the aggressor computer and on the access devices themselves, e.g., routers. Such an attack on a router can have very dangerous conse-quences because all traffic generated there can be controlled by a hacker. Most branded routers have spoofing protection365.

				Dictionary attack – a dictionary attack involving an unauthorised at-tempt to log in to a computer system without knowing the password. The password is replaced by subsequent words contained in the file – diction-ary. A dictionary file may contain up to several thousand words. The larg-er it is, the greater the probability of matching the correct password. This method is quite tedious and relatively easy to detect, because the system logs record a large number of failed login attempts.

				Trojan Horse – a Trojan horse – a Trojan horse is a computer virus, although the principle of its operation differs significantly from that of a traditional virus. The Trojan horse does not replicate or spread on its own. The victim computer is infected only when the user deliberately in-stalls the host program. This carrier can be any program installed on the computer. During installation, the Trojan horse, which is incorporated into the program code, installs in the background and is therefore not vis-
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				ible to the user. Very often, these viruses are sent via e-mail in the form of infected animations or photos, although perhaps the most perverse type of Trojan horses are programs pretending to be antivirus tools. The goals of Trojan horse attacks may be different, mainly taking control of an in-fected computer or obtaining information stored on it. The most famous Trojan horse was a program created by hackers from the Cult of the Dead Cow group called Back Orifice 2000. This package was used to adminis-ter computers equipped with Windows systems. In reality, however, all information obtained about the network was sent directly to the hackers. This virus is quite difficult to detect because it operates without externally visible signs of activity, i.e., it is not displayed on the task manager list366.

				Back Door – it is a hidden possibility left by software designers to pen-etrate the user’s system without having permission to do this type of in-terference. And the existence of a back door is a “gate” for technical sup-port of a given system, e.g., in a situation when the administrator loses or simply forgets the password. The data needed for such “logging in” is strictly confidential and is known only to a few authorised persons.

				Not everyone knows that it is possible to constantly control what is displayed on the computer screen. This is because monitors give off elec-tromagnetic emissions. This electromagnetic emission is a threat to the security of “electronically active” information in the computer.

				1.1.4.19. Using the Knowledge of Consultants and Appraisers

				When conducting operational and reconnaissance activities, there may often be a need to seek the opinion of people who have qualified knowledge on topics related to previously carried out operational activ-ities. In specific situations, authorities or persons prepared to carry out these activities usually seek help from a specialist or specialists in order to seek advice in a given field and order an oral or written consultation, issue a decisive opinion and an expert opinion367.

				The scope of assistance provided by consultants, experts and apprais-ers depends on the activities that the client wants to implement. Such assistance is provided on two levels:
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				For operational purposes, allowing obtaining an assessment or opinion on the use of appropriate means to properly achieve the designated goals (e.g., selection of technical equipment – wiretap-ping and surveillance), determining methods and means of action (e.g. use of disinformation, external observation), or evaluation of the obtained materials (e.g., documents in foreign languages that may constitute a state secret)368.

				For procedural purposes, it allows obtaining current evidence of criminal activity along with opinions and expert opinions con-firming the commission of a crime369.

				Persons appointed as experts usually have specialised knowledge in a specific field. Therefore, they may be appointed during operational and procedural proceedings. The opinions and expert opinions issued by these people constitute an important basis for the evidence issued in the process370.

				Due to the vast amount of knowledge related to the use of operational technology, professional knowledge in this field can only be provided by: court experts, appropriate state institutions appointed for this purpose, scientific or research and development institutes, specialised establish-ments, any person who has experience in a given appropriate knowledge in the field.

				A “ruling” (Latin consultare “confer; seek advice”) consultant (Latin consultans-ntis) – is a person who takes part in various operational and procedural activities and to whom the operating unit and the procedural body can turn to obtain the necessary advice and assistance in the activi-ties carried out. The special information possessed by consultants is often invaluable assistance, useful for the proper conduct of operational and procedural activities that have already been initiated371.

				
					
						368	E. Żywucka-Kozłowska, Kryminalistyk jako konsultant w działaniach operacyjnych Po-licji, [in:] Problemy Współczesnej Kryminalistyki, vol. V, eds. E. Gruza, T. Tomaszewski, Wydawnictwo Uniwersytet Warszawskiego, Warsaw 2002, p. 211.
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				An expert may perform the function of a consultant more than once, in which case he is no longer an independent source of evidence, but a means of evidence that allows for a precise understanding of the out-come of the activity in which the expert exclusively participates372.

				Expert (Latin expertus “experienced in something”) – an individualist whose profession, knowledge, and contacts (work, hobby) provide very good orientation in the discussed problem. An expert allows for looking at the problem in a new way, extract basic materials, draw attention to un-noticed sources of information, speed up and increase the certainty of data373. An expert, i.e., an expert who performs an expert opinion on be-half of an operational unit or a procedural body. Fulfilling this function, the expert is an individual source of evidence, and his opinion is a kind of evidence regarding the circumstances of the case subject to examina-tion. As part of the specific activities performed, the expert enjoys full independence and freedom in selecting research methods that are part of the expert opinion, and also has unrestricted freedom in preparing and checking conclusions.

				A person who performs expert opinions as part of operational activi-ties in the Israeli services is called an expert with a “handle”374.

				An expert opinion is a set of research activities requiring special knowledge and therefore performed by an expert at the request of a pro-cedural authority and ending with an opinion that may constitute inde-pendent evidence in the trial375.

				The expert opinion usually ends with an opinion issued by the special-ist conducting it and consists of:

				reports – contains a description of all the activities performed by the expert, the methods used, as well as a set of observations he made while conducting the research;

				
					
						372	S. Kalinowski, Biegły i jego opinia, Wydawnictwo Centralne Laboratorium Kryminali-styczne Komendy Głównej Policji, Warsaw 1994, pp. 96–133; J. Widacki, J. Konieczny, Wprowadzenie do problematyki identyfikacji…, [in:] Kryminalistyka, J. Widawki, 2008, pp. 174–176.
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				conclusions – which should be directly related to the research car-ried out by the expert and result from the comments he made376.

				Appraiser – a title awarded based on appropriate specific regulations to highly qualified people with sufficiently extensive, documented experi-ence in a specific field, and professional specialisation.

				Carrying out an appraisal, expert opinion, or consultation in a specific field often involves assuming significant obligations and assuming certain burdens resulting from the regulations, e.g., the obligation to perform the function of a court expert and others. It is also a huge responsibility. Clients most often turn to appraisers in difficult situations, often crises, breakdowns, disputes, and disasters. Not only the fate of significant pri-vate and public property (of significant value) depends on the appraiser’s opinion, but also people’s health and life377.

				1.1.4.20. White Intelligence and Open Sources of Information

				Techniques of White Intelligence, also known as open sources of in-formation378, like any other field of social activity, are based on basic di-rectives that define the principles of its operation.

				White Intelligence is responsible for obtaining information necessary to conduct operational and reconnaissance activities or investigations379. As part of this technique, one can use publicly available knowledge, the interest in which will not arouse suspicion and will allow for collecting the necessary information or a specific purpose. This technique is one of the safest ways of obtaining and using information.

				It deals with acquiring, collecting and processing information that is placed in the mass media in the press380, radio, television381, publicly available 
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				book publications, bulletins, industry lists382, folders, libraries383, file collec-tions384, archives385, and the Internet386. Collecting information and analys-ing it thoroughly is the basis for successful fighting against crime. The mate-rials obtained this way allow for expanding or confirming one’s knowledge, or identify new threats occurring in one’s field of interest. The analysis of the obtained materials allows for increased effectiveness in detecting criminals and preventing crimes or special and extended verification procedures387.

				Experts on the subject always claim that 95% of foreign secrets can be obtained through careful reading and competent analysis of information from legally available sources388.

				The use of White Intelligence by the special services has been described as a total and global operation, because it covers almost every sphere of life and concerns all countries around the world389.

				When using this means, we can distinguish several directions of its action:

				Intelligence – collecting information on the methods, means, and methods of operation of foreign special services.

				Economic affairs – interested in information about the latest tech-nical innovations, economic successes and failures occurring in the countries of interest.

				Military affairs – obtaining information regarding the military field and everything related to it. It is also about modern technol-ogies, armaments programs, the state of troop mobility and the state of readiness for the production of military equipment.

				Matters related to economic intelligence and counterintelligence in terms of securing our own institutions against the loss of our secrets.
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						387	K. Liedel, P. Piasecka, T.R. Aleksandrowicz, Analiza informacji…, pp. 52–55.

					
					
						388	T. Kosobudzki, Bezpieka w MSZ. Służby specjalne w polityce zagranicznej RP w latach 1989–1997, Wydawnictwo Elipsa, Kielce–Warsaw 1998, p. 47.
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				Political affairs – collecting information about the socio-political situations of countries, agreements, pacts, and international or-ganisations.

				Personnel matters – collecting information on changes in prom-inent positions, various positive and negative news about people holding or likely to hold public positions390.

				The so-called White Intelligence includes “Billing” consisting in obtain-ing by authorised service officers from mobile operators billings, lists of sub-scriber owners, or lists of telephone numbers with which the person under investigation contacted391. Similarly, officers can obtain various information from secret and public files and archives392: Central Register of Criminals, Archives of Old Files and Archives of New Files, court, and notaries.

				White Intelligence has a passive and active form of operation. In the case of passive activities, information is collected in order to analyse it and use it to supplement existing knowledge on a given topic or to use it in favourable conditions. As part of this means of operational technology, we can use an active form consisting in specially circulating information in the mass media that disinforms, inspires, or gives positive and nega-tive information about people, groups of people, socio-political, intelli-gence, economic, military, intelligence, personal, and counterintelligence phenomena. This type of intelligence used by the services also obtains primary information indicating the need for security authorities to be in-terested in the possibility of conducting hostile or criminal activities393.

				1.2. The Importance of Operational Technology for Protecting State Security

				1.2.1. The Concept of State Security

				Security is one of the most important needs, the satisfaction of which determines the conditions for the functioning and development of hu-

				
					
						390	J. Larecki, Wielki Leksykon…, pp. 749–750.

					
					
						391	J. Stojer-Polańska, Czynności…, [in:] Kryminalistyka…, p. 104.
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				man civilisation. Ensuring national (state) security and stable and sys-tematic development of society has been the main fundamental goal of the government in all areas of its existence394. Therefore, this issue has long been the subject of research, as well as an area in which solutions are constantly being sought to optimise (in given conditions) the lev-el of security for a whole range of entities (international community, groups of countries, individual countries, social groups, and units)395. There is no doubt that security is a multi-faceted phenomenon oc-curring both as a way of proceeding resulting from social awareness dependent on scientific and technological progress, civilisation devel-opment both in terms of creating threats and attempting to defend against them396.

				The etymology of the term security comes from the Latin word sine cura = securitas (secure), which in ancient Roman times, meant political stability397. In contemporary Polish lexical terms, when defining security, the main emphasis is placed on such elements as: state, process, or values, the loss of which is associated with the lack of stability and security. For several decades, however, security has been consistently defined as a state of non-threat, peace, feeling and certainty, a state of freedom from threats, 

				
					
						394	M. Ptak, Współczesne rozumienie bezpieczeństwa, zagrożeń i obronności, “Zeszyty Na-ukowe Wyższej Szkoły Oficerskiej Wojsk Lądowych” 2010, no. 1, p. 88; J. Gierszewski, Organizacja systemu bezpieczeństwa społecznego, Wydawnictwo Difin, Warsaw 2013, pp. 14–18; W. Fehler, O pojęciu bezpieczeństwa państwa, [in:] Bezpieczeństwo państw i na-rodów w procesie integracji europejskiej, ed. W. Śmiałek, J. Tymanowski, Wydawnictwo Adam Marszałek, Toruń 2002, pp. 165–169.

					
					
						395	J. Stańczyk, Wielowymiarowość bezpieczeństwa – zarys problematyki, [in:] Bezpieczeń-stwo człowieka a proces wsparcia społecznego, eds. J. Dębowski, E. Jarmoch, A.W. Świder-ski, Wydawnictwo Akademii Podlaskiej, Siedlce 2007, p. 13; J. Jaskiernia, Bezpieczeństwo państwa a ochrona praw i wolności jednostki w Polsce – obszary koegzystencji i konfliktu tych wartości w kontekście realizacji standardów międzynarodowych i wewnętrznych, [in:] Bezpieczeństwo Państwa, a ochrona praw i wolności jednostki we współczesnym świecie, ed. J. Jaskiernia, Wydawnictwo Uniwersytetu Jana Kochanowskiego, Kielce 2012, p. 49; A. Misiak, Administracja porządku i bezpieczeństwa publicznego. Zagadnienia prawno--ustrojowe, Wydawnictwa Akademickie i Profesjonalne, Warsaw 2008, pp. 17–19.

					
					
						396	J. Jaskiernia, Bezpieczeństwo…, [in:] Bezpieczeństwo Państwa…, p. 49; S. Zalewski, Poli-tyka a strategia bezpieczeństwa, [in:] Strategia bezpieczeństwa narodowego Polski, ed. J Gryz, Wydawnictwo Naukowe PWN, Warsaw 2013, pp. 44–45.

					
					
						397	K.A. Wojtaszczyk, Bezpieczeństwo państwa – konceptualizacja pojęć, [in:] Bezpieczeństwo państwa. Wybrane problemy, eds. K.A. Wojtaszczyk, A. Materska-Sosnowska, Oficyna Wydawnicza ASPRA-JR, Warsaw 2009, p. 11.
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				a state of freedom from fear or attack398. Security is an interdisciplinary concept and is the subject of interest of many scientific disciplines, par-ticularly political science, law, economics, sociology, and security scienc-es399. Currently, there is no commonly used and accepted definition of security. Most often, it is defined as freedom from threats that pose a risk to the survival of the state400, or ensuring sovereignty, territorial integrity, freedom to choose a political path and conditions enabling social devel-opment and achieving prosperity401.

				Very often, in state and social documents, the term security is present-ed as a prism of the state of protection of citizens against acts of violence by criminals, the scale of threats to order in public places, crime rates, development trends in social pathologies, etc. Such components are cer-tainly real elements influencing the condition of state security (includ-ing internal security in terms of: political, military, economic, ecological, cultural, social, information, and telecommunications402), but the scope 

				
					
						398	Bezpieczeństwo, [in:] Słownik języka…, vol. I, p. 147; E. Nowak, M. Nowak, Zarys teorii bezpieczeństwa narodowego. Zarządzanie bezpieczeństwem, Wydawnictwo Difin, War-saw 2011, p. 13; M. Marszałek, Wkład Organizacji Narodów Zjednoczonych, unii Europej-skiej oraz Sojuszu Północnoatlantyckiego w utrzymaniu bezpieczeństwa międzynarodowe-go, [in:] Współczesne uwarunkowania bezpieczeństwa narodowego i międzynarodowego, eds. M. Marszałek, G. Sobolewski, T. Konopka, A. Cyran, Wydawnictwo Wyższej Szkoły Handlowej im. Bolesława Markowskiego, Kielce 2012, p. 13.

					
					
						399	M. Madej, Zagrożenia asymetryczne bezpieczeństwa państw obszaru transatlantyckiego, Wydawnictwo Polskiego Instytutu Spraw Międzynarodowych, Warsaw 2007, pp. 19–31; E. Nowak, Zarządzanie kryzysowe w sytuacjach zagrożeń niemilitarnych, Wydawnictwo Akademii Obrony Narodowej, Warsaw 2007, p. 46; L. Hyb, Bezpieczeństwo społeczne oby-wateli a rola państwa w tym zakresie, [in:] Bezpieczeństwo RP w wymiarze narodowym i międzynarodowym, vol. I, eds. M. Marszałek, G. Sobolewski, T. Konopka, A. Cyran, Wydawnictwo Wyższej Szkoły Handlowej im. Bolesława Markowskiego, Kielce 2011, pp. 72–73; K.P. Marczuk, Bezpieczeństwo wewnętrzne państw członkowskich Unii Euro-pejskiej: od bezpieczeństwa państwa do bezpieczeństwa ludzi, Wydawnictwo ASPRA-JR, Warsaw 2012, pp. 30–31.

					
					
						400	T. Szubrycht, Współczesne aspekty bezpieczeństwa państwa, “Zeszyty Naukowe Akade-mii Marynarki Wojennej” 2006, no. 4, p. 88; W. Fehler, O pojęciu…, [in:] Bezpieczeń-stwo…, p. 72.

					
					
						401	J. Czaputowicz, Kryteria bezpieczeństwa międzynarodowego – aspekty teoretyczne, [in:] Kryteria bezpieczeństwa międzynarodowego państwa, eds. S. Dębski, B. Górka-Winter, Wydawnictwo Polskiego Instytutu Spraw Międzynarodowych, Warsaw 2003, p. 13.

					
					
						402	W. Jakubczak, Bezpieczeństwo narodowe Rzeczypospolitej Polskiej w warunkach globali-zacji początku XXI wieku. Rozprawa habilitacyjna, Wydawnictwo Bellona, Warsaw 2013, p. 38.
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				of security is also influenced by external causes resulting from activities outside our territory, the so-called international security403.

				The most important factors posing a threat to state security include: destabilisation of the political system, poorly functioning economic and social mechanisms, massive violations of human rights, social conflicts that state authorities are unable to solve, mass social movements (e.g., strikes), natural disasters (flood, drought, earthquake, tsunami, and hur-ricane), environmental degradation, illegal migration, organised crime, hostile and harmful actions against the state, and the most dangerous threat – terrorism in all its forms404.

				1.2.2. State Security Strategy

				All state and civil administration institutions are responsible for state se-curity. When creating a national security strategy, the state uses all avail-able means to achieve the designated goal of protection – defence against undesirable phenomena that may irreversibly affect the proper function-ing of a given state405.

				The essence of strategy (which has a strictly military origin and means the art of command406) are priorities understood as difficult choices, and its task is to achieve the goals set by policy, using the available resources in the best possible way407. It should also be remembered that the strate-

				
					
						403	A. Mednis, Prawo do prywatności…, p. 206; K. Łastawski, Pojęcie i główne wyznaczniki bezpieczeństwa narodowego i międzynarodowego, [in:] Współczesne bezpieczeństwo, ed. W. Feler, Wydawnictwo Adam Marszałek, Toruń 2003, pp. 18–21.

					
					
						404	J. Zając, Bezpieczeństwo państwa, [in:] Bezpieczeństwo państwa…, p. 22; M. Larecki, Za-rządzanie bezpieczeństwem…, p. 55; K. Kozłowska, Zagrożenia bezpieczeństwa powszech-nego, [in:] Bezpieczeństwo wewnętrzne RP w ujęciu systemowym i zadań administracji pu-blicznej, eds. B. Wiśniewski, S. Zalewski, Wydawnictwo Wyższej Szkoły Administracji, Bielsko-Biała 2006, pp. 69–70.

					
					
						405	Z. Czekanowski, Elementy strategii bezpieczeństwa narodowego, [in:] Tożsamość bezpie-czeństwa wewnętrznego – miejsce, rola i funkcje, ed. R. Grosset, Wydawnictwo Wyższej Szkoły Zarządzania i Prawa, Warsaw 2011, p. 22; W. Gocalski, Polityka bezpieczeństwa RP, [in:] Współczesne bezpieczeństwo, ed. W. Fehler, Wydawnictwo Adam Marszalek, To-ruń 2003, p. 97.

					
					
						406	W. Kitler, Bezpieczeństwo narodowe RP. Podstawowe kategorie. Uwarunkowania. System, Wydawnictwo Akademii Obrony Narodowej, Warsaw 2011, p. 37.

					
					
						407	A. Beaufre, Wstęp do strategii. Odstraszanie i strategia, Wydawnictwo Ministerstwa Obrony Narodowej, Warsaw 1968, p. 30.
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				gy does not take as a starting point what is possible, but should look for what is necessary and try to achieve it408. One of the essential functions of any national security strategy is to take care of both the proximate and further goals of the state’s security policy. In determining the national interest and setting goals that serve this interest, the strategist must also take into account the internal situation of the state – its economic and military capabilities as well as the ideological and psychological attitude of society409.

				National security is treated as a state interest of particular importance. The understanding of national security is closely dependent on the meth-od determining vital national interests410.

				The tasks assigned to the Polish state in the area of its vital interests, i.e., national security, are included in two main documents: the Security Strategy of the Republic of Poland and the Defence Strategy of the Repub-lic of Poland411, which is based on the Strategic Defence and Security Con-cept of the members of the North Atlantic Treaty Organisation, adopted by the heads of States and Governments in Lisbon412.

				In the professional literature, the definitions presented refer both to the main designates of the internal stability of the state and contain elements whose functioning and maintenance determine the sphere of internal security, allowing the statement that the “internal security of the state is a state obtained as a result of the state fulfilling an internal func-tion carried out by the state” as part of the strategic security policy, man-ifesting itself in the protection of413:

				
					
						408	Ibidem, p. 161; W. Jakubczak, Bezpieczeństwo…, p. 38.

					
					
						409	Słownik terminów z zakresu bezpieczeństwa narodowego, Fourth edition, eds. B. Balce-wicz, J. Pawłowski, Wydawnictwo Akademia Obrony Narodowej, Warsaw 2002, p. 185.

					
					
						410	Z. Grzegorowski, Służby Specjalne a bezpieczeństwo państwa polskiego, Wydawnictwo Naukowe GRADO, Toruń 2013, p. 100.

					
					
						411	W. Gocalski, Polityka bezpieczeństwa RP, [in:] Współczesne bezpieczeństwo, pp. 97–98; M. Koziński, Ułomności polityki bezpieczeństwa narodowego i polskiej strategii wojskowej, [in:] Bezpieczeństwo narodowe i porządek publiczny w warunkach globalizacji, ed. J. Za-wisza, Wydawnictwo Fundacja PRO POMERANIA, Słupsk 2009, pp. 22–24.

					
					
						412	Koncepcja Strategiczna NATO z 2010 r., [in:] 15 Lat w NATO, “Bezpieczeństwo Narodo-we” I 2014, no. 29, pp. 203–216.

					
					
						413	S. Bieleń, Polityka w stosunkach międzynarodowych, Oficyna Wydawnicza ASPRA-JR, Warsaw 2010, pp. 156–157; K.P. Marczuk, Bezpieczeństwo wewnętrzne…, p. 33.
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				in a narrow sense – constitutional order, public security, general security;

				in a broad sense – the constitutional order, the life and health of citizens, national assets against illegal actions, as well as the effects of natural and technical disasters414.

				The national security strategy includes a large number of spheres of state security considered on eight basic levels:

				External security – creating directions, indicating what is state’s obligation for the most favourable external environment of the country.

				Military security consisting in constantly maintaining the defen-sive readiness of the Armed Forces, eliminating threats to the sov-ereign existence of the state, striving for military balance in the region, including organising alliances to maintain international security.

				Internal security involves securing the proper functioning of the state against violations of public security or general security. This level is related to the protection of the legal order, the life and health of citizens, and national assets against illegal activities and the effects of natural disasters and technical failures.

				Citizen security concerns informing citizens about the proper democratic and fair functioning of the state’s administrative bodies.

				Social security expressed in the desire to eliminate social injustice by reducing poverty and the inheritance of poverty or even social exclusion.

				Economic security proving the stability of the state’s functioning in the field of free market economy, energy and financial policy, and transport and communications infrastructure.

				Ecological security ensuring citizens’ lives in clean natural envi-ronments by pursuing the idea of sustainable development of na-ture.

				
					
						414	B. Wiśniewski, Bezpieczeństwo wewnętrzne państwa jako przedmiot badań, [in:] Bezpie-czeństwo wewnętrzne RP…., p. 26.
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				Information and telecommunications security involves appropri-ately securing the infrastructure, especially by preventively reduc-ing its susceptibility to the effects of possible attacks and quickly restoring its proper functioning415.

				1.2.3. State Administration Bodies Established to Conduct State Security Policy

				The internal security system in various countries is the result of factors, which include in particular: political system, system of government, territorial structure and geographical location, tradition, and history. The intensity and specificity of threats occurring in the sphere of inter-nal security in specific countries and membership in supranational and interstate security organisations also play a significant role. Therefore, there are differences in the shape of the institutional security system in individual countries, both in conditions of peace and in situations of threat or war416.

				The position of the Republic of Poland in the contemporary interna-tional order indicates that it can undoubtedly be assumed that the Repub-lic of Poland is a relatively safe country today417.

				In Poland, the institutional system of internal security consists of bod-ies and offices with general jurisdiction, for which tasks in the field of in-ternal security constitute one of many areas of activity. This group includes public authorities and administration bodies, in particular: the Sejm and the Senate, which take up matters of internal security within the frame-work of constitutionally defined tasks and competencies, respectively, the 

				
					
						415	K. Pierzchała, Bezpieczeństwo Rzeczypospolitej Polskiej w wymiarze narodowym i mię-dzynarodowym. Uwarunkowania systemu bezpieczeństwa narodowego, [in:] Współczesne uwarunkowania…,. pp. 209–210; Strategia Bezpieczeństwa Narodowego Rzeczypospoli-tej Polski, adopted and signed by President Lech Kaczyński in Warsaw on November 13, 2007, Wydawnictwo Biuro Bezpieczeństwa Wewnętrznego, http://www.bbn.gov.pl/pl/publikacje-i-dokumenty/dokumenty/1144,dok.html (accessed on: March 12, 2014); M. Leszczyński, Bezpieczeństwo społeczne Polaków wobec wyzwań XXI wieku, Wydaw-nictwo Difin, Warsaw 2011, pp. 20–21.

					
					
						416	A. Szczudlińska-Kanoś, Polityczne uwarunkowania zarządzania bezpieczeństwem we-wnętrznym Polski, “Zeszyty Naukowe Wyższej Szkoły Oficerskiej Wojsk Lądowych” 2013, no. 3, p. 68.

					
					
						417	K. Pierzchała, Bezpieczeństwo, [in:] Współczesne uwarunkowania…, p. 205.
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				President of the Republic of Poland, and the Council of Ministers – bodies that take up internal security problems as part of the exercise of executive power, as well as local authorities and government and local government administration, carrying out their tasks, in accordance with their compe-tencies, at all levels of the country’s territorial division418.

				Moreover, and perhaps above all, the institutional system of internal security includes bodies and specialised offices for which the performance of tasks related to internal security is a priority and falls within the main scope of responsibilities. The leading role in the group of civil services is played by: the Internal Security Agency, the Intelligence Agency, the Po-lice, the Central Anticorruption Bureau, the Border Guard, the National Revenue Agency, the State Protection Service, the State Fire Service, as well as other specialised guards and services and separate inspections. However, in the group of military services, the Armed Forces of the Re-public of Poland in general, and in particular the Military Counterintelli-gence Service, the Military Intelligence Service, and the Military Police419.

				1.2.4. The Importance of Operational Technology for Protecting State Security

				State security is not only based on protection against direct physical at-tacks on the state, public facilities, institutions, etc. It is also about coun-teracting espionage or other activities that may cause dysfunction of state institutions. This purpose is achieved by increased control of the most important persons in the state, especially those who have access to classi-fied information420.

				
					
						418	A. Szczudlińska-Kanoś, Polityczne…, pp. 68–69.

					
					
						419	G. Rydlewski, Kształt systemu instytucjonalnego bezpieczeństwa wewnętrznego w Pol-sce, [in:] Bezpieczeństwo wewnętrzne państwa. Wybrane zagadnienia, eds. S. Sulowski, M. Brzeziński, Dom Wydawniczy Elipsa, Warsaw 2009, pp. 133–137; M. Świderski, Bez-pieczeństwo wewnętrzne i jego uwarunkowania, [in:] Bezpieczeństwo Państwa. Wybrane problemy, eds. K.A. Wojtaszczak, A. Majerska-Sosnowska, Oficyna Wydawnicza ASPRA--JR, Warsaw 2009, pp. 74–92; A. Tyburska, Zagrożenia bezpieczeństwa państwa – wybra-ne aspekty w kontekście bezpieczeństwa europejskiego, “Bezpieczeństwo Teoria i Prakty-ka” 2009, pp. 1–2, 15–16.

					
					
						420	R. Peja, Przewodnik po cywilnych służbach specjalnych. Od UB do ABW, Wydawnictwo Emerpress, Miłków 2011, pp. 44–49, 88–89; S. Hoc, Organizacja polskich służb specjal-nych, “Wojskowy Przegląd Prawniczy” 2002, no. 3, p. 41; S. Zalewski, Funkcja informa-

					
				

			

		

	
		
			
				General Characteristics of the Operational Technique

			

		

		
			[image: ]
		

		
			
				121

			

		

		
			
				Proper implementation by State Administration Bodies established to counteract possible threats to state security is a value that justifies pre-ventive actions, such as controls at borders and airports or other public places, protection against espionage or protection of state secrets. An im-portant distinction is that it should concern the state as a whole, not just a specific territory421. State security understood in this way forces the in-terference of its authorities in the sphere of privacy, among others, by us-ing operational surveillance (operational control) using available tactical and operational means remaining within the statutory powers of the giv-en services.

				Depending on the classification of the actual threat to state secu-rity, these institutions have a statutory obligation to pursue the desig-nated goal by using their actions towards: an individual and a group of people, the environment or an object, a whole range of operation-al and technical tools at their disposal, such as: Personal Information Sources, wiretapping, viewing (including using CCTV monitoring), observation, operational traps, correspondence surveillance, “White Intelligence”, professional knowledge, and all legally used operational methods aimed at obtaining information. Each institution providing state security implements them within the framework of its statutory powers and areas of interest. A different role in such security is played by the Criminal Police, Border Guard, or law enforcement forces aimed at detecting perpetrators of committed crimes, disturbing public order, eliminating threats resulting from disasters or natural disasters422. The role of the Special Services (civilian and military), Counterintelligence and Intelligence, and the role of the Central Anticorruption Bureau are different423, and the National Tax Agency, and still another the State Protection Service.

				
					
						cyjna Służb Specjalnych w systemie bezpieczeństwa RP, Wydawnictwo Akademia Obrony Narodowej, Warsaw 2005, pp. 35–44.

					
					
						421	A. Mednis, Prawo do prywatności…, p. 206.

					
					
						422	J. Szafrański, Rola Policji w likwidacji zagrożeń powodowanych katastrofami naturalnymi i awariami technicznymi oraz zdarzeniami terrorystycznymi, [in:] Zarządzanie bezpie-czeństwem narodowym, eds. Ł. Sułkowski, A. Marjański, “Przedsiębiorczość i zarządza-nie” 2009, vol. X, no. 3, pp. 108–110.

					
					
						423	Z. Grzegorowski, Służby Specjalne…, pp. 178–179.
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				Currently, the mentioned services, in addition to the tasks of investi-gating and combating enemies or criminals, have a very important pre-ventive and information function consisting in collecting and process-ing, using operational analysis, information submitted to their superiors (President, Prime Minister, Sejm, Senate, Committee for Special Servic-es)424 in order to adapting legal provisions to the current reality or re-fraining from activities that may be detrimental to the political, social or economic interest of our country425.

				
					
						424	S. Zalewski, Służby Specjalne…, p. 51.

					
					
						425	Z. Siemiątkowski, Wywiad a władza. Wywiad cywilny w systemie sprawowania władzy politycznej PRL, Oficyna Wydawnicza ASPRA-JR, Warsaw 2009, pp. 34–36.

					
				

			

		

	
		
			
				Chapter 2. Evolution of the Use of Operational Technique

				“The secret service must remain secret” – this was the apt statement of the American general, George C. Marshall. For this reason, the files of the se-cret information services remain locked in well-protected armoured cab-inets, some of them even forever. For example, the British Secret archives The Intelligence Service, including various documents from the 16th and 17th centuries, is still closed1.

				By conducting a query of available sources regarding the history of the use of operational technology at the turn of history, it should be con-cluded that its measures were used to a very wide extent in all periods of human activity. The use of eavesdropping, surveillance, surveillance of correspondence, observations, operational traps, White Intelligence, and professional knowledge have always accompanied people, only the method of undertaking these activities and the available technical devic-es operating in a given period of people’s lives differed.

				2.1. From the Beginning of Humanity to the End of the 19th Century

				Since ancient times, people have tried to see through the intentions, plans and methods of action of their enemies or competitors. What is now called espionage has existed for thousands of years. It is highly probable that this type of behaviour occurred tens of thousands of years ago, when the first primitive societies emerged. Then, tribal groups observed each other in order to obtain information that would make it easier for them to lead their lives, decide on their functioning and even survival2.

				
					
						1	J. Piekałkiewicz, Dzieje…, p. 9.

					
					
						2	L. Korzeniowski, A. Pepłoński, Wywiad Gospodarczy…, p. 11; J. Piekałkiewicz, Dzieje…, p. 68.
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				Crimes were often committed at that time, because the population was experiencing the period of ancestral society, sometimes called the period of “savagery and barbarism” or “barbaric and customary”3.

				People living in those times did not realise that they were doing some-thing wrong, but for them, the issue of land (hunting grounds), an animal, a cave, fire, a woman, property, the good of the tribe or family was always more important than the harm or most often the death of other people4.

				There were certainly progenitors of the mythical Prometheus, who stole fire from the gods and gave it to people, but they stole it from com-petitors and provided it to their own group. Thanks to people’s ability to observe, inventions such as stone processing, various hunting and war techniques, and finally the bow did not remain the property of only a nar-row group, but became the heritage of everyone.

				The beginnings of human history are associated primarily with reli-gion as well as legends and myths. The Bible is full of spy stories.

				Historical traces of intelligence activities and, consequently, the use of operational techniques for those times are found in ancient Egypt, Rome, Persians, Greeks, and other societies. Such conduct has been and con-tinues to be the basis of the power struggle that is always taking place throughout the political, military, and economic world5.

				In the Bible we read how Joshua was a judge and later leader of ancient Israel, who, before attacking the city of Jericho, sent two spies to Shit-tim, a town located opposite Jericho. When they arrived in Jericho in the evening, they found a house in the city where men could enter at any time and under cover of darkness without being noticed. It was the harlot’s house. These agents “obtained a personal source of information”, that is, they recruited a whore named Rahab. The Book of Joshua tells us about this and it is one of the first cases of intelligence organisations using pros-titutes. They were used to set so-called sweet traps6.

				
					
						3	B. Sygit, Historia prawa kryminalnego, vol. I, Pierwotne prawo kryminalne, Wydawnic-two Wyższej Szkoły Biznesu, Piła 2005, p. 5.

					
					
						4	S. Grzybowski, Dzieje prawa, Wydawnictwo Zakład Narodowy Ossolińskich, Wrocław–Warsaw–Kraków–Gdańsk 1981, p. 29; J. Bergier, L`espionnage industrial, “Archiwum przekładów i opracowań” 1970, no. 42 (85), p. 15.

					
					
						5	L. Korzeniowski, A. Pepłoński, Wywiad Gospodarczy…, p. 11.

					
					
						6	M. Karpiński, Historia szpiegostwa, Wydawnictwo Świat Książki, Warsaw 2003, pp. 9–10.
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				The city gates remained closed at night, but Rahab’s house was adja-cent to the city wall and had the advantage of being accessible from the outside. Apparently the ruler of Jericho had well-functioning counterin-telligence, because after a few hours he was informed about the arrival of foreign envoys to the city. A manhunt was organised immediately. Rahab hid the Jewish spies on the roof under the flax stalks. The king’s henchmen were sent away with the assurance that both wanted people had long since left the city. Rahab, who knew Jesus’ plans, managed to obtain a promise from the hastily hidden spies that after taking the city, she and her family would be under the protection of the conquerors. This is a classic way of ensuring the safety of an informant. After Jesus conquered the city, the victors left a house whose window was marked with a red ribbon. The basic principle of loyalty was at work here7.

				Undoubtedly, the greatest intelligence operation at that time was leading the people of Israel out of Egypt, and prior to the conquest, conducting appropriate reconnaissance. It was Moses who consciously sent twelve spies to the lands given to them by God, called the “Prom-ised Land”, to conduct reconnaissance and answer, among others, the following questions: what kind of people live there, whether they are good or bad, how numerous they are, what defensive cities they live in, whether without walls, whether the land is arable with access to water. After returning, the reports of the two intelligence officers were diver-gent, but together they confirmed the fact that the land was very good, flowing with milk and honey, but the people were hidden behind forti-fied walls, which resulted in the postponement of the migration to the “Holy Land” by forty years8.

				In ancient Egypt, with the beginning of state administration, new problems appear. In order to manage the country and defend it against invaders, the pharaohs had to have at their disposal not only an efficient administration and a strong army, but also a scouting service. A system 

				
					
						7	L. Korzeniowski, A. Pepłoński, Wywiad Gospodarczy…, pp. 12–13.

					
					
						8	Biblia święta to jest całe pismo święte starego i nowego testamentu, Wydawnictwo Brytyj-skie i zagraniczne Towarzystwo Biblijne, Warsaw 1966, Numeri 13, pp. 18–21, 144, and Numeri 14, pp. 7–8, 144; R.M. Sheldon, Szpiedzy wywiady i tajne służby, Wydawnictwo Bellona, Warsaw 2008, pp. 23–24.
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				of quick transmission of information and official regulations was equally needed.

				The transmission of open or secret coded information, most often placed on papyri in hieroglyphic writing, was called Royal correspond-ence. Officially, they included decrees – orders or customary dispositions establishing rights or rights for privileged people, funeral hymns, and private correspondence. If such documents were addressed to a larger number of people and the transport could result in the destruction of their content, the correspondence was written on clay or calcium tab-lets9. Such letters reached their recipients quickly, even over long dis-tances, thanks to relay connections. However, a huge threat to the sent correspondence was the large number of messengers or couriers who, as spies, could copy the mail and pass it on to the principal. For this reason, in addition to coded writing, hidden writing began to be used placing a double text on one surface – first the hidden one, then a back-ground was applied, and the explicit content of the correspondence was written on it10.

				The oldest intelligence report also comes from Egypt, written around 2000 BC. A certain Bannum, commander of a post in the desert, reports to his ruler: “The border villages of the Jaminites exchange light signals among themselves. I’m trying to find out what’s going on there, but I don’t know what these signs mean”. Bannum was ordered to increase the guard on the walls as a precaution11.

				The first ever state spy apparatus was created by the pharaoh Tutemo-zis, whose successes were recorded in hieroglyphs under the cautious title “secret knowledge”. However, Pharaoh was not entirely happy with this behaviour, as he felt that there was something not very nice about spying, even if it involved one’s enemies. He preferred to be remembered by fu-ture generations through other actions12.

				
					
						9	J. Papieska-Grzybowska, Zaranie dziejów, zaranie pisma. Inskrypcje okresu Starego pań-stwa, [in:] Tajemnica papirusów, ed. J. Lipińska, Wydawnictwo Zakład Narodowy Osso-lińskich, Wrocław–Warsaw–Kraków 2005, pp. 41, 75–77.

					
					
						10	D. Kahn, Łamacze kodów, Wydawnictwo Naukowo-Techniczne, Warsaw 2004, p. 81.

					
					
						11	J. Larecki, Wielki Leksykon…, p. 392, J. Piekałkiewicz, Dzieje…, p. 13.

					
					
						12	E. Volkman, Szpiedzy Tajni agenci, którzy zmienili bieg historii, Wydawnictwo Książka i Wiedza, Warsaw 1996, p. 8.
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				In Babylonia, a land in the lower reaches of the Euphrates and Tigris, a highly developed civilisation arose already in the 4th and 3rd millenni-um BC. Egypt’s military expansion led to contact between the pharaohs and the kings. Thanks to this, much was learned in Babylon about the Egyptian intelligence service, and its practices became a model for the Babylonian rulers. A similar phenomenon occurred in Assyria, north of Babylonia13.

				The writings exchanged between the Babylonian rulers and the phar-aoh contained little political information. However, embassies sent from Babylon to the pharaohs’ residences with letters and gifts also created the possibility of sending spies. And this is how information reached Babylon about the political climate on the Nile, the preferences of the pharaoh and court dignitaries, and the mood in the Middle East. Additionally, Babylonian rulers maintained active diplomatic contacts with local states in the Egyptian sphere of influence in order to obtain official information of interest to them. For this purpose, double text tablets were used – the hidden text was written first, then a background was placed on it, and the explicit content of the correspondence was written on it14.

				The security system consisted of checkpoints placed regularly along the roads, which improved both safety and enabled the quick transfer of information. For example, the Assyrian ruler Sargon II in his second and third year reign, with the help of his agents following every step of the Armenian king, he discovers the conspiracy and prevents the revolt in time. The rulers also owed their knowledge about important events and moods among the population to regular reports that officials from individual provinces were obliged to submit. Any suspicious events were investigated more thoroughly by special plenipotentiaries15.

				As legend has it, because it has not been historically documented, one of the best strategies used to mislead the enemy was the use of an opera-tional trap in the form of a “Trojan Horse”. The besiegers gave the defend-ers of the fortified city of Troy a wooden horse, pretending to abandon the siege. Odysseus, together with a unit of elite Greeks – the Argins, hid 

				
					
						13	J. Piekałkiewicz, Dzieje…, p. 22.

					
					
						14	D. Kahn, Łamacze…, p. 82.

					
					
						15	Ibidem, p. 23.
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				there and waited until dark. To emphasise his cunning, it should be noted that the figure of the horse was made of fir wood, which for the Trojans was a tribute to Poseidon, Artemis, Dionysus as a symbol of bravery, en-durance, and victory. It was assumed that the defenders of Troy would want to place the horse inside the city walls and, after the attackers re-treated, they would burn it to thank the gods. The inhabitants of Troy did not check what was inside it, because during the introduction of the gift and after the horse entered the city, various sounds were heard from the besieging ships, visible fires were released, and a special apparent trans-formation indicating a retreat16. Under the cover of darkness, Odysseus’s warriors came out and forced the Trojans to surrender.

				The birthplace of modern espionage, however, was not the Mediter-ranean region with its ancient traditions, but the distant and then lit-tle-known China. It was in the Middle Kingdom that the canons of spy craft were created 2,500 years ago. The civilised world owes to China one of the most important theoreticians of secret services – Sun Tzu (Sun-Cy). His treatise on the art of war, “The Thirteen Precepts”, is still valid today and testifies to the high level of secret diplomacy and knowledge of tactics and strategy in China17.

				The author devotes great attention to the reconnaissance activities of spies. However, he does not mention the ways of recognising troop move-ments; he only mentions various factors that indicate the presence of the enemy and allow us to learn the nature of his actions and discover tricks. All this should show how necessary it is to observe the enemy when com-ing into direct contact with him. When preparing for an armed con-flict, everything must be anticipated; by long-term preparation, Sun Tzu means a secret diplomatic fight. To predict everything, one needs to know 

				
					
						16	H. Królikowski, Historia działań specjalnych. Od Wojny Trojańskiej do II Wojny Świato-wej. Wydawnictwo Bellona, Warsaw 2004, p. 27; Virgilius, Aeneida, Wydawnictwo Nasza Księgarnia, Warsaw 1987, pp. 28–29; Homer, Odyssey, Wydawnictwo Czytelnik, Warsaw 1953, p. 53.

					
					
						17	S. Tzu, S. Pin, Sztuka wojny, pp. 134–137; L. Korzeniowski, A. Pepłoński, Wywiad Go-spodarczy…, p. 13; J. Piekałkiewicz, Dzieje…, pp. 28–29; N. Polar, T.B. Allen, Księga Szpiegów. Encyklopedia…, p. IX; J. Larecki, Wielki leksykon…, p. 646; T. Crowdy, Historia szpiegostwa i agentury, Wydawnictwo Bellona, Warsaw 2010, p. 25; J.J. Dahlgaard, K. Kri-stensen, G.K. Kanji, Podstawy zarządzania jakością, Państwowe Wydawnictwo Naukowe PWN, Warsaw 2002, p. 134; K. Riedel, T. Serafin, Otwarte Źródła…, p. 95.
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				his or her opponent thoroughly, and this knowledge is obtained not from gods or spirits, but from people – spies. The author further points out that in the preparation of war and during its course, the activity of spies is the most important, where he treats espionage as the starting point for military activities and emphasises that for this reason spies must be well paid and their occupation kept secret. Spies are needed everywhere, in the court of a possible enemy, in the courts of his nobles and even in the tents of his commanders.

				People from various social classes who showed selfish tendencies and excessive ambition were recruited as local resident spies. “Internal” spies come from the circles of high-ranking dignitaries and officials of the op-ponent’s administration. In turn, “reverse spies” are unmasked enemy agents who, through bribery or threats, were induced to return to their home country and work for the current enemy. “Spies of death” were usu-ally sent to the enemy’s camp with false news in order to mislead him, cause him irreparable damage or even prepare him for destruction. How-ever, the “spies of life” were sent to the enemy to obtain information that was needed at all costs. This meant that the intelligence officer had to un-conditionally return alive. A special type of people was appointed to per-form such a task, namely: such spies should have cunning, skills and the ability to adapt to various situations. The superior of the spy services had to have comprehensive knowledge18.

				After the period of prosperity of Egypt and the Hittites, and the dom-ination of Assyria, Persia becomes the world power. The ruler Cyrus II conquers the Lydian state and conquers all of Asia Minor and in 539 BC, he takes Babylon. Thanks to the preserved sources, we know how highly this ruler valued the importance of secret organisations, how the “king’s eyes and ears” functioned, and how the courier services were organised. By distributing gifts and honours, he acquired informants who were so effective that the impression of the king was everywhere. Priests played a large part in espionage, as literacy was rare in those times. In addition, the police operated efficiently and dealt with everyday matters, but the 

				
					
						18	L. Korzeniowski, A. Pepłoński, Wywiad Gospodarczy…, p. 13; J. Piekałkiewicz, Dzieje…, p. 31; T. Crowdy, Historia…, pp. 26–27; A. Olak, Centralna Agencja Wywiadowcza „CIA”, Wydawnictwo Towarzystwa Wiedzy Wojskowo-Obronnej, Warsaw 1977, p. 4.
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				best spies were people excluded from the community as idiots, blind or deaf. This specially segregated group of intelligence officers performed their tasks very well and without the possibility of betrayal.

				These people were properly motivated by receiving generous compen-sation in the form of food and housing19.

				The effectiveness of the Persian secret police can be proven by the fact that, for example, the Greek Histiaeus had to resort to trickery to convey the call to rebellion to his son-in-law, the tyrant of Miletus, Aristagoras: he shaved the hair on a slave’s head, wrote a message on the skin, and sent a messenger to Miletus only after the hair had grown back20.

				In ancient Greece, we find almost all intelligence practices, which later developed and improved over the centuries. Often, obtaining information was easier than communicating it. Therefore, the most clever ways were invented to ensure that information obtained, often at the risk of life, did not fall into the wrong hands. It is worth mentioning wooden writing tablets covered with wax. To enable the secret transmission of informa-tion, the wax was scraped off, the actual text was written on the wood, the tablet was covered with wax again and the wax was written with a neutral text or left “clean”, so that the uninitiated could not understand the valid-ity of the tablets21.

				Aeneas Tacticus, who lived around the 4th century BC, probably the oldest of the Greek military writers, provides several interesting methods of secretly transmitting information. One of them is to sew a thin tin plate with a written message into the sole of the messenger’s sandals (without his knowledge), and to maintain appearances, the messenger carries a let-ter or message with trivial content. Letters written on leaves were also used to cover wounds on the shins of messengers. The fact that women used to wear jewellery in their ears was also used: instead of earrings, they had thin, rolled lead plates on which letters were written. There was also another way: the message was written in black paint on a dried bladder the same size as the oil vessel. After the letters had dried, the air was re-leased from the bladder, it was placed in a vessel, filled with olive oil and 

				
					
						19	J. Piekałkiewicz, Dzieje…, pp. 32–33; T. Crowdy, Historia szpiegostwa…, p. 32.

					
					
						20	Ibidem, p. 31.

					
					
						21	W. Chudy, Kłamcy…, p. 85.
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				moved without any worries. Variants of Aeneas the Tactician’s method included hiding letters in armour, a sword sheath or in a horse’s reins. The method of sending messages most often used during city sieges was the use of bows, spears, or slings22.

				A device for encrypting messages, astonishing in its simplicity, was invented in Sparta. It consisted of a smooth scroll and a long shaft called a skytale. The sender and receiver had to have skytales of the same length. A seemingly neutral text was written on the scroll and the recipient wrapped the scroll in a spiral around the shaft, in such a way that the mark on the scroll marking its end coincided exactly with the mark on the shaft. The content of the encrypted information was text that could be read from the letters arranged in a vertical line on the shaft23.

				In early Japanese history, information gathering was done by astrolo-gers, numerology practitioners, astromancers, and fortune tellers. In the 12th century, when Japan was ruled by shoguns, intelligence – obtaining information was based less on people with supernatural abilities and more on specially selected informants24. Very often, “night knights” – “assassins in black” called ninja – assassins for hire25 – were used for intelligence func-tions and hidden political murders using various elimination traps.

				During Christianity, controlling, observing, spying, analysing infor-mation, and even eavesdropping were commonly used. Countries such as France, Germany, England, Rome, and others used various forms of reconnaissance for defence purposes against their neighbours and, above all, to expand or conquer new areas.

				Whenever Russian princes start diplomatic negotiations, they precede them with drinking parties and orgies surrounded by their loved ones. During the event, Russian princes sometimes only drink water, and they serve their guests huge amounts of honey. They undoubtedly hoped 

				
					
						22	L. Korzeniowski, A. Pepłoński, Wywiad Gospodarczy…, p. 14; J. Piekałkiewicz, Dzieje…, pp. 41–42.

					
					
						23	L. Korzeniowski, A. Pepłoński, Wywiad Gospodarczy…, p. 15.

					
					
						24	R. Lament-Brown, Kempeitai – japońska tajna policja, Dom Wydawniczy Bellona, War-saw 2004, pp. 8–20; Z. Grzegorzewski, Służby specjalne…, p. 39.

					
					
						25	P. Elliot, Krwawa historia morderstw i zamachów politycznych, Wydawnictwo Bellona, Warsaw 2001, pp. 77–84; H. Królikowski, Historia działań…, pp. 44–45; T. Crowdy, Hi-storia szpiegostwa…, pp. 60–61.
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				to weaken the capabilities of their interlocutors in this way. Young girls taking part in these orgies always came to the aid of their master, capti-vating the opposing negotiators with their charms26.

				Eavesdropping and surveillance were most often used on battlefields or hostile territory, but also in specially built chambers. Such rooms were prepared for a specific purpose and were most often located within cas-tles. When it came to obtaining information from visitors, they were led to the guest chamber with a magnificent fireplace located in the central place of the room. Thanks to the extractor hood in this fireplace, the host could easily eavesdrop on what the guests were talking about. Similarly, there were closed holes27 in the walls called “skylights” through which it was possible to observe what was happening in a given room without revealing it.

				The best example of the use of wiretapping in medieval times is the castle in Wiśnicz. In the available documents we can read the following description: “It seems that the owners of the castle suffered from a mania for eavesdropping. One of the chambers next to the castle chapel is con-structed in such a way that when one is in one corner one can perfectly hear even a very quiet conversation in the opposite corner. Apparently, during the Kmita family (owners of this castle), this room was used for confession. So when his wife was at the confessional, Kmita himself was sitting in the other corner and heard her confession. In turn, the Lubom-irski family (the next owners) built a small eavesdropping room under the room where the army was staying. The man sitting there reported to his master all the disturbing conversations they were having”28.

				Although England’s location provides its inhabitants with a sense of security, the islanders have always been ready to repel any attempts to attack their independence. To protect themselves, they came up with their own, original method in 1285. Edward I promulgated the “Watch 

				
					
						26	V. Fedorowski, Tajemnica Kremla, Wydawnictwo Jeden Świat, Warsaw 2005, p. 13.

					
					
						27	B. Guerquin, Zamki w Polsce, Wydawnictwo Arkady, Warsaw 1984, p. 39; R. Rogiński, Zamki i twierdze w Polsce, historia i legendy, Instytut Wydawniczy Związków Zawodo-wych, Warsaw 1990, pp. 41, 128; T. Jurasz, Zamki i ich tajemnice, Wydawnictwo Iskry, Warsaw 1972, p. 18.

					
					
						28	Nowy Wiśnicz – bastionowy zamek magnacki, http://zamki.res.pl/wisnicz.htm (accessed on: March 16, 2013).
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				and Ward” statutes, starting a tradition that lasted until the 19th centu-ry. They ordered commune residents to take joint actions to protect local communities against people breaking the law and disturbing the peace. Thus, every healthy adult man could be called upon to serve as a police-man in his town or village, and when a criminal was being hunted, it was the citizen’s duty to help. In this way, an efficient security system was de-veloped in England, but only from the beginning of the 15th century can we talk about the existence of an organised information service29.

				In medieval Central Europe, espionage and intelligence activities were most often performed by merchants, missionaries, and court dignitar-ies traveling for commercial and diplomatic purposes30. Their main tasks included collecting information about opponents by conducting obser-vations, survey conversations, and, above all, obtaining correspondence for the purpose of surveillance. Many examples of such action can be found in the dispute between Poland and the state of the Teutonic Order in Prussia. It was then that both sides: the King of Poland and the Grand Master, using their spies and trusted persons, had constant access to the information sent in correspondence with the enemy’s greatest secrets31.

				Henry VII, after taking the throne in 1485, created an organised secu-rity service – the precursor of the intelligence service, later called Military Intelligence 5 (MI-5)32. He donated significant sums to the organisation of political spies and informers and selected its members himself. He also 

				
					
						29	T. Crowdy, Historia szpiegostwa…, pp. 68–69.

					
					
						30	E. Potkowski, Grunwald 1410, Krajowa Agencja Wydawnicza, Kraków 1994, pp. 46–47; S.M. Kuczyński, Wielka wojna z Zakonem Krzyżackim w latach 1409–1411, Wydawnic-two Ministerstwa Obrony Narodowej, Warsaw 1980, p. 477; S. Jóźwiak, Wywiad i kon-trwywiad w państwie zakonu krzyżackiego w Prusach. Studium nad sposobami pozyski-wania i wykorzystywaniem poufnych informacji w późnym średniowieczu, Wydawnictwo Muzeum Zamkowe w Malborku, Malbork 2004, pp. 54, 191; K. Górski, Zakon Krzyżacki a powstanie państwa pruskiego, Wydawnictwo Zakładów Naukowych imienia Ossoliń-skich, Wrocław–Warsaw–Kraków–Gdańsk 1977, p. 224.

					
					
						31	S. Jóźwiak, Wywiad…, pp. 8–9, 62–63; S. Jóźwiak, Na tropie średniowiecznych szpiegów. Wywiad i kontrwywiad w polsko-litewsko-krzyżackich stosunkach politycznych w XIV i pierwszej połowie XV wieku, Wydawnictwo Pozkal, Inowrocław 2005, pp. 41–42, 141.

					
					
						32	Encyklopedia Szpiegostwa, p. 163; N. West, Mi-5, Dom Wydawniczy Bellona, Warsaw 1999, p. 9; J. Kowal, Brytyjskie służby specjalne, [in:] Służby specjalne, przeszłość i te-raźniejszość, eds. G. Rdzanek, G. Tokarz, Oficyna Wydawnicza Arboretum, Wrocław 2009, p. 9.
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				introduced rules for conducting secret operations against other countries, which remained in force for many years. He also established new cate-gories of positions in the secret services, such as: secret agent, informel (informant), and spy33.

				In the field of intelligence and secret transmission of information, sig-nificant progress was made in the 15th century. Firstly, real diplomatic secret services were established, and secondly, intensive work began on the invention of new ciphers for encoding confidential correspondence34. To read the intercepted, encrypted information, people were needed who could break the code35.

				The art of encryption reached a high level, among others, in Ven-ice. The so-called “code secretaries” had their office in the Doge’s Pal-ace, where they were provided with peace and security of work and were generously remunerated. The Roman Curia also followed the example of many countries and introduced ciphers in correspondence with legates and nuncios36.

				In England, after the overthrow, imprisonment and beheading of King Charles I (1625–1649), it was proclaimed a free republic (Commonwealth), and power was taken over by a parliament without the House of Lords and a Council of State headed by Oliver Cromwell (1599–1658). From that moment on, a new era of secret services on the island began.

				Cromwell realised that he would need an efficient secret service to con-stantly control the activities of royalists at home and abroad. Therefore, in December 1652, he appointed the 36-year-old lawyer John Thurloe, for-mer secretary of the English mission in the Netherlands, as secretary of state and head of the Secret Service. He expanded his network of agents to such an extent that Cromwell was said to “have the secrets of all the princes in Europe at his belt”. Within seven years, Thurloe organised, in addition to an efficient spy network, also a correspondence control sys-tem. The secret of Thurloe’s success was staying alert and reacting quickly. 

				
					
						33	J. Piekałkiewicz, Dzieje…, pp. 101–102.

					
					
						34	M. Reitz, Szpiedzy którzy wstrząsnęli światem od Faraonów do Mata Hari, Wydawnictwo Bellona, Warsaw 2011, p. 188.

					
					
						35	M. Herman, Potęga…, pp. 20–21; T. Crowdy, Historia szpiegostwa…, p. 69.
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				Moreover, he was able to wait patiently before finally striking. In this way, he cast a net over the former royal priest John Hewitt, who returned from France to England to prepare the conspiracy. Thurloe ordered Hewitt to be followed as soon as he arrived, but only after he had taken him to his accomplices did he order the arrest of all those conspiring in the plot37.

				Thurloe also appreciated the importance of technical matters. One day, a man showed up at his office and insisted on a private meeting. It was Samuel Morland, who entrusted Thurloe with the method of copying letters. This method was not perfect – the copied text disappeared after a few hours, which, however, were enough to decipher it. This method saved a lot of time in copying letters38.

				Oprichniki bodyguard, began the systematic destruction of the no-bility and clergy. Oprichniki, considered the forerunners of the Russian secret police, were hated for their cruelty. In addition to detecting con-spiracies and fighting the tsar’s enemies, they also carried out resettle-ments and purges. Also during the reign of Ivan IV, the general manage-ment of the Moscow Post Office was transformed into a ministry. Secret censorship was introduced and all foreign correspondence was subject to it without exception. Suspicion towards foreigners and everything that came from abroad was skilfully fostered; the stranger was still an un-trustworthy element and his every step had to be followed39. The ideal-istic head of the tsar’s secret police, General of the Army of the Russian Empire, Alexander von Benkendorf, wanted to turn informing from an object of contempt into an object of pride, a universally approved social virtue, a manifestation of patriotism and loyalty to the monarch. It is sad to admit that it has been quite successful in Russia. The system of inform-ing and mutual spying in all social classes flourished and survived the 

				
					
						37	J. Kossecki, Tajemnice mafii politycznej, Wydawnictwo Szumacher, Kielce 1991, pp. 27–29.
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						39	N. Polar, T.B. Allen, Księga szpiegów, p. 483; J. Larecki, Wielki leksykon…, p. 555; H. Łasz-kiewicz, Wywiad rosyjski w XVI –XVIII wieku, [in:] Szpiegostwo, wywiad, państwo, ed. C. Taracha, Wydawnictwo Polihymnia Sp. z o.o., Lublin 2009, pp. 136–138; J. Kossecki, Granice manipulacji, Młodziezowa Agencja Wydawnicza, Warsaw 1984, pp. 16–17, 28–29; M. Reitz, Szpiedzy…, pp. 176–177; Ch.A. Ruud, S.A. Stiepanow, Strach. Tajna policja carów, Wydawnictwo Colori Sp. z o.o., Warsaw 2001, pp. 12, 15.
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				Nikolaev era, to the benefit and glory of the Okhrana, and the police fees for informing wiped the tears of many poor people40.

				In 1643, Alexei Mikhailovich ascended the tsar’s throne. The politi-cal police is developing and for the first time the legislation divides into political crimes and civil acts subject to punishment. The Secret Bureau (Tajnyj Prikaz), founded in 1650, joined the numerous commissions pros-ecuting hostile political activities. His tasks included, among others, in-filtrating foreign legations in Moscow and monitoring the activities of Russian ambassadors abroad41.

				Russian tsars used their trusted subordinates and people cooperating with them to collect information in various places of their rule. Karo-lina Sobańska, the tsar’s agent, was an exceptionally beautiful woman. Granddaughter of Seweryn Rzewuski (field hetman of the crown)42, life companion of Szczęsny Potocki’s stepson (a Polish politician of pro-Rus-sian orientation, general of the crown artillery, diplomat, and poet)43, a loyal subject of the tsar and a person without any moral inhibitions. An agent of the Russian police recruited by the future general of the tsarist army, Jan Witt, and also a triple agent working for Russia, France, and the Duchy of Warsaw. Karolina Sobańska, even though she was the wife of the governor of Odessa, was very willing to carry out the tasks assigned by her later lover, Jan Witt. Her task was to stay in the circles of people known in the world of international politics, finance, and culture, where she collected information by provoking and falling in love with people who were of operational interest to the tsarist police. Her most impor-tant achievements included Alexander Pushkin and Adam Mickiewicz, on whom she wrote reports, but she did not harm any of them. Others, however, were not so lucky44.
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				Alexander Pushkin was sent to Odessa by the tsarist authorities be-cause of his works, which caused great concern. He was considered an oppositionist and ordered to settle in the southern regions of Russia. So-bańska and Witt quickly reached him. The agent made Pushkin fall in love with her and all meetings ended in the bedroom. The poet did not particularly shy away, and a small portrait of Karolina by Pushkin re-mained as a souvenir of the affair. What and how much information the agent managed to obtain from the Russian romantic was not described. However, Pushkin received a ring from Karolina Sobańska as a gift, which was removed from his finger only after his death. Alexander Pushkin died in a duel45.

				The agent established contact with Adam Mickiewicz in Odessa, when he was sentenced to settle, among others, in Odessa for his participation in the activities of the Vilnius Philomath Society. For several months, So-bańska, Witt, and Mickiewicz formed a surprisingly harmonious erot-ic-social triangle, and the relations between them still arouse passionate disputes among researchers. When Adam and Karolina became lovers, the poet was not worried about his lover’s excessive interest in his private life. The agent asked the poet to show her his notes, she wanted to see sketches for his poetry, she was interested in every piece of paper on which he wrote down ideas. The end of the affair and surveillance of Mickiew-icz by Sobańska and Witt came when the poet had to leave for Moscow. However, Mickiewicz learned about his carelessness only at the farewell dinner, attended by an acquaintance who often stayed in his company and in the company of Witt and the agent. He was Michał Karłowicz Boczniak, a former outstanding investigative officer of the tsarist coun-terintelligence46.

				Little is known today about the origins of the organised, secret control of letters that unofficially became the main activity of the French post office. However, we have more data about the activities of this institution in the 17th century. The French post office, as it had a centralised struc-ture, was perfect for this activity. This was handled by the Cabinet Noir, or Black Cabinet, which was subordinated to the secret bureau of the po-
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				litical police founded by Louis XIV. It was a professional institution that had more in common with a specialist laboratory than with an office. Be-fore opening the letter, employees prepared an impression of its seal in an amalgam so that they could then seal the letter. The operations were per-formed with such precision that it was impossible to determine whether the envelope had been opened. According to the description of the then head of the Black Cabinet, the workshop contained many different types of tools and means to facilitate the secret opening of letters: “stamp pads, stamps kneaded from mastic that could take the shape of various seals, sharp knives, long blades, thin steel plates, envelopes and writing paper of various sizes in case the originals tear”47.

				Napoleon Bonaparte, emperor of the French from 1804, subjugated a large part of Europe at the beginning of the 19th century. He was also one of the first leaders to create incentives for the development not only of knowledge about military intelligence tactics and the security of his Republic, but also placed great emphasis on economic intelligence48. He always emphasised that a “prudent observer at the right time and in the right place is worth an entire army” or a “general who commands not in a desert, but in an inhabited country and has no informants there, does not know his craft”49. The head of his secret service, Joseph Fouche, was able to cover France with a dense network of spies and agents like no other, and to develop counterintelligence to perfection. Napoleon’s inter-nal power structure and his domination of the European continent were ultimately based on this system50.

				After events associated with the Revolution and the fall of the first Directorate, Fouche is appointed Minister of Police. Showing extraordi-nary organisational talent, his primary task is to restore social order by all available means. To protect the country against further royalist conspir-acies operating from outside France, Fouche also organises the entire sphere of political intelligence. He also states that the secretly returning 
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				emigrants and foreign agents should be observed not only in Paris or pro-vincial capitals, but should start as early as possible. Ports and border crossings are therefore subject to scrupulous control by special agents. They try to track down enemy agents, especially English ones, in their homeland, and when crossing the border they are known to the French secret service by name or appearance51.

				Agents working for Fouche operate both in friendly countries, where they are supposed to keep an eye on the situation, and in enemy coun-tries, where their task is to actively influence state systems. He also orders the delivery and archiving of newspapers banned in Paris, which is the equivalent of today’s “white intelligence” used by the secret services. In this way, he is constantly informed about the most important political events and upcoming changes52.

				Fouche also discovered central intelligence centres throughout the French sphere of influence. In addition, he created a personal register which, apart from the names of the suspects of the industrial exhibition in London, officially as a Prussian commissioner, but for criminal or po-litical reasons, also included their specific character traits and activities.

				Fouche’s life’s work sets the direction for the organisation of the mod-ern security service and secret political police. Under his leadership, im-portant principles of intelligence work were developed and are still in force today. There is also an opinion that his transparent and energeti-cally managed system is considered a model of effective use of forces and resources53.

				In 18th century Spain, two levels of conduct were used to counterin-telligence security of the state. The first one involved the surveillance of selected circles and people, and the second one involved the control of in-formation coming from censorship of correspondence54. Already in those times, obtaining information through the use of “White Intelligence” was highly developed. This was most often done by diplomats accredited 
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				in adversary countries55. The technical means used by spies at that time included: forged documents (passports, passes, safe conducts), firearms, melee weapons, chemical products: poisons, narcotic substances, drugs, alcohol, maps, plans, drawings, sketches, money in various currencies, checks, cipher matrices, encrypted correspondence, books used as keys, means of secret writing, nice writing, etc.56 However, the greatest curi-osity used to obtain information was the “royal confessor”, who handled many matters related to state security57.

				The failed assassination attempt on Prime Minister Otto von Bismarck in May 1866 was the signal to organise a secret police to protect the King of Prussia and his minister. This task was entrusted to a man whom Bis-marck aptly called the “king of sniffers”, Dr. Wilhelm Johann Carl Edu-ard Stieber. After law studies, his career is related to the profession of a lawyer, where he wins the most difficult cases, but goes down in history as an excellent policeman. In 1850, the police chief employs him as an assessor, and after a short time, promotes him to police counsellor. He is seen as an urgently needed and trustworthy man whose task is to monitor the activities of Karl Marx and to track down various socialist groups in Germany, France, and England. In May 1851, he goes to the opening of his mission: to uncover an international communist conspiracy based in the English capital. He fulfils the entrusted task extremely well: he ac-quires an agent, comes into possession of secret documents, goes to Paris where he shares his knowledge with the French authorities, which leads to the arrests of French communists. After learning about the new mate-rials, he takes further steps in Cologne58.

				Stieber, faced with the threat of war with France, begins to collect files of higher or lower-ranking Frenchmen who could potentially be used as agents. In May 1867, in connection with the world exhibition in Paris, he accompanied the King of Prussia and the Russian Tsar. With the help of his agents, he learns about the planned assassination of the Russian ruler and prevents a tragedy.
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				When France declares war on Prussia, Stieber travels as head of the political field police with the royal headquarters to Mainz. Due to the war, the number of intelligence officers and police agents who deal exclusively with observing the enemy increases significantly. During the war, France becomes obsessed with espionage, which becomes especially intense dur-ing the siege of Paris. The French are sensitive on this point, and for good reason – their capital is actually the territory of many agents.

				After signing a temporary peace in Versailles (March 17, 1871), Stieber returns to Berlin and again takes over the management of the Central Information Office. The office’s activity is currently focused mainly on social democrats. Stieber orders socialist leaders to be followed and no-tifies the government of the results of the surveillance. As a result, social democratic activity is recognised as anti-state activity, and in 1874. all collected materials are sent to the Berlin prosecutor’s office59.

				2.2. Pre-War Period

				In the mid-19th century, a new era in spy technology begins: the inven-tion by Samuel Morse and Alfred Vail of the electromagnetic telegraph and a special alphabet, as if created for work in the secret services or in the army. The telegraph alphabet (Morse Code) is still used today, and we know it as a sequence of numbers and special characters, popularly known as dashes and dots, transmitted by means of sounds, flashes of light, and electrical impulses60. From then on, most fast international cor-respondence was transmitted using Morse Code using telegraph lines, un-derwater cables, and radio circuits61, which created great interest among all intelligence services as a new field for obtaining current information.

				Other innovations that make the work of intelligence officers easier are photography and the railway. The invention, almost simultaneously in 
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				France (heliography) and England (calotype), of the possibility of quickly recording a photographic image opens up previously unimaginable pos-sibilities for the secret services of documenting and registering identified facts62. All the more so because photographs could be taken in colour, which gave greater operational value to the obtained materials63. According to the magazine “La Vie Militaire” of February 16, 1889, important technical in-novations were introduced during the Franco-Prussian War in 1870. A Pa-risian photographer named Dagron introduced the microscopic method of using photos. Prints were made not on paper, but on colloidal film, which was very thin and durable. Thanks to this invention, carrier pigeons used to transport correspondence could carry on average 50–60 thousand mes-sages with a total weight of less than half a gram64. At the same time, the international railway network was greatly expanded, which moved without any obstacles, quickly and almost anonymously in the US between the Pa-cific and Atlantic coasts. In Eurasia, the Trans-Siberian Railway could run from Moscow to Vladivostok65. This method of transportation was often used to transport spies and transport obtained materials.

				However, the real breakthrough of this century for civilisation, and therefore for intelligence services, is the invention of the telephone by the American Alexander Graham Bell66 and the invention of ra-dio broadcasting by the Italian Guglielmo Marconi – the first wireless transmission of signals over a distance of several kilometres. After over-coming numerous technical problems, the “wireless telephone and tel-egraph” quickly becomes an excellent communication and information transfer system. Since then, we can talk about the beginning of the era of technical wiretapping67.

				The first conflict in which radio equipment was used on both sides was the Japanese-Russian war. Thanks to this, the ships could communicate 
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				with their bases and with each other. This meant huge new opportunities for the secret services. Nowadays, electronic reconnaissance is the most important element of all intelligence activities.

				A good example of the use of a new invention in combat operations is the unsuccessful action of the Japanese Navy on March 8, 1904. In the morning, the Japanese attempt to attack the Russian naval base of Port Arthur. Since the ships anchored there cannot be seen from the sea, a light destroyer approaches the shore to lead the attack, and two Japanese armoured cruisers, Kasuga and Nisshin, stand ready to fire on the bay68.

				Suddenly, a Russian radio operator at the base hears signals from ene-my units. Although he is not entirely convinced of the correctness of his actions, he activates his camera in the hope that it may have some effect on radio communications on enemy ships. It significantly disrupts Japa-nese communications to such an extent that the ships, having achieved nothing, discontinue their action69.

				While Russia was participating in the war, the political police called Okhranki cooperated with a man named Azef, who carried out their tasks in the environment of the Combat Organisation of Socialist Revolutionar-ies (SRs). Although the agent provides the secret police with a number of valuable information and the names of various revolutionaries, he is also involved in the Combat Organisation, in which he advances, becoming a well-paid shop steward – a special advisor who makes decisions about the organisation’s activities and carrying out terrorist attacks. It was he who, among other things, provided information about the planned as-sassination of Tsar Nicholas II. Azef was exposed after an article about him was published in the newspaper “Jestje” (The Past), then Ochranka provides him with false documents and money and sends him to Berlin, where he dies after a few years70.

				Almost at the same time, the Tsar of Russia had another devoted and very disguised agent of Albert Potocki – Julian Alexander Banasiewicz. 
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				His activities were aimed at collecting information that could discredit Polish emigration in the eyes of public opinion and European govern-ments. He was a very active informant, and using a whole range of ways and methods, he obtained information, creating an almost encyclopedic description of the life of political emigrants in Paris and London in his numerous reports. However, after conducting an in-depth analysis and checking the information obtained, it was found that it contained only a lot of guesses and confabulations71.

				The effectiveness of well-conducted observation can be proven by the action as a result of which the English destroyed a well-organised Ger-man intelligence network. In 1909, the leadership of counterintelligence was entrusted to young Captain Vernon Kell, and the head of the Special Branch at Scotland Yard (intended to serve MO5 as an enforcement unit, i.e., making arrests and searches)72, is Chief Inspector Patrick Quinn. This is the beginning of their close cooperation, which will last for years.

				In May 1910, German Emperor Wilhelm II came to England for the funeral of King Edward VII. Scotland Yard agents responsible for the guest’s safety state that among the officers of the Imperial Navy accom-panying him is Captain Baron Rostock, who is known to be one of the leading figures of the German secret services. Therefore, he is monitored twenty-four hours a day. So, when Rostock gets into a cab after the fu-neral, he is accompanied by two of Inspector Quinn’s detectives. The cab runs throughout London on the Caledonian Road. Here, a German of-ficer disappears into a building with a company sign: “G.K. Ernst, hair-dresser”. Both detectives find it unlikely that the baron would cut his hair in such a squalid neighbourhood. While one of the undercover officers follows the German officer to the hotel, the other one learns some inter-esting facts about the hairdresser. It turns out that he is an Englishman of German origin who, in addition to hairdressing services, also trades in consumer goods from his industry. Major Kell, informed by Quinn about the entire incident, orders surveillance of the hairdresser, with particular emphasis on his correspondence.
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				A few days later, Ernst receives a package from a German company which, to Kell’s surprise, contains, in addition to instructions for using hairdressing equipment, also spy tips. This confirms the suspicion that the barbershop serves as a contact box used by the German secret servic-es. As expected, Ernst notifies all agents the very next day. Twenty-two letters with full addresses are immediately confiscated. When Scotland Yard wants to arrest the hairdresser and the entire network, Kell objects. According to him, Germany does not intend to start a war in the next three or four years, so the immediate arrest of the spies will allow them to rebuild the network before the war starts. Kell orders the confiscated letters to be distributed so as not to give rise to suspicion. By checking all correspondence that passes through the Caledonian Road box over the next four years, British counterintelligence is developing an accurate picture of the activities of the German network in Great Britain. It was only on August 4, 1914, just a few hours after the outbreak of the war, that Gustav Karl Ernst and 22 German spies were quickly arrested73.

				At the same time, German intelligence recruited one of the best, most secretive and prettiest spies of the interwar period. Magdaretha Gertru-da Zelle, a woman of exotic beauty, erotic dancer, and luxurious cour-tesan known as Mata Hari – “Eye of the Prophet”, has always attracted a large number of admirers with her way of being. German intelligence became interested in her while she was on a dance tour around Europe74. She spent most of her travels in Berlin, adored, among others, by the heir to the throne and the ministers deciding on the country’s policy75. At the training centre in Lorrac, Bavaria, Mata Hari received intelligence train-ing. She was taught how to use codes, document the identified facts using available technical devices, and was taught how to conduct and detect observations, obtain and transmit information, and methods of camou-flaging the materials she had76.
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				The active agent X-21, because she was listed under such a code name in German registers, through her promiscuous and nonchalant behaviour, easily gained knowledge about many compromising de-tails of the lives of outstanding statesmen. Apparently, it was she who passed on the operational plan of the French army as well as secret documents from the Russian headquarters to German intelligence77. Much has been said about her two interesting houses, one in Berlin and the other in Paris, equipped with camouflaged rooms, hiding places and hidden microphones. Mata Hari was undoubtedly the most talented spy during World War I. Her information resulted in the tor-pedoing of seven allied transports. She passed on plans for the use of new weapons by England – tanks. She issued a large group of agents carrying out tasks for opponents. It was calculated that Mata Hari was responsible for the death of at least several dozen thousand soldiers78. However, she shared their fate. When the Germans realised that she might be a multiple double agent also working for other intelligence services, and especially for the French, they sent a provocative tele-gram about her return to France with new tasks. It was this telegram for the French secret services that was the main basis for her arrest, trial, and execution79.

				However, in these years, spies and their agents not only fought for information related to the politics and security of their opponents, but above all, industrial intelligence developed greatly. In this respect, the Japanese Kempeitai80 intelligence services took the lead in obtaining, es-pecially in stealing, information. Most often, their activity consisted in purchasing from contractors in order to test one product (a ship, a cam-era, a radio equipment) with all its documentation, disassembling it into parts, copying it and building it in the necessary quantities. In this way, the production of smokeless gunpowder, the most modern methods of 
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				steel production, the production of torpedoes, and even a certain type of Scotch whiskey were mastered81.

				The famous Krupp family of industrialists from Germany acted sim-ilarly to the Japanese. Alfred, son of Fredrich, a famous steel entrepre-neur, went to England, where he explored local steelworks under a differ-ent name82. He returned to Germany with knowledge of the production of high-quality steel. He repeatedly illegally obtained technology for the production of bearings, forks, and data on other foreign inventions83. Knowing personally the threat posed by economic espionage, he organ-ised an industrial counterintelligence unit in his own plants. As more and more cases of theft of inventions were reported, Krupp tightened the pro-tection of its own production and introduced regulations, in which one of the provisions stated that: “regardless of the costs, workers should be fol-lowed without interruption by energetic and experienced people, receiv-ing a bonus every time, when they arrest a saboteur, a sloth, or a spy”84. It came to the point that in the most important departments of Krupp factories, people visiting and carrying cameras were discreetly observed and, when leaving, exposed to X-ray exposure in order to destroy photos taken without the consent of the plant administration85.

				In the period immediately preceding World War I, with the emer-gence of political and military blocs, the situation of Poles and the issue of Polish lands in the individual partitions: Russian, Prussian, and Aus-tro-Hungarian, differed greatly. Poles were most oppressed by the Tsar in the Kingdom of Poland, who introduced mandatory Russification and mass deported the disobedient to Siberia. In the Prussian partition, the Emperor also wanted to subjugate or destroy Polishness in the occupied areas by introducing Germanisation and mass expulsion of the indige-nous population from their native areas, bringing German collaborators in their place. Only the Austro-Hungarian Empire offered Poles the most freedom. After the establishment of Galicia in this partition, Poles could 
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				create associations and unions without any major obstacles. The political freedom prevailing in Galicia allowed for the creation of Polish political organisations, which enabled, among others, under the leadership of Józef Piłsudski, the creation of paramilitary youth organisations “Strzelec” in Kraków and “Związek Strzelecki” in Lviv, thus creating a forge of future Polish army cadres. Of course, each of these organisations was under constant secret supervision of the imperial intelligence and police ser-vices. The attitude of the Austrian authorities towards Poles was largely dependent on their attitude towards Russia86. Therefore, the creation of counterintelligence cells in underground pro-independence organisa-tional groups dates back to the end of the 19th century. In the structures of the PPS Combat Organisation and the Polish Military Organisation, in the Polish Legions created from Józef Piłsudski’s shooting units, there were cells whose main task was to protect members of the organisation (and itself) against intelligence penetration by the police apparatus of the partitioning countries87. All the more so because the special (police) ser-vices of Russia, Germany, and Austria-Hungary had not only significant financial resources at their disposal, but also better human resources and well-educated specialists in the field of combating conspiratorial move-ments and organisations88.

				2.3. World War I and II

				With the outbreak of World War I, espionage activities developed on a pre-viously unknown scale. Especially the previously mentioned radio devices, used since the beginning of the 20th century, gave all intelligence servic-
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				es a new opportunity to read the enemy’s intentions89. In Britain, radio reconnaissance was used very effectively. The best proof of this was the activity of the secret services of the British Admiralty’s decryption depart-ment called Room 4090. The head of the British naval intelligence service, Admiral William Reginald Hall, who also reports Room 40, realises in the late autumn of 1916 that without the entry of the United States of America into the war, the Allies will not be able to win91. British Prime Minister Winston Churchill92 was very interested in the activities carried out in this room and in striving for its development. He often stayed there, reading the hastily obtained and laboriously deciphered dispatches. They allowed him to make the right, proactive decisions. He decided on the distribution of these messages and appropriately classified the operation of such a val-uable intelligence unit93. Due to his active involvement in the wartime in-telligence strategy, his opponents repeatedly tried to assassinate him. One of the most likely assassination attempts took place during World War II and involved the Luftwaffe shooting down a passenger plane flying over the Bay of Biscay, in which, according to German spies, Churchill was sup-posed to be flying. Seventeen people died and the plane was never found. Later, it turned out that the Prime Minister did not board the plane be-cause he gave his seat to an agent very similar to himself94.

				However, not only the intelligence authorities were interested in the information from the radio eavesdropping, they continued to collect everything they could. Even if the surveillance reports did not prove infi-delity, they undoubtedly contained information about sexual mores, ad-dictions, and financial status. For example, in the Russian partition, every 
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				private letter written by a tsarist minister, governor-general, administra-tor, Duma deputy, senator, and army general went through the censor-ship process, each was read and very often transcribed by the police. The copies ended up in the hands of counterintelligence, and this service had a real treasure: data on the moods, opinions, and most intimate thoughts of the highest circles of the Russian elite95.

				Even though German provocations had been intensifying since Octo-ber 1916, American President Thomas W. Wilson was not willing to risk his country’s neutrality. The German government attempted diplomati-cally to incite Mexico against the United States. The Germans hoped that with problems on their southern border, the Americans would not be able to support the Allied activities on the European continent.

				However, there is no direct connection between Germany and Mexico because the English cut international telegraph cables in the first hours of the war. Given the current situation, German Foreign Minister Arthur Zimmermann is forced to send Mexico an alliance proposal in a rounda-bout way. The telegram must reach the German ambassador in Washing-ton and from there on to Mexico96.

				After the Americans intercept the coded German message, a copy of it is given to Hall and his specialists from Room 40 begin decoding it. Earlier, fate came to the aid of the English several times – they managed to obtain, among other things, German code books used by the navy. Another time, during operational operations in the Middle East, they took over codes used by diplomats. Equipped with such knowledge, specialists from Room 40 de-cipher Zimmermann’s telegram97. After presenting its contents to the Amer-icans, President Wilson announces the United States’ entry into the war. Thanks to the high skills of the specialists from Room 40 and a well-execut-ed operational combination aimed at making the message credible, a power-ful ally joins the war, tipping the scales of victory towards the Allies98.
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				A combination of international events after the end of World War I, strongly aroused nationalist sentiments among the nations neighbouring Poland and a wave of revolutionary demonstrations hindered the pro-cess of rebuilding the Polish state. However, the collapse of the monarchy made it possible for Poland to regain its independence99.

				After Poland regained independence, Piłsudski began to assemble his own political intelligence service, which he used until his death. As an experienced terrorist, he learned the importance of secretly identifying internal enemies. Thanks to his people in the emerging services in Po-land, Piłsudski could spy on parties, political movements, worldviews of politicians, important figures of state administration and the army, and even people of science and culture100.

				The end of hostilities on the Western Front on November 11, 1918, did not mean the end of armed conflicts in eastern Europe. The defeat of the Central Powers and the collapse of Russia and Austria-Hungary initiated the process of establishing and regaining independence by many countries. However, their territorial shape has not yet been regulated, and many of them had to be fought by force. Poland was also included in this group. The question of the borders of the Republic of Poland was an open matter. The complicated international situation did not make it easier to solve the problem101. Following the Polish-Bolshevik agreement signed in Białystok in February 1919, the Polish Army could enter the territory vacated by the German command in the east, but most of it was occupied by Bolshevik troops. The intelligence information obtained showed that the Russians consciously wanted to go to war, looking for an excuse. These facts quickly caused clashes between two enemy armies and led to war102.

				The Polish-Bolshevik war not only involved heroic armed combat on battlefields, but the young state’s special services began to be used 
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				to collect information about the enemy and, above all, the activities of his agents. In addition to the classic intelligence and counterin-telligence, including radio monitoring103, large-scale propaganda, and disinformation aimed at the Red Army began. The Polish command-ers of the 2nd Division of the NDWP made the simplest assumption that when reaching a simple soldier and his commander, they should explain the entire situation, what is happening around them and why they are dying. The Warsaw headquarters instructed that activities carried out on and beyond the front must, by all available means, try to cause confusion and disorientation in the enemy, at the same time inspiring confidence in us and undermining confidence in our own leaders. For this purpose, service employees searched for military, political, and diplomatic news in various foreign presses, translated them into the enemy’s language and, in the form of brochures, ap-peals, and proclamations, addressed their opponents, describing the desired truth. These leaflets were distributed by scouts to the civil-ian population and, to a lesser extent, spread by planes. The second way to influence the enemy was appropriate interference in the for-eign press. It involved providing journalists with controlled informa-tion for their articles (controlled leak), which caused most newspapers to write as the Polish military intelligence wanted104.

				For the reborn Polish state, organising defence structures was a signif-icant problem. Their extremely important link was the intelligence and counterintelligence services. The establishment of the Second Depart-ment of the General Staff of the Polish Army, and from 1928 the Gen-eral Staff, was preceded by the activity of information and intelligence facilities. The established Second Division managed the activities of the 
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				secret services and provided the government and military command with information necessary to make important decisions105.

				In the interwar period, Department II of the Main Staff changed its structure and areas of interest many times. The central branch consist-ed of departments: “West”, “East”, “North”, and “South”, as well as local branches. The basic tasks carried out by the Polish special services of the interwar period included: “study of foreign armies”, offensive and defen-sive intelligence service, and dissemination of military and political infor-mation to the competent higher authorities106. The main means of oper-ational technology used to carry out the tasks were: agents, codes, radio listening, surveillance of correspondence (censorship), identification of chemical weapons, interrogation of prisoners, fugitives, civilians, viewing documents, telephone wiretapping, and propaganda107. In the case of using intelligence techniques, this department used intoxicants, writing in invis-ible ink, and bacteriological tests and gas weapons to carry out intelligence tasks, especially since far-reaching tests were carried out in Germany at the Krupp Plant using industrial chemicals called warfare gases108.

				The organisation of Department II in the field was adapted to the needs of the intelligence service. The deep intelligence headquarters had at its disposal the so-called external permanent intelligence facilities that were located in other countries. For various reasons, they were most of-ten placed in three types of diplomatic missions – embassies, legations (as military attachates), and consulates109. The tasks of such institutions 
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				included: conducting extensive observation of the military and political situation using personal contacts, press studies, and conferences and con-versations with representatives of local authorities. However, the main task of such facilities was to secretly collect information from person-al sources and residents, independently carry out intelligence tasks, and guarantee security of operational tasks performed by the Polish special services in the area of operation of a given facility, and, above all, to trans-fer the obtained intelligence materials to their principals110.

				At the same time, in Poland, not only the intelligence and counterintel-ligence of the 2nd Department of the General Staff, but also other services with similar powers in the use of operational technology, operated in Poland to combat the opponents of the young state. In the field of military affairs, the following units began their operations: Department II of the General Staff of the Polish Army (Ministry of Military Affairs)111 and the Military Police, whose duties also included the defensive intelligence service112.

				The Political Police was established, which was responsible for: pro-viding the Minister of Internal Affairs with information about the social and political movement in the country, supervising political groups and people who threaten the state (in particular communists and national mi-norities), and preparing and training political police staff113. In addition 
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				to the information sent by local units, the police conducted full surveil-lance in three forms: 1. observation (general, individual and direct), 2. pursuit (direct or indirect), 3. surveillance search (local, district, state). General observation was carried out by the investigative service while patrolling public places such as streets, squares, railway stations, fairs, etc. and while tracking professional criminals. This service carried out individual observations of individual persons and criminal facts114. The inter-war period brought a development of the press unprecedented in Poland. Over 20,000 titles were published at that time – but it is worth remembering that many were ephemeral. Despite the illiteracy of a large part of the society, the press played the main information role addressed to the intelligentsia and urban world. Initially, the press market was sub-ject to the legislation of the partitioning countries with significant re-strictions, with the exception of the Russian partition, where preventive censorship (except for military matters) was abolished and press freedom was proclaimed. The March Constitution of 1921 guaranteed press free-dom, and one of its articles prohibited censorship and licensing of print-ed information. Of course, there were cases of censorship interference, especially in times of political turmoil. Józef Piłsudski’s return to power in May 1926 brought major changes to the press market. Penalties were introduced for insulting the authorities and for spreading false informa-tion. Subsequent regulations and decrees increasingly limited journalis-tic freedom. At that time, not only typically political content was sub-ject to censorship, but also literary texts115. One of the examples of the use of radical censorship in Poland in the interwar period was the fact 
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				that when the journalist Stanisław Cywiński in the “Dziennik Wileński”, reviewing Wańkowicz’s book, quoted Marshal Józef Piłsudski’s opinion about Poland that “Poland is like a bagel. Everything is best in the Bor-derlands, but inside there is emptiness”, changing it as follows: “but what is supposed to be created in the near future in this heart of Poland, giving the lie to the words of a certain cabotin who said about Poland that it is like a bagel: only it is worth something, which is on the edges, but in the middle is emptiness”. This review greatly outraged Polish politicians, leading the bicameral parliament to quickly adopt a legal provision called the “Act on the Protection of the Name of Józef Piłsudski, the First Mar-shal of Poland”. The resolution came into force after its announcement on April 13, 1938. The author of the article, editor Stanisław Cywiński, and the person helping him, editor Aleksander Zwierzyński, were arrested and imprisoned in Bereza Kartuska. The trial lasted a long time in vari-ous instances. Stanisław Cywiński was sentenced to three years without the possibility of bail, and Zwierzyński was acquitted. After an appeal, Stanisław Cywiński’s sentence was shortened by half, but it did not end there because his defence lawyers began to have problems because, ac-cording to the prosecutor’s office, they also violated the newly adopted law. However, the lawyers’ trial did not take place and the investigation was interrupted by the war116.

				However, in the period in question, the press was not the only means of mass communication. A wealthier society could purchase the first very expensive radios, equipped not with speakers but with headphones, which significantly limited the possibility of using them by a larger number of recipients. State policy in the field of radio broadcasting focused on facil-itating public access to the radio, but representatives of individual radio stations were responsible for what was broadcasted. It happened that if a programme was broadcasted that was “troublesome”, censorship caused the programme to be dropped from the schedule without the possibility of a quick return to it. During the Second Polish Republic, yet another form of media communication debuted. In 1918, the Polish Telegraphic Agency was established, which from the late 1920s produced the “PAT 
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				Film Chronicle”. The Chronicles were broadcast in cinemas and central locations of larger Polish cities, but they always had to undergo appropri-ate censorship beforehand. It is a fantastic testimony of life in the inter-war period and a real example of state propaganda and its influence on citizens117.

				In the first years after the October Revolution of 1917, Soviet leaders managed to consolidate their power in Russia with incredible efforts118, but there was a danger beyond its borders that they could not ignore: the Russian emigration of 1.2 million people. A large part of it were men ready to fight who, in case of intervention by Western powers, would pose a threat to the emerging Soviet state. The Russians used the Trust scandal to eliminate this threat, one of the most extraordinary oper-ations in the history of espionage, which particularly highlighted the methods of Soviet provocation, disinformation, and offensive counter-intelligence. From the end of January 1922, a rumour began to circulate among white Russian emigrants about the existence of an underground organisation in the Soviet Union called the “Monarchist Intra-Russian Union”, abbreviated as MUIR, and in Western Europe known as the Trust. This group allegedly wants to establish contact with emigrants in Western Europe through insiders. For security purposes, MUIR was hidden under the banner of the Moscow City Credit Bank, which, as a prestigious trading company, can conduct business with foreign countries. Thanks to the alleged liaisons, the Soviet leadership man-ages to better control the activities of emigrants and secretly eliminate potentially dangerous individuals. Since the operation is strictly secret even within the CheKa itself (All-Russian Extraordinary Commission for Combating Counter-Revolution and Sabotage)119, the management decides to check whether secret police officials will notice that the Trust threatens the internal security of the state120.
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				The City Credit Bank in Moscow is a destination point for Western and white agents, a contact box for propaganda material from Western Europe, and at the same time the beginning of a transfer channel for se-cret information flowing abroad, which is usually falsified121.

				The Trust’s successes have been much greater than expected. Royalties from Western intelligence services for the information provided by the Trust are received on such a scale that the GPU (State Political Director-ate)122 – as the Cheka was later called – covers the entire operation for them, and even finances part of its own espionage activities abroad from this source. The Trust scandal ended a few years later in 1927, but the damage it caused to the white Russian emigration was enormous and its impact on the image of the USSR in the world cannot be overestimated. It is also surprising that the Soviet intelligence services managed to mislead Western specialists for so long123.

				According to the provisions of the Treaty of Versailles, Germany could not have a military intelligence service or conduct offensive intelligence ac-tivities. Therefore, attempts were made to create camouflaged, more or less official structures that fulfil these functions. The most dynamically operat-ing structure was created by an organisation called Abwehr for the Allies, as the name itself suggested, it was an “empty defensive hand” defending only its own country. In fact, it conducted offensive operations in the field of intelligence and counterintelligence of global and total importance, es-pecially aimed at neighbouring countries124. One of the examples of in-telligence reconnaissance and counterintelligence protection carried out against Poland was the discovery and disclosure of a Polish agent operating in Germany, Baron Jerzy Sosnowski, permanently living in Berlin. Because the baron had numerous contacts, including a large number of mistresses, he was suspected of having a lavish lifestyle and a natural ability to collect secret information. The German services took appropriate action against 
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				him. Observation and correspondence surveillance began, and telephone tapping was installed. As a result of the operation, Sosnowski and his three permanent agents were recognised and arrested by the Gestapo, and af-ter the trial they were sentenced. Two agents received the death penalty, and Sosnowski and the third agent received life imprisonment. As a result, Sosnowski was exchanged for seven Abwehr agents, but by a Polish court he was sentenced to 15 years in prison for financial dishonesty, gullibility, and high treason. The Abwehr contributed greatly to this verdict because it initiated appropriate proceedings discrediting his activities in Germany125.

				Polish intelligence and counterintelligence operating abroad and in the country in the interwar period and until the outbreak of the war, through its Branches, conducted extensive activities aimed at German secret ser-vices. The most interesting project carried out by Branch No. 3 located in Bydgoszcz were actions codenamed: “Ciotka” (surveillance of correspon-dence)126 and “Wózek” (special projects – burglaries and searches)127. They involved secret searches of German railway wagons entrusted to Polish rail-way workers, which had to pass through Poland on their way to Gdańsk or East Prussia. At that time, on the order of the Head of the Branch, Cpt. Jan Henryk Żychoń128, the wagons were opened, their contents were examined, letters were surveilled and more valuable ones were copied. Even some indi-vidual items of valuable items were stolen. Until the outbreak of the war, the German side did not realise that the transports were controlled by Poles129. For such activities, agents were fully used, less technical means such as eavesdropping, observation was always used130, and correspondence per-lustration and room searches131 were widely used.
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				Two institutions turned out to be the most dangerous for the inhab-itants of the Nazi state – the Gestapo secret police and the SS political police. The Chief Gestapo, with its chief Heinrich Müller, tracked down and prosecuted opponents of the state, using the entire legal system, that is, executioners, prisons, courts and their sentences, as well as devices and methods for surveillance of potential opponents of the Reich. Any-one who lived in Nazi-occupied territory lived in constant panic of the SS secret police, later transformed into the Waffen SS (dead’s head troops), who carried out their service from concentration camps, the SS security service to the offices determining race and controlling settlement in con-quered areas132.

				The SS and Gestapo had an extensive network of informers through-out Germany. Very often, German services used tryst houses and prosti-tutes to collect information. On the order of Rainhard Heydrich (a pet, the closest collaborator of the SS chief Heinrich Himmler), a high digni-tary of the Third Reich, the head of the Sicherheitsdienst, Sicherheitspoli-zei, and the Reich Main Security Office (RSHA), SS-Obergruppenführer and a police general who was a regular at such establishments, a brothel called the “Kitty’s Saloon” was taken over in Berlin (after the name of the famous owner as Katharine Zammit, in reality Kitta Schmidt) or “Green House”. Only top-class prostitutes had to work in a luxurious brothel. But not only. According to the memories of the originators, “decent” women from good homes who wanted to serve their country in this way were also employed there133.

				People employed there were obliged to conduct conversations with customers, which were recorded by installed wiretaps and camouflaged cameras. Everything looked impressive. Kilometres of invisible cables were hidden between double walls, under pictures, under carpets. These led to twenty miniature microphones installed in beds, armchairs, bed-side lamps, and toilet facilities. Hidden cameras were installed in the mir-
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				rors in several bedrooms. So, thanks to these devices, every word spoken in the bedrooms was recorded. German dignitaries, military officials, diplomats, entrepreneurs, writers, and aristocracy came to this exclusive place. As a high-ranking German dignitary, Schellenberg, said, “Salon Kitty” certainly lived up to the expectations of its founders. During its operation, it was visited by about 10,000 guests, the tape recorders had to work almost constantly, and some visitors provided them with valuable information. These were mainly diplomatic secrets or materials used for later blackmail, even political, and internal games between the German secret services134.

				Within the structure of the Abwehr there was a very extensive agency which, as history writes, contributed little to the results of German for-eign intelligence. Censorship, as we are talking about it, employed thou-sands of workers in nearly thirty postal and telegraph control posts in Germany and the occupied territories. In these offices, almost all foreign and domestic correspondence, as well as transit correspondence, was un-der surveillance. All information containing interesting content was sent to Berlin, where it was sorted into political, economic, and military infor-mation and directed to the interested authorities135.

				Another institution of the Third Reich competing with Goebbels’s Ministry of Propaganda and the Ribbentrop office (the first ever organ of “black” subversive propaganda)136 established to collect information was the APA Central Press Office with its diplomatic department. Its main task was to use “White Intelligence”, which consisted in daily monitoring of foreign media (about 300 foreign magazines), preparing a review of them, and delivering it to the Führer and other interested departments. This office also kept an ongoing critical register of journalists from all countries, and organised lavish receptions during which active inquiries were conducted for foreign press correspondents staying in or coming to Germany137.
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				Despite the great successes of the Abwehr and conflicts with the head of the SS Himler, in 1937, on Hitler’s order, the secret files of the General Staff and the Abwehr were insidiously burned, and the possibility of its operation was minimised as if it no longer functioned. The Abwehr was resurrected again in 1938 by the future Vice-Admiral Wilhelm Canar-is138. However, its six-year operation, including the period of World War II, was mostly aimed at collecting information about the Allied coun-tries139. Until the end of the war and the dissolution of the German secret services, the Abwehr was always in open conflict with the SS intelligence services140. In April 1945, on Hitler’s orders, the head of Abwehr Canaris and his deputy, General Hans Oster, were murdered. A piano string was specially used to hang the admiral, which was often used by assassins141.

				An interesting example showing the importance of technology in espi-onage work is the activity of the Soviet agent in Japan, Richard Sorge. He had been working in Tokyo since 1933, and his craftsmanship is proven by the fact that he worked for eight years and was not exposed – no Eu-ropean had done this before. Sorge is tasked with organising a spy net-work in Japan. First, he goes to Nazi Germany with forged documents. He quickly senses the atmosphere there: he orders a passport, applies for ad-mission to the NSDAP, and arranges for himself several letters of recom-mendation to influential figures in Tokyo. He also makes arrangements with several newspapers to act as a correspondent for them.

				After reaching Tokyo, he establishes contact with the Germans living there, quickly gaining sympathy among the staff of the German embassy. The technical aspect of his network’s activity is the excellent use of ra-dio communications. Clausen, a radio operator working for him, builds 

				
					
						138	J. Gajewski, Canaris, Wydawnictwo Książka i Wiedza, Warsaw 1977; J. Piekałkiewicz, Dzieje…, pp. 371–378; N. Polar, T.B. Allen, Księga…, pp. 5–6.

					
					
						139	R. Bassett, Arcyszpieg Hitlera, Wydawnictwo Amber, Warsaw 2006, pp. 119–121; E.L. Blandford, Tajne służby SS, Wydawnictwo Sensacje XX wieku, Warsaw 2002, pp. 21–23.

					
					
						140	L. Gondek, Działalność Abwehry na terenie Polski 1933–1939, Wydawnictwo Minister-stwa Obrony Narodowej, Warsaw 1974, pp. 15–28.

					
					
						141	K. Paduszek, Abwehra – grupa kontrwywiadu, [in:] Szpiedzy kurierzy, jednostki specjalne, red. M. Bronowicki, Wydawnictwo Narodowe. Seria: II wojna światowa, Warsaw 2009, pp. 31–37; J. Hughes-Wilson, Największe błędy wywiadów świata, Dom Wydawniczy Bellona, Warsaw 2002, pp. 29–35.

					
				

			

		

	
		
			
				Evolution of the Use of Operational Technique

			

		

		
			[image: ]
		

		
			
				163

			

		

		
			
				a radio transmitter at home to establish communication. “Such a radio with two UX-210 lamps connected in parallel normally has a range of 1,500 km, but its audible range is sometimes 3,000 km”142. Since it is impossible to avoid listening by the Japanese services, the radio opera-tor must work unnoticed and irregularly: he often changes radio waves, transmits at various times, changes places of transmission, and each ra-diogram was additionally encrypted143.

				Another channel through which information flows to the headquar-ters in Moscow is the activity of couriers. Sorge personally delivers mi-crofilms containing copies of analyses and documents to Soviet couriers during regular trips to Shanghai or Hong Kong, and his wife also per-forms courier duties.

				Even though Sorge provides invaluable services to Moscow, over time, his principals began to treat him as if his work did not bring any de-sired results. Despite the initial successes and the organisation of a large network in which the Japanese also worked, the Sorge case did not have a happy ending. First, its agents are caught by Japanese counterintelli-gence, who eventually capture their chief, a Soviet spy. Agent Sorge was loyal to Russia until the end, and he was executed for his espionage activ-ities144.

				The intelligence activities of the cooperating special services of the fu-ture Allies not only consisted in mutual information about a potential enemy, but there were cases where state leaders helped each other in elim-inating political enemies. One such case was the matter of obtaining sup-port for Roosevelt as a candidate for re-election as President of the United States. His main political opponent was Joseph Patrick Kennedy, a finan-cier and experienced diplomat heading the embassy in England. Chur-chill and his counterintelligence service MI-5 entered the fight to change the ambassador’s mind. This action consisted of revealing to Ambassador Kennedy the fact that his close associate Tylor Kent had opened a secret 
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				parcel from Churchill addressed to President Roosevelt without per-mission. Without significant delay, Kennedy revoked Kent’s diplomatic immunity and consented to his detention. Service personnel acting as Scotland Yard detained Kent directly at his home. There was no prob-lem with finding criminal materials, because counterintelligence people entered the apartment many times and carried out secret searches. They found stolen secret telegrams in hidden compartments known to them, in a wardrobe drawer there was a black folder full of secret printed doc-uments, and in the other room in a box there were business cards, letters and leaflets with anti-war slogans145. In this case, Ambassador Kennedy wanted at all costs to avoid a public trial of his employee who knew a lot. He preferred the trial to take place in London, because due to the war, the trials of spies were always secret and nothing was leaked to the press146. Kennedy was already known to the English secret service and the leader-ship of American diplomacy because, through his long-time friend Janes D. Mooney, he tried to establish unofficial contact with representatives of the German Reich, which was confirmed by British counterintelligence and passed on to the President of the United States through Churchill. After Kent’s arrest, the ambassador, sensing trouble, sent his personal secretary and packed boxes of his documents back to the US. However, he and his wife were invited to dinner in the US by President Roosevelt. After a very intimate dinner, Kennedy went to the radio, where he spoke live only superlatives about the candidate and current President. After the new elections and Roosevelt’s re-election, Kennedy did not get any posi-tion in the public administration, he only travelled around the country and gave lectures on the negative influence of Great Britain on the future of the United States147.

				Probably the most widespread and effective Soviet spy network during World War II, covering Germany and Western Europe, was the “Red Or-chestra”, composed of agents from all social classes. To finance its activi-ties, its boss, Leopold Trepper, founded several companies that later pro-
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				vided significant income to Moscow. The beginning of Trepper’s activity takes place in August 1938, when, as a businessman from Canada, he set-tles in Belgium. In 1940, Trepper moved part of his activities to Paris. His new company “Simex” receives million-dollar contracts from the Ger-man occupiers for the supply of everything needed for war, except weap-ons. Thanks to this, it not only achieves significant turnover but also has an image of the German army based on orders. With the help of a repre-sentative of the communist party operating in France, Trepper establishes contacts with the resistance movement and thus receives another source of information: railway workers provide data on the movements of the occupying forces, and those employed in industrial centres provide in-formation on production volumes. Trepper also knows the importance of technical means: “Assuming that it is better to listen to Caesar than to his groom, we ordered a special group of technicians to install wiretapping on the telephone lines coming from the Hotel Lutetia, the Paris headquar-ters of the Abwehr”148. Thanks to this, the headquarters in Moscow could eavesdrop on conversations between the German counterintelligence and the command in Berlin. However, over time, luck runs out from the net-work of Soviet agents. After intercepting the encrypted radiographs, the Nazis initiated an investigation that led to the neutralisation of the “Red Orchestra” in December 1942149.

				It has long been known that the weakest link in espionage activity is the so-called “intelligence communication”, i.e., contact between spies and their principals, transfer of acquired materials, as well as receiving instructions, tasks and remuneration, especially during times of war. In this case, the old proven methods of using a carrier pigeon to carry infor-mation were used again. At a previously agreed location, British planes dropped boxes of carrier pigeons into France. After seizing the birds, French partisans placed information inside their rings, which reached England quite quickly. However, the Germans quickly noticed this prac-tice and sent an order to all their garrisons to shoot down any pigeon that 
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				would fly towards England. A different method of operation was used to combat such couriers by using specially trained falcons. Pigeons were an important element in intelligence work, as evidenced by the fact that after the war, a pigeon named Mary was awarded the prestigious Dickin Medal150 by the English for many risky, successful missions and for inju-ries sustained by falcons and shotgun pellets.

				Before and during World War II, the Germans used constantly mod-ified and improved coding machines to create encrypted messages that they believed no one could decipher. Enigma was a truly impressive machine, as it could encode a message in 159 trillion different ways. All countries and their agents opposed to Germany tried to gain knowledge about this and decipher the operation of this device. The British estab-lished a special team of decryptors codenamed “Ultra”, but their work did not make it possible to find the right key151.

				In the 1920s, Polish radio intelligence, following the experience gained during the war with the Bolsheviks, in Poznań, in Krzesławice near Kra-kow and in Stargard (now Stargard Gdański), built three main listening stations to intercept German radio messages. The obtained material was forwarded to the appropriate unit of the General Staff in Warsaw152. At the end of 1926, the previous systematic reading of secret German re-ports began to encounter obstacles153. This showed that the Germans had to change their encryption methods. The situation changed dramatically when the German Navy gradually began encrypting reports by machine, followed by the land forces154. The breakthrough in solving the German encryption system occurred only when the Cipher Bureau of Branch II 
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				engaged Polish cryptologists – mathematicians: Marian Rajewski, Jerzy Różycki, Henryk Zegalski, and its agents operating in the country and in Western Europe to work on this problem155. Thanks to a coincidence and an inspection of the parcel carried out in January 1929, it was possible to photograph the contents of one of the parcels in Warsaw’s Okęcie dis-trict. The suspicion of Polish customs officers was aroused by the strange behaviour of an employee of the German embassy, who demanded the immediate return of a parcel addressed to a branch of one of the German companies in Poland. The contents of the shipment turned out to be civil-ian Enigma used to encrypt commercial information156. After finding out what this sought-after device looked like, it turned out that in Germany it can be officially purchased and used for commercial purposes. Engi-neer Antoni Palluth157 associated with intelligence and the Polish elec-trical equipment factory “AVA” purchased the machine158. However, the main breakthrough in solving the functioning of the device was obtained from Cpt. Gustave Bertrand, an employee of Department II of the French General Staff159, documents based on which the difference between Enig-ma machines used for civilian and military purposes was determined. Later, the French services provided other materials obtained through the agency in the form of two tablets containing monthly telegram keys (for September and October), which specified how to set all Enigma machines working in a given month160. After conducting the analysis, Polish cryp-
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				tologists, together with employees of the “AVA” factory, managed to build an actual device. The factory produced another 15 duplicates of such ma-chines161. In July 1939, at a meeting in a secret cryptology centre code-named “BS-4” located in Pyry near Warsaw, the Poles gave the French and the British one copy of the machine along with documents, i.e., specially programmed sets of punched cards, the so-called cryptological bombs, which was necessary to read ciphertexts162. From that moment on, the Enigma secret was solved, and the transfer of this secret to Western intel-ligence services was a gesture of the greatest importance163, because from that moment on, the Allies could without any problems decipher and read information sent by Wehrmacht, Luftwaffe, Krigsmarine, Waffen SS, Ge-stapo, and SD, even to about 2,000 a day164. The method of deciphering classified messages using Enigma contributed greatly to winning battles at sea (operations related to U-Bot submarines)165, in the air (Luftwaffe carpet bombing), and on land (reformation of armoured forces) as well as to losses in people and equipment.

				During the war, soldiers of Polish nationality scattered all over the world played an important role. In their intelligence and counterintel-ligence structures, they conducted intelligence activities on all open and underground fronts, thus resisting the occupiers.

				The intelligence and counterintelligence of the Polish armed forces lo-cated in the west mostly came from the tradition of the pre-war operation of the 2nd Division and was located at Polish diplomatic missions166. Its tasks included: collecting information, processing received intelligence 
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				materials, and transferring its knowledge to the Polish authorities and Allied secret services167. It coordinated the tasks assigned by the Allies and kept files on the enemies and its agents. Since Polish intelligence suspected that some institutions representing other countries were also working on behalf of the USSR, one of its tasks was to monitor the official activities of the French, Czech, and Yugoslav representative offices, which could act as Soviet expeditions168. The structure of this organisation in-cluded a technical section conducting work in the field of technology and intelligence photography. Its most important tasks included performing all types of work in the field of intelligence chemistry in the field of: clas-sified writing and its protection, preparation of sympathetic inks, as well as preparation of legalisation documents and stamps for the needs of in-telligence projects. Most often, however, it was responsible for making photographic copies of intelligence materials received by the Intelligence Department169. After the end of the war, this organisation abandoned its open activities and, by decision of its commanders, established clandes-tine outposts independent of embassies. Before going underground, files and codes were burned and photo laboratories and radio stations were hidden in prepared underground apartments, creating a new structure of a secret military organisation170.

				Formation of the Infantry Division named after Tadeusz Kościuszko took place according to the full-time schedule planned for the infantry division of the Red Army Guard. The organisational structure included the Information Department, which became the nucleus of the counterin-telligence of the Polish Army, known interchangeably as the “information service” and the “information organ of the Polish Army”. Over the years and the recovery of war-torn areas and after the war, the structure of this service was transformed several times. Its tasks included: counterintelli-
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				gence protection of the army headquarters and units securing its opera-tion, control and instruction work and providing assistance to the divi-sion’s information organs, as well as fighting against the enemy’s agents and searching for them, surveillance, findings, and external observation of people who are of interest to the information organs, conducting inves-tigative work, searches, secret searches, and arrests. A large organisation in this structure was the Operational Records Group, which dealt with the records and statistics of the network of unofficial collaborators, as well as operational matters conducted and implemented by other departments171.

				The activities carried out by the military counterintelligence depart-ment during peacetime included: supporting the command by detecting cases of treason, espionage, sabotage, rebellions, subversive activities, and preventing espionage actions against the army. Military counterintelli-gence bodies conducted extensive operational activities in the field of pro-tecting information related to state defence, protection of the army and its property (i.e., equipment and factories working for defence or considered crucial in this activity) and protection of army personnel and employees employed in the arms industry172. As part of the implementation of the du-ties imposed, counterintelligence used tactical and technical operational activities, which included: operational work, including confidential and secret investigation of people and investigation of events and facts using a network of personal information sources. Counterintelligence activities protected military or special-purpose facilities against intelligence pen-etration and espionage, subversion, sabotage, and protection of secrets. Special techniques were used for such security: observation, operational traps, correspondence surveillance, eavesdropping, and surveillance in the scope of surveillance operations of potential opponents173.
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				Another way to obtain information about an opponent, enemy, or criminal activity is used in every era of espionage and operational tech-nology, particularly during armed conflicts, surveillance consisting of interrogating, eavesdropping, and observing detained spies, captured prisoners of war, deserters, and all types of criminals. There is no secret service in the world that would not try to take advantage of this fact. If a captured person, despite being threatened or even tortured, was not willing to provide full information about herself and her allies or accomplices, the agent’s method was almost always used. It consisted in the fact that the agent was let into the cell much earlier as another prisoner, who, as part of the care and comfort, tried to find out what information this person had174. The second way to obtain information from detained persons is to use camouflaged video cameras and wire-tapping devices placed there in cells or detention rooms. An example of such an action would be the eavesdropping of German generals in British captivity. As sources describe, during World War II, probably all parties involved in the conflict eavesdropped on their prisoners in the same way. However, the official rule was that interrogations and in-terviews with selected people were documented, but no files containing the content of conversations between prisoners were kept. The current state of knowledge indicates that it was the British who perfected eaves-dropping in order to obtain information. It is known that they had pre-viously eavesdropped on interned German scientists specialising in the construction of atomic bombs. However, the British kept the system-atic surveillance of prisoners using wiretapping for years a top secret for a long time. This type of method of obtaining information in Great Britain was dealt with by the MI-9 unit. Each time, after “extracting” information from a prisoner, British employees could quickly supple-ment or verify it by radio or air reconnaissance175. To this day, special and investigative services use these proven methods all over the world, but in different ways, more or less brutally.
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				When discussing the period of World War II, we should not forget about the use of operational technology in the fight against the Nazi oc-cupier by various groups conducting underground or guerrilla warfare. Structures of such groups were created in all occupied areas. They came from various nationalities and political trends: Sanation, right-wing, so-cialist, communist, and peasant. With their behaviour appropriate to the situation or policy in a given group, they carried out secret operational activities or overt actions in battle, causing very large losses for the en-emy, both military and propaganda. Most members of such groups un-derwent training intended for members of special units, informing them about the methods of collecting intelligence information, building an agent network, sabotage activities, pyrotechnics, hand-to-hand combat, using radio equipment and providing first aid. Most often, such training was conducted by unit commanders, commandos of various specialties and Cichociemni176, who were sent to areas occupied by the allies in order to control and direct the military and intelligence potential of the under-ground177.

				Also in Poland, various secret paramilitary groups such as: Union of Armed Struggle (ZWZ) – Home Army (AK), People’s Army (AL), Peo-ple’s Guard (GL), Peasant Battalions (BCH), National Military Organi-sation (NOW), and others178, in their intelligence and guerrilla activities, 
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				they have always used in reconnaissance: observation, traps – ambushes, correspondence surveillance, wiretapping, operational traps, “White In-telligence”, and a full range of personal operational and reconnaissance sources. There was no underground secret operation without other iden-tities, legalisation documents, underground apartments, and contact points, address boxes, self-monitoring, observation of opponents179, even during “standing with weapons” and later “limited combat”180, as well as reconnaissance of the future battlefield181. Thanks to the actions taken by these groups, the allies always received current intelligence informa-tion about interesting objects or movements of enemy troops. One of the largest intelligence operations conducted by the resistance movement in Poland was to obtain information and one copy of the V 1 and V 2 group missiles with which the Germans bombed London182. It was our under-ground soldiers who passed on knowledge about this missile to the British and indicated the secret places of its production. This information caused the English air force to repeatedly bomb the indicated targets, which re-sulted in a reduction in the number of rockets falling on England183.

				Another way in which activities were carried out by underground units was detailed reconnaissance of the area in order to prepare a num-
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				ber of bomb attacks or death sentences carried out on occupation digni-taries and collaborators. The most spectacular actions carried out by the soldiers of the “Umbrella Battalion” were: a successful assassination of the “Executioner of Warsaw” – the SS and police commander of the Warsaw district, Franz Kutschera184, and the rescue of prisoners at the Arsenal in Warsaw185. Earlier, the GL also carried out two attacks on the Café Club – a café only for Germans located in occupied Warsaw. As a result of the action, several Germans were injured186. Elsewhere, despite numerous at-tempts to assassinate the Governor General of the occupied Polish lands, Hans Frank, by a special team of Kedyw, which was part of the Home Army structure of the Kraków District, this did not lead to his death. The last attack was planned and carried out professionally and involved blowing up the railway tracks on which the train with the criminal’s spe-cial lounge was supposed to run. However, despite the powerful explo-sion, overturning and sliding down the embankment of the wagons, no one died187. We cannot forget about the ongoing operation code-named “N”, which involved scattering leaflets or brochures with content opposite to the official messages broadcast on street radio stations, and painting patriotic or hostile inscriptions on the walls of buildings. Such propa-ganda and, at the same time, destructive action was aimed at German soldiers and had a positive impact on the morale of the Polish popula-tion188. As history shows, every occupier remaining in various conquered countries can never feel fully safe, which can be seen even today.
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				2.4. Cold War

				After the end of World War II, there is a long period of hostile counter-action between the two largest political and military camps competing for leadership and influence in the world. History called this period the “Cold War”. Until recently, the main opponents have become allies in the fight against fascism, forming two separate blocs: the Western bloc with the US, Canada, and Western European countries, and the Eastern bloc with the USSR and Eastern European countries.

				The term Cold War was first used on April 16, 1947, in a speech by Her-bert Bayard Swope, an American financier and advisor to the US presi-dent. The Cold War was most often defined as a state of open hostility and bipolar rivalry characterised by a high degree of tension and confron-tation between two superpowers and two socio-political and economic systems, but not exceeding the threshold of armed conflict189.

				Although in February 1945 at the Yalta Conference a grateful Church-ill said about Stalin: “I walk through the world with great courage and hope, since I am bound by bonds of friendship and intimacy with this great man”190, he was constantly subjected to surveillance, which even he himself observed. In his room, he found a listening microphone placed in a lamp on a table. He smashed the lamp on the floor. He noticed that there was always a group of people around him and his room whose presence was not justified: maids, bunkroom attendants, baggage han-dlers, and even fitters and plumbers191. Stalin broke the promises made by the conference participants two months later, which meant that West-ern countries no longer considered further cooperation with the USSR in solving the problems of the post-war world. Already at the Potsdam Conference, the Russians’ concept of creating a buffer zone between their borders and Western Europe gave an inkling of the division of the occupied territories. Winston Churchill described Stalin’s behaviour as 
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				follows: “I see […] an iron curtain falling dividing our continent. Beyond this line remained the capitals of what was formerly Central and Eastern Europe […]”192. After dropping atomic bombs on Hiroshima and Naga-saki193, Stalin said during a meeting with his scientists that they “had to catch up in this respect because the balance had been disturbed. It can’t be like this”194. As part of victory propaganda, the Soviets placed white boards with red inscriptions containing quotes from Stalin’s speeches on both sides of the road on the way to and within the captured Berlin. This method of influence was aimed at the migrating German population. They showed them who was friend and who was enemy. In Berlin itself, on one of the columns of the museum that was completely robbed, it was written: “Forgiveness will not be possible. Don’t go to Russia”. “For Stalin-grad and Leningrad and all the ruined cities of Russia we come with our hatred of Germany”. On other boards, the Russians posted texts warning their soldiers about the danger of inattentive chatter: “Remember, when you talk on the phone, the enemy may be listening”, “When you pass between sectors, do not stop and do not talk to anyone”, “Do not talk to anyone, because words they pass from mouth to mouth and are heard in every nook and cranny”, “Everyone who talks is working for the ene-my”, “Do not eat the food you find. It may be poisoned by the enemy”195. Even earlier, in 1944, the Soviets took over Hungary. By 1947, they had taken over Poland and Romania. They paid no attention to any sensible proposals from the West, not even the American Marshall Plan to help rebuild post-war Europe196. In 1948, a communist coup d’état took place in Czechoslovakia, and the obstruction of traffic from the West to Berlin turned into a blockade197.
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				The reason for the start of the Cold War is given in various ways in the source materials. Some claim that it began in the American occupation zone of Austria, where Kauder alias Klatt, a journalist, former spy work-ing for the Abwehr, running a small espionage network in Russia, fell into the hands of the Strategic Services Unit (SSU) of the temporary American counterintelligence organisation residing in Salzburg. This network was disbanded when it was found that they had a second principal, but in Moscow. The news about Kauder’s stay at the disposal of the SSU quickly reached the Soviet repatriation mission, composed of most of the NKVD officers (Narodnyj komisariat vnutriennich diel – People’s Commissariat of Internal Affairs of the USSR)198. Russians dressed in American military police uniforms decided to kidnap Kauder. However, after a short shoot-out, security caught all the kidnappers and placed them in custody. Since news of the arrest should be forwarded as soon as possible to the United States Commissioner in Austria, General Mark W. Clark, the report was sent by air, violating the air zone controlled by the Russians. The fact that two Soviet MiGs spotted the American plane and demanded explanations. However, due to fear of the possibility of their own disaster, they did not take combat action. After a few days in custody, the Russians were taken to the place where they were handed over to the Soviet commander. In 1946, the Stalinist era was still in full swing and the punishments for mis-takes made were not the most pleasant199. However, the main reason for the start of mutual hatred between the current allies was Canada’s discov-ery of intelligence penetration by the Russian special services, both in the military direction by the GRU and the civilian NKVD. This troublesome situation was confirmed by the defection of Igor Guzenko, a cryptogra-pher at the Russian embassy in Ottawa, who provided the Canadians with information and relevant documents in the form of cryptograms sent to his principals as part of the Russian operation codenamed “Candy”200. These materials covered a very wide range of interests of the Soviet secret 
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				services. Many of them were devoted to the project code-named “Man-hattan”201 conducted by the Americans and the British in the field of the atomic bomb and nuclear activities. The obtained documents also showed that the USSR was conducting total and global intelligence penetration of departments of various governments, and above all, the United Nations. In his reports202, Guzenko indicated alleged agents working for the Red Army and the NKVD in government agencies and secret services of the United States, Canada, and Great Britain. He revealed a list of alleged twenty spies in the positions of Canadian public officials, four Americans holding seats in government agencies, parliament, and an international organisation203, as well as the Soviet “mole” Briton Alan Numm May and the potentially most valuable spy Klaus Fuchs, who passed intelligence in-formation to Moscow because as scientists they had natural access to the atomic bomb project204. Another spy operating in Great Britain, Harold Adrian (Kim) Philby, head of the counterintelligence department of MI6, informed the Soviets about the codebreaker’s betrayal205. The whole mat-ter officially came to light only in February 1946, when veteran Amer-ican journalist Drew Pearson revealed everything on his Sunday radio programme. Then numerous arrests began, accompanied by huge media speculations about the deserter, spies, and the extent of espionage. The fragile post-war peace was disturbed by a new threat – the Allies’ recent ally in the fight against Germany and Japan stole their atomic secrets. There was a chill in relations between the West and the Soviet Union, which turned into the Cold War206. Based on the testimony and materials received from Gouzenko and the intercepted cryptograms, American an-alysts and ciphertexturs quickly gained access to some of the ciphers used 
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				by the USSR based on comparisons and constant regularity. Work on the obtained materials was carried out under the code name “Venona”. At the beginning of this project, the CIA confirmed that Guzenko was telling the truth and that the Soviet diplomatic mail was indeed used to organise espionage activities in the US. Earlier, the “Queen of Red Spies” Elizabeth Bentley, an agent with the pseudonym “Myrna”, “Helen” working against communists in the US, testified on this subject, and later “Venona” con-firmed that the Russians certainly have more than one source of informa-tion with natural access to the Manhattan nuclear project. One of the first people identified by the “Venona” team was the head of the theoretical physics department at the British Atomic Energy Research Institute at Harwell Fuchs, who during interrogation admitted to collaborating with the Soviets, for which he was tried207.

				In 1949, after another phase of the crisis between the East and the West, Berlin became a city with a potential source of World War III. With the consent of the occupiers of the buffer zones, Germany was divided into two independent states: the Federal Republic of Germany with West Berlin established on the territory of the American, French, and British occupation zones, and the German Democratic Republic with East Berlin established on the territory of the Russian occupation zone208.

				That is how the border was created, dividing Europe into two parts: eastern and western, running through the capital of Germany, Berlin. The parties involved continue their efforts to spy on each other. This period also saw the development of intelligence techniques and tactics. There are also many examples that perfectly illustrate the possibilities of modern information-gathering techniques, such as the tunnel built 
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				by the Americans in West Berlin. In 1955, Central Intelligence Agen-cy (CIA)209 and the Secret Intelligence Service (SIS), known as MI-6210, came up with the idea of building a tunnel that would allow listening devices to be connected to a cable that was used to maintain communi-cations between military and civilian facilities in the Soviet sector. The operation was codenamed “Gold”211. After four months of specialists’ work, a tunnel is being built, approximately five hundred metres long, soundproofed, air-conditioned, and equipped with the latest listening devices. A tape recorder recording conversations is connected to each of the 432 cables. Thanks to this tunnel, the CIA taps nearly 60 telephones, day and night, throughout the year. A whole team of people works on translating, cataloguing, and verifying information. After 11 months and 11 days, the Soviet and East German secret services accidentally discover first a microphone, and then a modern technical room for lis-tening to spy devices. They quickly enter a dug tunnel that leads directly to West Berlin and the American zone. Despite the mishap, the Western allies were very satisfied with the materials obtained, as approximately 800 rolls of recorded tapes were sent for analysis every day. After a two-year analytical period, opinions on the value of the obtained materials were very divided, but a large part of them was used to assess the full picture of Soviet military achievements in this region, and they made it possible to prevent the arrest of many agents of this agency operating in the Soviet sphere of influence212. Unfortunately, it later turned out that the failure of Operation Gold actually had nothing to do with bad luck or a damaged cable. It was found that the KGB knew about the tunnel from the beginning, because they obtained information about its construction and operation from the British agent George Black, a high-ranking MI-6 officer. Therefore, for a year preceding the stag-
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				ing of the “discovery” of the corridor, the Russians allowed the West to listen to the conversations, never trying to prevent this213. Accord-ing to experts, such behaviour was due to the possibility of detecting Black faster and would not allow them to use disinformation activities on a large scale, delaying the actions of opponents in other lines of the spy theatre214.

				The greatest Western spy during the Cold War was the Russian Oleg Vladimirovich Penkovsky with codenames: “Alex”, “Chale”, “Hero”, and “Jaga”215. Born in 1919 in the Caucasus, he attended several pres-tigious military universities and took part in World War II. In 1949, he became a colonel of the Soviet military intelligence service GRU216. Initially, he is a staff officer of the GRU special group and is responsible for intelligence activities in the US, Canada, Great Britain, and South America. Despite the prospects of promotion, social relationships and family connections with many influential people, Penkovsky’s idea of establishing contacts with Western intelligence services is maturing. This is due, among other things, to the tightening of the totalitarian system in the USSR and its effects on the population. After half a year of unsuccessful attempts, in April 1961, he managed to establish contact with the right people and began working for the American CIA and the British MI-6. Penkovsky, due to his position in the GRU, has access to various documents, including those with the highest classification. Through it, they reach the West: data about Kremlin prominent fig-ures, war plans, precise data on agricultural production and the main branches of Soviet industry, weapons, names and photos of over three hundred Soviet agents in the West, and the names of several hundred agents currently undergoing training in the eastern bloc countries217. Penkovsky’s most important and final achievement, however, was to in-form, at Washington’s urgent request, during the Cuban Missile Crisis 
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				in 1962, that Soviet nuclear forces were not yet ready for action. This allowed US President John F. Kennedy to strongly oppose the instal-lation of Soviet missile bases in Cuba218. Probably thanks to this infor-mation, world peace was saved, but Penkovsky paid the price with his life. In a hurry, he transmitted the report in plain text via radio and two days later, on October 22, 1962, he was arrested in Moscow. Earlier, the KGB’s mass surveillance of American and British diplomats, including Mrs. Janet Chisholm, known as MI-6’s secretary in Berlin, repeatedly saw Penkovsky entering and leaving the building where the contact box was located, and made too frequent visits to the secret library. To obtain final proof, KGB agents poisoned the observer with poisoned wax stuck to the seat of Penkovsky’s chair at his desk at home. The poison caused him to stay in hospital for a week. At that time, the KGB installed a cam-era in the chandelier above his desk, which, after the agent returned from the hospital, recorded the fact that further documents were being prepared to be forwarded to his principals via a contact box219.

				From today’s perspective, it seems incredible that Penkovsky was able to provide the West with information of such importance for nearly a year and a half, disregarding all the rules of conspiracy. From each of his trips to the West, he brought huge amounts of spy equipment: miniature Minox cameras, countless films, sympathetic ink, ciphers, radio stations, and the like. In Moscow, despite the KGB’s vigilance, he meets with his liaison Greville Wayne220 and American and British diplomats221.

				Industrial espionage was also a significant problem during the Cold War. Despite huge expenditures on their own scientific research, the So-viets did not have the opportunity to catch up with the West and intro-duce modern technologies on such a scale as their opponents. The best agents and spies, regularly sent to industrial centres and design offices, tried to shorten the distance from the scientific and technological superi-ority of the West.
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				In the 1960s, the Concorde case – a supersonic passenger plane – was famous. In 1962, its first sketches were published, and soon afterwards, the Soviet designer Andrei Tupolev presented the TU-144 aircraft model. It was similar to the French-British plane, had similar performance and the dimensions of both planes matched almost to the centimetre. It was the result of an intelligence operation codenamed “Brunhilda”. Ever since word spread in the 1950s that Britain and France were working togeth-er on a supersonic jet project, Soviet intelligence services tried to learn as much as possible about the project through various activities. Thanks to the counterintelligence of Belgium and France, they manage to arrest those involved in this action, the Dresden engineer Herbert Steinbrecher, and have Sergei Pavlov, the Parisian representative of Aeroflot, expelled, but the Soviets still copy the Concorde in detail.

				At the Bourget Air Show, after the Concorde demonstration flight, a Soviet test pilot takes off on the TU-144. As he approaches for landing, he lifts his plane once again to take off vertically upwards. Then, at an altitude of several hundred metres, the Soviet machine breaks in the air and falls to the ground, burning. Most likely, the cause of the disaster was a technical failure of the fuel system, which the Soviets had problems with. The plane also allegedly had other irremediable defects, which can be explained by “…a successful ruse of British counterintelligence: incor-rect data was included in the photocopies ‘intended for Moscow’”222.

				During the Stalin era, the United States and its allies could only con-duct intelligence penetration by organising reconnaissance flights along the borders of the Soviet Union, releasing camera balloons over its terri-tory, or sending spies there. None of the methods were effective – planes were shot at and sometimes shot down, balloons were blown away by the wind, spies were arrested and sent to prison, and often to the executioner. The Soviet Union under Stalin remained a closed country, opaque to out-side observers. However, Khrushchev’s strategy was completely different from the previous one and consisted in scaring all Western countries with long-range missiles, which in reality Russia did not yet have. Khrushchev also did not agree to the allied “open sky” project, which involves mu-
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				tual flights of spy planes over enemy territory. As a result, in mid-1956, American U-2 spy planes made the first intelligence flights without per-mission directly over Moscow and Leningrad, taking excellent quality photos from a ceiling much higher than the range of Soviet fighters and anti-aircraft missiles223. Other strategic reconnaissance flights were so-called “overflights”. Throughout the Cold War, the “Peacetime Air Re-connaissance Programme” was carried out, conducting reconnaissance flights along the dangerous outskirts of the Soviet and Chinese empires. The machines performing these flights were called “ferrets” because they suffered losses from the very beginning224. The only U-2B aircraft piloted by Francis Gary Powers was damaged by the Russians with missiles on May 1, 1960. After ejection and landing on the ground, the pilot was cap-tured near the crashed plane. Because Powers could not complete the last task of blowing up the plane in the air, the crashed machine ended up in the hands of the Soviets, along with a camera proving the nature of the mission. After the Russians used the fact for propaganda purposes, the pilot was imprisoned and then exchanged for a Soviet spy and returned to the United States225.

				When the Soviets acquired missiles that could easily shoot down ferrets, American strategic reconnaissance was conducted not only by manned aircraft, but also by satellites, balloons, and remotely piloted vehicles (RPVs). A typical Cold War reconnaissance mission involved collecting information about military developments, a secret command, communi-cations network, and monitoring the activity of naval bombers and bal-listic missile launchers. For the Russians, strategic reconnaissance was less important. Rather, they focused on maritime intelligence missions flown by Tu-16 and Tu-95 bombers known as “bears” to observe NATO 
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				exercises226. The Soviets never attempted to overfly the US. The Ameri-cans never shot down a Soviet spy plane even when it came dangerously close to the continental United States227. However, the U-2 planes did not end their reconnaissance career, as they were transferred and carried out reconnaissance flights over the territory of Latin America. Among other things, they confirmed the presence of Soviet missile bases in Cuba. As a result of diplomatic actions, the missiles were withdrawn from Cuban territory, but a spy centre near Havana remained there, which they used to monitor American communications until 2002228.

				Satellite reconnaissance and other intelligence advances have also helped make major wars a thing of the past, making them harder to start unexpectedly and impossible to fight in secret. The first American satellite programme deployed was a project codenamed “Corona”. The satellites used could observe an area with a radius of over 300 kilometres, but the resolution of the photographic images taken was much worse than from U-2 aircraft, which resulted in the employment of additional specialists to read them. Since then, the CIA has successfully tracked the develop-ment of each Soviet branch. The agency was able to recognise military equipment at the production stage and predict the date of its introduction into service229.

				However, the Cold War was not only fought at the border between two hostile camps, it also involved preparing their areas for possible armed conflicts. In France, Italy, and the Benelux countries, in order for the public to accept the United States’ interference in their security, information was spread that, as part of the defence, an army of merce-naries, operating under the patronage and paid by the CIA, had spread throughout Europe230. About partisan centres, about courses in the use of explosives, about a special disinformation school at a NATO base, where 
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				even French officers were trained. All this propaganda and the actions supporting it were done against the resurgence of communist and leftist groups. There was even an organisation called “Gaido” (Sword), which was entirely financed and directed by the CIA. The best people were cho-sen, true patriots and anti-communists, who were to devote their lives to it. All members of the “Sword” were trained by Americans, who taught them various ways of surviving in difficult conditions, armed combat, sabotage, including political sabotage, and especially how to conduct in-telligence activities in times of peace and war. They were paid very well, and in case of their death, their children were provided with education in the United States. In case of a Soviet invasion, they were to support the army in combat. Their main task in peacetime was to prevent communist parties from taking power231.

				The Cold War and the possession of nuclear weapons meant that it can be remembered as a period during which military power, which in recent years, had been the basic determinant of “superpower status”, ceased to be so. The nations of not only divided Europe, but also Asia, the Middle East, Africa, Latin America, and other regions had to adapt to this new strategic reality232. In 1990, the Warsaw Pact, a military and political alliance of the USSR and the socialist countries of Eastern Eu-rope, collapsed. Then, at the end of 1991, the Soviet Union itself col-lapsed233, although its armed forces and even its nuclear arsenal were unscathed. Technical progress together with the culture of caution, which prevailed over ideology, caused the meaning of the word “power” to change in 1945–1991. At the end of the Cold War, the ability to fight no longer guaranteed states influence or even survival in the interna-tional arena234.
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				2.5. The Beginning of the 21st Century

				The past time, due to the enormous competition between opposing se-cret services and therefore unlimited resources to achieve the assumed goals, contributed to the design and use of the latest espionage technol-ogies, operational equipment, and methods of operation. A very sig-nificant change took place in the way of conducting intelligence com-munications, devices and the way of documenting and preparing the obtained espionage materials, which further camouflaged the activities of the agents. The time of the second half of the 20th century and the beginning of the 21st century should be divided into three basic periods closely related to the conduct of intelligence activities and the use of operational technology.

				The first period begins when very aggressive and success-hungry spe-cial services of three newly established countries enter the intelligence game: Israel with its Mossad – Institute of Intelligence and Special Tasks235, Aman – Military Intelligence Agency236, and Shin-Bed – Security Ser-vice237. The remaining two states were created from the divided German state into: the Federal Republic of Germany (FRG) with the following ser-vices: Bundesnachrichtendienst – Federal Intelligence Service (BND) and Bundesamt fur Verfassungsschutz – Federal Office for the Protection of the Constitution (BfV), countries closely cooperating with the Western bloc associated with NATO and the German Democratic Republic (GDR) with the main service Ministerium für Staatssicherheit – the Ministry of State Security of the German Democratic Republic (Stasi)238, cooperating with its Eastern Bloc principals remaining in the structures of the War-
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				saw Pact. On August 13, 1961, the GDR authorities unexpectedly started building the Berlin Wall.

				After the division of Germany, the BND was created based on Raein-hard Gehlen’s organisation and the intelligence achievements of the Third Reich and begins to function properly. However, at the beginning, its ac-tions are mostly limited to helping its Western principal in organising the proper life of Western Europe, with as many of its citizens as possible, even those who had to stay on the other side of the Berlin Wall. The spe-cial services remaining in the western part looked at communist groups and opponents of the newly established German democratic state with great reluctance239, using a number of technical means. According to offi-cial data, in 1990, only 2,494 telephone conversations were tapped in Ger-many, and in 2003, 24,441. But these are cases that the judges have given their consent to. In addition, the German secret services eavesdropped on conversations that were not reported to government data protection representatives240. However, the Stasi, after obtaining appropriate train-ing and support from the fraternal Soviet secret services, began an un-compromising, brutal fight to protect communist ideas. Berlin, both its eastern and western areas241, became the main arena of espionage activ-ities. In his actions, the head of the Stasi, Markus Wolf, used numerous means of surveillance of his opponents and his own citizens. His terror apparatus used without restrictions a whole range of techniques, includ-ing extensive eavesdropping242, viewing, and observation. Correspon-dence was constantly monitored – letters, faxes, telexes, messages – small messages, of which photocopies were always made243. The order of the 
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				day was a provocation called inspiration, placing female and male pros-titutes244, using operational traps, even eliminating them245, chasing po-tential escapees246, and, above all, using special agents, wiretapping and surveillance, surveillance of prisoners in their cells. “White torture” was always used, ruining the inmates’ psyche247. For the needs of the party service and power, the largest archive and operational file was created concerning people or phenomena that are or may be of interest to the Sta-si in the future248. The GDR was one of the few at that time to have a scent department, where scent traces of people under surveillance were stored in tightly closed jars. However, the most perfidious actions used by Wolf Markus were exchanging and selling East German citizens for very large salaries to his opponents from West Germany. However, the money ob-tained for this was spent on purchasing better and newer equipment for surveillance and paying the agents249. According to the available materials of the Gauck Office (former President of the Federal Office for Stasi Files, current President of the Federal Republic of Germany), the GDR secret services not only directed their operational interest to the West, but also collected information about their neighbours from the East, including about the Polish People’s Republic, the attack on Pope John Paul II and the Roman Catholic Church. The Germans sold most of the information obtained to the headquarters in Moscow for appropriate remuneration250.
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				In the case of the Israeli secret services during this period, their activ-ities were mainly aimed at protecting the security of their young country from their neighbours (Arabs from Islamic countries), and at bringing former Nazi dignitaries to account for their past. The main task of these services is to achieve the full assimilation of the Jewish diaspora in a safe state of Israel. To confirm the effectiveness of protection, one of the ac-tions carried out by Mossad using observations, wiretapping, previews, correspondence control, operational traps, and extensive cooperation with the American and West German services, consisting in finding, kid-napping, and bringing to an Israeli court one of the main Nazi criminals, Adolf Eichmann. The entire action was carried out successfully and the war criminal was sentenced to death, which was carried out by hanging, burning his body, and his ashes were scattered in the no-man’s waters of the Mediterranean Sea251.

				One of the largest political eavesdropping cases at that time was the Watergate scandal, which took place on June 17, 1972, and involved a group of five plumbers breaking into the premises of the national com-mittee of the Democratic Party at night, located in a luxury apartment hotel complex called “Watergate” in Washington. As it later turned out, they were not workers or burglars but employees of the Special Investiga-tions Section of President Richard Nixon’s office. The aim of the action was to wiretaps and photograph documents. Ultimately, the exposure of the burglary led to the arrest and conviction of the burglars, and to Pres-ident Nixon’s resignation from office252.

				The second discussed period begins when the world’s major powers, the US and the USSR, in order to help others and as security gendarmes in the world, start looking for influence in new territories. We are talking about wars in Vietnam, Cambodia, Laos, Iran, the Balkans, Afghanistan, 
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				Chechnya, Kuwait, Iraq, and all the regional skirmishes, coups in Cuba, the Philippines, Thailand, Chile, and Nicaragua253. Each country joining the war or helping to achieve a political change in a given country must take into account the costs incurred in a given operation. Such expens-es always include amounts transferred to special services operating both in the country and the area concerned. American, Russian, British, and Israeli intelligence services must always provide their principals with in-formation supporting the validity of a given undertaking, determining the prospects for winning – achieving both military, economic, and po-litical goals. Currently, there is no armed conflict or coup without the interference of foreign services. When doing so, intelligence agents use various available and rather state-of-the-art technical means that can ob-tain valuable information, document a fact, or even eliminate a potential opponent. They are the ones who encourage changes, finance the activ-ities, or provide weapons to groups of people who are opponents of the system in a given country. Do they always do it charitably and selflessly? Well, each participation of countries in foreign wars far from their home-land brings multiple benefits: 1. Checking the usefulness of their special services, both military and civilian, on the battlefield and behind enemy lines. 2. Gaining an appropriate political position in the world. 3. The possibility of using old military resources – older weapons stored in ware-houses, which results in the resumption of production, and therefore the operation of factories and work for people. 4. Testing in reality modern battlefield technologies that cannot be fully tested in laboratory or train-ing ground conditions. In Cambodia and Vietnam, napalm bombs and special sensors thrown onto enemy territory were tested, informing the Americans about the enemy’s presence. In the Balkans, graphite bombs were tested, which paralysed power plants and all electrical devices, in Iraq, chemical weapons that eliminated only people without destroying infrastructure and military equipment, and in Afghanistan, cumulative 
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				bombs that reached the depths of the earth and exploded at the appropri-ate depth. 5. The most important thing was to gain appropriate influence with the future rulers or rulers in a given country. Which will definitely pay off later. There is an old saying that “you do not give anyone any-thing for nothing”254. Unfortunately, in these emerging armed conflicts, the intelligence services of world powers, as part of bad competition, did not always officially support the opposing side in advisory, political terms or arm it. However, who will win in this silent secret war will surely be determined only by history.

				The third period of operations carried out by the intelligence services of various countries begins in 1981–1990, after the political and politi-cal changes in Poland, the fall of the Berlin Wall and the GDR state255, the bloody coup in Romania256, and the dissolution of the Eastern Bloc, including the Soviet Union257. Most of the countries of the former East-ern Bloc, previously part of the Warsaw Pact, now becoming democratic countries, join alliances with Western countries, receiving the guarantee resulting from the community with the European Union and the North Atlantic Treaty Organisation.

				Even though the world was already organised and striving for peace, nothing could stop the machine of operational and intelligence activities carried out by international rivals.

				One of the greatest successes of the Russian KGB secret services258 was (as the Russians call it a “nugget” – an agent who volunteered to cooper-ate) recruiting SIS officer George Blade (real name Behar). As a cynical double agent with a personal “enormous charm that captivated not only women” with his espionage activities, as he wrote in his diaries, he “ex-posed” over 40 Anglo-Saxon agents operating in the Soviet bloc. It was he 
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				who provided the Soviets with information about the construction and operation of the tunnel in Berlin as part of the case code-named “Gold”. The British court in this case announced a sentence of 41 years’ impris-onment – for each exposed spy in the dark. However, after six years, he managed to escape and his whereabouts are still unknown259.

				In 1992, an agent called the “mole king” – CIA officer Aldrich – was exposed and tried in the USA. Ames. As a counterintelligence expert, for appropriate remuneration he provided the names of all agents operating in the American network targeting Russians. Of the thirty spies betrayed by Ames, half died immediately, while others were successively elimi-nated. For nearly twenty years, the Russian spy not only informed about foreign agents, but also provided his principals with large amounts of se-cret documents, for which he received a very large fee. His carelessness in spending money betrayed him: an expensive house, a Jaguar car, the best restaurants, and shopping in expensive stores. A secret search of the house was made and listening devices were installed. From the obtained tapes, the FBI learned that a husband and his wife were arguing about spying, whether to hand over the materials today or at another time. The crowning evidence confirming the espionage profession of the Ames family was the seizure of a garbage bin into which were thrown: a used original typewriter tape thanks to which a letter written to the newly es-tablished Russian intelligence services after the collapse of the USSR was recreated. According to FBI sources, throughout the Ames surveillance operation, more than fifty people were used daily for continuous surveil-lance, and many other agents were involved in various other activities260.

				It is known that the secret services act unscrupulously, using all possi-bilities and means to achieve the intended goal. Sometimes, they have no choice: to cover their tracks, remove inconvenient witnesses or traitors, 
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				they use one of the most brutal elimination traps. Such opponents were most often killed using bombs or shooting at them. However, the most sophisticated method of elimination is poisoning. There are quite a lot of such cases at the turn of the century, but the most spectacular were: the killing of two dissidents significant in world politics, in the same city of London, but in different periods of time. In 1978, the KGB demonstrated its sinister power by killing the prominent Bulgarian intellectual Georgi Markov on Waterloo Bridge in London. As the dissident passed a man on the bridge, he felt a sharp sting in his right thigh, followed by a short, stab-bing pain. Turning around, he noticed the man picking up an umbrella and quickly walking away from him. He died in hospital despite intensive care. The autopsy showed that at the injection site, a tiny ball with holes was found, containing remnants of castor extract (ricinus) – one of the strongest poisons, the grain of which can cause fatal poisoning in about 30,000 people261. The following people were also fatally poisoned: Ivan Kivelidieg, president of the Business Round Table of Russia, Anatoly Sobchak, candidate for president of Russia, and Yuri Shchekochikh-in, deputy of the State Duma262. However, an officially known case of ruthless action this time by the new Russian special service, the Fed-eral Security Service of the Russian Federation (FSB, Russian Federal service lack of passion Russian Федерации, ФСБ)263 was the poisoning of a retired colonel of the KGB and FSB, a Russian, Alexander Walte-rowicz Litvinenko. The reason for the hostility of the services towards Litvinenko was the betrayal of the greatest secrets regarding the dis-closure of the order given to him to murder Boris Berezovsky, and the disclosure of actual information regarding provocative bomb attacks prepared and carried out by FSB agents in Moscow and Volgodonsk, for which the Chechens were held responsible, which was the basis for the resumption of the Chechen war264. Despite emigrating to England, 
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				as Litvinenko said, President Putin’s hand caught up with him in Lon-don. On November 1, 2006, while investigating the death of Anna Polit-kovskaya, Litvinenko suddenly developed symptoms that could be at-tributed to poisoning. Earlier, Litvinenko had lunch at a London sushi restaurant Itsu with his Italian friend Mario Scaramella. There was also information that before this incident he met Andrej, a friend from his time working at the FSB Lugovoy and an unknown person introduced to him as Vladimir, who was taciturn but insisted on drinking a cup of tea. After this incident, Litvinenko was taken to hospital in a state of severe poisoning. Despite the doctors’ efforts, he died on the night of November 23/24, 2006. An autopsy revealed that the weakly radioactive but highly toxic isotope polonium 210 was found in Litvinenko’s body. According to Russian mass media, Litvinenko was killed by the interna-tional mafia with the consent of the British secret services265.

				It is difficult not to mention the church secret services that have been operating very dynamically for a thousand years. The Catholic Church and its leaders – the popes – have always cared about up-to-date informa-tion even in every area of life. They did not shy away from social, cultural, political, economic, military knowledge and, above all, about other reli-gions. The history of espionage in the Vatican shows how to properly use knowledge obtained in various available ways, starting from permanent secret and open conversations (community interviews, among others, during “pastoral visits”), ending with wiretapping, surveillance, without avoiding operational traps, correspondence control and conducting the most absorbing means, which is the observation of people or phenomena that may be of interest to the church. There were periods in the function-ing of the Church when, for the sake of a given idea, people went as far as eliminating inconvenient popes or other opponents from life. The Church always had an appropriate prescription on how to act at a given time (the 
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				period of World War II – tolerating the behaviour of the Nazi Reich266, or the attitude towards the communist movement, the Jewish nation, Mus-lim countries, Asia, and the people of Latin America)267. It should be em-phasised that the administration of the Catholic Church, despite the ups and downs of gaining new believers and therefore influence in a given area, as well as the downfalls related to a number of various scandals, ranging from banking and mafia scandals to the promiscuity of priestly life and even paedophilia to this it has always been able to overcome all problems unscathed268.

				Taking into account the uncompromising methods of operation using a number of secret, influential agents familiar with various areas of life in the world, the global and total scope of interest, the means of operational technology used as well as the collection of a huge archive of information obtained, it is said that the largest intelligence and counterintelligence is the Brotherhood of Opus Dei (Work of God)269. It was established in 1928 in Spain, appointed by Josemaría Escriva de Balaguera. Both men and women can join the brotherhood. The entire activity is based on the creation of open structures – monasteries and clandestine agents have a great influence on the political, economic, military, and social life in various countries around the world. This organisation, through its nu-meraries with various degrees of initiation depending on the way of serv-ing God, collect a number of important information or use their influence through special means to achieve the set goal270. Their service includes, 
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				among other things, helping selected people with promotions, granting special loans, making appropriate decisions, and advising on any problem affecting people. They can use a whole range of operational techniques, including observation, surveillance, and eavesdropping, “White Intelli-gence”, operational traps, and correspondence surveillance. They do not refrain from blackmail, seduction, taking over banks, and dealing in large amounts of money271. Members of Opus Dei, acting as lay people and ordinary citizens, can undertake activities in countries such as Chi-na, North Korea, or Saudi Arabia, where Christian proselytism is either banned or severely combated272. However, the greatest groundwork is car-ried out when organising missionary meetings for children, students, and adults of various social classes, during which matters of everyday life, the socio-political situation, as well as the initial selection of later members of the Brotherhood are discussed. In the initial period of the Work, the Catholic Church approached it with great distance, but at the same time, benefited from his knowledge and information achievements. Their secret archival resources (partially stored in the Vatican) with all the informa-tion obtained have always helped those in need in solving specific, not only spiritual, endeavours273. In 1975, by decision of Opus Dei, a person-al prelature with international scope was established under the name of “Holy Cross and Opus Dei”274. However, it was only during the pontifi-cate of the Pope that John Paul II was beatified in 1995, and in 2002, the founder of this movement, Josemaria, was canonized Escrivá. Pope John Paul II presents the Opus Dei prelate with episcopal consecration. He ap-points twenty members of this movement to high Vatican and Church offices. A total of 2,659 members of Opus Dei were employed in Vatican during the pontificate of John Paul II. According to available statistics (as of 2004), there were over 85,000 secret members in this movement. 
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				Among them were 98% of lay men and women, most of them married, and 2% of priests. Members of Opus Dei could officially operate in 68 countries around the world under the patronage of the Roman Catholic Church, not limited only to Catholic denominations and people remain-ing in this faith275.

				Not to be overlooked are other environments that also use operational technology to achieve their intended goals. Unfortunately, these include all kinds of terrorist groups, organised crime, and mafia-type crime. Nowa-days, even criminals do not conduct any activity without proper technical intelligence. Mafia bosses and terrorists, even petty criminals, commonly use wiretapping and surveillance of an object or person they are inter-ested in. They do not shy away from using pyrotechnic traps to eliminate the enemy permanently or temporarily, they surveil correspondence, and, above all, they corrupt government officials and bribe normal people. Re-cent history easily shows us such people, starting with the Red Brigades group, which carried out many attacks on Italian dignitaries for political reasons. Their most spectacular action was the kidnapping and murder of former Italian Prime Minister Aldo Moro in 1978276. Italian and Ameri-can mafias and international criminal groups have always liked to have operational information, which they most often received for grants (cash payments, material benefits) received most often by politicians, judges, prosecutors, and policemen. They received such illegal gratifications for various help from providing information, turning a blind eye to minor matters: prostitution, alcohol trade, running illegal gambling casinos, and dirty ones related to drug and human trafficking and murder. Very often, these groups use their premises to surveil customers using wire-tapping and surveillance277. Unfortunately, the operational technique was used several times in the preparation of various attacks. One of them was 

				
					
						275	Ludzie z Opus Dei, http://opusdei.pl/pl-pl/article/osoby-z-opus-dei (accessed on: Septem-ber 27, 2014).

					
					
						276	J. Ambroziewicz, Aniołowie Śmierci, Wydawnictwo Książka i Wiedza, Warsaw 1988, pp. 122–123, 205–211, 218–219; K. Karolczak, Encyklopedia Terroryzmu, Oficyna Wy-dawnicza SPAR, Warsaw 1995, p. 164.

					
					
						277	C. Sifakis, Mafia amerykańska encyklopedia, Wydawnictwo Prac Naukowych Universi-tas, Kraków 2007, pp. 212–213, 366–367, 387–388; R. Saviano, Gomora podróż po impe-rium kamorry, Wydawnictwo Czytelnik, Warsaw 2009, pp. 142–148, 181–187.

					
				

			

		

	
		
			
				Evolution of the Use of Operational Technique

			

		

		
			[image: ]
		

		
			
				199

			

		

		
			
				the assassination attempt at Pope John Paul II by Mehmet Alii Ağcy of a Turkish assassin, a member of the Gray Wolves group, who on May 13, 1981 in St. Square. Peter in Rome shot the Pope twice, wounding him in the stomach and hand. The Gray Wolves group led by Abdullah Çati, as well as the Bulgarian and Russian special services, were responsible for the preparation278. We cannot forget about one more person whose activ-ities are professionally related to operational techniques. Ilich Ramirez Sánches, known around the world as “The Jackal”, “Carlos”, and “The Red Terrorist”, is one of the most effective paid killers – a killer carrying out assigned tasks. It is said that his clients were almost all secret services, from the Stasi, KGB, CIA, MI-6, Mossad, Palestine, Sudan, and Libya. He often joined guerrilla or national liberation fights, but he did not shy away from killing normal people who were accidentally at the wrong time and in the wrong place. Despite many accusations and a long search by most countries around the world, Carlos remained elusive. However, he was betrayed by his comrades, kidnapped, and tried by a French court. He is currently officially in prison in France, but in fact he is under house arrest in his villa in Algeria279.

				However, the biggest problem for the whole world was a Sunni organ-isation using terrorist methods called Al- Qaeda. It began its activity in Afghanistan to oppose the Russian invader of this mountainous, poor country280. Under the leadership and personal financing of Osama bin Laden, it evolved into an international terrorist organisation281. The main target of the organisation was the United States of America, its allies and infidels. The largest terrorist acts committed by this group include the attack on the embassies in Nairobi and Kenya, the damage to the de-

				
					
						278	S.J. Spignesi, Na celowniku…, pp. 96–98; (R.C.); S. Trahair, Czarna…, p. 87.

					
					
						279	J. Follain, Carlos Szakal Czerwony Terrorysta, Wydawnictwo Alfa, Warsaw 1999; R. Fali-got, R. Kauffer, Służby…, pp. 706–709, 458–760; R. Kauffer, Komunizm a terroryzm, [in:] Czarna księga komunizmu. Zbrodnie, terror, prześladowania, eds. S. Courtois, N. Werth, J. Panné, A. Paczkowski, K. Bartosek, J. Margonin, R. Kauffer, P. Rigoulot, P. Fontanie, Y. Santamaria, S. Boulouque, Wydawnictwo Prószyński i S-ka, Warsaw 1999, pp. 332–338.
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						281	Kulisy…, ed. Z. Fonik, pp. 184–185; L.A. Villamarin Aulido, Sieć Al.-Kaida, Wydawnic-two Wołoszański, Warsaw 2008, pp. 102–119; D. Farah, Krwawe diamenty. Tajna sieć finansowania islamskich terrorystów, Wydawnictwo M, Kraków 2007, pp. 162–171.
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				stroyer USS Cole in Yemen, the attack on the Word Trade Centre and the Pentagon in New York on September 11, 2001, where 2,973 people died, and the bombing on the railway station in Madrid, where 191 people died, and subway and public transport bombings in London, where 52 people died282. As part of the operation codenamed “Neptune’s Trident”, American special and operational services in Pakistan shot the leader of Al-Qaeda, Osama bin Laden. However, the activities of this group were not stopped, and members began trying to obtain super-secret weapons of mass communication283 and mass destruction: chemical, biological, and nuclear284. Unfortunately, currently most of the Al-Qaeda fighters have joined the self-proclaimed Islamic State, which, while conquering parts of Iraqi and Syrian territories by force and terror, is destroying everyone and everything that is not related to Islam, calling the fighters to a holy war with the West285.

				Apart from this tragic information about the brutal functioning of the Islamic state, the first half of the 21st century began rather without re-strictions in terms of the use of operational techniques by spies, agents, and ordinary people. There were no geographical or material barriers. Most often, wiretapping, surveillance, “White Intelligence”, and technical innovations such as the Internet in its cyberspace were used286 to achieve the designated goals. The main directions of the collected information 

				
					
						282	G. Berntsen, R. Pezzullo, Kryptonim Jawbreaker. Polowanie na Osamę bin Ladena, Wy-dawnictwo Sonia Draga, Katowice 2006.

					
					
						283	J. Adamski, Nowe technologie w służbie terrorystów, Wydawnictwo TRIO, Warsaw 2007, pp. 91–111; J. Elsässer, Jak dżihad przybył do Europy. Wojownicy boga i tajne służby na Bał-kanach, Warszawskie Wydawnictwo Literackie Muza SA, Warsaw 2007, pp. 240–242.

					
					
						284	I. Witkowski, Supertajne bronie Islamu miało zacząć się od Manhattanu, Wydawnictwo WIS-2, Warsaw 1999, pp. 22–59, 88–107; K. Langbein, Ch. Skalnik, I. Smolek, Bioterro-ryzm, Wydawnictwo Muza SA, Warsaw 2003; K. Alibek, Bronie bioterrorystyczne, [in:] Superterroryzm biologiczny, chemiczny i nuklearny. Ataki chemiczne bronie bioterrory-stów zagrożenie nuklearne dokumenty, eds. Y. Alexander, M. Koenig, Dom Wydawniczy Bellona, Warsaw 2001, pp. 35–37; M. Koenig, Terroryści już nuklearni, [in:] Superterro-ryzm…, pp. 44–48.

					
					
						285	M. Wilgocki, Członek Al.-Kaidy deportowany z Londynu do Jordanii, “Gazeta Wybor-cza – Świat” July 8, 2013, p. 10.
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				are: the latest technologies – in the field of economic intelligence287 aimed at the Chinese (Asian) market, secrets of international organisations288, the fight against international organised crime trafficking in weapons, drugs, radioactive materials and people, the fight against terrorism289, in particular arising based on the self-proclaimed Islamic State, and having appropriate political and military knowledge regarding the aggressors of the territories of other countries: Georgia or Ukraine.

				In these cases, in addition to the military sides involving military actions carried out by various coalitions of allied countries (airstrikes against the new Islamic state), there are propaganda parts. Currently, most of the materials obtained or the detection of the use of operational techniques are publicised in the mass media. Some of the most spectacu-lar such stories revealed were:

				The Slovak wiretapping scandal of 2001 broke out when official information was provided by the head of the Slovak Information Service (SIS) about wiretapping of politicians from both the ruling and opposition camps. However, it was not specified which politi-cians were wiretapped and during what period. The whole matter was “swept under the carpet”290.

				The US wiretapping scandal in 2005. After the attacks of Septem-ber 11, 2001, which took place, among others, on the Word Trade Centre in New York, President Bush announced that the National 

				
					
						287	G. Łyś, Tajemnice po rozsądnych cenach, “Rzeczpospolita – dla firm” December 29, 2011, p. F8; G. Michniewicz, Michniewicz, Przepis na kancelarię tajną, Magazyn Za-rządzania Biznesem “CSO” 2007, no. 1, pp. 12–16; J. Larecki, Wielki leksykon…, p. 661; M. Rozwadowski, Ochrona strategicznych informacji w przedsiębiorstwie z wykorzysta-niem kontrwywiadu gospodarczego, [in:] Wywiad i kontrwywiad gospodarczy wobec wy-zwań bezpieczeństwa biznesu, eds. J. Kaczmarek, M. Kwieciński, Wydawnictwo TNOIK Dom Organizatora, Toruń 2010, pp. 273–281; P. Schweizer, Szpiedzy wśród przyjaciół. Jak sojusznicy wykradają Amerykanom tajemnice technologiczne, Wydawnictwo Książ-ka i Wiedza, Warsaw 1997, pp. 13–30; B. Martinem, Y.M. Marti, Wywiad…, pp. 40–49, 304–307.
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						289	M. Evans, Szef brytyjskiego wywiadu ujawnia tajemnice firmy, “The Times”, reprint by “Dziennik Polska -Świat” January 9, 2009, p. 11.
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				Security Agency (NSA), the service that had previously been en-gaged in eavesdropping on telephone conversations and e-mails around the world, had also started spying on Americans at home. After such an unfortunate television appearance, an investigation was initiated, which has not yet clarified the case291.

				As reported by the German press “Berliner Zeitung” in 2008, the BND foreign intelligence service had been eavesdropping on the conversations of German journalists talking to the Ger-man Rudolf Blechschmidt, kidnapped by the Taliban, for at least a year. Earlier, it came to light that the BND had been reading the e-mails of German journalist Susane for half a year Koelbl residing in Kabul. The services suspected the reporter of contact with the Afghan Minister of Trade and Industry. A special Tro-jan spy program was installed on his computer. The Bundestag’s committee for secret services became interested in the whole matter because, according to MPs, the BND was already in the 1990s under surveillance of journalists writing critically about the secret services (officially to discover which of the agents was an informer)292.

				Sexy agents spy even on EU officials 2009. As specialists from Brus-sels and Strasbourg claimed, agents of foreign countries or large corporations are increasingly stealing top secret EU information. Young attractive women are used for such activities. When the victim swallows the erotic hook, they steal the documents unno-ticed. High-ranking EU representatives were and still are among those most at risk of intelligence penetration (an example of which is Javier Solana, former commissioner for foreign policy). The ease of obtaining confidential documents from these institutions re-sulted in the emergence of intelligence networks of the most active agents from Russia and China on this market. After the interven-

				
					
						291	T. Zalewski, Bush: podsłuchujemy obywateli dla ich dobra, “wp dziennik” January 2, 2006, http://wiadomosci.wp.pl/kat,1356,title,Bush-podsluchujemy-obywateli-dla-ich--dobra,wid,8138549wiadomosc.html?ticaid=113902&_ticrsn=3#czytajdalej (accessed on: October 3, 2014).
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				tion of the EU services, every person working within the EU had to read a special document discussing the entire case293.

				Spying in F1 before the 2009 Spanish Grand Prix. Almost every Formula 1 team hires its own spies who observe opposing teams, making extensive documentation of photos and descriptions of the cars presented in the new season. The obtained material is analysed and checked in wind tunnels, which allows for making changes to a vehicle or competition tactics294.

				In 2010, the FBI arrested eleven deeply conspiratorial Russian agents operating in various state structures. The intelligence com-munications used to contact principals varied greatly. Some wrote secret notes to the headquarters, others used instant transfer of material (BPM) to a courier or officer in charge. The only unac-ceptable similarity was the use of identical orange bags. The most advanced method used was contact via a closed Wi-Fi network. This meant that for a few minutes, computers logged into this net-work could exchange data without any problems. It is known that the network has been under surveillance since Bill Clinton’s pres-idency. FBI agents followed them under surveillance and bugged their homes and phones. The detained Russian agents were con-victed of espionage, and for Barak Obama it was another proof of the sincerity of the cooperation between the two powers295.

				The scandal in the British tabloid came to light in 2011. Dark clouds gathered around the sensational newspaper “News of the World”, as journalists were accused not only of eavesdropping on murder victims, politicians, and celebrities, but also of describ-ing the obtained materials in their newspaper. It turned out that the newspaper also paid for information and to turn a blind eye to police officers, and commissioned the hacking of information from the mobile phones of the families of soldiers killed in Iraq. 
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				According to the police, the scandal lasted about ten years and involved over 4,000 victims. As a result of such proceedings, the newspaper was closed and its host and journalists will be held ac-countable in court296.

				The scandal of US whistleblower Edward Snowden. Former ana-lytical employee at the American National Security Agency NSA, who, after escaping from the US to Russia, revealed several hun-dred thousand confidential, secret, and top secret NSA documents to the press. The transfer of such an amount of documents is con-sidered the largest data leak in US history. Thanks to the infor-mation disclosed by Snowden, information came to light about, among others, PRISM – a surveillance program run by the NSA, which involves large-scale monitoring of, among others, e-mail accounts, VoIP telephone connections, and all information con-tained in social networking sites. Currently, Snowden has three years of asylum in Russia, but he is still wanted by the US authori-ties on charges of revealing state secrets and espionage297.

				In 2013, the German newspaper “Der Spiegel” revealed that for ten years, Chancellor Angela Merkel’s mobile phone had been con-stantly tapped, even by the allied secret services. According to in-formation obtained by the newspaper, the Chancellor has been on the list of objects subject to surveillance by the US National Security Agency (NSA) since 2002. The operation was to be per-formed by the Special Collection Services (SCS) unit, which has a branch on the premises of the US Embassy in Berlin. Barack Obama knew about the eavesdropping since 2010 and ordered it to continue. This information has disturbed US allies, who fear that they may also have been wiretapped, violating their internal laws and mutual trust298.
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				Another problem in American-German relations that appeared when a BND employee carrying out tasks for the United States was arrested. According to information, during the period of co-operation between 2012 and 2014, he provided 218 documents regarding the committees of the German Bundestag, including three related to the work of the wiretapping committee, for which he received appropriate remuneration299.

				As history shows, the unprecedented career of using operational techniques at the turn of the century has always attracted the interest of mutual opponents. Which means, how they were used and by whom depended more on technological progress in a given period of human life and less on the economic side. There was always money for this so that the authorities could collect information about their neighbours, opponents, and their own society, and society tried to surveil each oth-er. This chapter does not present the use of technological means in the aspect of Poland after World War II because this issue will be discussed in the sixth chapter.
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				Chapter 3. Application of Operational Technique in the Light of Council of Europe Standards

				3.1. Operational Technique in the Light of the Evolution of the Council of Europe’s Axiological System

				The Council of Europe (CoE), whose operation is based on the Statute adopted in London on May 5, 19491, is one of the oldest international European organisations. It is also called “organisation of values”2. Its spe-cial mission is considered the implementation of democratic standards by seeking compromises and building consensus3.

				Undoubtedly, the term “organisation of values” refers to the fact that its interests include, in particular, values such as democracy, the rule of law4, and the protection of human rights, and it also speaks in the con-text of its very characteristic postulate of abolition of the death penalty5 

				
					
						1	ETS, No. 1, https://translate.google.com/translate?hl=pl&sl=en&u=https://www.coe.int/web/conventions/full-list/-/conventions/treaty/001&prev=search (accessed on: October 15, 2017); Wybór konwencji Rady Europy, Wydawnictwo Naukowe PWN, Warsaw 1999, p. 13; Z.M. Klepacki, Rada Europy 1949–1991, Wydawnictwo Totus, Białystok 1991, p. 19; J. Ko-walski, Z. Ślusarczyk, Unia Europejska: proces integracji europejskiej i zarys problematyki instytucjonalno-prawnej, Polskie Wydawnictwo Prawnicze Iris, Poznań 2006, p. 168.

					
					
						2	J. Jaskiernia, Rada Europy jako „organizacja wartości” [in:] Wyjaśnienie polityki, eds. J. Błuszkowski, J. Zaleśny, “Studia Politologiczne” 2010, vol. 17, p. 178.

					
					
						3	A. Macmuellen, Intergovernmental Functionalism? The Council of Europe in European Integration, Journal of European Integration” 2004, no. 4, p. 409; J. Jaskiernia, Council of Europe’s Activities in the Field of Setting-Up Constitutional Standards, [in:] Law in Greater Europe. Towards a Common Legal Area, Studies in Honor of Heinrich Klebes, eds. B. Hal-ler, H.Ch. Krüger, H. Petzold, Kluwer Law International, The Hague–London 2000, p. 22; J. Jaskiernia, Bezpieczeństwo demokratyczne jako wymiar bezpieczeństwa europejskiego, [in:] Polityka bezpieczeństwa na Starym Kontynencie, eds. T. Jarocki, W. Sokał, Wydawn-ictwo Adam Marszałek, Toruń 2010, pp. 87–88.
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						5	J. Yorke, The Right to Life and Abolition of Death Penalty in the Council of Europe, “Euro-pean Law Review” 2009, no. 2, p. 223.

					
				

			

		

	
		
			
				Chapter 3

			

		

		
			[image: ]
		

		
			
				208

			

		

		
			
				and protection of life6. A very characteristic goal in the CoE axiological system is “democratic engineering”. This is not about imposing standards on Member States, but about sharing experience and expertise7. This is especially about using experience and expertise8 to achieve the intended goals of establishing a pluralistic democracy based on human rights and the rule of law9. One such objective is the need to achieve “democratic cohesion” in the Member States.

				There is no doubt that the law of this organisation now largely con-stitutes the “pan-European legal space” and is an expression of the “Eu-ropean legal culture”10. An important problem in this connection is to recognise how the concept of law created by this organisation should be understood and what relationship it has to national law11. The stat-ute of CoE defines the basic premises of the axiological system of this organisation12.

				Its preamble clearly refers to the category of democracy and the rule of law, emphasising that the countries establishing this organisation confirm “their deep attachment to the spiritual and moral values that constitute the common heritage of their nations and the source of the principles of personal freedom, political freedoms and the rule of law, which constitute the basis of every true democracy”. The thesis that comes to the fore is that the “consolidation of peace based on justice and international coop-eration is of fundamental importance for the survival of human society and civilisation”. The statute points to the “spiritual and moral values that constitute the common heritage of their nations and the source of the 

				
					
						6	J. Jaskiernia, Tajemnica państwa i bezpieczeństwo narodowe jako przyczyny ograniczenia parlamentarnej i sadowej kontroli naruszenia praw człowieka w świetle prac zgromadze-nia parlamentarnego Rady Europy, [in:] Państwo prawa, parlamentaryzm, sadownictwo konstytucyjne. Pamięci Profesora Zdzisława Czeszejki-Sochackiego, ed. A. Jamróz, Wy-dawnictwo Temida 2, Białystok 2012, pp. 153–154.
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				principles of individual liberty, political freedoms, and the rule of law that constitute the basis of every true democracy”13.

				This system consists of a number of legal acts, the most important of which are:

				The Convention for the Protection of Human Rights and Funda-mental Freedoms, also known as the European Convention on Human Rights (the informal abbreviation ECHR is often used), which was opened for signature on November 4, 1950, and after obtaining the necessary ten ratifications, entered into force on September 3, 195314.

				Fourteen Additional Protocols (including Protocol 14 B) adopted from 1952 to the present, which specify, supplement and amend the ECHR. Protocols 15 and 16 are currently open for signature15.

				The European Social Charter, opened for signature in 1961, re-vised in 1996, guaranteeing a number of rights and freedoms re-lating to the social sphere16.

				European Convention for the Prevention of Torture and Inhuman or Degrading Treatment of 1994, done at Strasbourg on Novem-ber 26, 198717.

				The fundamental importance for the documents adopted by the Coun-cil of Europe is their legal nature18. These acts fall into two categories. 

				
					
						13	J. Jaskiernia, Rozwiązanie konfliktów jako przesłanka aksjologii europejskich organizacji międzynarodowych, [in:] My i oni, rola, miejsce i znaczenie konfliktów w polityce, eds. A. Kasińska-Metryka, R. Miernik, Wydawnictwo Uniwersytetu Humanistyczno-Przy-rodniczego Jana Kochanowskiego, Kielce 2010, pp. 20–21.

					
					
						14	C. Mik, Znaczenie postanowień EKPCz dla ochrony praw podstawowych jako ogólnych zasad prawa w UE, [in:] Ochrona praw podstawowych w Unii Europejskiej, ed. J. Barcz, C.H. Beck, Warsaw 2008, pp. 204–223.
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						16	B. Skulimowska, Europejska Karta Społeczna, Wydawnictwo Ośrodek Informacji i Do-kumentacji Rady Europy. Centrum Europejskiego Uniwersytetu Warszawskiego, Warsaw 1997, Bulletin 1–2/97 pp. 6–8; E. Dobrodziej, Podstawowe prawa socjalne i ekonomiczne. Europejska Karta specjalna, Oficyna Wydawnicza Ośrodka Postępu Organizacyjnego Sp. z o.o., Bydgoszcz 1993, no. 59 pp. 93–107.
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						18	J. Polakiewicz, Treaty-Making in the Council of Europe, Council of Europe Publishing, Strasbourg 1999, p. 29.
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				The first are international agreements that are legally binding acts in the system of international law, which usually take the form of conventions19. This category also includes instruments known as “cards”, “agreements”, or “arrangements”20. The European Council has adopted over 200 docu-ments of this type, some of which include additional protocols and other modifications to the convention. The Convention for the Protection of Human Rights and Fundamental Freedoms21 is considered the “jewel in the crown” of the CoE’s convention system. It carries a basic set of dem-ocratic standards, enforced through a control mechanism in which the European Court of Human Rights22 and the Committee of Ministers of the European Council play a special role23.

				The binding legal standards contained in these conventions are en-forceable on an equal footing with other international agreements signed and ratified by state parties. It is stated that the Council of Europe is the most efficient regional system ensuring the most effective protection of human rights under international law24.

				The second category consists of acts classified as the so-called soft law, which does not have legally binding force, nevertheless, plays an important role in guiding the activities of the CoE member states25. This category includes in particular recommendations of the Committee of Ministers of the European Council26 and resolutions and recommenda-

				
					
						19	S. Greer, A. Williams, Human Rights in the Council of Europe and the EU: Towards “Indi-vidual”, “Constitutional” or “Institutional” Justice?, “European Law Journal” 2009, no. 4, p. 476.

					
					
						20	J. Polakiewicz, Treaty …, p. 29.
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						22	A. Bisztyga, Europejski Trybunał Praw Człowieka, Wydawnictwo Górnośląskiej Wyższej Szkoły Handlowej, Katowice 1997, p. 63.

					
					
						23	J. Jaskiernia, Prawo Rady Europy a prawo krajowe – granice i wspólne obszary, [in:] Prawo międzynarodowe, europejskie i krajowe – granice i wspólne obszary. Księga jubileuszowa dedykowana Prof. Genowefie Grabowskiej, eds. B. Mikołajczyk, J. Nowakowska-Małusec-ka, Wydawnictwo Uniwersytet Śląskiego, Katowice 2009, pp. 225–226.

					
					
						24	R. Kuźniar, Prawa Człowieka: prawo, instytucje, stosunki międzynarodowe, Wydawnic-two Naukowe Scholar, Warsaw 2000, p. 194, J. Jaskiernia, Tajemnica państwa…, [in:] Państwo prawa…, p. 156.

					
					
						25	F. Benoît-Rohmer, H. Klebes, Prawo Rady Europy: W stronę ogólnoeuropejskiej przestrze-ni prawnej, Wydawnictwo Naukowe Scholar, Warsaw 2006, p. 121.
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				tions of the Parliamentary Assembly of the European Council27. This applies in particular to the recommendations of the Committee of Min-isters addressed to Member States. Although formally the recommen-dations of the Committee of Ministers are not binding, the Committee of Ministers has the right – according to the Statute – to ask member states for information “what course has been taken on the recommen-dations” (Article 15(b)).

				In the model assumption, they should be implemented, although for-mally they only have the meaning of documents carrying certain political obligations. When assessing their importance, it should be taken into ac-count that CoE is called an “organisation of values”, and in this situation, countries that voluntarily joined it in order to jointly create standards and then implement them into political practice should implement them regardless of their legal nature28.

				The role of the Council of Europe can be understood as a kind of mod-erator of the discussion conducted by its members on the most important political, social, and economic issues for the European continent. Its ac-tivities therefore serve to develop cooperation and integration of member states. It coordinates the activities of most international organisations op-erating in Europe and creates draft international conventions that codify and unify individual areas of law29. Its main goals include, among others: searching for ways to solve problems that concern European societies, including drugs, organised crime, etc.30. The Council of Europe system is considered the most perfect of the existing international systems for the protection of human rights31.

				
					
						27	J. Jaskiernia, Zgromadzenie Parlamentarne Rady Europy, Ośrodek Informacji Rady Eu-ropy Centrum Europejskiego Uniwersytetu Warszawskiego, Warsaw 2000, p. 151; J. Ja-skiernia, Prawo Rady Europy…, [in:] Prawo międzynarodowe, p. 256.

					
					
						28	J. Jaskiernia, Rola prawa Rady Europy w kreowaniu ogólnoeuropejskiej przestrzeni praw-nej (artykuł recenzyjny), “Państwo i Prawo” 2007, no. 8, p. 101.

					
					
						29	P.A. Świtalski, Miejsce Rady Europy w europejskiej strukturze instytucjonalnej, [in:] 60 lat Rady Europy: tworzenie i stosowanie standardów prawnych, ed. H. Machińska. Wydaw-nictwo Wiedza i Praktyka, Warsaw 2009, p. 12.

					
					
						30	J. Bugliński, Rada Europy – Główne źródło inspiracji i rekomendacji dla polityki społecz-nej i pomocy społecznej, [in:] Podręcznik dla uczestników specjalizacji II stopnia w zawo-dzie Pracownik Socjalny, I. Grudzień-Bielaszewska, J. Lesiewicz, Wydawnictwo Kolegium Pracowników Służb Społecznych, Lublin 2012, p. 21.

					
					
						31	R. Kuźniar, Prawa …, p. 165.
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				The Council of Europe is made up of 47 democratic states. Poland gained membership on November 26, 199132.

				Particularly noteworthy is Article 3 of the Statute of the Council of Europe, which stipulates that states that recognise the rule of law and the principle that every person subject to their jurisdiction enjoys hu-man rights and fundamental freedoms may become members of the Council33.

				The ECHR is the most effective instrument for protecting individual rights and freedoms at the international legal level34. The Convention is binding on all participants of the Council of Europe without exception. Poland has been bound by the Convention since January 19, 1993, but the declaration on the recognition of the competencies of control bodies entered into force only on May 1, 199335.

				In its basic version, the Convention included, among others: the pro-hibition of torture (Article 3), the right to personal liberty and secu-rity (Article 5), the right to a fair trial (Article 6), the prohibition of punishment without a legal basis (Article 7), the right to respect for private and family life (Article 8), and the right to an effective remedy (Article 13)36. In total, the Convention consists of 59 articles contained in its three chapters. Each chapter and article has a title. The Conven-tion opens with a preamble and Article 1 “The obligation to respect hu-man rights”. Chapter I “Rights and freedoms” contains a catalogue of protected rights (Articles 2–12) and provisions relating to the use and limitations of these rights (Articles 13–18). Chapter II is devoted to the European Court of Human Rights, while Chapter III contains Miscel-laneous Provisions37.

				
					
						32	B. Bednarczyk, Granice władzy wybrane problemy praw i wolności człowieka, Wydawnic-two Krakowskie Towarzystwo Edukacyjne, Kraków 2001, p. 171.

					
					
						33	L. Leszczyński, B. Liżewski, Ochrona Praw Człowieka w Europie, Szkic zagadnień podsta-wowych, Oficyna Wydawnicza VERBA, Lublin 2008, p. 20.

					
					
						34	B. Banaszak, A. Bisztyga, K. Complak, M. Jabłoński, R. Wieruszewski, K. Wójtowicz, Sys-tem Ochrony Praw Człowieka, Zakamycze, Kraków 2005, p. 128.

					
					
						35	B. Gronowska, Prawa człowieka i ich ochrona: podręcznik dla studentów prawa i admini-stracji, Wydawnictwo Dom Organizatora, Toruń 2005, p. 70.

					
					
						36	G. Michałowska, Ochrona praw człowieka w Radzie Europy i Unii Europejskiej, Wydaw-nictwa Akademickie i Profesjonalne, Warsaw 2007, p. 93.

					
					
						37	B. Gronowska, Prawa…, p. 71.
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				The European Convention on Human Rights is even considered the “jewel in the crown” of the Council of Europe’s convention system38. It carries a basic set of democratic standards, enforced through a control mechanism in which a special role is played by the European Court of Human Rights39 and the Committee of Ministers of the Council of Eu-rope. The European system of human rights protection, built around the Convention, is considered the “most successful experiment in the field of transnational judicial protection of human rights”40.

				Closely related to the Convention are the additional protocols, which constitute separate treaties from a legal point of view, but they function only in conjunction with the Convention. They are integral parts of it. These protocols form a dichotomous system. Some of them are of a ma-terial nature, supplementing the Convention by extending the catalogue of human rights (protocols no. 1, 4, 6, 7, 12, and 13); the remaining pro-tocols are procedural and organisational in nature and modify control procedures (protocols no. 2, 3, 5, 8, 9, 10, 11, and 14). According to B. Gronowska, “unlike substantive protocols, procedural protocols require ratification by all parties to the Convention to enter into force, and after entering into force, they cease to function as separate treaties and their norms merge with the provisions of the Convention”41.

				The Convention undoubtedly had an impact in the field of human rights on another European organisational structure, which is the European Com-munity. Some reference to the issue of human rights (here called fundamen-tal rights or individual rights) can already be found in the Treaty of Rome of 1957 and in the Single European Act of 1986. Also in the Maastricht Treaty of 1992, which had broader content than acts relating to the Community, because it created the European Union, which also included elements of po-litical integration. The aim of the European Union is to strengthen the pro-tection of the rights and interests of citizens of Member States – Art. B42.

				
					
						38	ETS, No. 5.

					
					
						39	A. Rzepliński, Europejski Trybunał Praw Człowieka. Historia i działalność, “Prokuratura i Prawo” 1995, no. 10, pp. 127–131.

					
					
						40	S. Greer, A. Williams, Human Rights…, p. 476; J. Jaskiernia, Tajemnica państwa…, [in:] Państwo prawa…, pp. 155–156.

					
					
						41	B. Gronowska, Prawa…, p. 70.

					
					
						42	L. Leszczyński, B. Liżewski, Ochrona…, p. 21.
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				An adequate example of the influence of the Council of Europe on the European Union is its influence on the creation of regulations related to the EU’s migration policy. In this case, the European Council, after analysing the existing problem related to the immigration of refugees from Third World Countries, forwarded to the EU a Communication on the links between legal and illegal migration issued by the Commission to the Council, the European Parliament, the European Economic and Social Committee, and the Committee of the Regions43. The announce-ment was composed of three parts: the first discussed the existing prob-lem, the second compared the effects of legal and illegal immigration, while the third, after summarising all the data obtained, set directions for further regularisation activities44.

				The second important act adopted within the Council of Europe on October 18, 1961 by the Committee of Ministers of the Council is the European Social Charter. The Charter entered into force on Feb-ruary 26, 1965. The card separately defines the so-called social rights that are not included in the catalogue of human rights included in the ECHR45. It protects 19 fundamental rights, including: the right to: work (Article 1), decent working conditions (Article 2), occupational health and safety (Article 3), decent remuneration (Article 4), organ-isation (Article 5), protection of children and young people (Article Article 7), protection of employed women (Article 8), career guidance (Article 9), vocational training (Article 10), social security (Article 12), social and medical assistance (Article 13), the use of social welfare assistance (Article 14), as well as the right of physically and mentally disabled people to vocational training, rehabilitation, and social secu-rity (Article 15)46.

				
					
						43	Komunikat Komisji dla Rady, Parlamentu Europejskiego, Europejskiego Komitetu Eko-nomiczno-Społecznego i Komitetu Regionów Badanie powiązań między migracją legalną i nielegalną, COM (2004) 412 końcowy, 04/06/2004.

					
					
						44	K. Kabacińska, Abolicja dla cudzoziemców 2012 – analiza potencjalnych skutków i zagro-żeń w kontekście bezpieczeństwa państwa, [in:] Analiza informacji w działaniu. Zarzą-dzanie bezpieczeństwem, eds. K. Lidel, P. Piasecka, T.R. Aleksandrowicz, Wydawnictwo Difin, Warsaw 2012, pp. 42–44.

					
					
						45	L. Leszczyński, B. Liżewski, Ochrona…, p. 26.

					
					
						46	Europejska Karta Społeczna, Dz.U. z 1999 r., Nr 8, poz. 67.
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				The most important legal acts of the axiological system of the Coun-cil of Europe include the Convention on the Prevention of Torture47 and Inhuman or Degrading Treatment or Punishment, ratified by Poland on October 30, 199448, and the European Framework Convention on the Protection national minorities49.

				In the preamble to the Convention for the Prevention of Torture, the member states of the Council of Europe that are signatories to this Con-vention refer to Art. 3 of the ECHR that “no one shall be subjected to tor-ture or to inhuman or degrading treatment or punishment”, noting that the mechanism provided for by the ECHR operates in respect of persons who claim to be victims of a violation of Article 3 expressed the belief “that the protection of persons deprived of their liberty against torture and inhuman or degrading treatment or punishment may be reinforced by extrajudicial preventive measures, such as visits”50. Convention for the Prevention of Torture in Art. 1 states that the “European Committee for the Prevention of Torture and Inhuman or Degrading Treatment or Punishment (hereinafter referred to as the Committee) is hereby estab-lished”51. The Committee will examine, through visits, the treatment of persons deprived of their liberty with a view to strengthening, where nec-essary, their protection against torture or inhuman or degrading treat-ment or punishment. This means that individual countries, signatories of the Convention, are subject to control within the scope of the Convention by international and European bodies independent of them52.

				The European Framework Convention for the Protection of Nation-al Minorities is the first and most important international convention 

				
					
						47	Europejska Konwencja o zapobieganiu torturom oraz nieludzkiemu lub poniżającemu traktowaniu albo karaniu, signed in Strasbourg on November 26, 1987, Dz.U. z 1995 r. Nr 46 poz. 238, pp. 1485–1491.

					
					
						48	Oświadczenie Rządowe z dnia 30 grudnia 1994 r. w sprawie ratyfikacji przez Rzeczy-pospolita Polską Europejskiej Konwencji o zapobieganiu torturom oraz nieludzkiemu lub poniżającemu traktowaniu albo karaniu, signed in Strasbourg on November 26, 1987, Dz.U. z 1995 r. Nr 46, poz. 239, p. 1492.

					
					
						49	Konwencja Ramowa o ochronie mniejszości narodowych, signed in Strasbourg on Febru-ary 1, 1995, Dz.U. z 2002 r. Nr 22, poz. 209, pp. 1352–1365.

					
					
						50	Europejska Konwencja o zapobieganiu torturom…, p. 1485.

					
					
						51	Art. 1 Europejskiej Konwencji o zapobieganiu torturom…, p. 1486.

					
					
						52	Art. 2–3 Europejskiej Konwencji o zapobieganiu torturom…, p. 1486.
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				that protects the rights of persons belonging to national minorities53. The convention lists the rights and freedoms of persons belonging to national minorities. They include, among others: the right to freely use the native language, the prohibition of discrimination due to belonging to a nation-al or ethnic minority, the right to learn the native language and cultural life, freedom of association and religion54. The implementation of the pro-visions of the Convention by the states parties is monitored by the Com-mittee of Ministers of the European Council with the help of the Advi-sory Committee – a monitoring mechanism consisting of independent experts. States parties shall submit regular reports to the Secretary-Gen-eral of the CoE on the measures taken to implement the provisions of the Convention55.

				Like all international institutions, the European Council, before the terrorist attacks in the US, treated this problem defensively, only as an existing problem, but not as a serious threat. The global and total fight against terrorism began only after the attacks on September 11, 2001 on the World Trade Centre in New York. Therefore, the Council of Europe gives special importance to the issues of security and the fight against terrorism. This was expressed in the Declarations of the Council at its special session on September 12, 2001 and of Brussels on March 25–26, 2004, when the Declaration on Combating Terrorism was adopted56.

				The Council of Europe was conceived as a structure based on a “com-munity of values”, which in post-war Europe was intended to serve – on the one hand – to build and deepen relationships between member states57, and on the other hand, constitute a political alternative to defeat-ed Nazism, and especially to the growing communism. Member States wanted to demonstrate commitment to two values: respect for human 

				
					
						53	A. Krasnowolski, Prawa mniejszości narodowych i mniejszości etnicznych w prawie mię-dzynarodowym. Opracowania tematyczne, OT-599, Kancelaria Senatu, Warsaw 2011, p. 7.

					
					
						54	Art. 4 and 5 Konwencja Ramowa o ochronie mniejszości…, p. 1355.

					
					
						55	Art. 25 and 26 Konwencja Ramowa o ochronie mniejszości…, pp. 1361–1362.

					
					
						56	F. Jasiński, Unia Europejska wobec walki z terroryzmem, [in:] Zwalczanie przestępczości w Unii Europejskiej. Współpraca sadowa i policyjna w sprawach karnych, eds. A. Górski, A. Sakowicz, Wydawnictwo Prawnicze LexisNexis, Warsaw 2006, pp. 138–139.

					
					
						57	L. Garlicki, Skład i Struktura Rady Europy, Biuletyn Centrum Europejskiego Uniwer-sytetu Warszawskiego, Ośrodek Informacji i Dokumentacji Rady Europy 1992, No. 1, pp. 19–27.
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				rights and the rule of law. The requirement to have a pluralistic democ-racy was then added to this dyad, which is explicitly mentioned in the statute (paragraph 3 of the preamble and Article 3). This criterion was derived from the axiology of the statute and developed in Council docu-ments, especially in pre-accession opinions58.

				The Council of Europe has two statutory bodies: the Committee of Minister of the Council of Europe and the Parliamentary Assembly59. The expansion of the CoE and the evolution of functions also influenced in-stitutional changes, as evidenced by the establishment of the Congress of Local and Regional Authorities (Congress of Local and Regional Author-ities – CLRAE) or the Commissioner for Human Rights of the Council of Europe.

				3.1.1. The Committee of Ministers of the Council of Europe

				The Committee of Ministers of the Council of Europe is the deci-sion-making body of the Council of Europe. It is composed of the min-isters of foreign affairs of all member states60. The current activities of the European Council are managed by the Committee of Ministers’ Delegates (KDM), which meets weekly in Strasbourg. Foreign minis-ters are represented there by ambassadors – permanent representatives accredited to the Council of Europe. The Committee of Ministers of the Council of Europe is, together with the Parliamentary Assembly, guardian of the fundamental values of the organisation. It is a centre for the exchange of national views and a pan-European forum. The Committee of Ministers acts on behalf of the entire Council of Europe, supervises its activities and development, and issues recommendations to member states61.

				
					
						58	V. Djerić, Admission to membership of the Council of Europe and legal significance of com-mitments entered into by New member States, “Zeitschrift fur ausländisches öffentliches Recht und Völkerrecht” 2000, vol. 60, pp. 605–609.

					
					
						59	J. Jaskiernia, Instytucje Rady Europy [in:] Encyklopedia politologii, vol. II, Instytucje i systemy polityczne, Volume II, Political institutions and systems, Second edition, eds. B. Dziemidok-Olszewska, W. Sokół, Oficyna a Wolters Kluwer business, Warsaw 2012, pp. 202–206.

					
					
						60	G. de Vel, The…, p. 15.

					
					
						61	G. Michałowska, Ochrona…, pp. 161–162.
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				The Committee of Ministers decides on the directions of action of the Council of Europe. All issues of mutual political importance are discussed at the forum of the Committee of Ministers, with the excep-tion of defence issues. The decisions of the Committee of Ministers are communicated to governments in the form of recommendations or be-come the subject of European conventions and agreements62. The last two mentioned instruments are binding on the countries that ratify them. The Committee of Ministers shall ensure the implementation of the provisions of conventions and agreements concluded by the mem-bers of the Council of Europe. The particular importance of this task relates in particular to the issue of the protection of human rights, in the scope of which control mechanisms have been established (the Eu-ropean Convention on Human Rights, the European Social Charter, the European Convention for the Prevention of Torture, and the Framework Convention for the Protection of National Minorities). The Committee of Ministers also adopts declarations and resolutions on current political problems63. There is also an extensive system of auxiliary bodies, mainly steering committees), where specialists in given fields delegated by gov-ernments prepare draft documents of the Committee of Ministers: con-ventions and recommendations. The Committee of Ministers can make decisions directly related to the functioning of the Council of Europe and – what should be emphasised – has control powers regarding the implementation of judgments of the European Court of Human Rights (ECtHR) by the states parties and the adoption of resolutions against the state under the ECSC reporting system64.

				States acceding to the Council of Europe undertake to respect the rule of law and to guarantee to every person under their jurisdiction the ob-servance of human rights and fundamental freedoms. They also com-mit to working together openly and effectively to achieve greater unity 

				
					
						62	J. Lovecy, Flaming Decisions in the Council of Europe: An Institutionalist Analysis, [in:] Decision Making within International Organisations, eds. B. Reinald, B. Verbeek, London 2004, p. 23.

					
					
						63	Ibidem, pp. 10–11.

					
					
						64	E. Krzysztofik, Instrumenty ochrony praw człowieka w systemie Rady Europy, [in:] Wspar-cie pokoju we współczesnych stosunkach międzynarodowych, ed. E. Krzysztofik, Wolters Kluwer, Warsaw 2008, p. 207.
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				and facilitate economic and social development. Each member state must comply with these obligations, which is supervised by the Committee of Ministers.

				In case of serious breaches by a Member State of its obligations under the Statute, the Committee of Ministers may suspend its representation rights, request its dismissal or even decide to deprive it of membership in the Council of Europe.

				3.1.2. The Parliamentary Assembly

				The Parliamentary Assembly65 is the body that deliberates and formu-lates, by a two-thirds majority, recommendations to the Committee of Ministers on any matter falling within the objectives of the Council of Europe. The Assembly consists of representatives of all Council members elected by the parliaments from among themselves, according to an es-tablished numerical parity66.

				The Parliamentary Assembly was the first assembly of a European character in the history of our Continent67. With delegations from 47 na-tional parliaments sitting in it, it is the most representative assembly in Europe. He has freedom to set his own programme.

				Created by the Parliamentary Assembly in 1989, the “special guest” status68 allowed parliamentary delegations from Central and Eastern Eu-ropean countries that had embarked on the path of pluralist democracy and were not yet full members of the Council of Europe to participate in the Assembly’s plenary sessions and committee meetings. The contacts and exchange of views thus established strengthened the democratisa-tion of these countries and facilitated their accession to the Council of Europe69.

				
					
						65	J. Jaskiernia, Zgromadzenie…, p. 57.

					
					
						66	L. Leszczyński, B. Liżewski, Ochrona…, p. 20.

					
					
						67	B. Wassenberg, M.T., Bitsch, History of the Council of Europe, Council of Europe, Stras-bourg 2013, p. 43.

					
					
						68	The Rebirth of Democracy: 12 Constitutions of Central and Eastern Europe, Council of Europe, International Institute for Democracy, Strasbourg 1996, p. 46.

					
					
						69	50th anniversary of the Council of Europe, Transcript of the meeting of the Senate Com-mittee on Foreign Affairs and European Integration on May 5, 1999, ww2.senat.pl/K4/AGENDA/ksziie/990505a.htm (accessed on: March 16, 2014).
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				The discussions held in the Assembly provide important guidelines for the activities of the Committee of Ministers and the intergovernmental structures of the Council of Europe. They also influence state govern-ments when their members transmit them to national parliaments70.

				An example is resolution 1838 (2011) of the Parliamentary Assembly relating to instruments of democratic control over secret services. It in-dicates that the Assembly not only defines the standards of democrat-ic conduct in this area, which influences the directions of the ongoing democratic changes71, but also takes steps to monitor their application in the political practice of the member states of the Council of Europe72. The very fact of pointing to countries, including Poland, where there was a lack of adequate control over secret services has significant moral and political significance. However, an open problem is whether this type of document, which is only “soft law”, will bring the expected results.

				3.1.3. The Secretary General of the Council of Europe

				The Secretary General of the Council of Europe73 heads and directs the work of the General Secretariat of the Council of Europe, which is a working body operating on a daily basis. It is also the most important administrative body of the Council of Europe, and the Secretary General serves as one of the most important representatives of the Council of Eu-rope in external relations. He is elected by the Parliamentary Assembly for a five-year term of office from among the candidates proposed by the Committee of Ministers. The Secretary is responsible for achieving the 

				
					
						70	J. Jaskiernia, Zgromadzenie…, p. 76.

					
					
						71	J. Jaskiernia, Oddziaływanie organizacji międzynarodowej na kształt ustroju polityczne-go państwa (Na przykładzie Rady Europy), [in:] Konstytucja i władza we współczesnym świecie. Doktryna – prawo – praktyka. Prace dedykowane Profesorowi Wojciechowi So-kolewiczowi na siedemdziesięciolecie urodzin, eds. J. Wawrzyniak, M. Kruk, J. Trzciński, Wydawnictwo Sejmowe, Warsaw 2002, p. 213; J. Jaskiernia, Tajemnica państwa…, [in:] Państwo prawa…, p. 160.

					
					
						72	J. Jaskiernia, Wpływ procedury monitoringowej na implementację standardów Rady Eu-ropy przez państwa członkowskie, [in:] 60 lat Rady Europy: Tworzenie i stosowanie stan-dardów prawnych, ed. H. Machińska, Wydawnictwo Oficyna Prawa Polskiego, Warsaw 2009, pp. 121–136.

					
					
						73	Secretary General of the Council of Europe, https://www.strasburge.msz.gov.pl/o_re/or-gany_re/sekretarz_generalny (accessed on: October 16, 2014).
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				goals for which the Organisation was established. He supervises the daily functioning of the Council of Europe and its Secretariat, which has ap-proximately two thousand employees74.

				The Council of Europe safeguards democracy at local and regional lev-el. According to the Council of Europe, local governments must meet the needs of all Europeans in central and peripheral regions. The Council of Europe’s activities in this field extend from Iceland to Russia and from Norway to the Balkans75. In 1994, the Council of Europe established the Congress of Local and Regional Authorities of Europe as a consultative body, which brings together representatives of local government circles in two chambers – the Chamber of Local Authorities and the Chamber of Regions. The Congress has a consultative function in relation to the Com-mittee of Ministers and the Parliamentary Assembly, and also promotes cooperation between local and regional authorities76.

				3.1.4. The European Court of Human Rights

				The European Court of Human Rights consists of judges elected for six years, whose number is equal to the number of states parties to the Con-vention. The term of office of judges may be shortened to three years or extended to nine years. The Court’s judges are independent and act on their own behalf, not as representatives of states. The Court is compe-tent to hear all matters relating to the interpretation and application of the ECHR and the Additional Protocols, and it also decides on its own whether any dispute relating to its jurisdiction77.

				The Court’s competencies also include issuing advisory opinions at the request of the Committee of Ministers of the Council of Europe. The Chamber has exclusive competence to consider interstate complaints, 

				
					
						74	Z.M. Klepacki, Rada Europy 1949–191, Dom Wydawniczy “Totus”, Białystok 1991, pp. 30–31.

					
					
						75	D. Gomien, Vademecum Europejskiej Konwencji Praw Człowieka, Wydawnictwo Helsiń-ska Fundacja Praw Człowieka, Warsaw 1996, p. 72.

					
					
						76	J. Jaskiernia, Koncepcja Europy Regionów w świetle aksjologii regionalizmu Rady Europy i Unii Europejskiej, [in:] Europa Regionów, eds. M. Gołoś, A. Kasińska-Metryka, Wydaw-nictwo Adam Marszałek, Toruń 2011, p. 44.

					
					
						77	B. Kuźniak, M. Marcinko, Organizacje Międzynarodowe, Wydawnictwo C.H. Beck, War-saw 2008, p. 125.
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				disputes regarding the admissibility of individual complaints, as well as the substantive consideration of complaints78. An individual com-plaint may be submitted by any person, non-governmental organisation or group of persons who considers themselves aggrieved by a state vio-lation of certain rights guaranteed in the Convention and its Additional Protocols79. States must not in any way hinder the effective exercise of the right of complaint80. Before filing a complaint, available domestic remedies must be used in the matters to which the complaint relates81. The Tribunal shall not admit an application if it does not comply with the provisions of the Convention, is manifestly unjustified or consti-tutes an abuse of the right to file an application82, as well as under Art. 34 ECHR when it does not come from a natural person, a non-govern-mental organisation or a group of individuals83. Declaring the complaint inadmissible ends the case.

				The level of human rights protection under the Council of Europe treaties is assessed as the highest in the world. The treaties take into ac-count, among other things, human needs for dignity, freedom, justice, and legal security, as well as social, medical, educational, professional, cultural needs, and the need to live in a healthy natural environment84.

				When developing human rights treaties, the Council of Europe aims not only to confirm the actual level of human rights protection, but also to set directions for the development of these standards. In an effort 

				
					
						78	B. Gronowska, Pięćdziesiąta rocznica powstania Europejskiego Trybunału Praw Człowie-ka z perspektywy Polski, “Prokuratura i Prawo” 2010, no. 1–2, pp. 9–26.

					
					
						79	B. Bednarczyk, Granice…, p. 183.

					
					
						80	L. Garlicki, Europejski Trybunał Praw Człowieka – aktualne problemy i wyzwania, [in:] Państwo i prawo wobec współczesnych wyzwań, vol. I, Teoria i filozofia państwa i prawa oraz aksjologia demokracji i ochrony praw człowieka, Księga jubileuszowa Profesora Je-rzego Jaskierni, eds. R.M. Czarny, K. Spryszak, Wydawnictwo Adam Marszałek, Toruń 2012, pp. 596–609.

					
					
						81	A. Redelbach, Prawa naturalne. Prawa człowieka. Wymiar sprawiedliwości. Polacy wobec Europejskiej Konwencji Praw Człowieka, Wydawnictwo TONiK “Dom Organizatora”, Toruń 2000, p. 380.

					
					
						82	Art. 35 of the Convention for the Protection of Human Rights and Fundamental Freedoms as amended by Protocols Nos. 11 and 14 with Protocols Nos. 1, 4, 6, 7, 12, and 13, Registry of the European Court of Human Right of June 1, 2010.

					
					
						83	Art. 34 Convention…, Protocols Nos. 1, 4, 6, 7, 12 and 13.

					
					
						84	Ibidem, p. 121.
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				to introduce and maintain a specific standard, this organisation uses various types of control mechanisms. They are preventive and conse-quential. They allow for constant control and, consequently, obtaining information on the status of compliance with the standards of treaty rights85. They are aimed at preventing violations, restoring the state be-fore the violation, and sometimes, it is also possible to pay compensation to the injured party. These mechanisms may take various forms, ranging from mandatory cyclical reports, through the functioning of commit-tees (permanent, expert, or consultative) monitoring or supervising the implementation of treaty obligations, to the spectacular implementation system of the ECHR, the core of which is the European Court of Human Rights, which issues judgments legally binding on the states – the ad-dressee of the judgment86.

				When discussing the role of the Council of Europe in shaping the hu-man rights protection system, we cannot lose sight of the fact that many legal standards have already been developed within organisations such as the United Nations, the Organisation for Economic Co-operation and Development (OECD), and others87. In this case, we are talking about the Europeanisation of law, the transposition of many international stand-ards into EU law, assuming their simultaneous adaptation to the integra-tion specificity and the needs of the Member States88.

				The Charter of the United Nations in Art. 1 states that they seek to promote and encourage “respect for human rights and fundamental freedoms for all without distinction of race, sex, language, or religion”. The next most important documents of importance in the internation-al human rights system are: the Universal Declaration of Human Rights adopted in Paris on December 10, 1948 and the International Covenant on Civil and Political Rights adopted by the UN General Assembly on December 16, 1966, entered into force on March 23, 1976 and the Inter-

				
					
						85	Ibidem, p. 123.

					
					
						86	Ibidem, p. 128.

					
					
						87	J.W. Wójcik, Przeciwdziałanie…, p. 306.

					
					
						88	Ibidem, p. 307; C. Mik, Europeizacja prawa karnego gospodarczego, [in:] Przestępczość gospodarcza z perspektywy Polski i Unii Europejskiej. Materiały konferencji międzynaro-dowej, Mikołajki 26–28 września 2002 roku, ed. A. Adamski, Wydawnictwo Tonik Dom Organizatora, Toruń 2003, pp. 96 et seq.
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				national Covenant on Rights Economic, Social, and Cultural, opened for signature on December 16, 1966, entered into force on January 3, 197689.

				3.2. Operative Technique in the Light of the European Convention on Human Rights and Other Documents in a Legally Binding Structure

				The European Convention for the Protection of Human Rights and Fun-damental Freedoms (hereinafter: ECHR)90 is the normative and axiologi-cal basis of the human rights protection system in the European Union. It was developed by the Council of Europe and is the result of the evolution of the concept of human rights protection that appeared at the beginning of the European integration. It clearly refers, both in terms of legal struc-ture and teleology, to the UN Universal Declaration of Human Rights (hereinafter: UDHR) of December 10, 1948, which is the basis of the universal system of human rights protection. Under the influence of the achievements of this system, regional systems began to be created, includ-ing the European one, based on the ECHR91. It was limited to a catalogue of fundamental rights and freedoms on which full agreement was reached between the states belonging to the Council of Europe. This guaranteed real protection of these rights and compliance with the ECHR in all coun-tries that are signatories of it92. It entered into force on September 8, 1953, upon ratification by ten countries93. Even though the ECHR, as indicated, draws directly on the achievements of the UDHR, as evidenced by the catalogue of rights and freedoms recognised under it, it formulates them in more detail94. Over time, the ECHR was supplemented with a number 

				
					
						89	M. Berdel-Dudzińska, Prawa człowieka – zagadnienia ogólne, [in:] Terroryzm a prawa człowieka, eds. H. Zięba, T. Bąk, Wydawnictwo Konsorcjum Akademickie, Kraków–Rze-szów–Zamość 2012, pp. 65–67.

					
					
						90	Europejska Konwencja o Ochronie Praw Człowieka i Podstawowych Wolności, signed at Rome on November 4, 1950, subsequently amended by Protocols No. 3, 5, and 8 and sup-plemented by Protocol No. 2, Dz.U. z 1993 r. Nr 61 poz. 284.

					
					
						91	EKCP, preamble, section 1–2.

					
					
						92	A. Jackiewicz, Karta Praw Podstawowych Unii Europejskiej (uwagi konstytucyjnoprawne), “Przegląd Sejmowy” 2002, no. 1, p. 66.

					
					
						93	Under Art. 59 section 2.

					
					
						94	EKCP, art. 2–18.
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				of additional protocols. Protocol 12, developing Art. 14 ECHR, extends it to the prohibition of discrimination on any grounds95. The last of the adopted additional protocols, 14, reforms the system of monitoring com-pliance with the provisions of the ECHR96.

				The ECHR gives signatory states the right to apply derogation clauses. Pursuant to Art. 57, d.1, “any state may, when signing this Convention or when depositing its instruments of ratification, make a reservation with respect to any provision of the Convention to the extent that the law in force in its territory is inconsistent with that provision”. However, these cannot be general reservations (Article 57, d.2). Any state that has acceded to the ECHR may denounce it, but may do so no earlier than five years from the date of accession and with six months’ notice to be given to the Secretary General of the Council of Europe. The ECHR ceases to apply to the country making the denunciation only when it becomes effective. Obligations arising from accession to it also cease to apply to a country that ceases to be a member of the Council of Europe (Article 58).

				EU member states are obliged to apply the ECHR in domestic law. Council Regulation (EC) 1999/979 states that the “Union shall respect the fundamental rights guaranteed in the European Convention for the Pro-tection of Human Rights and Fundamental Freedoms, signed in Rome on November 4, 1950 and resulting from constitutional traditions common to the Member States, as general principles of Community law”97. Before this happened, for many years, the ECHR was officially treated as a model solution for all countries forming the European Communities, although 

				
					
						95	J. Sozański, Prawa zasadnicze a prawa człowieka we wspólnotowym systemie prawnym, Państwowe Wydawnictwo Prawnicze Iuris, Wydawnictwo Uniwersytetu Śląskiego, War-saw–Poznań 2003, p. 176.

					
					
						96	Konwencja o Ochronie Praw Człowieka i Podstawowych Wolności, unofficial consolidated text of the Convention for the Protection of Human Rights and Fundamental Freedoms signed at Rome on November 4, 1950, as subsequently amended by Protocols Nos. 3, 5, 8, and 14 and supplemented by Protocol No. 2,. https://www.bip.ms.gov.pl/Data/Files/public/…/prawa_czlowieka/ets_006 (accessed on: March 18, 2014).

					
					
						97	Rozporządzenie Rady (WE) 1999/979, ustanawiające wymogi wprowadzania w życie działań wspólnotowych innych niż działania współpracy na rzecz rozwoju, które w ra-mach wspólnotowej polityki współpracy przyczyniają się do realizacji ogólnego celu roz-wijania i konsolidacji demokracji i państwa prawa oraz poszanowania praw człowieka i podstawowych wolności w państwach trzecich, pkt (4), http://www.doc.ukie.gov.pl/dt/31999R0976.doc (accessed on: March 18, 2014).
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				its application by these countries was not a categorical requirement. This was the Joint Declaration of the European Parliament, the Council and the European Commission on the protection of fundamental rights, and the European Convention on Human Rights and Fundamental Freedoms of April 5, 1977. Formally, pursuant to the preamble of the Single Eu-ropean Act and Art. F of the Treaty of the European Union, the ECHR has been incorporated into the legal order of Community law. This was confirmed in an obligatory manner by Art. 6 of the Treaty of Amster-dam98. Despite the fact that the ECHR is strongly embedded in the EU human rights protection system, the prevailing opinion in the doctrine is that the ECHR cannot be treated as a regulation inherent in Community law binding the Member States in the field of human rights protection. The prevailing view is that human rights issues are regulated by general principles of Community law, and EU member states are bound in this respect by general international law of which the ECHR is a component, and not by Community law99.

				The ECHR is therefore primarily an international treaty creating obliga-tions and rights for its parties. This means that citizens of signatory coun-tries whose rights recognised under the ECHR have been violated may seek recognition of their claims before the European Court of Human Rights (ECtHR). Its jurisdiction is recognised by all EU member states100. The con-dition is that the remedies provided for by national law have been exhaust-ed (Article 35(1)). The ECtHR does not consider anonymous complaints or those that are essentially identical to the case previously considered (Arti-cle 35(2)(ab)). The basis for the decision is a previously issued ruling. The ECHR only protects rights recognised under the ECHR101.

				At the same time, however, it should be stated that for the Europe-an Court of Justice, which also refers to the ECHR in its jurisprudence, 

				
					
						98	M. Szuniewicz, Wpływ orzecznictwa strasburskiego na standard ochrony praw człowieka w Unii Europejskiej (z uwzględnieniem zmian traktatowych z grudnia 2007 r.), “Studia Europejskie” 2008, no. 1, p. 97.

					
					
						99	J. Sozański, Prawa zasadnicze…, pp. 170–172.

					
					
						100	D. Leonard, Przewodnik po Unii Europejskiej, Wydawnictwo Studio EMKA, Warsaw 2003, p. 98.

					
					
						101	A. Jackiewicz, Karta Praw Podstawowych Unii Europejskiej (uwagi konstytucyjnoprawne), “Przegląd Sejmowy” 2002, no. 1, pp. 66–68.
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				it is a kind of inspiration, not an obligatory point of reference. As it is noted, the ECJ, unlike the ECtHR, which was established to control the observance and enforcement of human rights in the states signatories of the ECHR, has never directly applied its provisions in its judgments, re-ferring only to the principles contained therein that create fundamental human rights and are the “unwritten source of the law of the Europe-an Communities”102. Nevertheless, the application of the principles and norms contained in the ECHR in the case law of the ECJ is not a matter of custom or specific political correctness.

				And although the ECHR “is still not directly part of the Community legal order, it seems that in the light of the Treaty of Amsterdam we can talk about the indirect incorporation of the ECHR into Community law”103. Therefore, the construction of compliance with ECHR standards as general principles of Community law was adopted in Community law. This is reflected in the jurisprudence of the ECJ and the recognition by all EU countries of the jurisdiction of the ECtHR, although it does not belong to the Community institutions, based on norms and principles. Both of these judicial authorities therefore protect the human rights of EU citizens, but to a different extent. While the ECJ, as a Community in-stitution, protects those rights that are important from the point of view of achieving the Community’s objectives at the state level, the ECtHR en-sures a “minimum European standard” of human rights protection at the individual level. Therefore, the ECJ considers violations of human rights by Community Member States, and the defendant can only be a specific Community body, whereas in the case of the ECHR, with the same cause of action, the defendant is the injured party himself and the defendant is the state of which he is a citizen.

				As noted in the literature, in a situation of indirect application of the provisions of the ECHR, Member States “may find themselves in a con-flict of treaty obligations between their scope resulting from Community law and the sphere defined by the provisions of the ECHR”, and may also be burdened with mutually contradictory judgments of two tribunals – 

				
					
						102	M. Szuniewicz, Wpływ orzecznictwa strasburskiego…, p. 96.

					
					
						103	D. Kornobis-Romanowska, Europejska Konwencja Praw Człowieka w systemie prawa Wspólnot Europejskich, Dom Wydawniczy ABC, Warsaw 2001, p. 90.
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				the ECJ and the ECHR104. This is the result of the lack of a coherent hu-man rights protection system in the EU. There is no clear confirmation that the Community is bound by the provisions of the ECHR, i.e., a legal act that does not formally belong to the system of Community law. At the same time, however, it should be emphasised that in one of the judgments the ECtHR described the ECHR as a “constitutional instrument of the European legal order”105. In general, it should be assumed that “despite various, sometimes different, procedural code regulations, all member states are united by the provisions of the European Convention on Hu-man Rights of 1950, which, as a result of its ratification, entered the inter-nal orders of individual signatory states and thus became an element of catalogue of sources of EU law106.

				In the above context, the issue of admissibility and scope of use of operational techniques, understood as a tool of the operational control system, should be considered. Their application clearly violates the hu-man right to respect for private and family life, which is protected by Art. 8 ECHR. It states that:

				Everyone has the right to respect for his private and family life, his home, and his correspondence.

				Interference by public authorities in the exercise of this right is prohibited, except in cases provided for by law and necessary in a democratic society for reasons of state security, public security or the economic well-being of the country, the protection of order and the prevention of crimes, the protection of health and morals or the protection of human rights, and freedom of persons.

				The ECCP therefore guarantees every citizen, to the extent possible without prejudice to the broadly understood common good, the right to privacy, i.e., not to disclose one’s “personal data”, to use a specific men-tal shortcut also used by applicable law. Obtaining this type of data falls within the powers of the authorities responsible for legal order, including the police, which may use wiretapping of telephone conversations, con-

				
					
						104	M. Szuniewicz, Wpływ orzecznictwa strasburskiego…, p. 99.

					
					
						105	Ibidem.

					
					
						106	M. Szczepańska, Podstawy prawne współpracy państw członkowskich Unii Europejskiej w sprawach karnych, “Kwartalnik Prawno-Kryminalistyczny” 2011, no. 3–4, p. 13.
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				trol correspondence, conduct object surveillance, etc. In this way, they obtain the mentioned “personal data”, which is necessary to protect the public good, but is in conflict with the guarantees contained in Article 8 ECCP. Since this provision itself allows for the possibility of limiting the right to privacy for the sake of the common good, this conflict is only ap-parent. This occurs when police authorities obtain personal data beyond the scope necessary to protect a given public good, or use the obtained data in an unauthorised manner, or allow their disclosure as a result of improper storage or contrary to the prohibition of storing them. There-fore, the general guarantee formulated in this respect by Art. 8 ECCP, must be supported by procedural standards guaranteeing that personal data will be used only in accordance with the purpose for which they were obtained, without prejudice to the rights of the person(s) to whom they concern.

				Norms included in Art. 8 of the ECHR are addressed to national leg-islators of the signatory countries of the ECHR and requires – as Marek Nowicki pointed out when commenting on the provision – to protect the human right to privacy, i.e., the inviolability of private and family life, home, and personal correspondence, against unacceptable interference by public authorities in this sphere, except as provided by law107. The es-tablishment of these norms in the ECHR, as it is also pointed out in the literature, is associated with the defensive reaction of societies to the possi-bility of uncontrolled, authoritative encroachment of state authorities into the sphere of privacy108. Public authorities, while exercising their goals and powers provided for in constitutional provisions, tend to invade a person’s privacy. This includes, among others, the use of wiretapping as part of op-erational activities carried out by authorised services, which arouses great social emotions. Meanwhile, the ECtHR, in its judgment of August 2, 1984 

				
					
						107	M.A. Nowicki, Wokół Konwencji Europejskiej. Krótki komentarz do Europejskiej Kon-wencji Praw Człowieka, Wydawnictwo Wolters Kluwer Polska, Kantor Wydawniczy, Za-kamycze 2006, pp. 235–238; J. Słoński, Kontrola operacyjna, “Kwartalnik Prawno-Kry-minalistyczny” 2011, no. 3–4, p. 26; D. Drajewicz, Zgoda następcza sądu na stosowanie kontroli operacyjnej, “Prokuratura i Prawo” 2009, no. 1, pp. 90–91; A. Mednis, Prawo do prywatności…, p. 80.

					
					
						108	P. Pochodyła, S. Franc, Kontrola operacyjna oraz zakres jej stosowania, “Zeszyty Naukowe Wyższej Szkoły Ekonomii i Innowacji”, series: Administration 2011, no. 1, pp. 199–201.
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				(Malone v. Great Britain case), found that eavesdropping measures consti-tuted interference by public authorities with the rights guaranteed in Art. 8 section 1 ECCP. This was confirmed in the case Krusling and Huvig v. France. In the justification for the first of the cited judgments, the ECtHR stated that the “powers granted to the administration cannot be expressed in terms of unrestricted power. This is contrary to the rule of law. There-fore, the act should define clearly enough the scope of decision-making dis-cretion granted to the competent authorities and the manner of using it, taking into account the legitimate purpose of the regulation. Only in this way can the individual be afforded adequate protection against arbitrary interference with his rights”109. Therefore, in its case law, the ECtHR rec-ognises the need for a relative application of the norm specified in Art. 8 of the ECtHR, dictated by the public interest, but at the same time, it firmly requires that the powers of public authorities to violate the privacy of citi-zens be clearly and precisely defined in the provisions of national law, which is inevitable when using operational techniques such as eavesdropping or correspondence control. For the ECHR – as Ewa Łętowska points out – the problem is not the “depth, severity or subject of the invasion of privacy, but the purpose and method of doing so”110. It is also a matter of the applica-tion by national legislators of the principle of proportionality in limiting the right specified in Art. 8 ECHR, to which we will return a little later.

				At this point, I would like to point out that the inclination of public authorities requires clear and unambiguous legal regulations. Therefore, it is necessary, as the District Court in Białystok concluded, referring in this respect to the case law of the ECtHR and the position of the doc-trine, a “legal protection measure protecting against arbitrary actions of authorities carried out in secret, which are undoubtedly special means of surveillance in the form of wiretapping telephone conversations, in oper-ational work of the Police. The point is not that an individual should be able to predict when the authorities might use eavesdropping on him or 

				
					
						109	A. Mednis, Prawo do prywatności…, p. 86.

					
					
						110	E. Łętowska, Prawo do prywatności w Europie, education materials prepared under the programme “Socrates Grundtvig Action 1, “Law through Experience””, project no. 116881-CP-1-2004-SK-GRUNDTVIG-G11, https://www.psep.pl/grundtvig/6/pra-wo_do_prywatnosci.pdf (accessed on: March 18, 2014).
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				her in order to adjust his or her behaviour accordingly. But the law must clearly define the scope of action and the margin of discretion granted to the executive and the manner of its use, recognising the legitimate purpose of the measure adopted, in order to provide the individual with appropriate protection against arbitrary interference. Interference may be considered necessary in a democratic society if the special system adopt-ed for monitoring telephone calls by the police contains appropriate safe-guards to prevent abuse”111. Due to these threats, the following minimum safeguards required in the legal provisions on the use of operational tech-niques112 have been adopted in the ECtHR jurisprudence, which contains instructions for national legislators of the Member States:

				the nature of the offenses that may lead to the issuance of a wire-tapping order;

				definition of the category of persons whose phones may be tapped;

				limiting the period of telephone tapping;

				required procedure for examining, using and storing the obtained data;

				required precautions when transferring this data to other entities;

				circumstances in which records may or must be deleted or tapes destroyed.

				Therefore, interference by public authorities in the sphere of privacy is, in the light of Art. 8 of the ECHR is in principle inadmissible, except, sub-ject to the mentioned minimums for the use of operational techniques, with exceptions relating to goods such as113:

				state security;

				public safety;

				economic prosperity of the country;

				protection of order;

				crime prevention;

				protection of health and morals;

				protecting the rights and freedoms of other people.

				
					
						111	Wyrok z dnia 26 listopada 2009 roku, act ref. no. III K 224/08 (accessed on: March 18. 2014).

					
					
						112	M. Nowicki, Komentarz…, p. 210.

					
					
						113	P. Pochodyła, S. Franc, Kontrola operacyjna oraz…, p. 200.
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				Application of operational control resulting in violation of the good protected by Art. 8 ECHR, therefore requires the joint fulfilment of two conditions: 1) the existence of a legal basis; 2) the existence of a real need to protect the values of a democratic society. In practice, it means the simultaneous occurrence of the following conditions, which are not hy-pothetical but real114.

				A sufficiently precise and specific legal basis for the entry in the form of a statutory act. It is not permissible to introduce restrictions by acts of a lower rank than a statute, even when such authorisation has been made by statute (cases Kruslin v. France, 11801/85 and Huvig v. France, 11105/84 of April 24, 1990).

				The need to enter the sphere of civil liberties, considered from the point of view of the requirements of a democratic state of law. It is not suf-ficient to refer to the factor of expediency, it is necessary to demonstrate the necessity of interference, i.e., a real need, not a hypothetical threat that must be counteracted preventively.

				The existence of purposes of interference understood as the level of protected public interest. These can only be goods listed exhaustively in Art. 8 ECHR. It is necessary to exist and at the same time demonstrate a real need to take restrictive measures, in the name of protecting the very principles of the democratic order.

				Article 8 of the ECHR also formulates, as mentioned, the requirement that legal acts allowing interference in the sphere of privacy, and therefore also the provisions on the application of operational control, comply with the principle of proportionality. In the doctrine of constitutional law, it is also referred to as the “prohibition of excessive interference”, it occurs when the measures applied by the legislator limiting certain rights and freedoms “conflict with the legitimate interests of the citizen”115. Accord-ing to the jurisprudence of the Constitutional Tribunal, the content of the principle of proportionality includes116:

				
					
						114	Ibidem, pp. 200–201.

					
					
						115	L. Garlicki, Polskie prawo konstytucyjne. Zarys wykładu, Wydawnictwo Liber, Warsaw 2008, pp. 64–65.

					
					
						116	Judgment of the Constitutional Tribunal of June 28, 2000, ref. no. file K 34/99, Dz.U. z 2000 r. Nr 53 poz. 649.
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				using measures that enable the effective implementation of the in-tended goals;

				applying necessary measures, i.e., the least burdensome measures for the individual;

				maintaining an appropriate proportion between the benefits that they bring when used measures and the burden placed on the in-dividual.

				Generally speaking, the principle of proportionality means the law-ful application of measures limiting their rights and freedoms, which in-fringe as little as possible the legitimate interests of citizens. Taking such steps must meet the criterion of appropriate proportions between the benefits brought by restrictions and their harm to citizens.

				The principle of a liberal state, focusing on guarantees of individual rights and freedoms, clearly implies the imperative not to use measures whose benefits are disproportionate to the harm that results from their use for citizens. According to the position of the Constitutional Tribu-nal, the “requirement of ‘necessity in a democratic state’ means […] the requirement to comply with the principle of proportionality”117. The prin-ciple of proportionality is therefore a constitutional instrument for deter-mining the permissible limits of interference by the legislator – ordinary, i.e., national – in constitutional rights and freedoms, setting the norm that “restrictions may be established only when they are necessary in a democratic state”, and limitations in the sphere of rights and freedoms, should meet the criteria of effective implementation of the intended goals and necessity “for the protection of the public interest with which it is connected”118. Therefore, compliance with the principle of proportionali-ty by the legislator means that the legislator’s interference in the sphere of constitutional rights and freedoms of citizens “cannot be excessive, and at the same time must be justified by constitutionally defined goals and constitutionally protected values”119. The application of the principle of 

				
					
						117	Judgment of the Constitutional Tribunal of February 22, 2005, ref. no. file K 10/04, Dz.U. z 2005 r. Nr 39 poz. 377.

					
					
						118	Ibidem.

					
					
						119	Judgment of the Constitutional Tribunal of February 18, 2003, ref. no. act 24/02, Dz.U. z 2003 r. Nr 38, poz. 334.
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				proportionality meets the requirement of the rule of law if the restric-tions applied on its basis are adequate to the intended goals and are ful-ly justified from the point of view of constitutionally protected values. As stated by the Constitutional Tribunal, the “allegation of violation of the principle of proportionality may be considered proven in a situation where, from the point of view of the rules of legal culture and the prin-ciples of rationality, the legislative interference was excessive in relation to its objectives, or these objectives remained beyond the legitimate scope of power in a democratic system”120.

				Violation of the principle of proportionality is therefore a violation of the principle of a democratic state of law and weakening the protection of constitutionally guaranteed individual rights and freedoms, which may be the basis for questioning the defective legal act. Generally speaking, the principle of proportionality serves a guarantee and protection func-tion and guarantees citizens that the necessary restrictions on their rights and freedoms will not be excessive or burdensome beyond the need for which they were introduced.

				The application of the principle of proportionality is a mandatory re-quirement for the legislation of all Member States. It results from Art. 5 section 4 of the Treaty on European Union (hereinafter: TEU). Accord-ing to the norm contained therein, the “scope and form of action of the Union shall not exceed what is necessary to achieve the objectives of the Treaties. The Union institutions apply the principle of proportionality in accordance with the Protocol on the application of the principles of sub-sidiarity and proportionality”121. They are obliged to apply the principle of proportionality both in the case of restrictions applied to rights and freedoms guaranteed in national constitutions, as well as to fundamental rights guaranteed by Community law.

				The principle of proportionality is also one of the basic principles that guided them the European Commission of Human Rights (ECHR) and 

				
					
						120	Constitutional Tribunal, Informacja o istotnych problemach wynikających z działalności i orzecznictwa Trybunału Konstytucyjnego w 2003 roku, Warsaw 2004, p. 56, http://trybu-nal.gov.pl/fileadmin/content/dokumenty/publikacje/informacje_o_problemach/2003_Informacja_o_istotnych_problemach.pdf (accessed on: December 25, 2016).

					
					
						121	Consolidated version of the Treaty on European Union, Dz. Urz. U. E, C 115 of May 9, 2008.
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				the ECtHR in the interpretation of Art. 11 section 2 ECtHR122. The case law of the ECtHR devotes a lot of attention to the issue of limitations on fundamental rights. It follows from this case law that the principle of proportionality may only apply to public authorities, and the application of restrictions must meet the conditions of proportionality, i.e., the con-ditions for the application of restrictions. The principle of proportionality can only be invoked when the restriction results from a decision of a pub-lic authority and is not the result of a procedural error or error of assess-ment123. Therefore, it is not a violation of the principle of proportionality by a public authority if the restriction of rights is not due to reasons other than the lack of proportionality grounds. Therefore, the principle of pro-portionality applies only to the procedures for establishing and imple-menting law, but does not apply to the practice of its application. In the latter case, we are dealing with the issue of abuse of the law by public authorities or their voluntarism when making decisions, with the simul-taneous existence of authorisations from the law that limit their freedom.

				In this context, restrictions on the exercise of the right protected by Art. 8 ECHR, consistent with the principle of proportionality, should be seen. They cannot be excessive, i.e., go beyond the catalogue of excep-tions allowing the use of restrictions, or go beyond the purpose for which they were adopted. The principle of proportionality serves a rational mo-dus vivendi between the human right to privacy and the public interest requiring its limitation. In order to avoid abuses in the practice of im-plementing operational control despite the formal correctness of relevant legal acts of statutory rank, it is necessary to subject operational control procedures to effective control.

				In the light of the ECtHR’s case law, these procedures should be per-formed under court supervision. The need to increase the effectiveness of the fight against growing crime cannot be a justification for departing from this principle. The ECtHR in its judgment of May 4, 2000 (28341/95) 

				
					
						122	Judgment of the Constitutional Tribunal 105/10/A/2004, of November 10, 2004, ref. no. file Kp 1/04, M.P. 2004 r. Nr 48, poz. 826.

					
					
						123	Antwerps Bouwwerken NV v. European Commission, T-195/08, http://eur-lex.europa.eu/legal-content/PL/TXT/HTML/?uri=CELEX:62008TJ0195&qid=1395920610133&-from=PL (accessed on: March 27, 2014).
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				in the case Rotaru v. Romania, found that, as Dariusz Drajewicz put it, “in order for covert surveillance systems to be consistent with Art. 8 of the European Convention for the Protection of Human Rights and Funda-mental Freedoms, they must include legal guarantees used to control the activities of the relevant services. According to the ECtHR, interference by executive authorities with individual rights should be the subject of effective control, which should normally be carried out at least by judi-cial authorities. According to the ECtHR, judicial review provides the best guarantee of independence, impartiality and the application of prop-er procedure”124. At the same time, however, as the cited author further notes, non-judicial control of the use of operational control techniques does not violate the ETCP standards if the non-judicial body supervising their use is independent of the executive power.

				In the justification to the judgment of the ECtHR of September 6, 1978 (5029/71) in the case Klass and others v. Germany, there was a statement that supervision over the procedures for the use of operational techniques should, in principle, be exercised by the court, but there is no such con-trol in in the case in question “did not exceed the limits of what could be considered necessary in a democratic society”125. In this case, the control of the use of wiretapping was entrusted to an official with competencies equivalent to those of a judicial authority. In addition, parliamentary con-trol over the procedures was ensured by a three-person commission and a five-member Council of the Federal Parliament. The ECtHR stated that although these bodies are political in nature, they are independent author-ities126. Generally speaking, the use of operational techniques requires not only precise and clear law, but also control of its application. As a rule, it should be a court, but certain exceptions to this rule are possible if the con-trol is entrusted to a non-judicial body independent of the executive power.

				The use of operational techniques is therefore possible in the light of Article 8 of the ECHR only on the basis of a legal act of statutory rank, 

				
					
						124	D. Drajewicz, Zgoda następcza…, pp. 90–91.

					
					
						125	Art. 10 Europejskiej Konwencji o Ochronie Praw Człowieka i Podstawowych Wolności (ratified by Poland on January 19, 1993), http://www.archiwum.freepress.org.pl/upload/eur_tryb_praw_czl.htm (accessed on: March 27, 2014).

					
					
						126	Ibidem, pp. 90–91.
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				to the extent determined by exceptions to the principle of full protection of citizens’ privacy. The legal acts concerned must comply with the princi-ple of proportionality. The exercise of operational control by the services authorised to perform it must be carried out under the control of a court, or at least an authority equivalent to the court, independent of the exec-utive power. Failure to meet at least one of these requirements amounts to a violation of the ECHR standards regarding the protection of citizens’ privacy and family life.

				3.3. Operating Technique in the Light of the Council of Europe Convention

				The discussed norm of Art. 8 ECHR has been, in order to emphasise its protective nature, strengthened in the system of the Council of Europe thanks to Convention No. 108 of the European Council for the protection of persons with regard to automatic processing of personal data signed at Strasbourg on January 28, 1981 (Promulgated on Dn 85–1203, Novem-ber 15, 1985 – JO November 20, 1985. Entered into force on October 1, 1985)127 (hereinafter referred to as the Personal Data Convention), ratified by Poland on April 24, 2002128. Government Declaration of August 27, 2002 on the binding force of Convention No. 108 of the Council of Eu-rope for the protection of persons with regard to automatic processing of personal data. Its purpose is, under Art. 1, “guaranteeing, in the territory of each Party, each to a natural person, regardless of her nationality and place of residence, respect for her rights and fundamental freedoms, in particular the right to privacy, in connection with the automatic process-ing of personal data relating to her”129. In addition to the general pro-tection defined in this way, the Personal Data Convention also provides 

				
					
						127	Dz.U. 2003 r. Nr 3 poz. 26; J. Barta, P. Fajgielski, R. Markiewicz, Ochrona danych osobo-wych. Komentarz, Wydawnictwo Lex, Warsaw 2011, pp. 45–53.

					
					
						128	Dz.U. z 2003 r. Nr 3 poz. 25.

					
					
						129	https://www.infor.pl/akt-prawny/DZU.2003.003.0000026,oswiadczenie-rzadowe-w--sprawie-mocy-obow iazujacej-konwencji-nr-108-rady-europy-o-ochronie-osob-w--zwiazku-z-automatycznym-przetwarzaniem-dan ych-osobowych-sporzadzonej-w--strasburgu-dnia-28-stycznia-1981.html (accessed on: March 27, 2014).
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				citizens of the signatory countries with additional guarantees. Pursuant to the provisions of its Art. 8, each of them is authorised to:

				establishing information on the existence of an automated per-sonal data file, its essential purposes, and the identity and place of residence or registered office of the file controller (data control-ler – within the meaning of the Polish Personal Data Protection Act of August 29, 1997130 (hereinafter: ODOU);

				receiving, at reasonable intervals, without undue delay and exces-sive costs, confirmation that personal data is or is not included in a given automated file, and obtaining this data in a readable form;

				obtaining, if necessary, rectification or deletion of this data, if it has been processed in violation of internal law provisions imple-menting the principles relating to data quality (detailed standards in this regard are set out in Article 5), and for the so-called sensi-tive data, i.e., as defined in Article 6, revealing racial origin, polit-ical opinions, religious or other beliefs, relating to health or sexual life, or criminal convictions (they must not be processed automat-ically unless internal law provides for appropriate safeguards);

				determining the form of redress in case of failure to comply with her request for confirmation or disclosure, correction, or deletion of data in accordance with the provisions of the Convention.

				The level of protection regarding personal data may be increased un-der national regulations. As stated in Art. 11 “Nothing in this Chapter shall be construed as limiting or impairing the right of any Party to ac-cord to data subjects more protection than that provided for in this Con-vention”. This means that the national legislator, without prejudice to the Convention on Personal Data and other legal acts of the Council of Eu-rope relating to this issue, will be able to provide its citizens with a great-er scope and level of protection of personal data than in other countries signatory to these acts.

				At the same time, however, the national legislator may reduce or even abolish the scope and level of personal data protection. This possibility results from Art. 9 of the Convention on Personal Data. Exceptions ac-

				
					
						130	Dz.U. 1997 r. Nr 133 poz. 883 z późn. zm.
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				cording to section 1 of the mentioned provision may concern the quality of data, i.e., their compliance with legal provisions in the field of collec-tion, storage, and processing, the so-called sensitive data and additional guarantees, however, these derogations are possible only within the limits specified in the cited article, and therefore cannot be completely omit-ted or removed beyond the pale of the legal system. Such derogations are permissible only if they are provided for in the internal law of a state sig-natory to the Convention in a legal act of the rank of law, as a necessary measure in a democratic society in the interest of:

				protection of the state, public security, and monetary interests of the state or fighting crime;

				protection of the data subject and the rights and freedoms of other persons.

				The restrictions referred to may also be provided for by law in relation to automated personal data files used for statistical or scientific purposes, provided that there is no risk of violating the privacy of the data subject.

				Due to the development of digital technologies enabling the digitisa-tion of personal data resources stored on traditional media, especially their practically unlimited reproduction, and especially due to the pos-sibility of cross-border migration of particularly sensitive personal data, there was a need to supplement the Convention on Personal Data with provisions taking into account the circumstances arising from tech-nological progress. The role of such a supplement in the area of “hard” law of the Council of Europe is played by the Additional Protocol to the Convention for the Protection of Persons in connection with the auto-matic processing of personal data regarding supervisory authorities and cross-border data flows drawn up in Strasbourg on November 8, 2001131 (hereinafter referred to as the Additional Protocol), and in the area of soft law, Recommendation CM/Rec (2010) 13 Committee of Ministers of the Member States on the protection of persons with regard to automatic processing of personal data when creating profiles (Adopted by the Com-

				
					
						131	Oświadczenie Rządowe z dnia 21 września 2005 r. w sprawie mocy obowiązującej Proto-kołu dodatkowego do Konwencji o ochronie osób w związku z automatycznym przetwa-rzaniem danych osobowych dotyczącego organów nadzoru i transgranicznych przepły-wów danych, signed in Strasbourg on November 8, 2001, Dz.U. 2006 r. Nr 3 poz. 16.
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				mittee of Ministers on November 23, 2010 during the 1099th meeting of Deputy Ministers). We will refer to the latter later in this study. Here we will devote some attention to the Additional Protocol.

				The Additional Protocol provides an additional guarantee for the secu-rity of personal data in the process of cross-border migration. It requires, in the light of Art. 1, for each party to the Convention, 1) to establish one or more bodies responsible for ensuring the implementation of the principles set out in the provisions of the Convention and the Additional Protocol in accordance with the measures of its domestic law; 2) provided such body(s), in particular, with investigative and intervention powers, as well as the right to engage in legal proceedings or inform the compe-tent judicial authorities about violations of the provisions of national law implementing the provisions of the Convention and the Additional Pro-tocol; 3) equipping such a body with the powers to consider complaints lodged by any person in connection with violations of their rights and freedoms as a result of inconsistent handling of their personal data; 4) granting such a body the status of a body independent of state authorities and administration; 5) providing a judicial remedy for complaints sub-mitted to the personal data supervisory authorities; 6) ensured the possi-bility of cooperation between the national supervisory authority(ies) and similar authorities in the member states of the Council of Europe to the extent necessary for the performance of their duties, in particular by ex-changing all useful information.

				The provisions of the Additional Protocol regarding cross-border data transfer processes also provide a significant strengthening of the securi-ty of personal data. Under the provisions of Art. 2(1), in principle, each Party will ensure that the transfer of personal data to a recipient under the jurisdiction of a state or organisation not party to the Convention will only take place if that state or organisation ensures a sufficient level of protection for the data to be transferred. Exceptionally, a state signatory to the Convention on Personal Data may deviate from this rule if such a possibility is provided for in national law when: 1) specific interests of the data subject, or legally justified general interest, and particularly im-portant public interest, or 2) if safeguards that may result in particular from contractual clauses used by the controller responsible for the trans-

			

		

	
		
			
				Application of Operational Technique

			

		

		
			[image: ]
		

		
			
				241

			

		

		
			
				fer of data and have been considered sufficient by the competent authori-ties in accordance with national law.

				It should be added that the Convention on Personal Data is referred to in point 11 of the preamble of Directive 95/46/EC of the European Par-liament and of the Council of October 24, 1995 on the protection of nat-ural persons with regard to the processing of personal data and freedom flow of these data132 (hereinafter: Directive 95/46 EC). In the declarative part of the directive, the European legislator emphasised that the “princi-ples of protection of the rights and freedoms of individuals, in particular the right to privacy, which are contained in this Directive, consolidate and strengthen the principles expressed in the Convention of the Council of Europe of January 28, 1981 on the protection of individuals with regard to automatic processing of personal data”. This means that the Conven-tion on Personal Data is the starting point for regulating this issue in Community law, and therefore its standards are also reflected in the reg-ulations of Polish law in the field of personal data, for which ODOU is of fundamental importance.

				The use of operational techniques by the police is subject to the Con-vention on Personal Data and the Additional Protocol resulting from the provisions of national law, which must be consistent with the standards of the Council of Europe in the field of personal data contained in these documents and operational cooperation with police authorities of other countries, in the field of transfer data about their citizens who are subject to criminal proceedings: it is possible only in principle in relation to the signatory states of the documents in question, as only they guarantee the standards of protection required by the Council of Europe, and in the case of other states, when protection at the level of these standards takes place and is permitted by national law, which – it should be emphasised once again – must be consistent with the standards of the Council of Eu-rope. Due to the importance of the use of personal data by the police in their operational activities, this issue has been detailed in the ministerial clarifications of the matters regulated by the Personal Data Convention. This is Recommendation R (87)15 of the Committee of Ministers of the 

				
					
						132	Dz. Urz. UE, L 281 of November 23, 1995.
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				Council of Europe on the protection of personal data used in the police sector of September 17, 1987133 (hereinafter: Recommendation R (87)15). Due to the fact that it belongs to the so-called instruments soft law of the Council will be presented in the part of this study that refers to this type of instruments.

				3.4. Operational Technique in the Light of Resolution No. 690 of the Parliamentary Assembly of the Council of Europe – Declaration on the Police

				Considering the presented information in terms of the admissibility of using the operational technique, the ECHR is the basic legal act for the human rights protection system of the Council of Europe. Such protec-tion is necessary due to the risk of violation of citizens’ rights by the state due to the requirement of personal security. States appoint numerous ser-vices, sometimes referred to as special services, to carry out these tasks, strictly regulated by law. All these services are empowered to use opera-tional techniques that inevitably violate – as indicated – the human right to privacy, regulated in Art. 8 ECHR. This considered the issue of condi-tions that must be met by the state to be able to invade the privacy of cit-izens. As stated, it can only be done based on the clear and precise provi-sions of law that leave no doubt as to the scope of application, established in compliance with the principle of proportionality, i.e., the principle that allows determining whether restrictions on citizens’ rights are essential-ly necessary to protect the public interest, e.g., that a citizen, taking ad-vantage of privacy protection, conducts activities to the detriment of the public interest. In this chapter, we devote some attention to the practice of using operational techniques by police authorities, which practice must also be subordinated to the rule of law, which means that the law must be enforced in accordance with its letter and regulation.

				It follows beyond any doubt from the constitutional principle of the rule of formal law that each state authority may act “only based on the law 

				
					
						133	Rekomendacja R(87)15 Komitetu Ministerstw Rady Europy, http://www.giodo.gov.pl/230/id_art/1687/j/pl (accessed on: March 18, 2014).
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				and within the limits of the law that the law grants it”134. Moreover, state authorities cannot presume the existence of rights that are not expressly stated in the law. They are therefore in a fundamentally different situation than citizens who, according to the legal tradition initiated by the French Declaration of the Rights of Man and Citizen of July 14, 1789, citizens can do anything that is not prohibited by law. State authorities, on the contra-ry, only do what the law clearly allows135.

				In the activities of a state obliged to protect the safety of all citizens, there is a whole sphere of activities that, in order to be effective, must be secret. This is the domain of activity of secret services and other bod-ies operating based on the rules of hierarchical subordination, in which actions are taken “on orders”. This type of bodies also includes the po-lice, which generally use operational techniques as part of preparatory proceedings conducted by the competent procedural bodies. In the legal system of the Council of Europe, the police are not classified as special services performing their tasks in a strictly defined field and on the basis of statutory authorisations, but are defined as “one of the public services established by law, whose tasks include maintaining order and applying the law”136.

				This is regulated by Resolution 690 of the Parliamentary Assembly of the Council of Europe of 1979, with an annex referred to as the Decla-ration on the Police, and the Polish Act of April 6, 1990 on the Police, specifying it in Art. 1 section 1 as a “uniformed and armed formation serving society and intended to protect people’s safety and maintain pub-lic security and order”137. Among the statutory tasks of the Police in Po-

				
					
						134	L. Garlicki, Polskie prawo…, p. 61.

					
					
						135	Constitution of the Republic of Poland of April 2, 1997, adopted by the National Assembly on April 2, 1997, adopted by the nation in the constitutional referendum on May 25, 1997, signed by the President of the Republic of Poland on July 16, 1997 (Dz. U. z 1997 r. Nr 78 poz. 483 – z późn. zm.) formulates the principle of the rule of law in Art. 7 – “Public au-thorities act on the basis and within the limits of the law”.

					
					
						136	Rezolucja 690 Zgromadzenia Parlamentarnego Rady Europy z 1979, aneks – Deklaracja o Policji (dalej: Deklaracja o Policji), B (Status), ust. 1, [in:] Prawa człowieka a Policja. Wy-bór dokumentów Rady Europy i ONZ, ed. A. Rzepliński, Wydawnictwo Centrum Szkole-nia Policji, Legionowo 1992, p. 53; W. Kotowski, Ustawa o Policji. Komentarz, ABC Dom Wydawniczy, Warsaw 2004, p. 129.

					
					
						137	http://isp.policja.pl/isp/prawa-czlowieka-w-poli/akty-prawne-i-dokumenty/9073,Dekla-racja-o-Policji.html (accessed on: July 27, 2016).
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				land, the tasks defined as “detecting crimes and offenses and prosecuting their perpetrators” (Article 2, point 4) and “collecting, processing, and transmitting criminal information” (Article 2, point 8) are important from the point of view of the issues discussed in this study138. In carrying out these tasks, the Police undertakes operational, reconnaissance, and investigative activities, and also undertakes such activities based on the orders from procedural authorities, the prosecutor’s office or the court139.

				An important legal instrument of the Council of Europe, by means of which it influences the shape of police services in member states, in terms of the service standards applied in them and the axiology guiding it, is the Declaration on the Police. Unlike the legal acts of the Council of Europe discussed in the previous section, it is classified as one of the so-called “soft” instruments – soft law.

				The category of “soft law” is the Polish equivalent of English soft law, a concept introduced to scientific circulation by the English lawyer Lord A.D. McNair, and to the practice of international law by R. Dupuy140. The essence of soft law (the term flexible law is also used), although it does not have legislative power, reflects the existing or planned norms of interna-tional law discussed in the doctrine141. The mentioned McNair called soft law, as Remigiusz Kaszubski put it, “informal instruments, neither being international instruments nor customary law, defining the principles and rules and standards of behaviour expected from entities of internation-al law (governing international relations), differing from international agreements in that they that they are not legally binding”142. The follow-ing consequences arise from this143:

				soft law acts are not international agreements;

				pacta sunt servanda principle does not apply to them;

				
					
						138	Ibidem.

					
					
						139	Dz.U. z 1990 r. Nr 30, poz. 179, z późn. zm.

					
					
						140	R.W. Kaszubski, Funkcjonalne źródła prawa bankowego publicznego, Kantor Wydawni-czy, Zakamycze 2006, p. 46.

					
					
						141	A. Mokrzysz-Olszyńska, Znaczenie soft-law w regulowaniu działalności reklamowej, “In-stytut Gospodarki Światowej”, Warsaw 2007, no. 281, pp. 1–4.

					
					
						142	R.W. Kaszubski, Funkcjonalne źródła…, p. 46.

					
					
						143	A. Wyrozumska, Umowy międzynarodowe. Teoria i praktyka, Wydawnictwo Prawo i Praktyka Gospodarcza, Warsaw 2006, pp. 698–699.
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				neither international treaty law nor national regulations apply to them relating to the conclusion of international agreements;

				do not require registration under Art. 102 United National Char-ters;

				are not required to be published in national legal publications (if necessary, their content may remain confidential);

				unlike international agreements, they may be terminated at any time;

				violation of soft law acts does not give rise to international liabil-ity on the part of the person violating them, according to some, because the political obligations contained in acts of this type merely formulate expectations regarding the behaviour of those to whom they are addressed, which can be legally formalised based on non-binding acts legally, according to others, because the parties’ intention was to give the agreement the status of a le-gally non-binding act.

				The fact that soft law acts are not legally binding does not mean that they are neutral from the point of view of law. However, their implementation may be subject to control. Control mechanisms may also provide for the use of such instruments. They are collectively known as soft law/fleble law. As an example, we can cite the case of Agenda 21, i.e., the action adopted at the Conference on Environmental Protection and Development in Rio de Janeiro, established to control the implementation process of the men-tioned document of the special Commission for Sustainable Development.

				In many other cases, the instrument for controlling the implementa-tion of soft law acts are regularly prepared, usually with the strong, some-times decisive participation of non-governmental organisations compe-tent in the field to which such act concerns. The reports themselves are sometimes also treated as soft instruments law, so the content of reports may be legally neutral. The group of soft law control instruments also includes various types of “soft” dispute resolution mechanisms, known as soft enforcement. These include, among others, conciliation, the de-cision of which is not binding on the parties (although at the same time a non-binding approach to the results of conciliation in the long run by the parties to the dispute may have an adverse impact on their image, 
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				as unpredictable entities that treat their partners not seriously), as well as mediation procedures aimed at achieving consensus144.

				The catalogue of soft law instruments (this categorisation, apart from the less frequently used “form”, is accepted in science, so we also use it in this study) of soft law has not been closed so far, and, what is more, “it shows an astonishing wealth of forms that defies previous classification attempts”145. The following instruments are most often indicated as soft law instruments146: declarations; resolutions; recommendations; codes of practice, codes of conduct; guidelines; standards; charters; reports; opin-ion; programmes; interinstitutional agreements; “soft law disguised as hard law”, and gentlemen’s agreements.

				Regarding this enumeration, it should be noted that “in the proposals of various authors, some instruments, such as declarations, resolutions, or recommendations, appear regularly. However, there are also those whose inclusion in soft law is at least controversial. We are talking pri-marily about gentlemen’s agreements, which, although they are very sim-ilar to various types of soft law agreements, are more of an international courtesy”147. This means that despite the open nature of the catalogue of soft law instruments, their importance varies in both doctrine and prac-tice. This is particularly visible in the practice of international organi-sations. The activities of the European Union are regulated by a num-ber of legal acts of hierarchical importance148, listed in Art. 249 of the EC Treaty, regulating the issue of sources of Community law, but also a number of other acts which, due to their non-binding nature, are clas-sified as soft law instruments. In the doctrine of Community law, they may have different names: resolutions, guidelines, explanations, messag-es, programmes, plans149. However, they are categorised as unnamed acts 

				
					
						144	A. Wyrozumska, Umowy międzynarodowe…, pp. 699–700.

					
					
						145	P. Skuczyński, Soft law w perspektywie teorii prawa, [in:] System prawny a porządek praw-ny, eds. O. Bogucki, S. Czepita, Wydawnictwo Naukowe Uniwersytetu Szczecińskiego, Szczecin 2008, p. 328.
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						148	M. Ahlt, M. Szpunar, Prawo europejskie, Wydawnictwo C.H. Beck, Warsaw 2005, pp. 28–32, 47–56.

					
					
						149	S. Biernat, Europejskie prawo administracyjne i europeizacja krajowego prawa admini-stracyjnego, “Studia prawno-europejskie” 2002, vol. VI, p. 72.
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				(which does not mean that their origin is arbitrary. This group excludes acts issued by bodies other than the European Council, the European Commission and the European Parliament, so the Rules of Procedure of the Court of Justice are not an unnamed act) and as acts sui generis, so not mentioned in Art. 249 of the EC Treaty as a source of Community law, but leading to legal effects. The possibility of issuing the latter results from the case law of the European Court of Justice in Luxembourg. It should be mentioned that recommendations and opinions in Community law are also legally non-binding acts, as they do not establish any rights or obligations towards the addressees or third parties. However, according to the jurisprudence of the ECJ, they may be the subject of a preliminary ruling, and thus their content cannot be ignored by the authorities apply-ing the law150. In the context of Community law, the soft law “system” has the following distinctive features151:

				soft law instruments, although in principle they do not have bind-ing force, may have legal effects in the field to which they refer (e.g., be the subject of an ECJ ruling);

				soft law instruments often have a structure typical of a legal act par excellence, i.e., similar text structure, division into editorial units used in the legal act, clear definition of norms;

				soft law instruments are generally used by bodies participating in legislative processes that culminate in a normative act with univer-sally binding force, which means that a soft law act is often an an-nouncement of the future issuance of a legally “hard”, binding act.

				Therefore, in the spread of the practice of issuing “soft” law instru-ments, we can see a specific practice of creating binding law for its ad-dressees, consisting in preceding the latter with signalling and, to some extent, survey acts, as the assessment of provisions and norms contained in soft law acts, and their social evaluation is returned to the authorities using this type of instruments through periodically prepared reports on their functioning. This provides an opportunity to remove errors, short-comings, and omissions in the final files, and thus to avoid difficulties 
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						151	C. Mik, Europejskie prawo wspólnotowe. Zagadnienia teorii i praktyki, Wydawnictwo C.H. Beck, Warsaw 2000, pp. 521–522.
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				with their implementation and practical applications. Therefore, the im-portance of soft law instruments is increasingly emphasised in the liter-ature, both in terms of their role in law-making and the development of the catalogue of this type of instruments. As A. Bator noted, “although soft law is not present on the list of formal sources of law in many legal orders based on the culture of statutory law, it is nowadays – especially in international economic relations – a particularly expansive form of in-fluencing legal behaviour. Its presence in European law can be treated as a confirmation of this role”152.

				These general remarks can also be applied to the legal system of the Council of Europe. As noted in the literature, soft law instruments play a special role in its shaping. The following elements are characteristic of the use of these instruments by the Council of Europe153:

				the Committee of Ministers of the Council of Europe sending rec-ommendations to member states, which, although not binding, are binding pursuant to Art. 15 lit. b of the Statute of the Council of Europe, with certain obligations on the part of the latter, as this provision allows the bodies of the Council of Europe to request information “what course has been taken on the recommenda-tions”; a safeguard mechanism is thus built into the application of this provision;

				the use of soft law instruments in matters that have not yet been resolved at the convention level;

				standards introduced into circulation by soft law instruments are an inspiration for treaty standards, therefore they are in force temporarily;

				
					
						152	A. Bator, Normy wtórnego prawa europejskiego z perspektywy teorii prawa, [in:] Z zagad-nień Teorii i filozofii prawa. Teoria prawa europejskiego, ed. J. Kaczor, Wydawnictwo Uni-wersytetu Wrocławskiego, Wrocław 2005, p. 41.

					
					
						153	J. Jaskiernia, Polska w Radzie Europy – 20 lat członkostwa, “Państwo i Prawo” 2010, no. 11, p. 6; J. Jaskiernia, Znaczenie standardów Rady Europy o charakterze „miękkiego prawa” [in:] Ius est ars boni et aequi. Księga pamiątkowa z okazji 5-lecia Wydziału Prawa Wyższej Szkoły Menedżerskiej w Legnicy, ed. N. Szczęch, Wydawnictwo Wyższej Szkoły Menadżerskiej, Legnica 2010, p. 536; J. Jaskiernia, Elementy dobra wspólnego w systemie aksjologicznym Rady Europy, [in:] Dobro wspólne. Problemy konstytucyjnoprawne i aksjo-logiczne, ed. W. Wołpiuk, Wydawnictwo Wyższej Szkoły Zarządzania i Przedsiębiorczo-ści, Warsaw 2008, p. 114.
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				standards adopted under soft law are permanently supplementary to convention standards if the matter they concern is not suitable for inclusion in treaty standards.

				Soft law instruments used by the Council of Europe in the scope of the issues discussed in this study may therefore, in the light of previous general comments on these instruments, either have an inspiring value for solutions that it intends to give the character of “hard” acts in the future, or may refer to the sphere of matters that, for various reasons, cannot be regulated at the level of the convention, because, for example, they would interfere too far with the sovereignty of the law-making bod-ies of the Member States. However, the Council of Europe may formulate recommendations in this regard, defining the standards that should be applied in this respect in national law, and therefore having the nature of expectations.

				Due to the importance of the Police Declaration for the shape of police services in the member states of the Council of Europe, I discuss the issue of its references to the most interesting issue of operational techniques here. I deal with other soft law instruments of the Council of Europe rel-evant to this issue in the next section.

				Although the Declaration on the Police does not directly refer to the issue of the use of operational techniques, it establishes protective rules aimed at preventing police authorities from abuses in their activities, in-cluding the use of the techniques in question. Generally speaking, these abuses may involve exceeding statutory authorisations or using them without the necessary authorisations from the relevant procedural au-thorities. The principles of professional ethics formulated in the discussed document are intended to prevent this from happening. Although it di-rectly refers only to police authorities, de facto ethical requirements, in accordance with the extended interpretation of the term “police” adopted in the doctrine, “apply to all persons and organisations, including such bodies as: secret services, military police, armed forces, or militias per-forming police functions whose responsibilities include applying the law, prosecuting crimes and maintaining public order and state security”154.
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				According to the Declaration, a policeman is (or at least should be) a servant of the law, often being its first interpreter who decides whether the law has been violated and how to protect the violated order155.

				In practice, the ethical requirements formulated in the Declaration on the Police cover officers of all services that are authorised by law to use operational techniques156. In Poland, apart from the Police, these are: the Internal Security Agency and the Intelligence Agency, the Central An-ticorruption Bureau, the Military Counterintelligence Service, and the Military Intelligence Service. In the current legal situation in Poland, the right to use operational technology, in addition to the Police and the men-tioned services, also belongs to the Border Guard, Military Police, and fiscal control authorities. Therefore, the ethical requirements of the Dec-laration on the Police apply to the officers of these services, both in gener-al and in relation to their use of operational techniques. Therefore, when using them to carry out their tasks, officers of the police, secret services, and other police formations should respect the following ethical rules157:

				fulfilling its obligations to protect citizens against violence, rob-bery, and other harmful acts reliably and in accordance with the authorisations contained in the law;

				fulfilling the tasks assigned by law in an honest, impartial, and dignified manner;

				avoiding corruption temptations in one’s activities and strictly combating this phenomenon;

				refusal to participate in any activities prohibited by law, such as summary execution of sentences, torture, and other forms of de-grading treatment or punishment;

				carrying out orders only in accordance with the regulations, is-sued by a direct superior and refraining from any orders whose illegality is beyond doubt;

				
					
						155	M. Nowicki, A. Rzepiński, Wprowadzenie, [in:] Prawa człowieka a policja. Wybór doku-mentów Rady Europy i ONZ, ed. A. Rzepiński, Wydawnictwo Centrum Szkolenia Policji, Legionowo 1992, p. 5.
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				combating any violations of the law and immediately taking ac-tions to prevent them if they cause immediate harm. If there is no such threat, taking actions to reverse their effects and notifying their superiors about the threats;

				if these actions are ineffective, the officer should contact higher authorities, even without using official means.

				Among other ethical norms established by the Declaration on the Po-lice, Art. 8 of Chapter B, prohibiting officers from participating in any activities against persons who are not suspected of committing an act prohibited by law, especially when they are undertaken due to the per-son’s racial or religious affiliation or political views. The Declaration on the Police clearly prohibits disciplinary action against an officer due to his failure to comply with an illegal order, but at the same time formulates the principle of his personal responsibility for illegal actions, as well as the identical responsibility of the person who issues such orders158. The Dec-laration on the Police thus establishes an ethical standard, defined in the literature as the “obligation of police officers to disobey the lawlessness ordered upon them”, protecting “citizens against criminal orders of their superiors. Submission to superiors, and not only to the law, is a betrayal of the essence of a policeman’s professional duties”159.

				The standard referred to implicitly refers to all cases of issuing il-legal orders by superiors in the services covered by the Declaration on the Police, and therefore also to cases of wiretapping without the con-sent of the authorities authorised to issue it or other forms of illegal surveillance. The police and other services established to ensure the security of the state and its citizens should, of course, be effective, but in a democratic state ruled by law, effectiveness cannot be achieved at all costs160. As the authors aptly point out, the “police can only be ef-fective thanks to the law and social respect for their high morale. This is not facilitated by the ongoing cases of violations of the law by those 
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						159	A. Kremplewski, J. Skowron, Prawa człowieka a Policja, [in:] Szkoła Praw Człowieka. Tek-sty wykładu. Helsińska Fundacja Praw Człowieka, ed. E. Łabęcka, Wydawnictwo Agencja “Exit”, Warsaw 1998, issue 5, pp. 224–225.
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				who should be associated only with respecting it. The essence of the functions of applying the law, performed to protect the legal order, and the manner in which these functions are performed have a direct impact on the assessment of the entire legal system in the country. Many citizens associate democracy with inertia and organisational anarchy. Police actions may confirm or change this opinion”161. These words accurately describe the intentions of the authors of the Decla-ration on the Police. Recognising the importance of the police and other services in the protection of important public goods, they also pointed out that the implementation of tasks in this area cannot be in violation of the standards of a democratic state of law, as it is a funda-mental and indisputable good and any protection of important public goods must take place within its framework. Generally, in the light of the provisions of the Declaration on the Police, services established to protect the state and citizens may take actions that violate the guar-antees specified in Art. 8 ECHR only based on authorisations from competent authorities issued in accordance with applicable law162.

				In case of violations in this respect, either by issuing an order to an of-ficer of one of the services to which the Declaration on the Police applies to use one of the operational techniques without the consent of the pro-cedural authority, or by issuing such consent in violation of the law, e.g., scope of relevant statutory instructions, he is obliged by the ethical prin-ciples formulated in this document to refuse such an order and to take all actions aimed at effectively notifying his superiors or competent author-ities if the latter has issued an illegal order. Although the ethical norms in question do not protect an officer who fulfils the “duty of disobedience to the law imposed on them” from disciplinary proceedings provided for by law, the Declaration on the Police protects such an attitude and formu-lates a requirement for the competent national authorities not to initiate such proceedings against the officer, opposing lawlessness, participation in which is tantamount to criminal liability163.
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				3.5. Operative Technique in the Light of the So-Called Council of Europe’s “Soft Law” Instruments

				The Council of Europe’s soft law instruments relevant to the issues dis-cussed in this study include the previously mentioned Recommenda-tion R (87)15, which regulates the use of personal data in police servic-es. The grounds for violating the right to privacy may include, among others, the disposal of personal data by the police, which is detrimental to these rights, even if they were collected legally and in accordance with the provisions of applicable law. As mentioned, the provisions of the cit-ed document recommended the establishment of an independent super-visory body from outside the police services, guaranteeing compliance with certain principles, such as limiting the collection of personal data by the police only to the extent necessary to prevent a real threat or fight a specific common crime, notifying the person about whom the data is collected and stored without its knowledge (if the notification does not constitute a conflict with the purpose of police activities), the prohibition of collecting data about individuals solely due to their origin, beliefs, po-litical views or membership in movements or organisations not prohibit-ed by law (except for absolute necessity related to with a specific inquiry or inquiry)164. Other recommended rules include: rigors of data storage, use of data by the police only for police purposes, transfer of collected data, access to files, and the right to rectify them. The Polish legislator’s response to this recommendation was to establish in the Polish legal and institutional system the office of the Inspector General for Personal Data Protection, operating based on the provisions of ODOU. Following the provisions of Art. 12 of the said Act, its tasks include in particular:

				control of compliance of data processing with personal data pro-tection regulations;

				issuing administrative decisions and considering complaints re-garding the implementation of personal data protection provi-sions;

				
					
						164	I. Cameron, Council of Europe Standards on Police. Data Storage and Sharing, [in:] Eu-ropean Police and Criminal Law Co-operation, eds. M. Bergström, A.J. Cornell, Blooms-bury Publishing, Oxford–Portland–Oregon 2014, pp. 163–168.
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				ensuring that the obligated persons fulfil non-pecuniary obliga-tions arising from decisions issued in the case of personal data protection in the manner specified in the provisions of the Act of June 17, 1966 on enforcement proceedings in administration165;

				maintaining a register of data sets and providing information about registered data sets;

				giving opinions on draft laws and regulations regarding the pro-tection of personal data;

				initiating and undertaking projects to improve personal data pro-tection;

				participating in the work of international organisations and insti-tutions dealing with personal data protection166.

				The Police, as one of the entities authorised to collect and store person-al data as part of operational activities that may potentially violate citi-zens’ right to privacy, operates within the framework of the general data protection system, and their use of operational techniques in the area of personal data must be consistent with general requirements and meet specific requirements, the presence of which in the national regulations of countries signatory to the Personal Data Convention is also largely a consequence of the influence of the soft law of the Council of Europe167. The need for separate requirements for the protection of personal data in relation to the police in the laws of the states signatory to the Convention on Personal Data in the explanatory commentary to Recommendation R (87)15 was justified by, among others, the following premises:

				the need to adapt the general standards and protective principles set out in the Data Protection Convention to the specific require-ments of individual sectors, especially high-risk sectors, such as, among others, Police;

				the growing involvement of police forces in the lives of individuals resulting from new threats posed to society by terrorism, drug-re-lated crimes, as well as the general increase in crime, requires the establishment of clear guidelines for the Police sector that would 

				
					
						165	Dz.U. z 1966 r. Nr 24 poz. 151 z późn. zm.
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				define the necessary balance between individual rights and legally justified actions Police in the use of data processing techniques;

				a strong trend for countries signatories of the Convention on the Protection of Personal Data to use the benefits of its Article 9 and repealing the provisions of the Convention on its basis in con-nection with combating crime, which weakens the protection of individual privacy due to the need to protect the common good;

				the need to maintain a balance between the interests of the indi-vidual, his right to privacy protection, and the interests of society in preventing and combating crimes and maintaining public or-der, despite the increasing scale of threats to the common good, which are the justification for limiting the rights of individuals for privacy.

				In connection with that, Recommendation R (87)15 recommends a number of principles for regulating the issue of access of police author-ities to personal data, classifying them as basic and detailed. In the first group, the cited document lists the following principles:

				establishing, for the purpose of control and notification of per-sonal data collected by the police, an independent, external super-visory body authorised to ensure compliance with the provisions formulated in the Recommendation;

				limiting the scope of collecting personal data by the police only to such data that are necessary to prevent a real danger or combat a specific crime, and any exceptions to this rule should be regulat-ed in national law by an act at the level of a statute;

				in all cases where personal data was collected without the knowl-edge of a given person, the police should notify the person about this fact and delete such data immediately;

				the collection of data using surveillance techniques or other auto-mated means should be regulated in specific regulations;

				a total ban on the police collecting the so-called sensitive data;

				data migration routes should be precisely defined and the circle of potential recipients should be strictly defined and closed;
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				public information about files should be generally available, and persons whose data are in such files should have the right to access them, the right to rectification and the right to appeal;

				the police should have sufficient means to protect personal data from being released to the public;

				the requirement to store personal data only as long as required by the needs of the proceedings;

				the responsible body should take all measures necessary to guar-antee the data adequate physical and logical security, as well as to prevent access to and transmission of these data to unauthor-ised persons and changes thereto.

				Among the detailed rules of the system of police access to personal data, Recommendation R (87)15:

				a developed system for data supervision and notification about their status, security and circulation, adequate to the needs;

				exclusion of the possibility of the police collecting data on an on-going basis and without distinguishing their categories;

				in situations where the observation of people concerns a public space, people who may be within its range (e.g., street monitoring) should be effectively notified that they are being observed;

				prohibition on storing personal data by the police without the consent of the person concerned;

				personal data should be stored by the police according to de-tailed procedures, should be organised and classified according to pre-adopted criteria;

				personal data collected for purposes related to the prevention and combating of crimes and maintaining public order may be used only for these purposes, and may be made available to other police authorities on the basis of “legal authorisation” for the purposes of proceedings conducted by them;

				it is necessary to guarantee access to police collections by external authorities, it is unacceptable for the police to be the only admin-istrator of the collections;
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				police files of personal data should always be of the same quality level and they should be removed from police resources immedi-ately after they are no longer necessary for the proceedings;

				data must be protected against physical destruction and against breach of confidentiality.

				When conducting operational activities involving the collection of personal data, i.e., leading to a breach of privacy, the police cannot, in the light of these comments, act with the obtained data arbitrarily, but strictly in accordance with the rules generally set out in the Convention on Personal Data, detailed sector-wise in Recommendation R (87)15. The Council of Europe expects the establishment of a clear, unambiguous framework through soft law instruments also in relation to other aspects of operational activity. In this context, particular reference should be made to Recommendation Rec (2001) 10 of the Committee of Ministers to member states regarding the European Code of Professional Ethics for the Police (adopted by the Committee of Ministers on September 19, 2001 at the 765th session of Deputies of Ministers) (hereinafter: Recommenda-tion Rec (2001)10). The issue we are interested in this study concerns par-ticularly Chapter V – Guidelines for police actions/interventions. They are classified in two groups, “general principles” and “special cases”. The following “general principles” can be applied to the issue of operational techniques:

				the requirement to conduct all police operations with respect for the fundamental rights of every individual;

				the requirement to constantly verify the legality of planned activ-ities;

				refusing to obey orders that are contrary to the law and reporting the fact of issuing such orders to the competent authorities;

				interference by the police (policeman) with the right to privacy may only occur when strictly necessary and only to achieve a law-ful goal;

				the collection, storage and use of personal data by the police is carried out according to international principles of personal data protection, particularly limited to the extent necessary for legal actions and justified and specified purposes;
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				when taking action, the police should always be aware of the fun-damental rights of the individual, such as: freedom of thought, conscience, religion, expression, peaceful assembly, movement, and peaceful use of property;

				when carrying out their tasks, police officers act honestly and with respect for society and with particular emphasis on the situation of individuals belonging to groups that particularly require pro-tection168.

				Recommendation Rec (2001) 10 also formulates a number of “specific cases”, among which the following may apply to the conduct of operation-al activities and the use of operational techniques:

				police investigation must be based, at least, on reasonable suspi-cions of an actual or potential crime or offense (operational tech-niques cannot be used if there is no justification in the form of a reasonable suspicion of committing a criminal act or offense, i.e., only in connection with the goals and tasks, for which the police were established);

				the police must follow the principles that everyone accused of committing a crime is presumed innocent until proven guilty by a court and that everyone accused of committing a crime has certain rights, in particular the right to be informed immediately about the charges brought against him and the possibility of pre-paring his defence in person or with the help of a defence attorney (operational techniques permitted by law must always take into account the principle of presumption of innocence, they cannot be implemented in such a way as if they applied to a person who has already been tried or convicted);

				the police investigation is conducted in an objective and fair man-ner; the police should act appropriately and be sensitive to the special needs of persons such as: children, young people, women, persons belonging to minorities, including ethnic minorities, and 

				
					
						168	Zalecenie Rec (2001) 10 Komitetu Ministrów dla państw członkowskich dotyczące Eu-ropejskiego Kodeksu Etyki Zawodowej Policji, http://warminsko-mazurska.policja.gov.pl/download/32/65585/europejskikodeksetykizawodowej policji.pdf (accessed on: March 17, 2014).

					
				

			

		

	
		
			
				Application of Operational Technique

			

		

		
			[image: ]
		

		
			
				259

			

		

		
			
				persons particularly in need of protection (operational techniques should not be used in a biased manner, with greater commitment towards specific categories of people, less towards others, and in the course of their conduct, the rights of the weakest people and those who are not the direct subject of operational activities must not be violated);

				operational techniques used against detained or detained persons must be carried out taking into account their rights;

				the police(s) are accountable to the state, citizens and their repre-sentatives, who exercise real external control over police activities;

				the principles arising from Recommendations Rec (2001) 10 and relating to the use of operational techniques should also be re-spected in the case of cooperation between police services of member states of the Council of Europe169.

				As can be seen from these remarks, the soft law instruments of the Council of Europe are used in areas already regulated by permanent law acts, constituting an announcement of the improvement of exist-ing solutions and constituting an announcement of the introduction of new solutions to a higher level, raising those that have been used so far. They are taken into account in national solutions. Many of the Recommendations of Rec (2001) 10 are reflected in the Principles of Professional Ethics for Police Officers adopted in 2003170. Despite their non-binding nature, the instruments of soft law have an impact on the shape of hard law, which is largely established by the competent bodies of the Council of Europe based on the former. They also influence the regulations of national law, as member states of the Council of Europe, signatories of treaty-type acts, feel bound by the expectations regard-ing the shape of hard law, both at the treaty level and at the level of national regulations, formulated in soft law instruments171. The com-ments remain fully valid in relation to the issue of the use of operation-

				
					
						169	Ibidem, part B.

					
					
						170	Załącznik do zarządzenia nr 805 Komendanta Głównego Policji, December 31, 2003, http://www.policja.pl/ftp/prawo/zasady_etyki_zawodowej_policjanta.pdf (accessed on: March 17, 2014).

					
					
						171	T. Hammarberg, Human Rights in Europe: No Grounds for Complacency, Council of Eu-rope, Strasbourg 2011, pp. 23–36.
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				al techniques by the police that interests us. Also in these instruments, the principle of the primacy of protection of fundamental truths in solutions aimed at limiting them for the sake of an important common good, i.e., state security, public security, energy security, etc., is pushed forward by the Council of Europe172.

				3.6. Enforcement Mechanism for Council of Europe Standards in Relation to Operational Technology in the Member States

				From the considerations so far it follows that the standards of the Coun-cil of Europe relating to the use of operational techniques to the extent and scope that meet, through the principle of proportionality, the re-quirements of state security and the protection of constitutionally guar-anteed freedoms and rights of citizens, specified in the acts of “hard” law of the Council of Europe and soft law instruments, are translated into national regulations through the principles of international law for the implementation of acts of international law in the national legisla-tion of their signatories. Due to the fact that these mechanisms differ in both cases, each of them should be given separate attention. It should be mentioned that there is no specific mechanism for translating the legal standards of the Council of Europe into the standards of national law, nor a specific mechanism for controlling their application in national law by a country belonging to it, so the following comments will be of a general nature, covering general categories of creation and application of international law, and only where necessary will the specificity of the issues discussed in this study be highlighted. It should also be not-ed that democratic states implement their obligations into national law through the constitutional mechanism of sources of law. These issues are presented in the remainder on the example of Poland, as despite the existence of solutions specific to individual countries, the constitu-tional mechanism functions similarly, and at the level of international 

				
					
						172	K. Adamek, K. Wilczyńska, Bezpieczeństwo współczesnego świata. Aspekty bezpieczeń-stwa narodowego, Wydawnictwo Wyższej Szkoły Handlowej, Poznań 2012, p. 307.

					
				

			

		

	
		
			
				Application of Operational Technique

			

		

		
			[image: ]
		

		
			
				261

			

		

		
			
				law, these differences, due to the legal bases common to participants in international relations, are common to all countries.

				The sources of law for the Polish legal system are listed exhaustively in Art. 87 of the Constitution of the Republic of Poland173. The legislator in-cluded among the sources of generally applicable law in Poland174, among others, international agreements ratified by Poland. Such agreements are the conventions of the Council of Europe, mentioned earlier in terms of the issue of the use of operational techniques by the police. In art. 87 of the Constitution of the Republic of Poland, international agreements as sources of generally applicable law are listed immediately after the Con-stitution, which means that in the hierarchy of importance of sources of law in Poland, they take place immediately after the Constitution and before the Act. However, it should be borne in mind that this only ap-plies to agreements ratified under the procedure specified in Art. 91 of the Constitution of the Republic of Poland, and they have a superior position over statutes, unless it cannot be reconciled with the contract, for exam-ple by undertaking interpretive measures. The status of other interna-tional agreements is not specified by the Constitution of the Republic of Poland, but in no case a “state may invoke its internal legislation to justify its failure to perform the agreement”175. In practice, therefore, every inter-national agreement takes precedence over the law. This has the effect that if a citizen considers that his rights set out in the Constitution and the acts issued on its basis are not respected, and national courts do not agree with his position, he may, provided he exhausts domestic legal options, pursue his rights and claims before international courts established un-der a specific international human rights system. In practice, the compe-tent international court for Polish citizens in this respect is the European Court of Human Rights, which hears individual complaints. Violations of citizens’ rights by state authorities may be brought to the European Court of Justice in Luxembourg based on the Charter of Fundamental Rights of 

				
					
						173	Dz.U. z 1997 r. Nr 78 poz. 483.

					
					
						174	In the light of the doctrine of constitutional law, the term refers “to the regulations on the basis of which public authorities can make decisions in relation to citizens and other entities, including legal entities”, P. Winczorek, Komentarz do Konstytucji Rzeczpospolitej Polskiej z dnia 2 kwietnia 1997 roku, Wydawnictwo Liber, Warsaw 2008, p. 200.
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				the European Union176. However, such a complaint is then not of a private but public nature, as only competent EU bodies can submit it.

				The Convention, as the most common “hard” law instrument in the practice of the Council of Europe, is classified as an international agree-ment, the ratification of which means the state’s obligation to implement its provisions into the national law system. This requirement results from the general principles of international law. The concept of international agreement is general and covers a number of types of such acts, classified according to various criteria. However, there is agreement in the doctrine that despite the multitude of classifications of international agreements, none of these classifications has legal significance, only technical and or-derly ones177. For this reason alone, there is no need to develop this issue here. I only refer to matters that are important from the point of view of further considerations.

				The most common division of international agreements is based on the number of entities. From this point of view, there is a division into bilateral and multilateral agreements. Conventions, among others, have this second form. Due to the different methods of accession to agree-ments by third countries, the latter agreements are also divided into open multilateral agreements (containing a clause allowing third countries to join the agreement without the need to obtain the consent of the exist-ing signatories) and closed multilateral agreements (containing a clause requiring the consent of third countries to join its current signatories to the agreement). It is also possible that third countries’ access to the agreement is limited, e.g., by regional criteria or the criterion of meeting certain conditions. In the formal sense, they are open, but their openness is limited by their content. Such agreements are called semi-open multi-lateral agreements178.

				A frequently encountered classification, which is of great practical importance, is the division of international agreements according to the state authority that is a party and whether they require ratification or 

				
					
						176	Dz. Urz. UE, C 303 of December 14, 2007.

					
					
						177	A. Wyrozumska, Umowy międzynarodowe…, p. 28.

					
					
						178	R. Bierzanek, J. Symonides, Prawo międzynarodowe publiczne, Seventh edition, amen-ded, Wydawnictwo Prawnicze Lewis, Warsaw 2005, p. 78.
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				only approval. From this point of view, international agreements are divided into179:

				state agreements subject to ratification by the head of state; these include in particular: peace treaties, agreements on friendship, cooperation and mutual assistance and other po-litical agreements, agreements concerning matters reserved for regulation by statute or containing provisions deviating from applicable legislation, other agreements, if the party has con-sented to this due to the requirements of the law of the other party or if the parties have so agreed for this reason special circumstances;

				government contracts subject to approval by the Council of Min-isters (Prime Minister);

				departmental agreements, the subject of which falls within the competence of one minister, which are neither state nor govern-ment agreements.

				As noted, this division is of a technical, not substantive nature, as in practice, every contract, regardless of which state entity it is concluded, ultimately binds the state.

				The literature also classifies contracts according to their nature (ma-terial classification) and structure and form (formal classification). In the first case, the basic division is into norm-setting treaties and con-tracts, in the second – into agreements concluded between states, be-tween states and international organisations, and between international organisations180.

				However, what is fundamental from the point of view of the effective-ness of the impact of international agreements on internal legislation is their division into ratified and unratified agreements181. Ratification is, broadly speaking, the expression of consent by the competent authori-ties of a state on its behalf to be bound by an international agreement. The provisions of the Vienna Convention on the Law of Treaties of May 23, 1969 (hereinafter referred to as the Vienna Convention on the Law of 

				
					
						179	Ibidem, p. 78.

					
					
						180	A. Wyrozumska, Umowy międzynarodowe…, pp. 28–30.

					
					
						181	L. Garlicki, Polskie prawo…, p. 141.
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				Treaties)182 are of key importance in this respect. In the light of its Art. 15, a state may be bound by an international agreement if one of the fol-lowing conditions is met: 1) the treaty stipulates that such consent may be expressed by that state by way of accession; 2) it is otherwise estab-lished that the negotiating states have agreed that such consent may be expressed by that state by means of accession; 3) all parties have subse-quently agreed that such consent may be expressed by that state by means of accession183.

				This list of ways of expressing consent to be bound by a state by an international agreement is not exhaustive. The methods referred to in the doctrine are systematised according to the criterion of complexity of the mode of expressing consent by states to be bound by an international agreement. Therefore, the ways in which countries express their consent to be bound by an agreement are divided into184:

				Simplified:

				consent expressed by signing (the most frequently practiced method, the moment of signing the contract coincides with the moment of its conclusion);

				exchange of documents constituting a contract (most often ex-change of notes or letters, signed or bearing only an official seal);

				Complex, also known as solemn, in which there are clearly two stages:

				consolidation of the contract (signing);

				the state’s consent to be bound by the agreement through ratifi-cation (the most solemn manner, usually performed by the head of state), adoption (including a number of any ways of expressing consent, sometimes also ratification), or approval (an official act of the government, prime minister, or minister departmental).

				However, regardless of the typology of international agreements, we can talk about a common field for all their types. This common area is the structure of an international agreement. The issue can be consid-ered from the point of view of general rules developed in the practice of 

				
					
						182	Dz.U. z 1990 r, Nr 74, poz. 439.
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						184	A. Wyrozumska, Umowy międzynarodowe…, pp. 161–172.
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				international relations, having the status of customary law, and from the point of view of the rules established by the KPWT. In the first case, for-mal aspects come to the fore, i.e., the presence of elements in the contract structure such as185:

				introduction – explaining the reasons for concluding the contract;

				disposition – containing the substantive provisions of the con-tract, divided into: articles, paragraphs, sub-points, etc.;

				final provisions of a formal and legal nature – containing provi-sions related to the duration of the contract and the form in which it is to be implemented (ratification, approval), or the conditions for its termination.

				The formal aspect of an international contract also includes the issue of typical contract clauses, which are also treated as customary forms. These are the following clauses186:

				reciprocity clause – an obligation of each party to treat citizens (legal persons, ships, goods, etc.) of the contracting party in the same way as citizens (legal persons, ships, goods) are treated by that state;

				national clause – an obligation of each party to treat the citizens (legal persons, ships, goods, etc.) of the other party in the same way as it treats its own citizens (legal persons, ships, goods, etc.), but never covers rights political, which are only available to its own citizens;

				most favoured nation clause – an obligation to grant the other party the rights and privileges that have been or will be granted in the future to any third country;

				arbitration (conciliation) or conciliation clause – obligations of the parties to refer any disputes arising from the application of the contract to an arbitration court or to a conciliation commission.

				Any international agreement that meets these formal conditions may be considered binding. In this way, some rights and obligations are cre-ated exclusively for its parties, which is expressed by the Roman princi-ple pacta tertiis nec night prosunt (an agreement cannot create rights or 

				
					
						185	Ibidem, p. 38.

					
					
						186	R. Bierzanek, J. Symonides, Prawo międzynarodowe…, pp. 90–91.
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				impose obligations on states that are not parties to it)187. This principle under the law of treaties is confirmed by Article 34 of the EC Treaty, according to which a “treaty does not create obligations or rights for a third country without its consent”. As a rule, international agreements cannot create legal effects for third countries without their consent, al-though several exceptions are possible, but they are not important from the point of view of the issues under consideration188. Generally speak-ing, each country is only bound by the agreement to which it has agreed. This obligation means the obligation to implement the standards and provisions of an international agreement into the internal law system of the state bound by such an agreement, but also the need to behave in a manner consistent with the values upheld by such an agreement. The “hard law” instruments of the Council of Europe are implemented into the Polish legal system in accordance with the outlined mechanism developed under international law, with the provisions of the KPWT having constitutive significance.

				It should be noted, however, that the standards specified in interna-tional agreements are reflected not only in legislation, i.e., law-making, but also in jurisprudence and case law. With regard to the issue of the use of operational techniques in police activities that may potentially violate the right of individuals to privacy, guaranteed by the Constitution of the Republic of Poland, among others, as a result of the implementation of the ECHR into the Polish system of internal law, the already mentioned possibility for citizens to appeal the cases of this type of violations to the ECtHR, after exhausting the national legal remedies, is of key importance here. As pointed out in the literature, not only the Convention itself, but also the jurisprudence of the ECtHR provide many practical indications regarding the performance of various police activities, e.g., operational control (control of correspondence, use of secret wiretapping, surveil-lance, etc.), the use of secret collaborators, collection, and data process-ing (including fingerprints and photos), detention and the use of physical coercion, i.e., all those activities that exhaust the criteria of operation-

				
					
						187	A. Wyrozumska, Umowy międzynarodowe…, p. 302.
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				al techniques189. Police practice in this area is therefore shaped not only based on the legal provisions themselves, but also on their interpretation contained in the case law of the ECtHR, always made taking into account the relationship between the convention or other hard law act and the regulations of national law, which are, in principle, to remain in accord-ance with the standards of the legal system of the Council of Europe. In this way, through the jurisprudence of the ECtHR, the legal regulations of the Council of Europe enter the matter and practice of the law of states bound by given instruments of its hard law. In this way, they become an element of everyday legal practice, shaping the awareness and legal cul-ture of society as a whole, individual citizens.

				The scope and intensity of the penetration of legal regulations of the Council of Europe depends largely on the activity of citizens themselves, on the extent to which they exercise their right to “seek justice in Stras-bourg”, also in the case of violation of their rights due to the use of op-erational techniques. In this regard, it should be recalled that the right to privacy protection is not absolute and may be limited for important public good reasons. With these in mind, the police have the right to take actions such as:

				identification of a given person and establishing his or her iden-tity;

				conducting a search or personal inspection, checking luggage;

				enter the apartment and search it;

				hearings for private or family matters (but only if this is necessary in a given case);

				carrying out an inspection of correspondence (this term also in-cludes inspection telephone calls);

				installation of a wiretapping;

				conducting surveillance of the person against whom proceedings have been initiated.

				Therefore, the mere initiation of one or more of the mentioned ac-tions is not a condition for filing a complaint by the person against whom they were taken. This may be unlawful (taking action without a legal 

				
					
						189	A. Beckley, M. Zacny, P. Filipek, Prawa człowieka. Poradnik dla policjantów, Wydawnic-two Ośrodek Praw Człowieka Uniwersytetu Jagiellońskiego, Kraków 2002, p. 46.
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				basis), illegal (taking action based on an inappropriate legal basis), or unnecessary (taking action that is permitted by law, but unrelated to the objectives of the ongoing proceedings). The premise of violation of the right to privacy arises when the allegation of unlawfulness, illegality, or pointlessness of operational activities is justified. As it is emphasised in the literature, taking such actions by the police “in an unlawful man-ner may constitute a violation of the right to privacy and respect for family life (e.g., unjustified identification of a person, unlawful search, use of information obtained about a person for purposes other than official ones, asking questions during interrogation regarding a person’s intimate life, religion or other personal matters, if this is not relevant to the case)”190. Only then, after exhausting domestic legal remedies, can a person who still considers herself injured to submit a complaint to the ECtHR, resulting in a judgment; several relating to the issues under consideration were previously referred to in a different context. Such a complaint, according to Art. 34 and 35 is admissible if it meets, in addition to exhausting the domestic legal route as mentioned, the following conditions191:

				comes from an authorised person (an individual, a non-govern-mental organisation, or a group of individuals who is a victim of a violation of the law);

				concerns rights guaranteed by the European Convention on Hu-man Rights or additional protocols (applicable to the country against which it is directed);

				applies to acts, decisions and facts that occurred after the Conven-tion or the Additional Protocol entered into force in a given coun-try (in relation to Poland, in the scope of the rights set out in the Convention, it may refer to facts that occurred after May 1, 1993, i.e., after the date of Poland’s entry into force its proceedings);

				concerns matters falling within the competence of public authori-ties (the state and its bodies are responsible for the event);

				all remedies provided for by internal law have been exhausted;

				
					
						190	D. Panas, Prawa człowieka w służbie policjanta, Wydawnictwo Szkoły Policji, Katowice 2007, p. 26.

					
					
						191	A. Beckley, M. Zacny, P. Filipek, Prawa człowieka…, pp. 33–34.
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				was brought no later than within six months of the final decision in the case in question.

				From the point of view of the reception of standards and values of “hard” European law, including in the field of violation of privacy law, there are judgments of the ECtHR. They are published on its website. The Court transmits the final judgment to the Committee of Ministers of the Council of Europe, which supervises its implementation, both as to whether the injured party received compensation and as to whether the state will take steps to repeal the legal provisions whose application led to a violation of the Convention against the applicant. In this way, the Council of Europe, through its bodies, controls the application by the signatory countries of the “hard” instruments by which these countries have bound themselves.

				A slightly different mechanism of translation occurs in the case of “soft” instruments of international law into regulations in national law. The instruments in question do not constitute a source of obligations for the state within the meaning of international law, so they do not generate an automatic requirement for implementation into national law systems. However, as mentioned, they formulate a kind of expectation on the part of the international organisation to which a given country belongs, which issues recommendations, resolutions, recommendations, etc., that the le-gal regulations of the issues to which these acts concern apply standards considered by this organisation appropriate and desirable due to the level and quality of protection of the goods that are intended to be protect-ed by these acts. Therefore, while an international agreement, as an act of “hard” law, is a source of legally binding obligations for a state that considers itself bound by its provisions, an instrument of soft law can be considered a type of moral obligation, a requirement to recognise the values that the international organisation to which the state belongs con-firms its readiness to recognise in practice the legal standards that this organisation considers appropriate due to the good(s) protected by them. As pointed out in the literature, the soft law acts of the Council of Europe, although not binding, “in practice turn out to be much more effective instruments than the so-called hard law acts, i.e., conventions”, as these are binding only on the states that have signed them, while “soft” law 
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				instruments are addressed to all states associated with the Council of Eu-rope, so the scope of their real impact is wider than that of “hard law” instruments192.

				Under international law, soft law instruments are assigned the follow-ing functions193:

				influencing the actions of states, institutions, enterprises, and in-dividuals, despite the lack of rights and obligations in “hard” law instruments;

				shaping new standards and legal rules that are subsequently re-flected in final solutions;

				preparing the ground for future legislative action (in the case of instruments of “soft” law of the Council of Europe, e.g., recom-mendations, resolutions);

				creating interpretative guidelines for applicable legal acts (e.g., recommendations).

				Although soft law instruments do not directly formulate obligations towards national legislators, they do not leave them indifferent, inspir-ing and directing legislative work. They are one of the important “paths” through which international legal standards are disseminated and even-tually incorporated into national legal systems.

				
					
						192	W. Grzeszczyk, Omówienie książki Oktawiana Nawrota, Ludzka biogeneza w standar-dach bioetycznych Rady Europy, Oficyna a Wolters Kluwer business, Warsaw 2011; “Pro-kuratura i Prawo” 2013, no. 3, p. 188.

					
					
						193	M. Szpryngier, Karty płatnicze w koncepcji SEPA, Wydawnictwo Wydziału Prawa i Ad-ministracji Uniwersytetu Warszawskiego Instytut Nauk Prawno-Administracyjnych Za-kład Administracyjnego Prawa Gospodarczego i Bankowego, Warsaw 2008, p. 24.

					
				

			

		

	
		
			
				Chapter 4. Application of Operational Technique in the Light of European Union Standards

				The European Union is an association of states whose ultimate goal is full in-tegration, i.e., transforming it into a relatively uniform structure, with goals, tasks, and functions typical of nation states, while maintaining independence in areas where integration seems impossible or inadvisable1. In practice, full European integration will never be achieved, as such a far-reaching goal is not even assumed (although it is not completely ruled out)2. It should be not-ed, however, that there are a number of areas covered by common EU policy, implemented using legal instruments (legal acts that are fully and directly binding on all Member States, e.g., regulations) and institutional instruments (community bodies with jurisdiction covering the entire EU territory)3.

				Until the adoption of the Lisbon Treaty (December 13, 2007, it en-tered into force on December 1, 2009), the common area of the EU had a pillar structure and included: common market, monetary union, com-mon agricultural, and structural policy, regional development (pillar I); foreign and security policy (II) and judicial and police cooperation in criminal matters, joint solving the problems of immigration, organised crime, terrorism, and social pathologies (III)4. In such designated are-as, cooperation between Member States was special, aimed at achieving common goals and common benefits. As a result of the institutional reform that took place thanks to the Lisbon Treaty, what changed pri-

				
					
						1	B. Berti, K. Mikulova, N. Popescu, Democratization in EU foreign Policy: New Member States as Drivers of Democracy Promotion, Publisher Routledge, London 2015, pp. 24–37.

					
					
						2	T. Cukiernik, Dziesięć lat w Unii: bilans członkostwa, Wydawnictwo Wektory, Wrocław 2015, pp. 45–67.

					
					
						3	J.M. Fiszer (ed.), Dziesięć lat członkostwa Polski w Unii Europejskiej: próba bilansu i nowe otwarcie, Wydawnictwo Instytutu Studiów Politycznych PAN, Warsaw 2015.

					
					
						4	A. Wlaź, Instytucje Unii Europejskiej, Wydawnictwo Ministerstwa Spraw Zagranicznych, Warsaw 2010, p. 5.
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				marily was the legal status of the EU5, which was granted legal person-ality by this Treaty, as a result of which it took over the institutions that had previously been implementing EU objectives on its behalf, as well as the acquis of the European Community. The pillar structure was also abolished, as a result of which the EU became the direct legal successor of the European Community6.

				In its current legal status, in areas of particularly closer cooperation, the EU acts as a subject of international relations, but it also pursues in-ternal goals in relation to the EU territory. The operational techniques that interest us most are those used by EU bodies and closely cooperat-ing authorities of Member States, thus implementing its purpose, specif-ic to the fight against terrorism or prosecuting cross-border crime, and serve to achieve the goals of a political entity, which the EU is increasingly trying to be. The way in which these bodies use operational techniques on behalf of the EU cannot be inconsistent with the axiology of the EU, and therefore also with acts of international law relating to human rights and the values enshrined in EU primary law acts.

				On the one hand, EU institutions, in order to be able to fight terrorism or organised crime, must have appropriate instruments at their disposal, and therefore also be able to use the operational techniques that interest us, and on the other hand, the EU as a whole must respect the rights and freedoms that are at its basis, and are recorded in primary law acts. At the same time, it should be borne in mind that both EU bodies and Member States implementing goals and tasks in the area of judicial and police co-operation may have a tendency or, in the absence of control and supervi-sion, the temptation to violate the standards applicable in this area, and thus violate the rights and freedoms guaranteed to citizens of all Member States, both by the structures of their nation states and community struc-tures. Hence the need for mechanisms of control and supervision over the activities of relevant services authorised to use operational techniques, and thus potentially interfering with the area of individual rights and free-doms, not only at the level of nation states, but also at the community level. 

				
					
						5	K. Auel, T. Christiansen, After Lisbon: National Parliaments in the European Union, Routledge, London 2015, p. 38.
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				A specific self-control mechanism is the previously mentioned principle of proportionality, defined as the “prohibition of excessive interference”, which occurs when the measures applied by the legislator limiting certain rights and freedoms “conflict with the legitimate interests of the citizen”7.

				However, the mechanism of judicial review is of fundamental impor-tance in this respect. This is currently due to the ongoing process of EU accession to the ECHR system, which is a necessity resulting from new treaty provisions relating to the issues of freedom and human rights in the Community, adopted after the conclusion of the Lisbon Treaty8. In this way, the EU incorporated the human rights protection system of the Council of Europe into its legal order. The Council of Europe system operates throughout the Community, both in the legal and axiological dimension, as well as in the institutional dimension (binding nature of ECtHR judgments for EU Member States in cases brought by citizens of Member States against the institutions of their own country), as well as sui generis subsystem of the Community system decreed by the Treaties, and more precisely by the TEU, which will be finally overcome after the com-pletion of the mentioned EU accession to the ECHR system. However, it does not change the fact that in the doctrine of human rights, the ECHR system is given, if not superiority, then at least priority over the EU sys-tem, with all the resulting consequences for both procedural practice and jurisprudence. As A. Bisztyga writes, “when appreciating the European Union’s initiatives in the area of human rights, one should state that these are, first of all, the treaties of the Council of Europe concerning human rights – especially the European Convention for the Protection of Hu-man Rights and Fundamental Freedoms (ECHR) – determined the shape of the human-law, European legal space. An act that almost indivisibly dominated the European legal space in shaping human rights standards 

				
					
						7	L. Garlicki, Polskie prawo konstytucyjne…, pp. 64–65.

					
					
						8	In the current legal situation, the catalogue of primary EU rights includes, in addition to the already mentioned EUCC, the following legal acts: the Treaty of Lisbon amending the Treaty on European Union and the Treaty Establishing the European Community, Journal of Laws Device EU C 306 of December 17, 2007; Treaty on the Functioning of the European Union (consolidated version) (hereinafter: TEU), Journal of Laws Device EU, C 326 of October 26, 2012; Treaty on European Union (consolidated version), C 326, October 26, 2012; Treaty establishing the European Atomic Energy Community C 327, of October 26, 2012.
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				was – and I believe still is – the European Convention of Human Rights of the Council of Europe. The European Court of Human Rights interprets its provisions creatively”9. In other words, the standards of human rights protection developed in the Council of Europe system will be taken over by the still developing Community system, the fundamental novelty of which will be subjection to judicial control due to compliance with fun-damental rights of the Community law system.

				The ECHR system was incorporated into the EU legal system based on Art. 6 TEU, concluding in its current wording the multi-year conver-gence of European and Community human rights protection systems. In the light of paragraph 1 of the mentioned article, the Union recognises the rights, freedoms, and principles set out in the Charter of Fundamental Rights of the European Union of December 7, 2000, as adapted on Decem-ber 12, 2007 in Strasbourg, which has the same legal force as the Treaties, and the interpretation of its provisions is made under the interpretative rules set out in the title of the Charter10. Pursuant to paragraph 2 thereof, the Union accedes to the European Convention for the Protection of Hu-man Rights and Fundamental Freedoms. The EU implements the goals and tasks resulting from the provisions of these documents through its “internal” institutions, mentioned earlier: EC, European Council, ECtHR, EST, and others. By virtue of paragraph 3 of the mentioned Article 6, the EU, in a specific way, incorporates into its own human rights protection system the guarantees contained in the ECHR and the rights “arising from the constitutional traditions common to the Member States”, considering them as “part of Union law as general principles of law”.

				The implementation of these provisions will take place at the end of the mentioned EU accession to the ECHR system. Negotiations on this matter were conducted between the EU and the authorities of the Council of Europe, more precisely between the negotiating group of the Steer-ing Committee of the Council of Europe and the European Commission 

				
					
						9	A. Bisztyga, Europejska Konwencja Praw Człowieka a Karta Praw Podstawowych Unii Europejskiej – stan kompatybilności czy konkurencyjności?, “Przegląd Prawa Konstytucyj-nego” 2011, no. 3, p. 180.

					
					
						10	B. Gaziński, Szkice europejskie: Unia Europejska wobec wyzwań współczesności, Uniwer-sytet Warmińsko-Mazurski, Instytut Nauk Politycznych, Olsztyn 2015, p. 25.
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				(EC), whose position is significantly influenced by the NEUMS11 (non-EU Member) group of states – member states of the Council of Europe that are not members of the EU), regarding the development of an accession agreement12. The negotiations in question were completed on April 5, 2013, with the adoption of the final draft agreement on the EU’s acces-sion to the European Convention on Human Rights13. The final report was presented by the Negotiating Group on June 10, 2013. After this date, activities were initiated aimed at ratification of the accession agreement by the EU14. Currently, the ratification is at the stage of formulating legal assessments of compliance. The EC requested the ECJ to issue an opinion on whether the draft agreement on the accession of the European Union to the Convention for the Protection of Human Rights and Fundamental 

				
					
						11	Design negotiation agreement submitted by the chairman of the negotiating group, see: Fifth negotiation meeting between the CDDH ad hoc negotiation group and the European Commission on the accession of the European Union To The European Convention on Hu-man Rights. Revised chairperson’s proposal on outstanding issues, 47+1(2013)006 Stras-bourg, March 19, 2013, http://www.coe.int/t/dghl/standardsetting/hrpolicy/Accession/Working_documents/47_1%282013%29006_EN.pdf (accessed on: December 20, 2017); Standpoint of the Secretariat of the Council of Europe in negotiation disputes: Fifth ne-gotiation meeting between the CDDH Ad Hoc Negotiation Group And The European Commission on the accession of yhe European Union to the European Convention on Human Rights. Participation of the EU in the Committee of Ministers when the latter takes decisions other than those expressly provided in the Convention: implications of the various options under discussion, Document prepared by the Secretariat Strasbourg, February 18, 2013, 47+1(2013)005document, http://www.coe.int/t/dghl/standardsetting/hrpolicy/Accession/Working_documents/47_1%282013%29005_EN.pdf (accessed on: December 20, 2017).

					
					
						12	Position of NEUMS states: Fourth negotiation meeting between the CDDH Ad-Hoc Negotiation Group and the European Commission on the accession of the European Union To The European Convention on Human Rights, Strasbourg, January 21, 2013, 47+1(2013)003, http://www.coe.int/t/dghl/standard setting/hrpolicy/Accession/Work-ing_documents/47_1%282013%29003_EN.pdf (accessed on: December 20. 2017).

					
					
						13	Fifth negotiation meeting between the CDHH Ad Hoc Negotiation Group and the Eu-ropean Commission on the accession of the European Union to the European Conven-tion on Human Rights. Meeting report. Strasbourg, April 5, 2013, 47+1(2013)R05, http://www.coe.int/t/dghl/standardsetting/hrpolicy/Accession/Meeting_reports/Web_47_1% 282013%29R05_EN.pdf (accessed on: December 21, 2017).

					
					
						14	Fifth negotiation meeting between the CDDH ad hoc Negotiation Group and the Europe-an Commission on the accession of the European Union to the European Convention on Human Rights, Strasbourg, June 10, 2013, 201347+1(2013)008rev2, http://www.coe.int/t/dghl/standardsetting/hrpolicy/Accession/Meeting_repor ts/47_1%282013%29008rev2_EN.pdf (accessed on: December 21, 2017).
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				Freedoms is consistent with the treaties?15 So far, the ECJ has not issued an opinion in the requested case, although the deadline for the decision is set for May 5, 201416.

				However, everything indicates that the accession process will be final-ised soon. This will mean a significant change for EU citizens themselves, who, in the current legal situation, can benefit from judicial protection of their rights due to their countries’ membership in the Council of Eu-rope and the fact that they are signatories of the ECHR, thanks to which, after exhausting legal remedies in country may file a complaint against its authorities with the ECCP. Still – as it is emphasised in the literature in relation to the current state – the “European Union remains […] the only legal system in which legal acts do not are subject to external review by this court. Accession will fill this protection gap fundamental rights The EU and its institutions will be subject to the same external control as the legal acts of its Member States. Accession should be beneficial in ensuring consistent protection of fundamental rights across Europe, not only within the EU. By accession, the Court of Justice would be bound by the judicial practice of the ECtHR. EU institutions will be subject to in-dependent external control. This means a change in the way EU law is examined by the ECtHR. Such control will be direct control and not, as is currently the case, indirect control through acts of EU Member States”17. In other words, after finalising its accession to the ECHR system, citizens of EU Member States will be able to bring individual actions to the EC-tHR against Community institutions in connection with their violation of fundamental rights in the course of implementing policies in the areas of cooperation, and therefore also in case of violations of these rights, in 

				
					
						15	Request for an opinion presented by the European Commission under Art. 218 section 11 TFEU (Opinion 2/13), Dz. Urz. UE C 260 of September 7, 2013, p. 19.

					
					
						16	Information taken from the ECJ website: http://curia.europa.eu/juris/fiche.jsf?id= C%3B2% 3B13%3BAVIS%3B1%3BP%3B1%3BC2013%2F0002%2F-P%2F1&pro=AVIS%252C&lgrec=pl&nat=or&oqp=&dates=&lg=&language=pl&-jur=C&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&td=ALL&pcs=Oor&avg=&mat=or&etat=pend&jge=&for=&cid=534486 (accessed on: December 21, 2017).

					
					
						17	A. Gajda, Przystąpienie Unii Europejskiej do Europejskiej Konwencji o Ochronie Praw Człowieka i Podstawowych Wolności, “Kwartalnik Kolegium Ekonomiczno-Społecznego Studia i Prace” 2013, no. 1, p. 34.
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				connection with the use, as described in more detail later in this study, by authorised Community institutions of operational techniques, e.g., as part of actions against terrorists or perpetrators of cross-border crime.

				In the current legal situation, the guarantees of protection of funda-mental rights that the EU provides to citizens through its institutions are deprived of the possibility of judicial sanction, so they have more declar-atory than actual value18.

				Therefore, when constructing actions in connection with the violation of human rights in the European legal space, as in the case law, the per-spective of the Council of Europe system cannot be omitted, even if the EU system is the reference framework for both cases. This organically and systematically results from the historically earlier system of the Coun-cil of Europe. At the same time, however, as it is emphasised, the ECHR could not be definitively included in the Community order as another act of primary law. In the light of the authors of the European Charter of Fundamental Rights of the European Union19 (ECHR), which is ultimate-ly intended to replace the ECHR (at this stage, it is a supplement), they de-termine the following premises: 1) the ECHR as a legal act is outdated and from its perspective it is impossible to effectively protect those enshrined in freedoms and rights against threats that did not exist at the time it was adopted, i.e., human trafficking, reproductive cloning, protection of personal data, legal aid, good administration, the right to asylum, and access to justice; 2) the language used by the ECHR is hermetic, making it significantly difficult to understand; 3) the need to edit the catalogue of rights and freedoms in accordance with the requirements20. Although the ECHR does not define new rights and freedoms, it defines them in a way appropriate to the challenges and requirements of the current era. The adoption of the ECHR does not mean the invalidation of the ECHR, 

				
					
						18	Karta praw podstawowych Unii Europejskiej, Ministerstwo Rodziny, Pracy i Polityki Społecznej, https://www.mpips.gov.pl/spoleczne-prawa-czlowieka---niowa/prawa-czlo-wieka-w-unii-europejskiej/karta-praw-podstawowych-unii-europejskiej/(accessed on: December 21, 2017).

					
					
						19	Dz. Urz. UE, C 326/02 of October 26, 2012.

					
					
						20	[Introduction to:] European Charter of Fundamental Rights in the European Union, Dz. Urz. UE C 303/2007 of December 14, 2007, p. 11; A. Wyrozumska, Znaczenie prawne zmiany statusu Karty Praw Podstawowych Unii Europejskiej w Traktacie lizbońskim oraz Protokołu polsko-brytyjskiego, “Przegląd Sejmowy” 2008, no. 2 (85), pp. 25–39.
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				which remain equivalent points of reference in Community law for the protection of civil rights and freedoms in the Community legal space.

				The issue of using operational techniques against the background of the Council of Europe system was discussed earlier. In this part of the study, we focus on the perspective of what is still in statu nascendi of the EU system of human rights protection, on the issue of the application of operational techniques in EU policy in the area of police and judicial cooperation and the references to this issue of the EUSR and other acts of primary EU law, i.e., all legal acts constituting the EU, with the Treaties establishing it at the forefront, and in the case of countries that are not among its founders, with accession treaties21. The European Court of Jus-tice in Luxembourg is competent to consider possible violations of these provisions when using operational techniques, which considers violations of Community primary law by Member States through public action (as opposed to private action, which is the case in the case of complaints ad-dressed to the ECHR) by the European Commission or other authorised EU bodies, brought against states failing to fulfil their treaty obligations, and therefore violating primary Community law. The task of the ECJ is to ensure compliance with the law, both in its interpretation and applica-tion22. For this reason, the ECJ both considers complaints brought before it and provides a binding interpretation of Community law.

				It should be noted that the properties of the ECtHR and the ECJ are not completely separate. While the former is of a subsidiary nature, to which a complaint may be lodged when legal options under national law have been exhausted, the latter is of an appellate nature, which means that an individual who is dissatisfied with the judgment of the ECtHR or whose claim has been rejected by the court may bring to the ECJ. The likelihood of this type of situation is greater after the entry into force of the EUSR, which contains rights covered differently in the ECHR and relating to asylum matters and police cooperation in ECJ criminal cases.

				In this part of the study, it is appropriate to refer to the jurisprudence of this judicial body regarding possible violations of the guarantees of 

				
					
						21	M. Ahlt, M. Szpunar, Prawo europejskie, Wydawnictwo C.H. BECK, Warsaw 2005, pp. 26–27.

					
					
						22	Ibidem, Nb 129, p. 84.
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				rights and freedoms guaranteed in the provisions of this law when using operational techniques by the authorities of EU Member States author-ised to use them. This will allow us to understand to what extent and how effective privacy protection is in the Community system of protecting civil liberties and rights. It should also be noted that the issue of protec-tion of freedoms and fundamental rights in the activities of institutions implementing EU objectives in the context of the use of operational tech-niques is inextricably linked to the issue of personal data protection, and more precisely, to the method of obtaining, retaining, and storing them. While it is advisable and purposeful to obtain and collect personal data as part of the operational activities of police authorities, violating the right to privacy, the method of their retention and use should also be precise-ly defined. This is closely related to defining reasonable storage periods, after which they should be removed from the media on which they were collected. Their safety and the threat of their illegal use depend on this. This issue is regulated in Community law by the so-called “Retention Di-rective”23, numerous controversies, hindering its implementation into the national legal systems of the Member States24. The issue of personal data protection in EU policy, as well as the “Retention Directive” itself, should also be referred to in greater detail in the analysis below.

				4.1. Operational Technique in the Light of the Activity of the European Union

				It has already been mentioned that in the current legal situation, the European Union is a legal person that pursues the objectives set out in primary law acts through its institutions. It is easy to see this, mutatis mutandis, as an analogy to a nation state pursuing the goals enshrined in 

				
					
						23	Dyrektywa 2006/24/WE Parlamentu Europejskiego i Rady z dnia 15 marca 2006 r. w spra-wie zatrzymywania generowanych lub przetwarzanych danych w związku ze świadcze-niem ogólnie dostępnych usług łączności elektronicznej lub udostępnianiem publicznych sieci łączności oraz zmieniająca dyrektywę 2002/58/WE40, Dz. Urz. U.E. L 105, April 13, 2006.

					
					
						24	Raport Komisji Praw Człowieka przy Naczelnej Radzie Adwokackiej, Retencja danych: troska o bezpieczeństwo czy inwigilacja obywateli?, Warsaw, May 21, 2011, pp. 4–11, http://prawo.vagla.pl/node/9424 (accessed on: October 18, 2011).
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				the constitution through its constitutional bodies. One of its basic goals is to provide its own citizens and structures with protection against internal and external threats, in areas defined as cooperation systems after the abolition of the pillar system. Such areas include, among others, police and judicial cooperation, which is important due to the issues discussed in this study. The Union, through its institutions and in close coopera-tion with the relevant institutions of the Member States, protects its legal space against cross-border threats, such as terrorism, organised crime, human trafficking, drug trafficking, etc. In its activities, the European Commission fulfils the function of a sui generis state authority deciding on the use of operational techniques by European police agencies, such as Europol. This applies to cooperation within extraterritorial jurisdiction in prosecuting international crime, including human trafficking, money laundering, etc. Community institutions, among others, show an increas-ing tendency to accept operational techniques as effective instruments for obtaining information for both operational and procedural purposes, used in cooperation within Europol and providing legal assistance to na-tional law enforcement and justice authorities in their proceedings25.

				The issue of operational techniques has acquired particular impor-tance in the work of the European Commission in connection with the war on terrorism. The nature of the threat from terrorists – the sudden-ness and unexpected location of its update, the way terrorists operate by striking civilian targets and large groups of people in order to arouse the strongest possible outrage against their own country, which does not effectively protect the safety of its citizens, the possibility of becoming an accidental victim, etc. – this is a circumstance that makes it easier for governments than in other cases to obtain acceptance of restrictions on civil rights and freedoms, also by expanding the possibilities of using the operational techniques that interest us, inevitably encroaching on the privacy of various people, not only public ones, but also those who do not 

				
					
						25	Reports of EC meetings no. 2936, 2969, 2979, and 3018, http://ec.europa.eu/gen-info/query/resultaction.jsp?DefaultLG=pl&page=1&qtype=simple&QueryTex-t=pods%C5%82uch&ResultCount=10&ResultMaxDocs=200&SMODE=2&Col-lection=EuropaFull&Collection=EuropaSL&Collection=EuropaPR&ResultTem-plate=%2Fresult_pl.jsp&y=0&x=0#queryText=pods%C5%82uch&tab=europa&filter-Num=0&locale=pl&summary=summary (accessed on: December 21, 2017).
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				engage in public activities. It is the citizens themselves, despite the reser-vations and sometimes protests of organisations defending freedom and civil rights, who consent to restrictions in this area in order to gain great-er security. This acceptance, understandable due to the mentioned nature of terrorist threats, is used by governments to introduce restrictions that conflict with the principle of proportionality, introduced as a spare meas-ure to take advantage of a favourable social climate, a situation, usually short-lived, when even the interested parties themselves, i.e., citizens, are in dispute with organisations that statutorily deal with their rights and freedoms, pointing out the need for a principled and long-term, rather than an instrumental and ad hoc, approach to the protection of freedoms and human rights.

				It is worth illustrating this point with the American case. The Ameri-can legislator’s response to the terrorist attacks on the World Trade Centre and the Pentagon on September 11, 2001 was the adoption on October 26, 2001 by the American Congress of Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Ter-rorism Act, briefly referred to as the so-called Patriot Act, which increased the competencies of all state institutions in the sphere of public order and security, also in the field of using operational techniques, i.e., surveillance or the use of police provocations. Opponents of this Act, mainly organi-sations defending human rights, accuse it of unconstitutionality and le-galisation of future abuses that have already occurred or may occur26. The practical effect of the Patriot Act is, therefore, contrary to the principle of proportionality, limiting the freedoms and rights of citizens in the sphere of privacy, which are maintained despite the weakening of threats. Dutch lawyer John A.E. Vervaele from the University of Utrecht, a specialist in fiscal and economic criminal law and European criminal law at Europa College in Bruges, distinguished three areas of restrictive restrictions on civil liberties and rights introduced by the American “Patriot Act”: “first-ly […] The Patriot Act significantly expanded investigative powers, par-ticularly in the electronic and digital tracking space. At the same time, it reduced judicial control over this form of activity. Secondly, The Patriot 

				
					
						26	A. Rogala-Lewicki, Dane osobowe – zagrożenia wynikające z aktywności sektora państwo-wego w przestrzeni niejawnej, “Wiedza Prawnicza” 2013, no. 6, pp. 21–22.
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				Act guaranteed the possibility of using surveillance and electronic sur-veillance means – FISA – on a much wider scale”27.

				The EU, or more precisely, its specialised institutions, recognising the threats of terrorism, but also the threats generated by globalisa-tion processes leading to the internationalisation of phenomena related to crime – such as, drug trafficking, human trafficking, or the so-called money laundering, etc. – has taken a more cautious approach to the issue of restrictions on freedoms and fundamental rights due to these threats, including the right to privacy and interference, which are an inevitable result of the use of operational techniques. In this context, particular mention should be made of the activities of the Working Party on Article 29 (hereinafter referred to as the Article 29 WP), an independent advisory body established based on Article 29 of Directive 95/46/EC of the European Parliament and of the Council of October 24, 1995 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data28 (hereinafter: Directive 95/46). The Article 29 WP consists of representatives of the authorities of the EU Member States competent in their countries in the field of personal data protection. On the Polish side, the body in ques-tion includes the Inspector General for Personal Data Protection. The tasks of the Article 29 WP include29:

				examining questions relating to the application of national meas-ures adopted under the mentioned Directive, with a view to con-tributing to the uniform application of those measures;

				providing the Commission with opinions on the level of protec-tion in the Community and in third countries;

				advising the Commission on any proposed amendments to the Directive, additional or specific measures designed to safeguard the rights and freedoms of natural persons with regard to the pro-cessing of personal data and other proposed Community meas-ures relating to rights and freedoms;

				
					
						27	Ibidem.

					
					
						28	Dz. Urz. UE, L 281, November 23, 1995.

					
					
						29	Data taken from the official website of the Chief Personal Data Inspector, http://www.giodo.gov.pl/261/id_art/920/j/pl (accessed on: December 21, 2017).
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				giving opinions on codes of conduct developed at Community level;

				notifying the Commission if any discrepancies are identified be-tween the provisions and practices adopted in individual Member States which may affect the equivalence of the protection of per-sonal data within the Community;

				to issue, on its own initiative, recommendations on all matters re-lating to the protection of natural persons with regard to the pro-cessing of personal data in the Community;

				drawing up an annual report on the situation regarding the pro-tection of personal data of natural persons in the Community and in third countries. The reports are then forwarded to the Com-mission, the European Parliament and the Council and made available to the public.

				The importance of the Article 29 WP among the Community insti-tutions can be demonstrated by the fact that, pursuant to the provisions of Art. 31 of Directive 95/46/EC, the EC is obliged to inform it in the form of a publicly available report, also submitted to the European Par-liament and the European Council, about the actions taken in response to its opinions and recommendations30. Thanks to this, the Article 29 WP is not yet another advisory body with little clout, but one of the key Community institutions shaping the position of the Community as a whole on all issues related to the observance of human freedom and civil rights.

				Through its actions and speeches Article 29 WP recommends the principle of a principled and long-term approach to the issue of protect-ing human freedom and civil rights and not giving in to the pressure of transient circumstances that may justify the introduction of restrictions in this respect. In Opinion No. 5 of 2005, this body shared the principled position of the EKTC that “states cannot, in the name of combating espi-onage and terrorism, adopt any measures that they consider appropriate. Therefore, any kind of limitation on this fundamental right must result from pressing need, should be allowed only in exceptional cases and be 

				
					
						30	Ibidem.
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				subject to appropriate security mechanisms”31. The Article 29 WP also drew attention to the threats to fundamental rights and freedoms, par-ticularly the right to privacy, resulting also from the retention of personal data obtained in a lawful manner and for lawful purposes, and currently stored mainly on electronic media. The very fact of collecting them in a specific form and place, their physical existence without a clear reason, creates a risk of their leakage or use by unauthorised persons or insti-tutions contrary to the purposes for which they were collected. There-fore, data retention should also be subject to strict legal (effective law) and actual security (effective technologies for data retention and protection against unauthorised use). As stated by Article 29 WP, the “retention of traffic data, including location data, for law enforcement purposes should meet strict requirements, in particular it must take place only for a spec-ified period and, where necessary, in a manner that is appropriate and proportionate to the principles of a democratic society”32.

				Referring in turn to the need to equip law enforcement agencies with the necessary means to combat terrorism, Article 29 WP strongly em-phasised that these means “cannot be unlimited or abused” and there-fore a “proportionate balance should be sought, to ensure that there is no action taken against the principles that create the society we are called to protect. This balance must be struck, in particular, by obliging commu-nications service providers to store data that they do not need. In this way, it would ultimately be possible to achieve unprecedented, permanent, and ubiquitous monitoring of all types of communications and movements of all citizens leading normal lives with security”33.

				Generally speaking, Article 29 WP indicated the need to reconcile both fundamental priorities as the main objective of activities in the field 

				
					
						31	Working Group on Article 29, https://www.giodo.gov.pl/pl/1520145/4589 (accessed on: December 22, 2017).

					
					
						32	Ibidem.

					
					
						33	Opinia 4/2005 Grupy Roboczej art. 29 ds. Ochrony Danych w sprawie wniosku dotyczą-cego dyrektywy Parlamentu Europejskiego i Rady w sprawie zatrzymywania przetwa-rzanych danych w związku ze świadczeniem publicznych usług łączności elektronicznej, zmieniającej dyrektywę 2002/58/WE (COM(2005)438, final version of September 21, 2005), adopted on October 21, 2005 (hereinafter: Opinion 4/2005), pp. 5–6, http://ec.eu-ropa.eu/justice/policies/privacy/docs/wpdocs/2005/wp113_pl.pdf (accessed on: Decem-ber 22, 2017).
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				of protection of freedoms and fundamental rights in the conditions of in-creased threats to the security of democratic societies, treated by the po-litical authorities as a reason for limiting them: providing security for the citizens of EU Member States and equipping law enforcement agencies with appropriate means to combat threats. Article 29 WP indicates the principle of proportionality in introducing restrictions on EU freedoms and fundamental rights as the appropriate instrument in this respect. Therefore, in the opinion of this authority, possible restrictions on free-doms and fundamental rights in connection with the expansion of the powers of law enforcement agencies to use operational techniques cannot be justified by the threats for which they are introduced, but can only be applied if they serve to strengthen the protection of other important goods. In its speech, Article 29 WP also drew attention to the need for strict control over the use by law enforcement authorities of the opera-tional resources at their disposal.

				The activities of European institutions in the field of human rights also include opportunities to strengthen the standards of their protection, as well as the danger of limiting them, including extra-legal ones, resulting from the development of modern techniques and information technolo-gies. The High Representative of the Union for Foreign Affairs and Secu-rity Policy (hereinafter referred to as CFSP), in one of his speeches pointed out that the development of information and communication technolo-gies (ICT), such as the Internet, mobile telephony, and social media, has created enormous potential for the promotion of human rights, such as freedom of expression and freedom of assembly, as a result of which the global flow of information has been created, which can actually strengthen position of civil society and activists for human rights. However, it should be emphasised that such technological development also strengthens au-thoritarian states, which increases the possibility of detailed surveillance and censorship even of political opponents. There are currently no clear standards for European companies regulating the sale of such technolo-gies to authoritarian states and the provision of ex-post services such as training and consulting services34. Therefore, the CFSP points out that 

				
					
						34	Wysoki Przedstawiciel Unii Europejskiej Do Spraw Zagranicznych i Polityki Bezpieczeń-stwa, Wspólny Komunikat do Parlamentu Europejskiego i Rady Prawa Człowieka i Demo-
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				there is a need to urgently regulate access to devices based on modern technologies, which can potentially be used either to strengthen the op-pressiveness of authoritarian states or to increase the possibility of illegally obtaining and collecting personal data, including sensitive data, by peo-ple and organisations for this is unauthorised. It is therefore announced that the European External Action Service (hereinafter referred to as the EEAS)35 and the relevant Commission services will develop appropriate measures to ensure that citizens using the Internet and other ICTs are not subject to mass censorship or mass surveillance and can actually use these technologies in an optimal way to promote human rights, also taking into account privacy and the protection of personal data36. In the context of the issue under consideration, it should be noted that with the development of ICT technology, the area of citizens’ exposure to threats related to viola-tions of their privacy is increasing, which is the result of the increasingly common practices of sharing private information, including sensitive in-formation, on social networking sites and the development of cybercrime, including, among others, extorting or stealing data about private persons. It should also be noted, which is particularly important in the context of the issues discussed in this study, that the development of ICT technology has also expanded the possibilities of using operational techniques by e.g., controlling private e-mail, monitoring the network activity of people cov-ered by operational activities, etc. Although the CFSP emphasises primar-ily the need to regulate access to the most modern ICT technologies for authoritarian regimes, we should also take into account the threats that the existence of this type of technology poses to democracy. Particularly dangerous is the increasing capacity of access to tools used for broadly un-derstood eavesdropping, such as the loosening of control over state servic-es authorised to use them, or even tacit acceptance of this type of practices due to the growing threats to public security.

				
					
						kracja w Centrum Działań Zewnętrznych UE – dążenie do bardziej skutecznego podejścia, Brussels, December 12, 2011, COM(2011) 886, final version, p. 13, http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0886:FIN:PL:PDF (accessed on: Decem-ber 22, 2017).

					
					
						35	EEAS, https://europa.eu/european-union/about-eu/institutions-bodies/eeas_pl (ac-cessed on: December 22, 2017).

					
					
						36	WPZiB, Wspólny Komunikat do Parlamentu Europejskiego…, p. 13.
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				Such speeches, as mentioned, have a significant impact on the develop-ment of the law made by the European legislator and the procedural and judicial practice. Although an opinion is a non-binding legal act, it may have certain legal effects. The opinions are referred to, among others, in the ECJ’s case law, which means that the “content of these acts should be taken into account by the authorities applying the law”37.

				This tendency has recently been significantly strengthened in the pol-icies of European institutions. In this context, particular mention should be made of the adoption of the EU strategic framework on human rights and democracy. As the RUE stated when notifying the public about the development of this concept, the “framework sets out principles, goals and priorities that have been developed with a view to improving effectiveness and coherence of all EU policies over the next decade. They constitute an agreed basis for truly collective efforts involving EU Member States and EU institutions. The strategic framework is also a confirmation commit-ments to a real partnership with civil society. They also ought to be as understandable as possible, so that they can appeal to everyone citizens. In addition to this position, the High Representative for Foreign Affairs, Catherine Ashton, emphasised that “with this comprehensive package, we want to increase the effectiveness and visibility of the EU’s human rights policy”38. The concept of the EU strategic framework fits into the universal context of freedom and human rights.

				The mentioned document emphasises that the “Union’s activities in the international arena are based on fundamental principles at the basis of its creation, development, and expansion and which it intends to support on world: democracy, the rule of law, universality, and indivisibility of rights human being and fundamental freedoms, respect for human dig-nity and principles equality and solidarity and respect for the principles of the United Nations Charter and international law and democracy”39.

				
					
						37	M. Ahlt, M. Szpunar, Prawo…, p. 31, Nb 54.

					
					
						38	Rada Unii Europejskiej, UE przyjmuje strategiczne ramy UE dotyczące praw człowieka i demokracji, (OR. en) 11737/12 PRESSE 285, Luxembourg June 25, 2012 rs1–3, https://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/pl/foraff/131519.pdf (acces-sed on: December 22, 2012).

					
					
						39	Rada Unii Europejskiej, Prawa człowieka i demokracja: Strategiczne ramy UE i plan dzia-łania UE, Annex II – Strategiczne ramy UE, Brussels, June 25, 2012, 11855/12, http://oide.
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				The strategic framework defines the following areas of activity of com-munity institutions, aimed at implementing the outlined general demo-cratic intentions:

				Human rights throughout EU policy. These are legal norms of general and universal application, the fulfilment of which deter-mines the implementation of the basic values on which the EU is based: peace, democracy, freedom, dignity, security, equality, justice, individual and social development and well-being, and the development of civil society. Human rights should therefore be present in every aspect of Community policy.

				Promoting the universal nature of human rights. Expressed not only in supporting all initiatives regarding this issue, but also in obliging the Community Member States and countries applying for accession to ratify and implement into their national law sys-tems all international law documents guaranteeing the inviola-bility and inviolability of the catalogue of freedoms and human rights.

				Implementation of coherent goals. Actions based on Article 21 TEU carried out by institutions such as the ECtHR and the ECJ, referring in their jurisprudence to the ECHR and the ECHR, aimed at supporting freedom and human rights in external ac-tivities. These activities are primarily about increasing the reach of both human rights protection systems recognised by the EU: European and EU.

				Human rights in all EU external policies. The principles of human rights are to guide all external policies implemented by the EU, which means that the Community cooperating with other enti-ties of international law will not be indifferent to their compliance with freedoms and human rights.

				
					
						sejm.gov.pl/oide/images/files/pigulki/strategiczne_ramy_26.10.2017.pdf (accessed on: December 22, 2017); Sprawozdanie z posiedzenia międzyparlamentarnego nt. „Wdrożenie ram strategicznych i planu działania w obszarze praw człowieka i demokracji w Unii Eu-ropejskiej oraz wewnętrzna/zewnętrzna spójność polityk UE w obszarze praw człowieka”; Report No. 94/2013, Brussels, September 25, 2013, https://www.senat.gov.pl/download/gfx/senat/pl/defaultopisy/295/5/…/094.pdf (accessed on: December 22, 2017).
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				Implementation of EU priorities in the field of human rights. This is a key area from the point of view of practice, determining what priorities the Community will follow in its activities, both internal and external. The list of these priorities includes: A) freedom of speech, opinion, assembly and association, both online; B) free-dom of religion or belief; C) with any manifestations of discrimi-nation: due to racial or ethnic origin, age, gender, or sexual orien-tation; D) defending the rights of weaker social or ethnic groups: children, people belonging to minorities, indigenous peoples, ref-ugees, etc.

				Cooperation with partners in bilateral relations. As in external relations, also in bilateral relations, the EU will assess the coop-eration partner through the prism of its compliance with human rights. In bilateral relations, it will also undertake and implement all initiatives aimed at strengthening the protection of freedom and human rights.

				Cooperation within multilateral institutions. The EU declares its readiness to cooperate comprehensively with all international or-ganisations for which the issue of freedom and human rights is an important area of activity, in particular the UN and the Council of Europe.

				Cooperation within the EU. For this purpose, the institutional potential of the EU will be used: the European Parliament, the European Council, the European Commission, the European External Action Service, advisory bodies with high authority and achievements, as well as the potential of the Community member states40.

				The report on the state of fundamental rights in the EU in 2010–2011 was used to identify the actual state of affairs in the area defined by the strategic framework. It included the following arrangements:

				
					
						40	RUE, Prawa człowieka i demokracja…, Annex II; G. Pearson, Przełomowy przegląd poli-tyki Unii Europejskiej w zakresie praw człowieka i demokracji, 2012, http://www.europa-praw.org/files/2012/07/Prze%C5%82omowy-przegla%CC%A8d-polityki-Unii-Europej-skiej-w-zakresie-praw-cz%C5%82owieka-i-demokracji-2012_Pearson.pdf (accessed on: December 22. 2017).
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				the positive achievements of the European Commission in terms of efforts to legislate in accordance with human rights protection standards, while at the same time, there is a lack of transparency in the activities of its and individual EU agencies, making it im-possible to assess their work in accordance with the principles of good administration;

				blocking by some countries of the EU accession to the European Convention on Human Rights;

				non-compliance or insufficient compliance by Member States with international obligations to clarify serious human rights vio-lations within the EU, in the context of cooperation with the CIA, as well as to provide redress for victims of violations;

				lack of reaction from the Commission regarding violations of spe-cific rights taking place in individual Member States, forcing the Commission to launch a special monitoring mechanism pursuant to Art. 7 TEU and Art. 258 TFEU, to accelerate the EU’s response to serious human rights violations;

				the need for cooperation between the LIBE Committee and indi-vidual parliamentary committees from the Member States deal-ing with human rights, in order to raise the standards of human rights protection;

				failure to take into account the EP’s voice in the decision-making process on the Fundamental Rights Agency’s action plan for the coming years;

				blocking the extension of the competencies of the Fundamen-tal Rights Agency to criminal matters (formerly the third pil-lar), which reduces the importance and role of the Agency in shaping Community policy in line with human rights protec-tion standards41.

				The obvious reaction of the EU authorities to these arrangements was the appointment by the European Council, at the request of the High Representative of the Union for Foreign Affairs and Security Policy, of 

				
					
						41	M. Flašíková-Beňová, Draft report on the Situation of fundamental rights in the Europe-an Union (2010–2011), July 11, 2012, 2011/2069(INI), http://www.europapraw.org/news/raport-pe-nt-sytuacji-praw-czlowieka-w-ue (accessed on: December 21, 2017).
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				the European Union Special Representative for Human Rights42. This de-cision was based on the following premises:

				enhancing the effectiveness, presence, and visibility of the Un-ion in the protection and promotion of human rights, particu-larly by deepening the Union’s cooperation and political dialogue with third countries, relevant partners, economic operators, civil society, and international and regional organisations, as well as through action on relevant international forums;

				enhancing the Union’s contribution to strengthening democracy and institutional development, the rule of law, good governance, respect for human rights and fundamental freedoms worldwide;

				improving the coherence of the EU’s human rights action and en-hancing the mainstreaming of human rights issues in all areas of the Union’s external action43.

				The analysis of the data allows us to notice that the main emphasis in this specific EU offensive in the field of human rights was placed es-pecially on threats in the areas covered by the priorities of the strategic framework, i.e., related to discriminatory practices, violations of free-dom of speech, belief and assembly, as well as threats to human rights standards of the most vulnerable social groups, children, refugees, and immigrants. As one might assume, the context of the latest actions of the EU authorities in the field of human rights is determined by threats to privacy, not previously mentioned, mediated by the war on terrorism and the internationalisation of crime, but by negative phenomena in this field, having their source in the EU enlargement process initiat-ed in 2004 and continued in subsequent years. In the countries of the so-called “old EU”, this resulted in a shift in social mood towards con-servative and xenophobic attitudes, the background of which was the opening of the labour markets of these countries to citizens of the newly admitted countries. On the other hand, it turned out that many new 

				
					
						42	Decyzja Rady 2012/440/WPZiB w sprawie mianowania Specjalnego Przedstawiciela Unii Europejskiej ds. Praw Człowieka, July 25, 2012, Dz. Urz. U.E., L 200, 27.07.2012, prolon-ged by: Decyzja Rady 2014/385/WPZiB z dnia 23 czerwca 2014 r. przedłużająca mandat Specjalnego Przedstawiciela Unii Europejskiej ds. Praw Człowieka, Dz. Urz. UE, L.183, June 24, 2014.

					
					
						43	Decyzja Rady 2012/440/WPZiB, reproduced in: art. 2 Decyzji Rady 2014/385/WPZiB.

					
				

			

		

	
		
			
				Chapter 4

			

		

		
			[image: ]
		

		
			
				292

			

		

		
			
				Member States not only consider the human rights standards of the “old EU” obvious and insurmountable, but in practice openly contest these standards44. Combating the negative effects of these phenomena will be the focus in the light of the EU’s strategic framework for human rights in the coming years.

				This must inevitably mean less interest in the issue of violations of the right to privacy resulting from the use of operational techniques. There-fore, although there are no grounds to assume that the EU will be “more tolerant” of practices violating privacy than, for example, discriminatory practices, there are certain symptoms to believe that it will be willing to rationalise possible restrictions on the right to privacy using argu-ments about the growing threat of terrorism and cross-border crime, the prosecution of which, given the current standards of protection of the right to privacy, may be very difficult. Therefore, the previously quoted position of Article 29 WP, dating back to 2005, rejecting the possibility of limiting freedoms and rights, especially personal rights, due to these threats, does not have to be in the light of the intentions and actions taken due to the adopted strategic framework of human rights still as valid as then. Although it should be noted that the European Parliament, in its 

				
					
						44	It is enough to recall the controversy that the ECHR aroused in Poland, which was in-tended to be – as previously signalled – a factor in the modernisation and improvement of the Community system of human rights protection. See, among others, Kontrowersje wo-kół obowiązywania Karty Praw Podstawowych w UE, http://www.europapraw.org/news/kontrowersje-wokol-obowiazywania-karty-praw-podstawowych-ue-w-polsce (accessed on: December 22, 2017); K. Białas-Zielińska, Polscy przeciwnicy Karty Praw Podstawo-wych Unii Europejskiej, “Studia Erasmiana Wratislaviensia” 2010, no. 4, pp. 425–438; W. Czapliński, Kilka uwag w kwestii możliwości wycofania się przez Polskę z protokołu polsko-brytyjskiego, “Studia Europejskie” 2012, no. 1, pp. 83–94; I. Malczyk, Znaczenie karty praw podstawowych Unii Europejskiej dla Polski, “Kortowski Przegląd Prawniczy” 2012, no. 1, pp. 25–33. The essence of Polish objections to the ECHR was aptly captu-red by E.H. Morawska (Konstrukcja normatywna praw podstawowych Unii Europejskiej w Karcie Praw Podstawowych Unii Europejskiej, [in:] Prawa podstawowe w prawie i prak-tyce Unii Europejskiej, eds. C. Mika, K. Gałka, Wydawnictwo Tnoik, Toruń 2009, p. 37), who described the document in question as a visualisation of the European axiology of human rights, which is, sometimes for fundamental reasons, unacceptable by Polish conservative circles. As a contestation of this axiology, not only in the field of human rights, but also in systemic dimension, FIDESZ’s rule in Hungary after 2010 should be recognised. For more on this topic, see Węgry Orbána – wzór czy przestroga?, eds. L. Ski-ba, M. Rapkiewicz, M. Kędzierski, Wydawnictwo Instytut Sobieskiego, Warsaw 2014.
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				resolution of December 14, 201145, obliged the Member States of the Com-munity to submit systematic reports on the observance of fundamental rights and emphasised that the fight against terrorism cannot be a pretext for encroaching on these rights through violations or restrictions moti-vated in this way46.

				Human rights organisations, noticing this shift in emphasis in the EU policy in the field of protection of civil rights, strongly emphasise that “new provisions on the protection of personal data in the European Un-ion should be created in close connection with the doctrine of fundamen-tal rights. Personal data is an important element of privacy, and therefore the rules for their processing should reflect the general principles of pri-vacy protection. It is also worth it for a possible new directive to explicitly refer to privacy as one of the basic values protected by European law and to treat the issue of personal data protection as an element of the privacy protection system”47. Only then will it be possible to effectively protect the right to privacy and this value will not be placed on the altar of the needs related to the growing threats to public security from terrorism and cross-border organised crime. In this context, the policy of the EU as a whole and individual Community institutions towards the use of op-erational techniques, which inevitably result – as it was emphasised – in limiting the right to privacy, should be considered.

				Trends in privacy protection in the EU are currently shaped by those revealed in connection with the so-called Snowden case, justified by the needs of an effective fight against terrorism, the practices of American special services of mass surveillance of citizens, but also of leading world politicians. As part of the retaliation, the European Parliament threat-ened to reject the negotiated TTIP trade agreement and adopted a special 

				
					
						45	Rezolucja Parlamentu Europejskiego z dnia 14 grudnia 2011 r. w sprawie unijnej poli-tyki przeciwdziałania terroryzmowi: najważniejsze osiągnięcia i nadchodzące wyzwa-nia (2010/2311(INI), https://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P7-TA-20110577+0+DOC+XML+V0//PL (accessed on: December 22, 2017).

					
					
						46	H. Rutkiewicz, Przeciwdziałanie terroryzmowi a prawo do prywatności w przepisach wspólnotowych Unii Europejskiej, “Studia Bezpieczeństwa Narodowego” 2013, no. 4, pp. 263–282.

					
					
						47	Stanowisko Fundacji Panoptykon w konsultacjach „Całościowego podejścia do kwestii ochrony danych osobowych w Unii Europejskiej” (komunikat Komisji Europejskiej z 4 li-stopada 2010 r.), p. 1, https://www.panoptykon.org (accessed on: December 22, 2017).
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				resolution on March 12, 2014, in which it stated that it considered the data disclosed by Edward Snowden as evidence of actual abuses48. In Septem-ber this year, the European Parliament’s Committee on Civil Liberties also conducted an extensive investigation into American programmes. A total of 16 hearings were held on this matter, which confirmed the Eu-ropean Parliament in the belief that mass surveillance practices carried out by American secret services are taking place49.

				However, there is no uniform position of the Member States on the steps the EU should take to address these practices. The prevailing voic-es are in favour of adopting legal regulations at the level of Communi-ty law strengthening the protection of privacy rights, which in practice means adopting a regulation uniformly regulating this issue throughout the Community. The first steps in this regard have been taken and con-cern the Internet. The previously mentioned Panoptykon Foundation is an important and necessary step towards strengthening the protection of the right to privacy, but they also point out that “not all countries are fa-vourable to increasing privacy protection. Among the brakes on this pro-cess are such influential countries as Great Britain and Germany. In turn, the governments of France and Poland are trying to accelerate work on the project, but the procedure is so complex that the date of finalisation and final adoption of the reform is difficult to predict”50. The direction in which EU policy will ultimately go on this issue will have a signifi-cant impact on possible changes in the regulations regarding the use of operational techniques by the services authorised to use them. The more restrictive general regulations are in this respect, the more far-reaching restrictions will probably be in regulations relating to specific issues, such as the use of operational techniques.

				
					
						48	Rezolucja Parlamentu Europejskiego z dnia 12 marca 2014 r. w sprawie realizowanych przez NSA amerykańskich programów nadzoru, organów nadzoru w różnych państwach członkowskich oraz ich wpływu na prawa podstawowe obywateli UE oraz na współpra-cę transatlantycką w dziedzinie wymiaru sprawiedliwości i spraw wewnętrznych, http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P7-TA-2014–0230+0+DOC+XML+V0//PL (accessed on: December 21, 2017).

					
					
						49	Nowe zasady ochrony danych przyjęte przez PE, “Wolne Media” March 13, 2013, http://wolnemedia.net/polityka/nowe-zasady-ochrony-danych-przyjete-przez-pe (accessed on: December 21, 2017).

					
					
						50	Ibidem.
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				Generally speaking, the possibility of using operational techniques by authorised bodies should be perceived through the prism of the gen-eral principles of EU policy towards the problem of human rights. Their protection is one of the fundamental priorities of this policy, therefore detailed regulations allowing the use of operational techniques, which most often result in violating or limiting the right to privacy, are the result of the axiology implemented by the EU in this respect. Therefore, when considering the issues discussed in this study, the fundamental point of reference must be the EU legal acquis in the field of human rights protec-tion, as reflected in its primary and secondary legal acts. We briefly refer to them later in this study.

				4.2. Operational Technique in the Light of the Charter of Fundamental Rights and Other Documents of the Primary Law of the European Union

				The basis for the activities of EU institutions in the field of human rights, both within the EU and in external relations, are the provisions of acts of its primary law. In addition to treaties, they also include the ECHR, although, as indicated at the beginning of this study, it has not been equal in importance to treaties. The role and significance of the Charter in the Community system of protection of fundamental rights will be finally sanctioned after the finalisation of the EU accession to the ECCP system of human rights protection, outlined in more detail in the introductory part of this study. Then, as already mentioned, the EU law system will also be subject to judicial control, which means that citizens of EU Member States will also be able to bring legal actions against EU institutions due to their violation of fundamental rights guaranteed by the ECHR. In the current state of affairs, at least formally, citizens of Member States have the opportunity to file complaints about violations of fundamental rights by nation-state institutions, but they do not have such rights in case of vi-olations of these rights by EU institutions. However, the ECHR itself is in-creasingly a reference point for the jurisprudence of the ECJ, so it is a real element of the human rights protection system in the EU as a whole.
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				The legal basis for EU action in the area of human rights in its exter-nal relations is Article 3(5), which states expressis verbis that the Union contributes to the protection of human rights in its external relations. In turn, Art. 21 TEU states that the Union’s actions in the internation-al arena are based on the universality and indivisibility of these rights (paragraph 1) and on strengthening them in the international arena as its insurmountable obligation. After the abolition of the pillar structure of the EU’s common policy, the CFSP is responsible for this area of the EU’s involvement in the protection of human rights.

				The provisions of the TEU also define the possibilities of using restric-tive instruments against states that do not comply with human rights standards, i.e., in particular serious violations of these rights, as well as the principles of a democratic state, international peace, and security. Ar-ticle 215 TEU, relating to restrictive measures, states that they may be addressed not only to the state, but also to natural and legal persons and groups and entities other than the state. They include, among others, em-bargo on certain goods, ban on entry of representatives of third-country authorities (the so-called visa sanctions), or freezing of assets of natural and legal persons. The EU has resorted to the possibility of restricting natural persons due to violations of human rights standards in connec-tion with the ongoing Ukrainian conflict.

				The basic act of primary law, equal to the treaties, which is also, in the current legal situation, a fundamental act for the EU system of human rights protection, also regulating personal rights, most often violated as a result of the use of the operational techniques we are interested in, is already referred to in the previous ECHR. However, due to the previously signalled strong historical, axiological, and normative coincidences be-tween the European Court of Justice and the ECHR, which also concern the right to privacy, which is interesting in the context of the use of oper-ational techniques, it seems justified to present at least a sketchy presenta-tion of the process that led to the recognition of the former mentioned documents to its current rank and importance.

				The first version of the EUSR was adopted at the Nice summit on De-cember 7, 2000. It was then given the status of a non-binding Communi-ty document, subsequently incorporated into the future Constitution for 

			

		

	
		
			
				Application of Operational Technique

			

		

		
			[image: ]
		

		
			
				297

			

		

		
			
				Europe as Part II51. The general catalogue of human rights has been divid-ed into six groups – Dignity, Freedoms, Equality, Solidarity, Civil Rights, Justice – supplemented by the Preamble, specifying the intention of the creators of the EUSR, and a chapter entitled General provisions regarding the interpretation and application of the Charter, indicating its non-bind-ing nature (Article II-51, paragraph 2) and its scope of application (Article II-51, paragraph 1). In the latter case, the EUSR states that the “provisions of this Charter shall apply to the institutions, bodies and agencies of the Union, with due regard to the principle of subsidiarity, and to the Mem-ber States only when they are implementing Union law. Those states shall therefore respect the rights, observe the principles, and promote their ap-plication, in accordance with their powers and respecting the limits of the powers of the Union conferred on it in the other parts of the Consti-tution”52. From the very beginning, the ECHR was intended to be a docu-ment formulating requirements regarding human rights standards for the institutions of the Member States, rather than a guarantor of these rights for citizens themselves, as this role was still to be fulfilled by the ECHR. The original concept of the ECHR was, it should be noted, an element of a broader intention: the adoption of the EU Constitution, establishing the existence of the Community as an association of states implementing, despite maintaining separateness, common goals, tasks, and values53.

				Despite the non-binding nature of the EUSR, it was originally intend-ed to be a point of reference for the members of the Community, a kind of compass in establishing national law relating to human rights issues. The failure of the draft European constitution did not result in the rejection of the EUSR. After minor changes compared to the original text, it was an-nounced on December 12, 2007, and the Treaty of Lisbon signed the next day made it binding54. The ECHR nevertheless remained an international 

				
					
						51	Projekt Traktatu Ustanawiający Konstytucję dla Europy, przyjęty w drodze konsensu przez Konwent Europejski w dniach 15 czerwca i 10 lipca 2000 roku, przedłożony Przewodniczą-cemu Rady Europejskiej 10 lipca 2003 roku, Luxembourg 2003, pp. 53–83.

					
					
						52	Traktat ustanawiający konstytucję dla Europy, Dz. Urz. UE, C310, vol. 47, December 16, 2004.
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				treaty, creating obligations and rights for its parties. This means that citi-zens of signatory countries whose rights recognised under the ECHR have been violated may seek recognition of their claims before the ECtHR. Its jurisdiction is recognised by all EU Member States55. The condition is that the remedies provided for by national law have been exhausted (Article 35(1)). The ECtHR does not consider anonymous complaints, as well as complaints that are essentially identical to the case previously considered (Article 35(2) ab). The basis for the decision is a previously issued ruling. The ECHR only protects rights recognised under the ECHR56.

				At the same time, however, it should be stated that for the ECJ, which also refers to the ECHR in its jurisprudence, it is a kind of inspiration, not an obligatory point of reference. As it is noted, the ECJ, unlike the EC-tHR, which was established to control the observance and enforcement of human rights in the states signatories of the ECHR, has never directly applied its provisions in its judgments, referring only to the principles contained therein that create fundamental rights and are the “unwritten source of the law of the European Communities”57. Nevertheless, the ap-plication of the principles and norms contained in the ECHR in the case law of the ECJ is not a matter of custom or specific political correctness. And although the ECHR “is still not directly part of the Community legal order, it seems that in the light of the Treaty of Amsterdam we can talk about the indirect incorporation of the ECHR into Community law”58. Therefore, the construction of compliance with ECHR standards as gen-eral principles of Community law was adopted in Community law. This is reflected in the jurisprudence of the ECJ and the recognition by all EU countries of the jurisdiction of the ECtHR, although it does not belong to the Community institutions, under the norms and principles of the ECHR. Both judicial authorities therefore protect the human rights of EU citizens, but to different degrees. While the ECJ, as a Community insti-
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				Application of Operational Technique

			

		

		
			[image: ]
		

		
			
				299

			

		

		
			
				tution, protects those rights that are important from the point of view of achieving the Community’s objectives, the ECtHR ensures a “minimum European standard” of human rights protection. As noted in the litera-ture, in a situation of indirect application of the provisions of the Conven-tion, Member States “may find themselves in a conflict of treaty obliga-tions between their scope resulting from Community law and the sphere defined by the provisions of the ECHR”59, and may also be burdened with mutually contradictory judgments of two tribunals – the ECJ and the ECtHR. This is the result of the lack of a coherent system of human rights protection in the EU, resulting from the lack of clear confirmation that the Community is bound by the provisions of the ECHR, a legal act that does not formally belong to the system of Community law, although on the other hand, in its judgment in the case, the ECHR referred to the ECHR as “constitutional instrument of the European legal order”60. The lack of this confirmation results from the already mentioned fact that the EU accession to the ECHR system has still not been finalised61.

				The TEU in its current wording combines, in the field of human rights protection, the achievements of the European system (still binding on non-EU members of the Council of Europe), decreeing the EU’s accession to this system and the Community achievements, for which the EUSR is representative. However, as it is emphasised in the literature, the EUSR “due to […] the scope of application, does not turn the Union into a human rights organisation, i.e., it does not provide grounds for the Union to en-croach on the competencies of the Member States regarding standards of human rights protection”. This scope is determined by Art. 6 section 1 TEU, according to which the “provisions of the Charter do not in any way extend the competencies of the Union as defined in the Treaties”62. This results in an interpretative directive that the “protection of human rights 

				
					
						59	J. Sozański, Prawa człowieka w systemach prawnych Wspólnot i Unii Europejskiej, Third edition, Polskie Wydawnictwo Prawnicze IURIS Sp. z o.o., Warsaw 2008, p. 293.
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						62	Art. 6 TEU, Karta praw podstawowych UE. Konwencja o ochronie praw człowieka i pod-stawowych wolności, “LexLege”, February 10, 2019, https://www.lexlege.pl/traktat-o-u-nii-europejskiej/art-6 (accessed on: February 10, 2019).
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				is not […] the competence of the Union, and only legal acts expressing the exercise of its competencies by the Union are subject to control from the point of view of human rights. The EU therefore muzzles its regulations in the form of the Charter”63. Although the EU has never aspired to the role of an entity directly concerned with the protection of human rights, its own dynamics and the dynamics of processes and phenomena taking place in its environment forced wider interest in this issue. Under the pressure of these circumstances, in recent years, the EU has become an “organisation in which more and more activities have been undertaken that directly concern people and questions have been raised more often about the guaranteed level of protection of human rights in the Union. Initially, guarantees of such rights were provided by the Tribunal, which was the quickest to notice the need to introduce fundamental principles into the system of Community law, and later also by treaty regulations. However, the entire organisation lacked a specific catalogue covering fun-damental rights”64. The answer to this need was the Charter of Funda-mental Rights, which in the wording of the TEU after the adoption of the Lisbon Treaty formally became, together with the ECHR, an integral element of the Community system of human rights protection65.

				Even after full accession to the ECHR system, the EU will not have, due to the mentioned circumstances, direct powers of control regarding the application and protection of human rights in relation to its member states, as “in the light of Art. 51 section 2 of the EUSR, it does not extend the scope of application of EU law beyond the competencies of the EU, no establishes new competencies or tasks for the Union, nor changes exist-ing competencies and tasks in the Treaties”66. Therefore, the document in question, unlike the treaties, as acts of primary EU law, does not impose obligations on the Member States regarding the observance and protection 
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				of human rights, and imposes this requirement on the EU institutions, both enacting and enforcing the law, performing such internal functions and in the area of the Community’s external relations. Therefore, Com-munity law must meet the requirements formulated in the EUCC in terms of its scope and standards of application of human rights. Therefore, the provisions of the Charter have a direct impact on intra-Community re-lations rather than on internal relations in the Member States, although they must also have an impact on the latter. If Member States are to ful-ly implement the EU axiology in the field of human rights, there must be a mechanism for translating the application of the provisions of the EU Treaty into legislative and judicial practice in the Member States. The key element of this mechanism is the use by national legislators of Mem-ber States of the European Union as a model for legislative and norma-tive solutions. Such a mechanism has actually been functioning for a long time, in fact since the very beginning of this document’s existence. As an example, it is enough to mention that in January 2001, the German Federal Constitutional Court in Karlsruhe overturned the highest-instance judg-ment issued by the Federal Administrative Court, citing the fundamental rights of EU citizens enshrined in the European Union Convention on European Union, which at that time still had the status of a non-binding legal act. Similarly, the Spanish Constitutional Court invalidated part of the personal data protection legislation in force in that country, with ref-erence to the right to privacy enshrined in the document in question. The European Court of Justice constitutes an important point of reference and interpretative guidance for the European Court of Justice in its case law67. As assessed in the doctrine, thanks to the inclusion of the Charter of the European legal order, individuals “have gained an instrument that realises their rights and enables them to defend themselves in the area of applica-tion of EU law. The content of the act in connection with the fundamental freedoms guaranteed by the Treaties, which are the basis for the function-ing of the Union, gives rise to the claim that a common, minimum level of guarantee of fundamental rights applies regardless of the state”68. These 
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				possibilities can be fully used, as indicated, only after the EU’s accession to the ECHR system is completed. Nevertheless, the EUSR is already an important point of reference for the practice of applying Community law and the jurisprudence of the ECJ. The Charter also has a significant impact on the national legislation of the Member States.

				The situation in this respect changed fundamentally after the incorpo-ration of the EUSR into the Community legal system, which is discussed in more detail in the next section. In this part, I briefly refer to the Char-ter’s guarantees regarding the protection of personal rights, as determi-nants of legal regulations on the use of operational techniques, as well as practice and application in EU law. This concerns in particular the right to privacy, protection of personal data, and the right to a fair trial. The first of them may be violated or disproportionately limited as a result of the use of wiretapping, the second as a result of obtaining personal data protected by law by the authorities authorised to use operational tech-niques protected by law for the purposes of proceedings, and the last – as a result of the court’s acceptance of evidence from wiretapping or the use of other operational techniques. The right to respect for private and family life is guaranteed in Art. 7. According to this provision, “everyone has the right to respect for private and family life, home, and communi-cations”69. This provision in such a form obviously corresponds to Article 8(1) of the ECHR, although its function cannot be identical, as – as was pointed out – the ECHR directly refers to Community law and still can-not be used by citizens as a basis for an action against the authorities of their own nation state, or against EU institutions, as the system of Com-munity law, prior to the completion of the EU’s accession to the ECHR, is not formally subject to judicial control70.

				This remark can also be applied to Art. 8 ECHR, guaranteeing the protection of personal data. Pursuant to this provision, everyone has the right to protection of personal data concerning him or her (section 1), and 

				
					
						69	Ośrodek Informacji i Dokumentacji Europejskiej (OIiDE), Karta Praw Podstawowych Unii Europejskiej, http://oide.sejm.gov.pl/oide/?option=com_content&view=artic-le&id=14428&Itemid=422 (accessed on: February 12, 2019).
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				these data must be processed reliably for specific purposes and with the consent of the person concerned or on another justified basis provided for by law. Everyone has the right to access collected data relating to him and the right to rectify it (section 2). This construction of the cited provision is intended to ensure that an individual’s personal data will never be used, even for procedural purposes, without the individual’s knowledge and in a way that is harmful to his or her interests.

				The right to defence and an impartial court is guaranteed by the ECPP in Art. 47. According to this provision, everyone has the right to defence within the framework of the right to a “fair and public hearing within a reasonable time by an independent and impartial tribunal previous-ly established by law”. This provision also guarantees individuals access to all legal assistance, including the assistance of a defence attorney and legal representative, and this applies in particular to persons “who do not have sufficient resources to the extent necessary to ensure effective access to justice”71. A violation of these guarantees or a disproportionate viola-tion thereof in EU secondary law acts may, as indicated, result from the presentation (possibility of presentation) or the court’s failure to admit (possibility of admission) evidence obtained in a manner violating fun-damental rights as part of proceedings pending against an individual72.

				In connection with that, it should be noted that an individual action for violations of fundamental rights, including violations caused by the use of operational techniques, is not possible for the reasons already set out with reference to the European Court of Justice. However, in the case of the operational techniques we are interested in, this is also due to the relevant regulations in Community law. In response to questions from Italian parliamentarians and citizen groups regarding the law on the use of telephone wiretapping discussed in the Italian Parliament, the EC stat-ed that “there is no EU legislation harmonising the use of wiretapping in criminal investigations and proceedings. The Data Protection Directive provides for a derogation for the processing of personal data solely for journalistic purposes, where this is necessary to reconcile the right to pri-
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				vacy with the rules on freedom of expression. If the draft law were to be submitted to the Italian Parliament for adoption, it would have to comply with the provisions mentioned. In this way, a significant legal gap was identified, which is the lack of references in Community law to the issue of using operational techniques regulating the issue of wiretapping. Such references can be found, as it is discussed in the next section, in secondary legislation, which, once the EU’s accession to the ECHR system is final-ised, will provide individuals with the opportunity to submit complaints about the use of these techniques to the authorised EU institutions. In the case of wiretapping, this will not be possible, as there are no regula-tions in this matter that are directly effective throughout the EU. In this respect, individuals can use primarily national systems for the protection of fundamental rights and the EU system.

				In the mentioned EC position, the emphasis on axiology is impor-tant. It confirmed in full that the mentioned position of Article 29 WP that states cannot fight crime at the expense of citizens’ right to privacy. In other words, the use of operational techniques as an instrument for achieving statutory goals by law enforcement agencies and the justice sys-tem must absolutely respect this right. This means that in relation to the creation of national law that may potentially encroach on the sphere of guaranteed freedoms and rights, EU institutions refer to the principles of the system for protecting these rights, both the already established Eu-ropean system and the Community system that is still developing. How-ever, in a situation where the Community law system is still not subject to judicial control, the EUSR as a tool for such control cannot be used by citizens of EU Member States in relation to Community institutions73.

				However, it is worth noting that they can already, pursuant to Art. 43 of the EUSR, submit complaints about violations of their rights by EU institutions to the European Ombudsman. This office was established un-der the Maastricht Treaty in 1992, which aimed to74:

				
					
						73	Komisja Europejska (KE), Sprawozdanie ze stosowania Karty praw podstawowych UE za 2011 r., “Sprawiedliwość”, Luxembourg 2012, p. 47, https://eur-lex.europa.eu/legal-con-tent/PL/ALL/?uri=CELEX%3A52012DC0169 (accessed on: December 21, 2017).

					
					
						74	Europejski Rzecznik Praw Obywatelskich, http://www.europarl.europa.eu/ftu/pdf/pl/FTU_1.3.16.pdf (accessed on: December 22, 2017). The legal basis was the decision of the European Parliament of March 9, 1994 (Dz. Urz. U.E L 113, May 4, 1994, p. 15), as 

					
				

			

		

	
		
			
				Application of Operational Technique

			

		

		
			[image: ]
		

		
			
				305

			

		

		
			
				improve the protection of citizens in cases of maladministration in the activities of Community institutions and bodies;

				increase openness and democratic supervision of the decision-mak-ing process and management in Community institutions.

				According to the provisions of the mentioned Art. 43 of the Europe-an Union, “every citizen of the Union and any natural or legal person residing or having its registered office in a Member State has the right to contact the European Ombudsman in cases of maladministration in the activities of the institutions, bodies, offices, and agencies of the Union, with the exception of the Court of Justice of the European Union” exer-cising its judicial functions75. Compliance control by the Commissioner for Human Rights cannot be compared in terms of rank and importance to judicial control. Nevertheless, it is an important instrument of social control over the functioning of EU institutions, which are still not for-mally subject to judicial control.

				4.3. Operational Technique in the Light of EU Secondary Law Documents

				The issue of using operational techniques is, for obvious reasons, not reg-ulated in acts of primary EU law. These define a catalogue of freedoms and fundamental rights that cannot be limited by the ordinary EU legislator, competent to adopt acts of secondary law, in violation of the principle of proportionality, nor violated in the practice of applying the provisions of the latter by the authorities and institutions authorised to do so. Consid-ering cases of this type of violations with reference to acts of primary EU law de facto aims to determine the compliance of secondary law and the practice of its application with the standards set out in the provisions of primary law. Therefore, by its very nature, allegations of disproportionate restrictions or infringements in application are addressed to the institu-tions responsible for enacting secondary law. In turn, the competent au-

				
					
						amended by the decisions of the European Parliament of March 14, 2002 (Dz. Urz. U.E. L 92, April 9, 2002, p. 13) and of June 18, 2008 (Dz. Urz. U.E. L 189, July 17, 2008, p. 25).
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				thority to consider claims is the competent judicial review authority. In the case of the human rights protection system of the Council of Europe, accession to which is being finalised by the EU, such a body is the ECHR and the legal basis is the ECHR, while in the currently considered case of the EU human rights protection system, these are the European Court of Justice of the European Union, respectively76.

				None of these judicial authorities may be the addressee of actions for violation of standards of freedom and fundamental rights against natural persons in connection with the application of secondary legal acts. However, the acts of secondary legislation themselves may be sub-ject to such assessment in terms of their compliance. A number of acts of this type explicitly provide for and regulate the use of operational techniques. The origins of this type of regulations and their evolution are a function of threats to intra-Community law and order related to the development and deepening of European integration. One of the important steps on this path was the abolition of borders between the Community Member States, signatories of the Schengen Agreements of 198577, although the traditional police cooperation of the EEC Member States due to the relaxation of restrictions when crossing the borders between them dates back to 1975, when, as a result of an agreement between the Ministers of Justice and internal affairs of these countries, a police cooperation group called TREVI I was created, whose opera-tion was focused primarily on combating terrorist threats78. The idea of 

				
					
						76	A. Arnull, D. Chalmers, The Oxford handbook of EU law, Oxford University Press, Ox-ford 2015, p. 19.

					
					
						77	Agreement between the Governments of the Benelux Economic Union, the Federal Re-public of Germany, and the French Republic on the gradual abolition of controls at com-mon borders of June 14, 1985, signed in Schengen (hereinafter referred to as the Schengen Agreement), Dz. Urz. W.E.L. 239, September 22,/2000. The principles, methods, and tools for implementing this agreement are specified in: Konwencji Wykonawczej do Układu z Schengen, June 19, 1990 (hereinafter referred to as the Schengen Implementing Conven-tion), Dz. Urz. WE L 239, September 22,/2000.

					
					
						78	In the following years, the scope of this cooperation was systematically expanded, but generally included monitoring and combating phenomena related to the inflow of eco-nomic and political immigration to the EEC area. Ł. Koba, Współpraca policyjna państw członkowskich Unii Europejskiej w zwalczaniu przestępczości zorganizowanej, “Zeszyty Naukowe Uniwersytetu Rzeszowskiego. Seria Prawnicza. Prawo” 2010, no. 9 (64), pp. 63–64; E. Borawska-Kędzierska, K. Strąk, Przestrzeń Wolności, Bezpieczeństwa i Sprawiedli-
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				“sealing the borders” of the area covered by European integration re-mained paramount even after the Schengen agreements were incorpo-rated into the EU acquis79. Protecting this area against an uncontrolled influx of immigrants is also a sine qua non condition for the internal security of the EU, currently defined as the “state achieved as a result of the actions of its authorities, Member States, and entities cooperat-ing with them, aimed at ensuring (internal) stability in the area defined by the external borders of the Union and protection against possible threats caused by both internal and external factors”80. It should be em-phasised in this context that external threats related to political insta-bility in the EU environment, activities in this environment of criminal structures with transnational, and cross-border dynamics in an area as nationally, culturally, socially, and politically amorphous as the EU, and at the same time open due to on the axiology implemented by the Com-munities, have a particularly strong impact on internal threats. This is primarily due to the broadly understood attractiveness of the EU area, especially the so-called “old Union”, for immigrants for whom, for var-ious reasons, it is a destination place for migration. Ensuring security for the EU in this sense is a particularly difficult challenge for the rele-vant Community institutions. An additional difficulty in this respect is the specific nature of the EU as a security area and the development of factors ensuring security. Building EU security is the result of the ac-tions of various forces. These efforts should, on the one hand, take into account “bottom-up and top-down processes, i.e., the influence of EU bodies on the development of the area of freedom, security, and justice, the creation of specialised agencies supporting the implementation of the policy, the influence of the European Union on the solutions adopt-ed by states in this respect”. Member States, on the other hand, and the reverse processes involving the diversified influence of “Member States on the creation of tools and policies by the Union, especially in the field 
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				of police and judicial cooperation in criminal matters”81. In the light of the observations so far regarding the EU’s policy of maximising the standards of requirements for the guarantee and enforcement of fun-damental rights, the difficulties of meeting the EU’s internal security requirements are particularly acute.

				In the current legal situation, the basis for cross-border cooperation in building the EU’s internal security is adopted by the European Council on March 25–26, 2010 Strategy of Internal Security of the European Union. Towards a European security model82. In the literature, this document is referred to as a specific interpretation of the principles “that should be followed by Member States in a horizontal dimension”, emphasising the “importance of cooperation between public order authorities and border services, judicial authorities, and other services, e.g., from the social sec-tor, health or civil protection sector”, focused on the overarching goal of “achieving appropriate level of internal security”83. Police cooperation is of particular importance for its formation, the implementation of which directly allows, as discussed later, the use of operational techniques.

				The currently applicable system of police cooperation aimed at ensur-ing EU internal security must take into account the objective nature of the following factors84:

				uniform rules for control at the EU’s external borders, specified in the provisions of the Schengen Implementing Convention;

				abolition of internal border controls between Schengen parties;

				priority in the policy of the Community institutions for the invi-olability of the catalogue of fundamental rights guaranteed in the ECHR and EPPUE documents, which are considered fundamen-tal for this issue.

				
					
						81	H. Wyligała, Kształtowanie i monitorowanie strategii bezpieczeństwa wewnętrznego Unii Europejskiej, “Rocznik Bezpieczeństwa Międzynarodowego” 2014, no. 1, p. 197.
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				The result of many years of evolution of the legal premises and prac-tice of police cooperation aimed at building EU security are the current-ly functioning institutional platforms for cooperation between Member States aimed at this goal. These are the following Community institu-tions85:

				1. Europol – the mandate of this institution is currently specified in Art. 88 TFEU. It was established by the Europol Convention signed in Brussels on July 18, 1995.

				The main goal of Europol was the fight against terrorism. The scope of its powers gradually evolved.

				As a result of subsequent decisions of the Council, the scope of its competencies increased. Currently, Europol operates based on the Coun-cil Decision of April 6, 2009 establishing the European Police Office (Eu-ropol) (2009/371/JHA)86 (hereinafter: Decision 2009/371). In the light of Art. 4 and the Annex containing an exhaustive list of crimes, Europol is responsible for: 1) organised crime, terrorism, and other forms of seri-ous crime that concern at least two Member States, such that the scale, significance, and effects of these crimes require joint action by the Mem-ber States; 2) related crimes, i.e., a) crimes intended to obtain the means to commit acts that fall within the competencies of Europol; (b) offenses intended to facilitate or enable the commission of acts which fall within the competence of Europol; (c) offenses intended to avoid punishment for acts which fall within the competence of Europol. Article 5 defines the scope of Europol’s tasks, which includes: (a) collecting, storing, pro-cessing, analysing, and exchanging information, including operational information; (b) immediately notifying the competent authorities of the Member States, through national police forces, of information relating to them and of any links between criminal offenses identified; (c) assist-ing in investigations carried out in the Member States, and in particular transmitting any relevant information to the national units; d) submit-

				
					
						85	Ł. Koba, Współpraca policyjna państw członkowskich…, pp. 76–81; A. Krupa, H. Ten-dera-Właszczuk, Instytucjonalne aspekty walki z przestępczością międzynarodową, [in:] Ewolucja i ocena funkcjonowania trzeciego filaru Unii Europejskiej, ed. H. Tendera--Właszczuk, Wydawnictwo Polskie Towarzystwo Ekonomiczne, Kraków 2009, p. 38–60.

					
					
						86	Dz. Urz. U.E. L121, May 15, 2009.
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				ting, in specific cases, requests to the competent authorities of the Mem-ber States to initiate, conduct, or coordinate investigations, and propose the establishment of a joint investigation team; e) providing intelligence and analytical support to Member States in relation to significant interna-tional events; f) preparing threat assessments, strategic analyses and gen-eral situation reports related to its objectives, including organised crime threat assessments87. The current evolution of the legal basis, objectives, tasks, and scope of competencies of Europol allows for the presumption that Europol will become in the near future, not only actually, as now, but also formally an EU-wide police authority responsible for EU security as defined before. The accuracy of this guess is supported by the systematic development of Europol’s organisational, logistic, and operational infra-structure throughout the Community and its growing effectiveness in combating crime under its jurisdiction. This clearly indicates that also the Member States, without whose activity the infrastructure in question could not have been created, link the future of cooperation in combating crime with Europol, the coping with which is beyond the capabilities of any one country.

				From the point of view of the purposes of this study, the fact that Eu-ropol has the right to use operational techniques is particularly impor-tant88. We will address this issue in more detail later in this section.

				2. Police Chiefs Task Force – PCTF or EPCTF. It was established on April 7–8, 2000 in Lisbon with the task of establishing “direct contact be-tween the heads of law enforcement bodies in the EU Member States and tightening cooperation between the police services of these countries at both national and local levels in the fight against organised crime”89. The place of the PCTF in the Europol structure was determined at the meet-

				
					
						87	P. Siejczuk, M. Adamczuk, Współpraca policyjna i sadowa w sprawach karnych, [in:] Wybrane zagadnienia polityki bezpieczeństwa wewnętrznego Unii Europejskiej. Szanse i zagrożenia dla Polski, ed. P. Bryksa, Wydawnictwo Biuro Bezpieczeństwa Narodowego, Warsaw 2018, p. 16.

					
					
						88	T. Safjański, Działania operacyjne Europolu, Wydawnictwo Wyższa Szkoła Policji w Szczytnie, Szczytno 2013, pp. 242–245.

					
					
						89	A. Gruszczak, Europol – Europejski Urząd Policji, [in:] Zwalczanie przestępczości w Unii Europejskiej. Współpraca sądowa i policyjna w sprawach karnych, eds. A. Górski, A. Sako-wicz, Wydawnictwo Prawnicze LexisNexis, Warsaw 2006, pp. 324–325, cited in: Ł. Koba, Współpraca policyjna państw członkowskich…, p. 80.
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				ing of the 2nd Task Force on July 22–23, 2002 in Copenhagen. In turn, during the meeting in The Hague on December 11–12, 2004, a resolution was adopted to transform Europol into a European intelligence centre for combating crime, ensuring security, and solving other common problems related to combating it. Currently, the main tasks of the PCTF include combating international crime, counteracting terrorism, combating seri-ous cross-border crime, and cooperation in securing large sports, cultur-al, and political events. Meetings of the Group’s representatives are held four times a year (of a strategic or operational nature) and their aim is to develop cooperation between police chiefs from European countries. In 2004, it initiated the COSPOL project (Comprehensive Operational Strategic Planning for the Police – Integrated Strategic Action Plan with the aim of increasing the effectiveness of joint police activities. COSPOL’s distinctive features include: 1) management Europol intelligence; 2) im-plementation of the common interest of the EU; 3) is a platform for co-operation between national police commanders. CEPOL’s primary task is to assist in the training of senior police officers, in particular by devel-oping a new “European” approach to the fight against both domestic and international crime. It took the form of a network connecting national training centres in which EU Member States cooperate. This is another indication that “Europol, together with its specialised structures, is grad-ually transforming into a European police force in the full sense of the word, carrying out tasks in the field of combating crime on a Community scale, within the framework of systematically tightening cooperation be-tween the police forces of member states”90.

				A number of legal and organisational instruments are at the disposal of Europol and its structures to ensure the effective fulfilment of the tasks specified in the Schengen acquis. In the light of the provisions of this part of EU law, and more specifically the Schengen Implementation Conven-tion, Europol and related services have the right to use the following op-erational techniques91:

				
					
						90	Ibidem, p. 81.

					
					
						91	Schengen Implementation Convention; A. Gruszczak, Współpraca transgraniczna orga-nów ścigania w Unii Europejskiej, [in:] Bezpieczni w Europie. Materiały pokonferencyjne. Konferencja zorganizowana przez Urząd Komitetu Integracji Europejskiej oraz Wydział 
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				1. Cross-border surveillance. In the light of the general provisions of surveillance (Article 40 of the Convention), officers of the authorities of the country conducting the observation are obliged to respect the provi-sions of the law of the country in the territory of which it is carried out and to respect the instructions of the authorities of that country. The of-ficers in question are obliged to have documents confirming their consent to conduct observations and to show them when summoned. They may also be armed with service weapons, unless the authorities of the country in the territory of which the observation is carried out do not consent, and if such consent is given, the weapon may be used only for official pur-poses or as part of necessary defence. The powers of officers conducting surveillance do not include: 1) entering apartments and places generally inaccessible to the public; 2) detention or arrest of the person under ob-servation. The officer conducting the observation is obliged to submit de-tailed reports and explanations for each observation activity, if this is ex-pected by the authorities of the country in which observation was carried out. Officers conducting observations are obliged to provide all necessary data and information for the purposes of proceedings conducted in the cases of persons who have been observed. It should be mentioned that the provisions of Article 40 of the Schengen Implementing Convention are of a framework nature, giving Member States the opportunity to clari-fy its provisions and adapt them to their needs. Pursuant to its Art. 21, it is possible to carry out cross-border observation in emergency cases, without the need to submit an application and obtain the consent of the authorities of the competent country, and throughout its duration, the officers conducting it are obliged to systematically and comprehensive-ly inform the authorities of the country(ies) in which the observation is carried out. It should also be emphasised that extraordinary cross-border observation must have extraordinary justification. Therefore, it may only apply to persons suspected of crimes such as: intentional and uninten-

				
					
						Prawa Uniwersytetu w Białymstoku. Białystok, 14 grudnia 2006 roku, ed. M. Zdanowicz, Wydawnictwo Urzędu Komitetu Integracji Europejskiej, Warsaw 2007, pp. 29–30; A. Du-dzic, Polska w strefie Schengen, Wydawnictwo Urzędu Komitetu Integracji Europejskiej, Warsaw 2008, pp. 21–23; A. Gruszczak, Współpraca policyjna w Unii Europejskiej w wy-miarze trans granicznym, Wydawnictwo Uniwersytetu Jagiellońskiego, Kraków 2009.
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				tional murder, rape, intentional arson, counterfeiting money, aggravated theft and embezzlement, extortion, kidnapping and hostage taking, hu-man trafficking, smuggling of narcotic drugs and psychotropic substanc-es, violation of regulations regarding weapons and explosives, destruc-tion using explosives, and smuggling of toxic and radioactive materials. “Sudden” cross-border surveillance should be discontinued if requested to do so by the state in whose territory it is being carried out, if the infor-mation about crossing the border or the request for a permit is considered unjustified, or if such authorisation is not obtained within five hours of crossing the border. Conducting observations, whether on a general or emergency basis, is strictly related to Europol’s powers to conduct other operational activities, including: related to the collection and retention of data about persons who are subject to observation or who are in the field of observation, as well as for police provocation. According to Article 10 of the Europol Decision, this body processes information and operational information to the extent necessary to achieve its objectives. For this pur-pose, it may set up its own information system, described in Article 11, or other systems (subsystems) permitted by the provisions of the Decision, provided that their collection, use, and retention must be consistent with the provisions of EU law on protection. This last issue will be return in more detail later in this study.

				2. Cross-border pursuit. Its rules are specified in Art. 41 of the Schengen Implementing Convention and are similar to those relating to cross-bor-der surveillance. There are important differences between surveillance and cross-border pursuit the following: 1) the officers conducting the pur-suit are authorised to continue it on the territory of another country with-out prior authorisation if, due to the particular urgency of the situation, it was not possible to notify the appropriate authorities of the other country of such intention before entering the territory of that country or when the relevant authorities of that country were unable to be on site to take over the pursuit; 2) the pursuit is conducted only across borders land; 3) the pursuit may be conducted in a designated area or within a set time from the moment of crossing the border (limitations set in the declaration of each country) or without territorial and time limits. Officers conducting a cross-border pursuit may request the authorities of any country through 
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				which the person is being pursued to stop the wanted person and check her identity or make an arrest. If no request for discontinuation has been made pursuit and if the relevant local authorities cannot intervene suffi-ciently quickly, the pursuing officers can arrest the pursued person until the officers of the receiving country will be able to identify this person or arrest her. Officers those conducting the pursuit are not authorised to in-terrogate the pursued person. Therefore, unlike in the case of observation, a pursuit may result in the arrest of the person being pursued. However, just as in the case of observation, the chase cannot be carried out in places generally inaccessible to the public.

				A specific complement to the Schengen system in terms of building the internal security of the EU and ensuring the security of its internal bor-ders is the European border surveillance system (EUROSUR), established on the initiative of the European Commission. The aim of this system, in the light of the EC’s intentions, is to “strengthen control of the external borders of the Schengen area, especially at the southern sea border and the eastern land border, in order to reduce the number of illegal migrants who manage to enter the EU territory undetected, reduce the number of deaths among migrants at sea and counteract cross-border crime. This objective is to be achieved by enabling national authorities responsible for border protection (border guards, coast guards, police, customs services, and navies) to exchange and share operational information and cooperate with each other, with FRONTEX and with neighbouring third countries. […] Where data is exchanged involving personal data, data protection rules apply and must be fully respected. […] it is also expressly prohibited to exchange any information with a third country which could use that information to identify persons or groups of persons who are at serious risk of being subjected to torture, inhuman or degrading treatment or punishment or any other action violating their fundamental rights”92. The EUROSUR concept is only at the stage of negotiations, but already at this stage it can be predicted that many Schengen aquis regulations will be used for the needs of this system. Also noteworthy is the consistent 

				
					
						92	Sprawozdanie ze stosowania Karty praw podstawowych UE za 2011 r., “Sprawiedliwość”, Warsaw 2012, p. 34, http://eur-lex.europa.eu/lexUriserv/lexUriserv.do?uri=coM:2012:01-69:FiN:pl:pd (accessed on: December 12, 2013).
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				emphasis on the primacy of human rights protection in building EU se-curity and prosecuting cross-border crime.

				As indicated, conducting cross-border surveillance and a cross-bor-der pursuit involves the collection and processing of observation data, including sensitive data. Community legislation in this respect refers to the Council of Europe Convention (108) for the protection of natu-ral persons in relation to with automatic processing of personal data. Such a reference can be found in point 11 of the preamble to Directive 95/46, which states that “from the principle of protecting the rights and freedoms of individuals, in particular privacy rights contained herein directive, consolidate and strengthen the principles expressed in Con-vention of the Council of Europe of January 28, 1981 on the protection of individuals in the field of automatic processing of personal data”93. The directive in question contains definitions of basic terms relating to the field of personal data, establishes the principles of collecting, storing, and sharing personal data, as well as lays down the principles and condi-tions of the lawfulness of the processing of personal data and the rights of data subjects. As noted in the literature, its provisions “are intended to reconcile two tendencies. The first one concerns the protection of fun-damental rights and freedoms of natural persons and the right to priva-cy in the process of processing personal data. The second one expresses occurs equally and freely in all Member States, including between them, the circulation of this data”94. The basic condition for the legality of the processing of personal data provided for in Directive 95/46 is the consent of the data subject and the implementation of the purpose of the contract for the purposes of which they were disclosed (Article 7). However, the directive prohibits the processing of data personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, af-filiations to trade unions, as well as processing data regarding health and sexual life, unless there are exceptions specified in its provisions (Article 8). The categorical prohibition on the processing of this type of personal 

				
					
						93	Dyrektywa 95/46/WE Parlamentu Europejskiego i Rady.

					
					
						94	H. Rutkiewicz, Przeciwdziałanie terroryzmowi a prawo do prywatności w przepisach wspólnotowych Unii Europejskiej, “Studia bezpieczeństwa narodowego” 2013, no. 4, p. 270.
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				data also constitutes an insurmountable limit for Community police au-thorities in their proceedings.

				There are more and more weaknesses noticed in Directive 95/46 re-sulting from its growing maladjustment to the current needs and chal-lenges in the field of personal data protection standards, which are crucial from the point of view of fundamental rights in general. The EU’s priority for the protection of personal rights throughout the Community also be-comes a reason to raise the profile of a key legal act in this field.

				The adoption of a package of changes to the provisions on the pro-tection of fundamental rights by the European Commission at the be-ginning of 2012 proves that appropriate actions have been taken in this direction. The final effect of these actions should be the replacement of Directive 95/46 with a Regulation of the European Parliament and the Council on the protection of natural persons with regard to the process-ing of personal data. The main advantage of this solution will be that the proposed regulation will apply directly in member states and there will be no need to issue other legal regulations implementing the provisions included in the national order. Thanks to this, it would exist the possi-bility of full harmonisation of substantive law in the European Union in the field of human rights protection95. It would also contribute to greater transparency regarding the use of personal data in operational activities undertaken by Community police authorities in the fight against terror-ism and common cross-border crime.

				Regulation (EC) No. 45/2001 of the European Parliament and of the Council of December 18, 2000 on the protection of natural persons with regard to the processing of personal data by Community institutions and bodies and on the free movement of such data96 (hereinafter: Regulation 45/2001) is of key importance due to its direct application in all Member States of the Community. It applies, generally speaking, to the processing of personal data by all Community institutions and bodies, provided that 

				
					
						95	Ibidem, p. 271.

					
					
						96	Dz. Urz. U.E. L8, January 12, 2001. The implementing rules for Regulation 45/2001 were introduced by Council Decision 2004/644/EC of September 13, 2004, Dz. Urz. U.E. L 296, September 21, 2004. J. Barta, P. Fajgielski, R. Markiewicz, Ochrona danych osobowych. Komentarz, Wydawnictwo Wolters Kluwer S.A., Warsaw 2014, pp. 82–83.
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				such processing is carried out in the exercise of activities wholly or partly governed by Community law. The Regulation regulates the general prin-ciples of the legality of the processing of personal data, the rights of the data subject, and establishes the office of the European Data Protection Ombudsman (hereinafter: EDPB). Its tasks include: 1) monitoring and ensuring the application of European rules on the protection of personal data; 2) advising Community institutions and bodies and data subjects in connection with the processing of their data; 3) cooperation with na-tional authorities competent in the field of personal data protection97. An additional strengthening of the guarantee for personal data is the Euro-pean Code of Good Administration (hereinafter: EKDA). Pursuant to its Article 1(1), an official using a citizen’s personal data takes into account the sphere privacy and personal integrity following the provisions Regu-lation 45/2001 on the protection of natural persons processing of personal data by Community bodies and institutions and on the free circulation of data, while paragraph 2 of this provision obliges the official to refrain, in particular, from processing personal data for unlawful purposes and refrain from providing such data to persons unauthorised98.

				From the perspective of the topic considered in this study, Directive 2006/24/EC of the European Parliament and of the Council of March 15, 2006 on the retention of data generated or processed data in connection with the provision of publicly available communications services electronic means or the provision of public communications networks and amending the Directive 2002/58/EC99 (hereinafter: Directive 2006/24, also referred to as the “Retention Directive”) is particularly important. The direct im-petus for its adoption were the terrorist attacks in Madrid and London in 2004. Pursuant to the provisions of Article 1(2) of Directive 2006/24, it applies to traffic and location data which concern natural and legal per-sons and the necessary data related to them to identify the subscriber or registered user, excluding content electronic communications, including 

				
					
						97	J. Barta et al., Ochrona danych osobowych…, p. 83.

					
					
						98	J. Świątkiewicz, Europejski Kodeks Dobrej Administracji (tekst i komentarz o zastosowa-niu kodeksu w warunkach polskich procedur administracyjnych), Wydawnictwo Biura rzecznika Praw Obywatelskich, Warsaw 2002, October, p. 29.

					
					
						99	Dz. Urz. UE L 105, April 13, 2006.
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				information obtained via the network electronic communications (Article 1(2)). This is important for the use of wiretapping, the concept of which in this case has been extended to authorised control of correspondence, including electronic correspondence, because the Directive exhaustively specifies what type of data obtained in this way is retained and what must be destroyed. The directive allows, among other things, the retention of data necessary to: determine the source of the call and its recipient, identify the communication tool or what may serve as a communication tool, deter-mine the date, time, and duration of the call, the type of call, identify the location of the mobile communications device, including mobile phone100. The data in question may be retained by EU Member States for a period of not less than six months but not more than two years. All data not released must be destroyed before the retention deadline.

				In the light of these comments, it is reasonable to note that the Europe-an legislator allows the use of specific operational techniques by police au-thorities responsible for EU internal security as part of activities including combating terrorist threats and prosecuting cross-border crime. However, these regulations are also viewed from the perspective of those adopted in EU standards for the protection of fundamental rights. Acts of secondary EU law in the field of the Schengen acquis and the protection of personal data, among operational techniques, directly indicate and regulate the use of surveillance and the cross-border pursuit that is usually its result, and indirectly the use of eavesdropping, including the Internet, but limit its use by the provisions of the law on the protection of personal data. In this case, the so-called the “retention directive”, strictly defining the method of col-lecting and processing data obtained, among others, from wiretapping.

				In connection with the previously announced plans to fundamentally change the provisions of Community law relating to the protection of personal data, further restrictions on the use of wiretapping for opera-tional purposes should be expected.

				
					
						100	Dyrektywa 2006/24/WE Parlamentu Europejskiego i Rady z dnia 15 marca 2006 roku, w sprawie zatrzymywania generowanych lub przetwarzanych danych w związku ze świadczeniem ogólnie dostępnych usług łączności elektronicznej lub udostępnianiem publicznych sieci łączności oraz zmieniająca dyrektywę 2002/58/WE, Dz. Urz. UE, April 13, 2008, L105/54.
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				4.4. Enforcement Mechanism for European Union Standards in Relation to Operational Technique

				The system of Community law is not yet fully subject to judicial con-trol, which is to be fundamentally changed by the EU’s accession to the ECHR system. In the case of the executive use of operational techniques, this is important because there are no other instruments for assessing the accuracy and legality of their use by Community bodies authorised to use them, apart from the procedures used in connection with filing complaints by natural persons or institutions about violations of stand-ards of protection of fundamental rights or restrictions on these stand-ards that are contrary to the principle of proportionality. These situations will be the result of either the application of operational techniques or legal regulations adopted by national legislators or, as in the case under consideration, the Community legislator. However, already at this stage, it is possible to effectively control both the EU institutions using opera-tional techniques and the Community legislator regulating this matter. Such control may be carried out either from the perspective of legality, in the case of the use of these techniques, or compliance with the principle of proportionality, in a situation where fundamental rights are restricted by the use of these techniques by the EU legislator in contravention of the principle of proportionality.

				In the light of the observations made so far, judicial and extrajudicial bodies can be distinguished to control the issue of applying and decreeing operational techniques in EU law. In relation to this law, the competent judicial authority is the ECJ, which examines both the legality of appli-cation and the correctness of legislating in this area from the perspective of the standards guaranteed in the ECHR. Within its powers, the ECJ re-ferred, among other things, to the practice of implementing the so-called retention directive. However, it focused not so much on the perceived leg-islative errors of the EU legislator or incorrect application of its provisions by Community institutions, but on errors in the implementation of these provisions into the national legal systems of the Member States. The sub-ject of the ECJ’s work were questions submitted to it by Austrian and Irish courts, expressing doubts as to whether the interference with privacy re-
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				sulting from the directive complies with the principle of proportionality. The main source of threat to fundamental rights is the huge telecommu-nications databases that were created in the Member States as a result of the implementation of the provisions of the “Retention Directive” into the national legislation of the Member States. This issue has not been resolved yet, but it should have a significant impact on the interpretation of the provisions of this directive and the practice of their application101.

				The ECJ ruling on this issue will become a factor in improving the regulations governing it. This time, its position on the use of evidence obtained as a result of police provocation will certainly be of such im-portance for the judicial practice, in the light of the existing jurispru-dence of the ECJ. It is not directly admissible in Community legislation, but the issue of its application is within the scope of the ECJ due to its admissibility in the procedural law systems of the Member States. The use of police provocation is therefore assessed by the ECJ from the per-spective of compliance with the standards of fundamental rights guar-anteed in the EUSR. As noted in the literature, the ECJ “takes the view that it is impossible to initiate criminal proceedings based on materials obtained by the court adjudicating on the issue of liability, using active provocation, consisting in inciting the perpetrator to commit a crime, in particular when no evidence is presented, exceeding the limits of le-gal provocation, require that the perpetrator had already made any ef-forts for the purpose of committing a crime”102. The ECJ recognises the inadmissibility of active police provocation as a factor violating an indi-vidual’s right to a fair trial. There cannot be a fair trial brought against an individual because he was provoked to commit a crime he would not have committed otherwise.

				Extrajudicial control of the use of operational techniques carried out by such previously mentioned bodies as the European Ombudsman, competent for violations of fundamental rights by EU institutions, and Article 29 WP, is of a slightly different nature and importance. The latter also referred to the process of implementing the “retention directive” in 

				
					
						101	H. Rutkiewicz, Przeciwdziałanie terroryzmowi…, pp. 271–272.

					
					
						102	P. Kładoczny, A. Pietryka, Prowokacja policyjna w orzecznictwie Europejskiego Trybunału Praw Człowieka, “Kwartalnik o Prawach Człowieka” 2013, no. 4, p. 17.
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				the Member States. In the published report, it found numerous violations of the law in this regard, including103:

				data inconsistent with the provisions of the directive are retained and transferred to the competent services;

				lack of a reliable assessment of the purposefulness of the collected data, especially whether they were actually obtained for the pur-poses of fighting crime;

				data storage time is exceeded;

				more data is retained than allowed by the directive, particularly in the case of glocalisation data.

				In its speech, Article 29 WP also pointed to violations of the “Retention Directive”, and thus the right to privacy, by police authorities of EU Mem-ber States. There is no similar data for European police authorities. How-ever, these examples sufficiently illustrate the essence of control exercised by extrajudicial bodies controlling EU law. They exercise them by moni-toring the application of applicable regulations and publishing the results of these analyses, containing both approving and critical assessments, in special reports. They do not have binding force, but are generally taken into account by the Community legislator and the Community institu-tions applying the law. In this context, it is worth recalling that a body such as Article 29 WP is equipped with a stronger instrument to influ-ence the sphere of the EU acquis, including the area of interest to us. It has the right to formulate opinions which may play, mutatis mutandis, a role similar to the case law of the ECJ in the process of controlling and shaping the law.

				
					
						103	H. Rutkiewicz, Przeciwdziałanie terroryzmowi…, p. 271.

					
				

			

		

	
		
			
			

		

	
		
			
				Chapter 5. Standards for the Use of Operational Techniques in the Light of the Sources of Polish Law

				The use of operational techniques is one of the most sensitive topics in society, law, and politicians around the world. Each country uses various operational means to collect information to protect its interests internally and abroad. Unfortunately, sometimes they are used outside the law or on its borders in relation to a given country or international law. The de-sire for services or other various institutions to have knowledge from all available sources causes fear in the community and the need for security, protection of information, and personal data against possible manipula-tions that may cause tragic consequences for them.

				Due to the fact that every person has the right to privacy and institu-tions to their secrecy, some countries have adopted legal provisions regu-lating the methods of obtaining and using information obtained through operational techniques. Most often, the possibility of using this method of action results from legal sources regulating this issue on several levels, depending on the value of their validity.

				The term “sources of law” comes from the Latin term fontes iuris used in Roman law. It distinguishes fontes iuris oriundi – “sources of origin of law”, determining the place of legal norms – from fontes iuris cognoscendi – “sources of knowledge about law, relating to various forms of transmitting information about the content of law”1. It has an ambiguous character. It can be analysed from a philosophical, historical, sociological, or legal (for-mal) perspectives. Taking into account the certain diversity of this concept, they should be considered norms of a general and abstract nature.

				The generality of such acts means that they are addressed to entities de-fined in this way – general, indicating specific features to be met. This means 

				
					
						1	A. Rost, Instytucje Polskiego Prawa Konstytucyjnego, Wydawnictwo Uniwersytetu Ada-ma Mickiewicza, Poznań 2013, p. 11.
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				that the number of addressees of the act is not determined in advance. An-other case is the abstract nature of the act, which means that the legal reg-ulation is not specified in it and is abstract and not addressed to a specific recipient. Each normative act always applies if the situation it regulates arises. All sources of law understood in this way are defined as a set of normative acts that create a system in the state, which has its own structure and specific relations between its components, while constructing a certain institutional-ized whole2. It should be rightly noted that the constitutional regulations of the sources of law are based on the following assumptions:

				Establishing the principle of hierarchical construction of the sys-tem of sources of law. This means that each normative act has a certain rank in relation to other legal acts. No normative act may be inconsistent with the Constitution and the Act and, in princi-ple, it should serve to make them more or less specific.

				Adopting the dual nature of sources of law by dividing them into generally applicable sources (mainly Article 87 of the Constitu-tion) and internally applicable sources (including Article 93 of the Constitution). This division means that each normative act should be qualified as universally or internally binding. Howev-er, adopting such a division does not mean creating two parallel and equivalent systems. What is beyond any doubt is that inter-nally binding law is subordinated to and dependent on general-ly binding law3. The adoption of such rules is confirmed by the interpretation of the Constitutional Tribunal which excludes the existence of a third, indirect category of sources of law. All the more so because the Constitution leaves no doubts, as the legis-lator has particularly clearly adopted a closed system of sources of generally applicable law, objectively and subjectively4. Such 

				
					
						2	A. Szmyta, Źródła prawa-System, [in:] Leksykon prawa konstytucyjnego, ed. A. Szmyta, Wydawnictwo C.H. Beck, Warsaw 2010, p. 754.

					
					
						3	L. Garlicki, Konstytucyjne źródła prawa administracyjnego, [in:] System Prawa Admi-nistracyjnego Tom 2, Konstytucyjne podstawy funkcjonowania administracji publicznej, eds. R. Hauser, Z. Niewiadomski. A. Wróbel, Wydawnictwo C.H. Beck Instytut Nauk Prawnych PAN, Warsaw 2012, p. 55.

					
					
						4	Wyrok TK z dnia 28 czerwca 2000 r., K 25/99, OTK 2000/5/141, Dz.U. 2000 r. Nr 53, poz. 648.
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				closure, in the objective aspect, marked by an enumerative way of listing legal acts generally applicable in Article 87 of the Basic Law: “…The sources of generally applicable law of the Repub-lic of Poland are: the Constitution, acts, ratified international agreements, and regulations”5, specified in Article 234 of this Act, issued at the request of the Council of Ministers by the Pres-ident in case of a state of emergency6. In the case of the closed catalogue of sources of generally applicable law, it is expressed through the establishment of only entities indicated in the Con-stitution, Article 87 section 2 (area of operation of the bodies that established them and local legal acts), Article 93 section 1 (Resolutions of the Council of Ministers and orders of the Prime Minister and ministers are internal and apply only to subordi-nate organisational units), Article 95 section 1 (legislative power in the Republic of Poland is exercised by the Sejm and the Sen-ate), Article 142 section 1 (possibility of convening the Cabinet by the President of the Republic of Poland), Article 146 section 4 point 2 (issuing regulations by the Council of Ministers), Article 148 point 3 (issuing regulations by the Prime Minister), Article 149 section 2 and 3 (possibility to repeal a regulation or order issued by the minister in charge of the government administra-tion department, Article 213(2) (issuing regulations and adopt-ing resolutions by the National Broadcasting Council), Article 234, and Article 235 (adopting a new Constitution).

				5.1. Sources of Generally Applicable Law

				As can be seen, generally applicable acts are acts for which the legislator must have the competence granted to him by the Constitution (or – in the case of regulations – by a provision of the Act that meets the requirements specified in Article 92(1) of the Constitution), having the form provided 

				
					
						5	Źródła Prawa, http://www.sejm.gov.pl/prawo/konst/polski/3.htm (accessed on: February 10, 2019).

					
					
						6	Dz.U. Nr 78, poz. 483.
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				for in the Constitution, established in the procedure specified in the Con-stitution or the Act7. The main characteristic features of such acts are that the norms contained in them may be addressed to all entities: public au-thorities, public and private organisations, and natural persons and may assign them rights and obligations. Each legislator intending to regulate the legal situation of the indicated entities must have the legitimacy grant-ed by the Constitution and do it in the form of a normative act indicated in the Constitution (e.g., in an act, a regulation having the force of a law, a regulation, an act of local law), and, moreover – it must be announced (Article 88 of the Constitution)8.

				The sources of generally applicable law include: the Constitution, acts, ratified international agreements, European Union law, regulations hav-ing the force of law, regulations and acts of local law. When analysing the provisions of Article 87 section 1 of the Constitution of the Republic of Poland of April 2, 19979, it is possible to indicate a hierarchy of sources of law for generally applicable acts. Taking into account the criterion of legal force, it is as follows:

				Constitution.

				An act, a ratified international agreement, EU law, regulations having the force of law issued during martial law.

				Implementing regulation.

				Acts of local law – as acts generally applicable in the area of oper-ation of the bodies that established them.

				Taking into account the scope of regulations and the pragmatics of law-making, we can express the belief that the basic place in the legal sys-tem is occupied by statute (of course, apart from the Constitution). The provision contained in the act should concern the most important matter from the point of view of the bodies creating this law – the legislative authorities. In the case of executive acts, they should be supplementary, technical, and organisational and may be subject to frequent modifica-tions. Such regulations are necessary for the proper functioning of the 

				
					
						7	L. Garlicki, Polskie prawo konstytucyjne: w zarysie, Fifteenth edition, Wydawnictwo Li-ber, Warsaw 2011, pp. 119–120.

					
					
						8	Wyrok TK z dnia 12 grudnia 2011 r., P 1/11, Dz.U. 2011 r. Nr 279, poz. 1644.

					
					
						9	Dz.U. Nr 78, poz. 483.
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				Act. All the more so because each executive act has its own internal, inde-pendent subject of regulation, functionally related to the act10.

				As mentioned, in most countries the main area of law is the basic law called the Constitution. Lower-level regulations regulating certain legal aspects are codes and laws regarding the details of the possibility of using, among others, issues related to the subject of operational technology. The latest legal provisions are mostly confidential: regulations, orders, and in-structions discussing the details of conducting and applying force and means methods using operational techniques.

				5.1.1. The Constitution of the Republic of Poland as the Fundamental Source of Law

				The original meaning of the term constitution refers to a device, system, organisation, nature, and is sometimes used, for example, to determine the state of someone’s body. The term “constitution” itself comes from the Latin constituere meaning establishing, arranging, and ordering some matter within the framework of the basic principles applicable in a given system, organisation, or community11.

				Contemporary constitutionalism knows many types of constructions and the most important divisions should be indicated only as examples.

				The first is the division into written constitutions in the form of a nor-mative act or acts. Second written structures based on common law, con-stitutional conventions, and judicial processes12.

				A written constitution is a typical phenomenon, except for Great Brit-ain (and for some time in Israel). Constitutions can also be divided into rigid constitutions and flexible constitutions. Such a criterion is the legal force of the constitution in relation to “ordinary” laws13. A rigid consti-

				
					
						10	S. Wronkowska, Model rozporządzenia jako aktu wykonawczego do ustaw w świetle kon-stytucji i praktyki, [in:] Konstytucyjny system źródeł prawa w praktyce, ed. A. Szmyta, Wy-dawnictwo Sejmowe, Warsaw 2005, pp. 77–80.

					
					
						11	J. Szymanek, Tradycje konstytucyjne. Szkice o roli ustawy zasadniczej w społeczeństwie de-mokratycznym, Dom Wydawniczy “Elipsa”, Warsaw 2006, pp. 50–51; L. Garlicki, Polskie prawo…, p. 31.

					
					
						12	W. Skrzydło, Ustrój polityczny RP w świetle Konstytucji z 1997 roku, Kantor Wydawniczy, Zakamycze Kraków 2000, p. 26.

					
					
						13	L. Garlicki, Polskie prawo…, p. 30.
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				tution is one that has higher legal force than ordinary laws, an example of which is Poland. A flexible constitution is one that is amended in the same manner as statutes, which means that it is not protected against in-terference by the legislator, and the separation of the constitution itself is based on a material criterion. A typical example of such a constitution is, of course, Great Britain14.

				The constitution should be understood as a fundamental law with a specific name, which specifies the scope of basic human rights and free-doms, as well as the principles of organisation and functioning of public authorities, and its norms have special legal force, as well as a special pro-cedure for adoption15.

				The Constitution occupies a special place in the system of sources of law. It is situated at the head of the system of sources of law. In the science of constitutional law, the term “constitution” is defined in various ways. Sometimes, this term is understood to mean the way of organising the state and defining its political system16.

				The Constitution is an act defined in the doctrine of constitutional law as a fundamental act, distinguished from other acts by its specificity: content, form, and force.

				In Poland, the Constitution has been in force since October 17, 1997, adopted by the National Assembly on April 2, 1997 and then approved by the Nation in a referendum on May 25, 1997.

				The Constitution as a special act, fundamental statute, defining the ba-sic principles regarding axiology, form, and procedure of law-making, oc-cupies the highest place in the hierarchy of normative acts. Therefore, it is the superior act in this hierarchy. Each law-making body cannot establish norms contrary to the constitutional regulation (the so-called negative aspect of supremacy) and should, in its law-making activity, specify and develop the provisions of the constitution (the so-called positive suprem-

				
					
						14	M.G. Roskin, R.L. Cord, J.A. Medeiros, W.S. Jones, Wprowadzenie do nauk politycznych, Wydawnictwo Zysk i S-ka, Poznań 2001, p. 69.

					
					
						15	S. Sagan, Prawo konstytucyjne RP, Wydawnictwo Lexis Nexis, Warsaw 2003, p. 19; Nowa encyklopedia powszechna PWN, vol. 3, ed. B. Petrowolin-Skowrońska, Wydawnictwo Na-ukowe PWN, Warsaw 1997, p. 464.

					
					
						16	P. Tuleja, Prawo konstytucyjne, Wydawnictwo C.H. Beck, Warsaw 1995, p. 15.
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				acy)17. The Constitution of the Republic of Poland contains provisions regarding the principles of the state system and defines the rights and freedoms of citizens. The special character of the Constitution is empha-sised by the mode of its adoption – more complicated than in the case of ordinary laws. It has four groups of functions of the modern constitution:

				defining the inalienable scope of state sovereignty, as well as meth-ods of limiting it in relation to supra-state entities;

				determining the scope of tasks and competencies of the state, as well as the directions of de-etatisation and decentralisation;

				creating a political system of state power;

				division of power and competencies within the state apparatus supplemented with principles and guarantees of integration and cooperation of its bodies18.

				The constitution is the basic, but not the only, source of constitutional law in every country. If these sources mean normative acts that contain norms belonging to constitutional law, then the constitution cannot, of course, include all such norms. They find a place in other normative acts, but these acts have lower legal force than the constitution and therefore must be consistent with it.

				The legal basis for the use of technical operational means by author-ised persons has already been regulated in a general form in the Consti-tution of the Republic of Poland itself. However, the details of these cases are specified in separate acts. The very regulation of a given issue in the Basic Law also indicates how important the correct use of operational techniques is for the country’s security.

				The analysis of this provision shows that the primary function is to protect a person’s privacy against various forms of surveillance by oth-er, unauthorised persons. The articles of the Constitution of the Republic of Poland defining the issues discussed are:

				Art. 31 point 1. It says that

				“…Human freedom is subject to legal protection.

				
					
						17	E. Gdulewicz, W. Zakrzewski, Źródła prawa konstytucyjnego, [in:] Polskie prawo konsty-tucyjne, ed. W. Skrzydło, Wydawnictwo Verba, Lublin 2010, pp. 23–24.

					
					
						18	A. Bałaban, Funkcje konstytucji, [in:] Charakter i struktura norm konstytucji, ed. J. Trzciński, Wydawnictwo Sejmowe, Warsaw 1997, pp. 11–13.
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				Everyone is obliged to respect the freedoms and rights of others. No one may be forced to do what the law does not require him to do.

				Restrictions on the exercise of constitutional freedoms and rights may be established only by statute and only when they are neces-sary in a democratic state for its security or public order, or for the protection of the environment, public health and morals, or the freedoms and rights of other persons. These limitations cannot affect the substance of freedoms and rights…”19.

				The mentioned restrictions on the exercise of rights and freedoms may be introduced by law only if they are necessary to achieve an appropriate goal:

				to ensure state security, and above all, when it is necessary, to in-troduce states of emergency or public order,

				to protect the environment, public health, and public morality,

				to protect the freedoms and rights of other persons. The gener-al principle in this area, clearly emphasised by the Constitution, is that the mentioned restrictions cannot violate the essence of freedoms and rights. By establishing this important principle of freedom, the Constitution also defines its guarantees and limits, as well as the conditions for applying the necessary restrictions20.

				Art. 41 point 1 of the Constitution. says that: “Everyone is guaran-teed personal integrity and personal freedom. Deprivation or restriction of liberty may only occur on the terms and in the manner specified in the Act”.

				Human freedom has various aspects. Its main element is the inviola-bility and personal freedom of each individual. No person should be de-prived of her liberty or restricted in the exercise thereof unless provided 

				
					
						19	PREZYDENT.PL, Rozdział II – Wolności prawa i obowiązki człowieka i obywatela, ht-tps://www.prezydent.pl/prawo/konstytucja-rp/wolnosci-prawa-i-obowiazki-czlowieka--i-obywatela (accessed on: February 10, 2019).

					
					
						20	P. Winczorek, Komentarz do Konstytucji Rzeczypospolitej Polskiej z dnia 2 kwietnia 1997, Wydawnictwo Liber, Warsaw 2000, pp. 47–50; L. Wiśniewski, Zakres ochrony prawnej wolności człowieka i warunki jej dopuszczalnych ograniczeń w praktyce, [in:] Wolności i prawa jednostki oraz ich gwarancje w praktyce, ed. L. Wiśniewski, Wydawnictwo Sejmo-we, Warsaw 2006, p. 25.
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				for by law. It is this provision that should specify who can limit it, when, for what important social reasons and on what basis. The most important issue in limiting freedom is not allowing such restrictions to be applied arbitrarily. No law should be adopted by bodies of the executive power carrying out statutory tasks in this area, but only and exclusively by the legislative power adopting appropriate laws. Any deprivation of liberty may be effected in various ways (detention, arrest, conviction), but only on the basis of a decision, judgment and final judgment of an independent court of various instances.

				All activities related to deprivation of liberty should be carried out based on humane treatment, mandatory notification of the person indi-cated by the detainee, and the time taken to make a decision on further treatment of the detainee may not exceed 48 hours. In case of unlawful deprivation of liberty, the defendant is entitled to compensation.

				Art. 47 says that “…Everyone has the right to legal protection of pri-vate and family life, honour, and good name, and to make decisions about his or her personal life…”21.

				As can be seen, the law specified in this provision prohibits state inter-ference in the established scope of human life. These laws regulate a par-ticularly sensitive part of a person’s life, as they cover the sphere of her spiritual and mental intimacy, which cannot be disclosed. Therefore, it is assumed that the privacy of every person is the best good and subject to legal protection, and the information that will be made available is de-cided by the person concerned. However, the conduct of citizens and their lives cannot be contrary to generally applicable law, and in particular they should not violate the freedoms and rights of other people. If there is a need to violate this sphere, the state is obliged to provide protection to every citizen, both Polish and foreigner, residing in the territory of the Republic of Poland22.

				Art. 49 of the Basic Law states that “Freedom and protection of the secrecy of communication shall be ensured. They may be limited only in cases and in the manner specified in the Act specified therein”.

				
					
						21	PREZYDENT.PL, Rozdział II – Wolności…

					
					
						22	J. Oniszczuk, Konstytucja RP w orzecznictwie trybunału Konstytucjonalnego, Kantor Wy-dawniczy “Zakamycze”, Kraków 2000, p. 393; P. Winczorek, Komentarz…, p. 66.
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				This article discusses one of the most important rights granted to hu-mans – the right to communicate. Such law is interpreted very broad-ly because it covers various forms of communication – communication between people. It includes the secrecy of telephone conversations, the secrecy of correspondence, and other forms of communication. This re-sults in a ban on the use of telephone wiretapping, censorship – control (surveillance, perlustration, review) of all correspondence, regardless of whether it is on paper (letter, fax, telegraph) or electronic (text message, e-mail), and obtaining information regarding life, business, and actions of others. Despite such broad legal conditions regarding the freedom of communication of every person, it may be limited by laws that provide for the circumstances of their limitations. They are usually related to, for example, ways, forms, and methods of fighting organised crime, corrup-tion, or crimes against the Polish nation, i.e., espionage. Such actions dic-tated by overriding public interest must be approved by the relevant entity (the minister and the Prosecutor General)23.

				Art. 50 of the Act in question states that “The inviolability of the apart-ment is ensured. A search of an apartment, room, or vehicle may only take place in the cases specified in the Act and in the manner specified therein”.

				In this article, the legislator ensured the legal inviolability of the apart-ment (the so-called protection of home privacy), but only in the scope of official activities (inviolability of the apartment, rooms, or car) carried out by authorised state bodies and their officers. Such a violation is pro-vided for and permitted by the Constitution, but under the conditions specified in the Act, primarily due to important social interest, e.g., in the case of the possibility of obtaining evidence of various categories of crimes committed24.

				
					
						23	B. Przybyszewska-Szter, Wolności i prawa obywatelskie, [in:] Wolności i prawa człowieka w Konstytucji Rzeczypospolitej Polskiej, ed. M. Chmaj, Kantor Wydawniczy, Zakamycze 2006, p. 130.

					
					
						24	L. Garlicki, Komentarz do art. 31 Konstytucji RP, [in:] Komentarz do Konstytucji Rzeczy-pospolitej Polskiej, vol. 3, ed. L. Garlicki, Wydawnictwo Sejmowe, Warsaw 2003, p. 14; P. Winczorek, Komentarz…, pp. 68–69; J. Skorupka, Konstytucyjne i konwencyjne granice przeszukania w postępowaniu karnym, part 2, “Palestra” 2007, no. 11–12, p. 54; B. Bana-szak, M. Jabłoński, Komentarz do art. 50 Konstytucji RP, [in:] Konstytucje Rzeczypospoli-
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				Art. 51 point 1 says that:

				“No one may be obliged, other than pursuant to the Act, to dis-close information relating to him/herself.

				Public authorities may not obtain, collect and share information about citizens other than what is necessary in a democratic state ruled by law.

				Everyone has the right to access official documents and data files concerning him. limitations on this right may be determined by law.

				Everyone has the right to request rectification and deletion of in-formation that is false, incomplete, or collected in a manner con-trary to the Act.

				The principles and procedure for collecting and sharing informa-tion are specified in the Act”25.

				In today’s era of freedom to use electronic devices, widespread access to databases, files and obtaining various information about specific peo-ple using IT techniques to obtain, collect, process, and transmit data, it raises increasing concerns among society. The provision of Article 51 of the Constitution ensures the protection of data and information relat-ing to all persons with the right to privacy. The scope of this protection includes not only personal and administrative data of a given entity, but also hidden information – private and very intimate secrets. This right not only protects against the actions of the government public, but also other entities, e.g., marketing and insurance companies. The Constitution guarantees every citizen access to all data about him obtained, collected, and acquired by various state institutions. Only these authorities have the right not to make available materials that would contain information: confidential, secret, or top secret regarding the defence and security of the state in any issue (military, economic, financial, etc.)26.

				
					
						tej Polskiej oraz komentarz do Konstytucji RP, ed. J. Boć, Wydawnictwo Kolonia Limited, Wrocław 1998, p. 98.

					
					
						25	PREZYDENT.PL, Rozdział II – Wolności…

					
					
						26	W. Skrzydło, Konstytucja Rzeczypospolitej Polskiej. Komentarz, Wydawnictwo Lex a Wol-ters Kluwer Biusiness, Warsaw 2013, pp. 60–61; P. Winczorek, Komentarz…, pp. 69–70; M. Kallas, Konstytucja Rzeczypospolitej Polskiej, Wydawnictwo Prawnicze PWN, War-saw 2000, p. 43.
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				Taking into account the provisions of the Basic Law regarding human rights and their limitations, they must meet the conditions specified in Article 31 section 3 of the Constitution, respecting the principle of a dem-ocratic state of law. Such restrictions are introduced exclusively by an act. We mean cases what not left included in the Constitution and not should be regulated in other lower-level legal acts, mostly of a technical and organisational nature, such as: orders of the minister, voivode, police commander, etc. All statutory restrictions must always comply with the principles of:

				Proportionality – the measures taken (restrictions) were effective in achieving the intended goal (principle of usefulness);

				Proportionality in the strict sense – the degree of nuisance for the individual concerned was commensurate with the goal achieved;

				Equal opportunities in political life – in this case, restrictions may occur in order to defend democracy against the threat of extremist groups seeking to introduce a totalitarian system;

				Not violating the essence of the law – no limitation should cause the applicable law to cease to fulfil its values because it was blocked by the applied limitation;

				Admissibility only for the protection of state security, public or-der, health, and public morality, environmental protection, and rights and freedoms of other people.

				The Constitution exhaustively lists the values whose protection re-quires the application of human rights restrictions. For such measures to be applied, all five requirements must be met, otherwise a violation of human rights and the Constitution may occur27.

				Pursuant to the provisions of the Constitution, based on the adopted acts, state administration bodies authorised by statute may apply human rights restrictions in the scope of operational, reconnaissance and opera-tional, and technical activities.

				Important legal acts of general application, indicated immediately af-ter the acts, are ratified international agreements. International agreements 

				
					
						27	K. Wojtyczek, Konstytucyjny status jednostki w państwie polskim, [in:] Prawo konstytu-cyjne Rzeczypospolitej Polskiej, ed. P. Sarnecki, Wydawnictwo C.H. BECK, Warsaw 2005, pp. 98–99.
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				are among the basic sources of international law28. Pursuant to Article 2 paragraph 1 of the Act of April 14, 2000 on international agreements29, an international agreement is an agreement between the Republic of Poland “and another entity or entities of international law, regulated by interna-tional law, regardless of whether it is included in one document or in several documents, regardless of its name and regardless of whether it is concluded on behalf of the head of state, government, or the minister in charge of the government administration department responsible for matters covered by the international agreement”30. Only ratified international agreements and the Constitution qualify as sources of generally applicable law. Other agreements signed without ratification are not generally binding. The fact of ratification is an internal act and has no effect in international law. Such international law effects apply only from the time of exchange or deposit of ratified documents with the other party. Not all international agreements require ratification. The constitution allows for their ratification through the approval or exchange of special documents called notes. Through ratifi-cation, i.e., approval of the agreement by the competent authority, the state undertakes to comply with and apply the agreement31.

				In Polish law, there are very few ratified international agreements on the conduct of operational or operational-technical activities in the police and intelligence sense and they are not generally available documents. Most of them concern the conditions of cooperation between special and police services of various countries, in particular member states of the European Union and NATO.

				5.1.2. Statutory Rules

				After the Constitution and ratified international agreements, the next place in the system of sources of generally applicable law is the Act. In 

				
					
						28	W. Góralczyk, S. Sawicki, Prawo międzynarodowe publiczne, Wydawnictwo LexisNexis Polska, Warsaw 2009, p. 66.

					
					
						29	Dz.U. Nr 39, poz. 443 z późn. zm.

					
					
						30	J. Szymański, Konstytucja RP a umowy międzynarodowe, [in:] Konstytucja – ustrój poli-tyczny. System organów państwowych. Ustawa Rządowa, eds. S. Bożek, A. Jamróz, Wy-dawnictwo Temida 2, Białystok 2010, p. 492.

					
					
						31	E. Ochendowski, Prawo…, pp. 85–87.
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				every democratic state ruled by law, all matters relating to citizens and their country are regulated by adopted laws constituting an appropriate form and means of implementing sovereign decisions by the nation – the electorate through its elected representatives. The established public ad-ministration can only operate legally if its actions are based and justified in applicable laws32. Pursuant to Article 120 of the Constitution, the “Sejm shall adopt laws by a simple majority of votes in the presence of at least half of the statutory number of Deputies, unless the Constitution pro-vides otherwise”33. It is a legal act containing general and abstract norms (the exception is the Budget Act, which also contains individual – specific norms). Only Parliament has the right to make laws34.

				The Senate of the Republic of Poland and the President of the Repub-lic of Poland also participate in each legislative procedure adopted. The only exception allowed by the Constitution is Article 234 – enabling the issuance of regulations having the force of law. In other cases, non-parlia-mentary bodies are not expected to enact such acts. When adopting laws, the Sejm does not need specific (additional) authorisation because it acts within the framework of autonomous powers arising from the Basic Law. The adopted act in the system of sources of law has exclusive primacy over other legal acts in the national order and the so-called regulatory exclu-sivity of the Act. The primacy of the act means that the act in the national law system (apart from the Constitution) occupies a superior place in the hierarchy of sources of law. Such a provision cannot be amended or re-pealed by a norm contained in a lower-level legal act, but only by another statutory norm. In the opposite situation, as a higher-level (central) act, it may amend or repeal any other legal norm of a nature subject to the Con-stitution and ratified international agreements. All the more so because there should be no acts of generally applicable law issued outside detailed statutory authorisation. Failure to fulfil the hierarchical primacy of the act results in defective effects of the legal act, which will lead to depri-

				
					
						32	E. Ochendowski, Prawo Administracyjne. Część ogólna, Wydawnictwo “Dom Organiza-tora”, Toruń 2002, p. 81.

					
					
						33	Ibidem, p. 75.

					
					
						34	P. Tuleja, Źródła prawa, [in:] Prawo konstytucyjne RP, Ninth edition, ed. P. Sarnecki, Wy-dawnictwo C.H. Beck, Warsaw 2013, p. 56.
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				vation of binding force or refusal to apply such an act in practice. Such regulatory exclusivity is included in the Constitution and indicates the fact that some issues belong to “statutory matter” and can only be regu-lated by statute35. However, there is no doubt that in certain areas subject to statutory regulation, a greater degree of specificity (depth) is required, in particular when it comes to the consequences in terms of constitu-tionally granted rights and freedoms. This is clearly visible in the sphere of criminal law and law due to their repressive nature. Only in a state of emergency – during martial law, if the Sejm cannot convene for a ses-sion, the Constitution allows, at the request of the Council of Ministers (countersignature of the Prime Minister), the President of the Republic of Poland to issue a regulation with the force of law36. Such a provision may concern the rules of conduct of public authorities, restrictions on human and citizen freedoms and rights, and compensation for property losses resulting from the application of an appropriate regime depending on the degree of threat. A regulation issued with the force of law is subject to approval by the Sejm at the next session. If such a resolution approving it is not received or is not put to a vote, it loses its validity, but it is the re-sponsibility of the Sejm to determine the date of its validity37.

				In addition to the Constitution of the Republic of Poland, Polish legal provisions regarding the acquisition, use, and protection of information were basically sanctioned in 1998 based on three acts. The first of them is the Penal Code, which entered into force on September 1, 199838. The second one is the Code of Criminal Procedure of June 6, 199739, the third provision is the Act of August 5, 2010 on the protection of classified in-formation40. The fourth provision is the Act passed by the Sejm on August 29, 1997 on the protection of personal data41, which was also amended in 

				
					
						35	L. Garlicki, Konstytucyjne źródła…, [in:] System Prawa …, eds. R. Hauser, Z. Niewiadom-ski, A. Wróbel, p. 59.

					
					
						36	B. Banaszak, Konstytucja Rzeczypospolitej Polskiej. Komentarz. Second edition, Wydaw-nictwo C H. Beck, Warsaw 2012, pp. 1014–1087.

					
					
						37	J. Jaskiernia, Akty normatywne w stanach nadzwyczajnych, [in:] Konstytucyjny system źródeł prawa w praktyce, ed. A. Szmyt, Wydawnictwo Sejmowe, Warsaw 2005, p. 145.

					
					
						38	Dz.U. z 1997, Nr 88, poz. 553.

					
					
						39	Dz.U. Nr 89, poz. 555.

					
					
						40	Dz.U. z 2010, Nr 182, poz. 1228.

					
					
						41	Dz.U. Nr 133, poz. 883.
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				2018 as an obligation to adapt Polish regulations to international regula-tions – the European Union. Almost 22 years after the commencement of operation of the mentioned acts, a new special act of July 2, 2016 on anti-terrorist activities was adopted, addressed to various state adminis-tration bodies dealing with state security and combating terrorist crime42.

				All these acts enacted provisions enabling the conduct of operation-al-technical and operational-reconnaissance activities, which allows for operational surveillance (control), including the use of operational tech-nology measures.

				Chapter XXXIII of the Penal Code “Crimes against the protection of information” in articles: 265, 266, 267, 268, 268a, 269, 269a, 269b, and 269c includes sanctions for perpetrators who commit crimes related, among others, to the use of technical means of illegally obtaining information:

				Article 265:

				 “Whoever discloses or, contrary to the provisions of the Act, uses classified information classified as ‘secret’ or ‘top secret’ shall be subject to the penalty of imprisonment from three months to five years;

				If the information specified in §1 is disclosed to a person acting on behalf of or on behalf of a foreign entity, the perpetrator shall be subject to the penalty of imprisonment from six months to eight years;

				Whoever unintentionally discloses the information specified in §1, which he or she became familiar with in connection with the performance of a public function or the authorisation received, shall be subject to a fine, restriction of liberty or imprisonment for up to one year”.

				Article 266:

				“Whoever, contrary to the provisions of the Act or the obligation undertaken, discloses or uses information which he or she became familiar with in connection with the function performed, work performed, public, social, economic, or scientific activity, shall 

				
					
						42	Dz.U. z 2016, poz. 904.
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				be subject to a fine, restriction of liberty or imprisonment for up to two years;

				A public official who discloses to an unauthorised person classi-fied information classified as ‘restricted’ or ‘confidential’ or infor-mation obtained in connection with the performance of official duties, the disclosure of which may jeopardize a legally protected interest, shall be subject to the penalty of imprisonment for up to three years;

				The prosecution of the crime specified in §1 takes place at the re-quest of the injured party”.

				Article 267:

				“Whoever without authorisation obtains access to information not intended for him by opening a closed document, connecting to a telecommunications network or by breaking or bypassing its electronic, magnetic, IT, or other special security measures, shall be subject to a fine, restriction of liberty or imprisonment for up to two years;

				Whoever gains access to all or part of the IT system without au-thorisation shall be subject to the same penalty;

				Whoever, in order to obtain information to which he is not en-titled, installs or uses a listening device, a visual device or other software device, shall be subject to the same penalty;

				Whoever discloses information obtained in the manner specified in §1–3 to another person shall be subject to the same penalty;

				The prosecution of the crime specified in §1–4 takes place at the request of the injured party”.

				Article 268:

				“Whoever, without being authorised to do so, destroys, damages, removes, or changes the recording of important information or otherwise prevents or significantly hinders an authorised person from getting to know it, shall be subject to a fine, restriction of liberty or imprisonment for up to two years;

				If the act specified in the paragraph concerns a recording on an IT data carrier, the perpetrator shall be subject to the penalty of imprisonment for up to three years;
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				Whoever, by committing an act specified in §1 or 2, causes signifi-cant property damage, shall be subject to the penalty of imprison-ment from three months to five years;

				The prosecution of the crime specified in §1–3 takes place at the request of the injured party”.

				Article 268a:

				“Whoever, without being authorised to do so, destroys, damag-es, deletes, changes, or impedes access to IT data, or significantly disrupts or prevents the automatic processing, collection or trans-mission of such data, shall be subject to the penalty of imprison-ment for up to three years;

				Whoever, by committing the act specified in §1, causes significant property damage, shall be subject to the penalty of imprisonment from three months to five years;

				The prosecution of the crime specified in §1 or 2 takes place at the request of the injured party”.

				Article 269:

				“Whoever destroys, damages, deletes, or changes IT data of par-ticular importance for the country’s defence, security in commu-nications, the functioning of government administration, another state body or state institution or local government, or disrupts or prevents the automatic processing, collection or transmission of such data, shall be subject to a penalty. imprisonment from six months to eight years;

				Whoever commits the act specified in §1 by destroying or replac-ing an IT data carrier or destroying or damaging a device used for automatic processing, collection or transmission of IT data shall be subject to the same penalty”.

				Article 269a:

				“Whoever, without being authorised to do so, by transmitting, destroying, deleting, damaging, obstructing access or changing IT data, significantly disrupts the operation of an IT system, ICT system or ICT network, shall be subject to the penalty of impris-onment from three months to five years”.

				Article 269b:
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				“Whoever produces, acquires, sells or makes available to other persons devices or computer programs adapted to commit the crime specified in Art. 165 § 1 point 4, art. 267 §3, art. 268a §1 or § 2 in connection with §1, art. 269 §1 or 2 or art. 269a, as well as computer passwords, access codes or other data enabling unau-thorised access to information stored in an IT system, ICT system or ICT network, shall be subject to the penalty of imprisonment from three months to five years;

				Whoever acts solely for the purpose of securing an IT system or IT network against committing the crime specified in this provi-sion or developing a method of such security does not commit the crime specified in §1;

				In case of a conviction for an offense specified in §1, the court shall order the forfeiture of the items specified therein, and may order their forfeiture if they were not the property of the perpetrator”.

				Article 269c:

				“Is not subject to punishment for the offense specified in Art. 267 §2 or art. 269a, who acts solely for the purpose of securing an IT system or ICT network or developing a method of such protection and immediately notified the operator of this system or network about the disclosed threats, and his action did not violate the pub-lic or private interest and did not cause any damage”.

				As can be seen, the legislator takes a rigorous approach to all persons who obtain information not intended for them. In this respect, he went very far, because the very use of a listening or video device to obtain in-formation is subject to a sanction under Article 267 Penal Code43.

				The issue of the use of surveillance is regulated differently by the Code of Criminal Procedure, which in its articles gives the right to use techni-cal and operational means of collecting information in such a way that they are consistent with applicable law.

				At the very beginning of the Act, in Article 15, it allows the use of vari-ous institutions to assist in collecting information needed in proceedings.

				
					
						43	D. Gajda, Monitoring pracowników a odpowiedzialność prawna pracodawcy, “Zeszyt Stu-denckich Kół Naukowych Wydziału Prawa i Administracji Uniwersytetu Adama Mic-kiewicza” 2015, no. 5, pp. 125–126.
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				Article 15:

				“The police and other bodies in the field of criminal proceedings carry out the orders of the court, the court referendary, and the prosecutor and conduct, under the supervision of the prosecutor, an investigation within the limits specified in the Act;

				All state and local government institutions are obliged, within the scope of their activities, to provide assistance to authorities con-ducting criminal proceedings within the time limits set by these authorities;

				Legal persons or organisational units without legal personality other than those specified in §2, as well as natural persons, are obliged to provide assistance at the request of the authorities con-ducting criminal proceedings to the extent and within the time specified by them, if without this assistance it is impossible or sig-nificantly difficult”.

				It admits evidence that a crime has been committed, but the so-called “fruit from the poisonous tree” obtained at the border of the law is:

				Article 168a:

				“Evidence cannot be considered inadmissible solely based on that it was obtained in violation of the provisions of the procedure or by means of a prohibited act referred to in Article 1 §1 of the Penal Code, unless the evidence was obtained in connection with the performance of official duties by a public official, as a result of: murder, intentional causing bodily injury, or deprivation of lib-erty”.

				Evidence obtained as a result of operational control, including corre-spondence surveillance:

				Article 168b:

				“If, as a result of an operational control ordered at the request of an authorised body based on specific provisions, evidence is ob-tained of an offense prosecuted ex officio or a fiscal offense other than the offense covered by the order of operational control or an offense prosecuted ex officio, committed by the person against whom operational control was applied, or a fiscal offense commit-ted by a person other than the person covered by the operational 
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				control order, the prosecutor shall make a decision on the use of this evidence in criminal proceedings”.

				The use of devices to capture and record information transmitted elec-tronically and the use of such databases.

				Article 218:

				“Offices, institutions and entities conducting business in the field of post or telecommunications, customs, and tax offices, as well as transport institutions and companies are obliged to provide the court or prosecutor, upon the request contained in the decision, with correspondence and parcels as well as data referred to in Ar-ticle 180c and Article 180d of the Act of July 16, 2004 – Telecom-munications Law44, if they are relevant to the ongoing proceed-ings. Only the court or the prosecutor has the right to open them or order their opening;

				The decision referred to in §1 shall be delivered to the addressees of the correspondence and to the telephone subscriber or to the donor whose list of connections or other information transfers has been issued. The delivery of the decision may be postponed for a specified period of time necessary for the good of the case, but no later than until the final conclusion of the proceedings;

				Correspondence and parcels that are irrelevant to criminal pro-ceedings should be immediately returned to the relevant offices, institutions or enterprises listed in §1”.

				Article 218a:

				“Offices, institutions and entities conducting telecommunications activities are obliged to immediately secure, at the request of the court or prosecutor included in the decision, for a specified peri-od, not exceeding 90 days, IT data stored in devices containing this data on a medium or in an IT system. The provision of Article 218 §2, second sentence, shall apply accordingly;

				IT data referred to in §1 that are irrelevant to criminal proceed-ings should be immediately released from security”.

				Article 218b:

				
					
						44	Dz.U. z 2016 r. poz. 1489, z późn. zm.
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				“The Minister of Justice, in consultation with the minister re-sponsible for communications, the minister responsible for com-puterisation, the Minister of National Defence, and the minister responsible for internal affairs, will determine, by way of a reg-ulation, the method of technical preparation of systems and networks for transmitting information – for data collection, re-ferred to in Article 218 §1, which do not constitute the content of a telephone conversation or other transmission of information, as well as methods of securing IT data in devices containing this data and in systems and on IT data carriers, bearing in mind the need to protect this data against loss, distortion, or unauthorised disclosure”.

				Another provision authorises the use of operational activities consist-ing in obtaining, through a search, evidence of the commission of a crime, and also approves the so-called “secret search” – inspection of a room without the knowledge of the owner (as the person being investigated) of the searched place in order to non-procedurally confirm possession of evidence of criminal activity.

				Article 219:

				“In order to detect, detain, or forcibly bring a suspected person, as well as to find things that may constitute evidence in the case or are subject to seizure in criminal proceedings, premises, and other places may be searched if there are reasonable grounds to believe that the suspected person or the mentioned things are there”.

				The use of listening devices and other devices for audio and image recording as part of ordered surveillance is permitted by:

				Article 237:

				“After initiating proceedings, the court may order, at the request of the prosecutor, controlling and recording the content of telephone conversations in order to detect and obtain evidence for ongoing proceedings or to prevent the commission of a new crime;

				In urgent cases, the inspection and recording of telephone conver-sations may be ordered by the prosecutor, who is, however, obliged to obtain the court’s approval of the decision within five days;
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				Inspection and recording of the content of telephone conversa-tions are only permitted when ongoing proceedings or a justified fear of committing a new crime concern:

				murders;

				exposure to general danger or causing a disaster;

				human trafficking;

				abduction of a person;

				extorting ransom;

				hijacking of an aircraft or ship;

				robbery or robbery;

				attack on the independence or integrity of the state;

				an attack on the constitutional system of the state or its su-preme organs, or on Unit of the Armed Forces of the Republic of Poland;

				espionage or disclosure of state secrets;

				collecting weapons, explosives, or radioactive materials;

				counterfeiting and trading in false money, funds, or payment instruments, or negotiable documents entitling one to receive sums of money, goods, cargo, or prizes in kind, or contain-ing an obligation to pay capital, interest, a share in profits or a declaration of participation in a company;

				counterfeiting or forging invoices or using forged or forged invoices regarding factual circumstances that may be relevant for determining the amount of public law liabilities or their refund or refund of other tax liabilities, as well as issuing and using invoices certifying untruth as to factual circumstances that may be relevant for determining the amount of public law liabilities or their refund or refund of other tax liabilities;

				production, processing, trade, and smuggling of narcotic drugs and precursors; substitutes or psychotropic substances;

				organised criminal group;

				property of significant value;

				using violence or unlawful threats in connection with crimi-nal proceedings;
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				submitting false testimony and presentation by an expert or appraiser or translator of a false opinion, expert opinion, or translation;

				falsely accusing another person of committing a crime, tax crime, or tax offenses;

				concealing evidence of the innocence of a person suspected of committing a crime, fiscal crime, or fiscal offense;

				notifying the authority appointed to prosecute about a crime or fiscal offense that has not been committed;

				support;

				failure to report a crime;

				bribery and paid protection;

				pimping, peddling and pimping;

				crimes specified in Chapter XVI of the Act of 6 June 1997 – Penal Code45 and in Articles 5–8 of the Rome Statute of the International Criminal Court, done at Rome on July 17, 1998, hereinafter referred to as the “Statute”46.

				Inspection and recording of the content of telephone conversa-tions are also permitted for the purpose of revealing property at risk of forfeiture referred to in Article 45 §2 of the Penal Code or Article 33 §2 of the Fiscal Penal Code.

				Inspection and recording of the content of telephone conversa-tions is permissible in relation to the suspected person, the ac-cused person, and in relation to the injured party or other person with whom the accused person may contact or who may be related to the perpetrator or the impending crime.

				Offices and institutions conducting telecommunications activities and telecommunications entrepreneurs within the meaning of the Act of July 16, 2004 – Telecommunications Law, are obliged to en-able the execution of a court or prosecutor’s decision regarding the 

				
					
						45	Changes to the consolidated text of the said Act were announced in Dz.U. z 2016 r. poz. 2138.

					
					
						46	Dz.U. z 2003 r. poz. 708; T. Grzegorczyk, Kodeks postepowania karnego oraz ustawa o Świadku koronnym. Fifth edition, Wydawnictwo Lex a Wolters Kluwer Business, War-saw 2008, pp. 516–517.

					
				

			

		

	
		
			
				Standards for the Use of Operational Techniques

			

		

		
			[image: ]
		

		
			
				347

			

		

		
			
				inspection of telephone calls and to ensure that the fact of carry-ing out such an inspection is recorded.

				The right to reproduce the records has the court or the prosecutor, and in cases of urgency, with the consent of the court or prosecu-tor, also the Police.

				The court has the right to read the register of conducted telephone conversation checks, and in preparatory proceedings – the pros-ecutor”47.

				Article 237a:

				“If, as a result of the inspection, evidence was obtained of an of-fense prosecuted ex officio or a fiscal offense other than the offense covered by the control order, or of an offense prosecuted ex officio or a fiscal offense committed by a person other than the one cov-ered by the control order, committed by the person against whom the control was applied, the prosecutor shall take decision on the use of this evidence in criminal proceedings”.

				Article 238:

				“Control and recording of telephone conversations may be intro-duced for a maximum period of three months, with the possibility of extension, in particularly justified cases, for a further period of three months maximum.

				The inspection should be completed immediately after the reasons listed in Article 237 §1–3, however, no later than the expiry of the period for which it was introduced.

				After completing the inspection, the prosecutor requests the de-struction of all recorded records if they are entirely irrelevant to the criminal proceedings. The court shall decide on the appli-cation immediately, at a meeting without the participation of the parties.

				After completing the preparatory proceedings, the prosecutor re-quests the destruction of the recorded records to the extent that they are irrelevant to the criminal proceedings in which the in-

				
					
						47	K. Eichstaedt, Rozdział 26 Kontrola i utrwalanie rozmów, [in:] Kodeks postępowania kar-nego. Komentarz, vol. I, eds. D. Świecki, B. Augustyniak, K. Eichstaedt, M. Kurowski, Wydawnictwo Wolters Kluwer, Warsaw 2017, pp. 828–831.
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				spection and recording of telephone conversations was ordered, and they do not constitute evidence referred to in Article 237a”48.

				Article 242:

				“The Minister of Justice, in consultation with the minister re-sponsible for computerisation, the Minister of National Defence, and the minister responsible for internal affairs, will determine, by way of a regulation, the method of technical preparation of networks used to transmit information, control telephone calls, or other transfers of information made using these networks and the method of making, recording, storing, reproducing, and de-stroying records from controlled telephone conversations and the content of other conversations or information transmissions, in-cluding correspondence sent by e-mail, taking into account the need to properly protect the records made against loss, distortion or unauthorised use disclosure”.

				Very important provisions governing the proper security of documents of various secrecy classifications, in the field of information regarding state security and control of access to personal databases about all citi-zens of our country are regulated by two acts: the Act on the protection of classified information and the Act on the protection of personal data.

				The first one regulates the manner of dealing with documents that have various confidentiality clauses and the rules for their classification. It specifies the conditions for obtaining permission to dispose of them and, above all, obliges the Internal Security Agency and the Military Counter-intelligence Service to conduct constant supervision and monitoring of compliance with these provisions. This Act is closely related to Articles 265, 266, 267, 268, 268a of the Penal Code and Articles 15, 168a, 168b, 218, 218b, 219, and 237a of the Code of Criminal Procedure. The Article 219 §3 point 10 indicates that in case of suspicion of committing the most dan-gerous crime – espionage or revealing state secrets, operational control may be used. This method of operation is carried out in order to obtain evidence of a violation of the law in this area, and is performed using operational means, e.g., recording the content of telephone conversations.

				
					
						48	Ibidem, pp. 844–845.
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				Article 10 of the Act in question informs that:

				“ABW and SKW, supervising the functioning of the classified in-formation protection system in organisational units remaining within their jurisdiction specified in section 2 and 3:

				control the protection of classified information and compli-ance with regulations applicable in this respect;

				perform tasks related to the security of ICT systems;

				conduct verification procedures, inspection procedures, and industrial safety procedures;

				ensure the protection of classified information exchanged be-tween the Republic of Poland and other countries or interna-tional organisations;

				provide advice and training on the protection of classified in-formation.

				The SKW carries out tasks in relation to:

				Ministry of National Defence and subordinate organisational units the Minister of National Defence or supervised by him;

				defence attachés in foreign missions;

				soldiers in active service appointed to service positions in other positions organisational units than those mentioned in points 1 and 2.

				ABW carries out tasks in relation to organisational units and per-sons subject to the Act, not listed in section 2”.

				Article 13:

				“Heads of organisational units cooperate with services and insti-tutions authorised to conduct extended verification proceedings, control verification proceedings, and industrial safety proceed-ings, in particular, they make available to officers, employees, or soldiers of these services and institutions, after presenting a writ-ten authorisation, the information at their disposal and docu-ments necessary to perform activities within these proceedings.

				Services and institutions authorised to conduct extended verifica-tion proceedings, to the extent necessary to perform their tasks, in order to protect classified information, may request other insti-tutions, services, and bodies to provide the necessary assistance 
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				in performing activities within the framework of the conducted verification proceedings, control proceedings, and industrial safe-ty proceedings.

				A very important article of this Act, where technical means can be used, is Article 24, which describes the conduct of screening procedures for persons seeking access to classified documents.

				Article 24:

				“The purpose of the verification procedure is to determine wheth-er the person being checked guarantees confidentiality.

				During the verification procedure, it is determined whether there are justified doubts regarding:

				participation, cooperation, or support by the person being checked for espionage, terrorism, sabotage, or other activities directed against the Republic of Poland;

				threats to the checked person from foreign secret services in the form of attempts to recruit her or establish contact with her;

				compliance with the constitutional order of the Republic of Poland, and, above all, whether the person being checked has participated in the activities of political parties or other or-ganisations referred to in Article 13 of the Constitution of the Republic of Poland, or has cooperated with such parties or organisations;

				concealing or knowingly falsely providing information in the personal security survey, hereinafter referred to as the “sur-vey”, or in the verification procedure by the person being checked, which is important for the protection of classified information;

				occurrence of circumstances related to the checked person that results in the risk of her susceptibility to blackmail or pressure;

				improper handling of classified information, if:

				this led directly to the disclosure of this information to unau-thorised persons,

				it was the result of intentional action,
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				it created a real risk of unauthorised disclosure and was not incidental,

				it was committed by a person with a special obligation under the Act to protect classified information: the security repre-sentative, his deputy, or the head of the secret office.

				In the course of the extended verification procedure, it is also de-termined whether there are any doubts regarding:

				the standard of living of the person being checked clearly ex-ceeds her income;

				information about mental illness or other disturbances in mental activities that limit mental capacity and may negative-ly affect the ability of the person being checked to perform work related to access to classified information;

				addiction to alcohol, narcotic drugs, or psychotropic sub-stances.

				In case of doubts referred to in sections 2 or 3 that cannot be re-moved, the interest in the protection of classified information takes precedence over other legally protected interests.

				[…]

				Carrying out verification proceedings requires the written con-sent of the person concerned.

				The collection and processing of information about third parties specified in the survey may take place without the knowledge or consent of these persons, to the extent necessary to determine whether the person being checked guarantees confidentiality. In-formation about third parties may be collected and processed only to the extent specified in section 2”.

				According to Articles 25, 26, and 33, during these proceedings, opera-tional-determination activities are performed:

				Article 25:

				“The usual verification procedure includes:

				checking, to the extent necessary, in records, registers, and files, in particular in the National Criminal Register, the data contained in the questionnaire completed and signed by the person being checked, as well as checking other information 

			

		

	
		
			
				Chapter 5

			

		

		
			[image: ]
		

		
			
				352

			

		

		
			
				obtained in the course of the checking procedure, to the extent necessary to determine, whether the person being checked guarantees confidentiality;

				checking the data contained in the survey and other informa-tion obtained in the course of the verification procedure in records and files that are not publicly available, to the extent necessary to determine whether the person being checked guarantees confidentiality.

				The check referred to in section 1 point 2, is carried out at the written request of the security representative by the Internal Secu-rity Agency or the Military Counterintelligence Service.

				In the course of the verification referred to in section 1 point 2, ABW or SKW has the right to interview the person being checked in order to remove any inaccuracies or contradictions contained in the information obtained”.

				Article 26:

				1. “The extended verification procedure covers the activities re-ferred to in Article 25 section 1, and in addition, if necessary as a result of the information obtained, this procedure includes:

				interview with the supervisors of the person being checked and with other people;

				conducting an interview at the place of residence of the per-son being checked;

				checking the balance and turnover in the bank account and the debt of the checked person, in particular towards the State Treasury.

				For the activities referred to in section 1 point 2, the provisions of the Act of June 6, 1997 – Code of Criminal Procedure and the provisions relating to community intelligence issued on its basis shall apply accordingly.

				The activities referred to in section 1 point 3, are performed un-der Article 105 section 1 point 2 letter k of the Act of August 29, 1997 – Banking Law49. Provisions of Article 82 §1 and 2, art. 182 

				
					
						49	Dz.U. z 2017 r. poz. 1876, 2361, and from 2018, poz. 62, 106, and 138.
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				of the Act of August 29, 1997 – Tax Ordinance50, and Article 48 of the Act of November 16, 2016 on the National Tax Administra-tion51 shall apply accordingly”.

				Article 33:

				“If new information is revealed about a person who has been issued a security clearance, indicating that she does not guarantee secrecy, an inspection procedure is carried out. The person being screened does not complete a new survey for the purposes of this proceeding.

				The proceedings referred to in section 1, shall be carried out by the authority competent to carry out the next verification procedure, subject to section 3.

				In cases justified by reasons of security, the inspection procedure may be carried out by the Internal Security Agency or the Military Counterintelligence Service.

				The provisions of section 3 shall not apply to control verification proceedings conducted against persons who have a security clear-ance issued as a result of the verification procedure referred to in Article 23 section 5.

				In order to verify the information referred to in section 1, the competent authority may carry out the necessary verification ac-tivities […]”.

				Pursuant to this Act, any actions aimed at breaching confidential in-formation are punishable. As we can see, most often we are dealing with installing technical devices and using them to obtain proprietary infor-mation. The provisions of criminal law are treated as a last resort measure in the field of information protection in situations where technical and organisational security measures fail and system security is threatened or damage is caused52. Prosecution of this type of crimes always takes place 

				
					
						50	Dz.U. z 2017 r. poz. 201, z późn. zm. (Changes to the consolidated text of the mentioned act announced in Dz.U. z 2017 r. poz. 648, 768, 935, 1428, 1537, 2169, and 2491 and from 2018, poz. 106 and 138).

					
					
						51	Dz.U. poz. 1947, z późn. zm. (Changes to the mentioned Act were announced in Dz.U. z 2016 r. poz. 2255, of 2017, poz. 88, 244, 379, 708, 768, 1086, 1321, 2409, and 2491, and of 2018, poz. 106 and 138).

					
					
						52	A. Adamski, Przestępstwa komputerowe w nowym kodeksie karnym, Wydawnictwo Mi-nisterstwo Sprawiedliwości, Warsaw 1998, p. 33.
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				at the request of the injured person. A person who provides information obtained using operational techniques to an unauthorised person is also subject to criminal prosecution. Any attempt to destroy, damage, delete, or change important information by an unauthorised person is also sub-ject to criminal penalties.

				The second regulation closely related to operational and reconnais-sance activities is the Personal Data Protection Act of August 29, 1997, amended many times53. At that time, it regulates the rules for the process-ing of personal data. Pursuant to Article 1 of the Act, everyone has the right to protect their personal data. However, their processing may take place without the knowledge of the interested parties for the public or per-sonal good or of third parties, to the extent and in the manner specified in the Act. This concerns the collection and processing of data collected in all files, indexes, books, lists, and other records, in information systems, including data processing outside the data collection. The administrator is responsible for securing the data held, and anyone who violates these provisions by unlawfully using, destroying, or damaging them is subject to appropriate punishment. The Act applies to state bodies, local govern-ment bodies, and state and municipal organisational units.

				It also applies to natural and legal persons and organisational units whose commercial activity is related to the possession of such data.

				However, pursuant to Article 3a of the Act does not apply, among oth-ers, to natural persons processing their data for their own purposes.

				Each non-exempt entity possessing personal data should register its possession through the appointed personal data administrator and in-formation security administrator. However, pursuant to Article 40 of the Act, the cases specified in Article 43 section 1 and 1a are not subject to such registration.

				“…Data administrators are exempt from the obligation to register a data set:

				containing classified information;

				
					
						53	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 13 czerwca 2016 roku w sprawie w ogłoszenia jednolitego tekstu ustawy o ochronie danych osobowych, Dz.U. z 2016 r. poz. 922.

					
				

			

		

	
		
			
				Standards for the Use of Operational Techniques

			

		

		
			[image: ]
		

		
			
				355

			

		

		
			
				which were obtained as a result of operational and reconnaissance activities by officers of bodies authorised to perform these activ-ities”54.

				This provision allowed all state administration bodies to collect, cre-ate, and process files with data obtained most often in a confidential or even secret manner.

				A very large revolution in the way of securing and processing personal data among members of European countries was caused by Regulation (Directive) of the European Parliament and of the Council (EU) 2016/679 of April 27, 2016 on the protection of natural persons with regard to the processing of personal data and on the free exercise such data, called GDPR, coming into force on May 25, 2018, and repealing Directive 95/46/EC concerning the General Data Protection Regulations55.

				On May 25, 2018, the date of entry into force of EU regulations, the new Act of May 10, 2018 on the protection of personal data came into force, adapting EU regulations and regulating these issues in Poland56.

				Already in Article 6, the Act informs that these provisions do not ap-ply to the processing of personal data by the public finance sector to the extent that such processing is necessary for the implementation of tasks related to national security, if the provisions provide for the introduction of the necessary measures to protect rights and freedoms.

				The matter was similarly settled with the secret services. In the case of activities of special services within the meaning of Article 11 of the Act of May 20, 2018 on the Internal Security Agency and the Intelligence Agency, the College for Secret Services, as a consultative and advisory body, determined which state administration bodies were recognised as members of the group of secret services: Internal Security Agency (ABW), Foreign Intelligence Agency (AW), Military Counterintelligence Service (SKW), Military Intelligence Service (SWW), Central Anticorruption Bureau (CBA), and activities undertaken to protect state security by the 

				
					
						54	K. Witkowska-Nowakowska, Nie zawsze musisz zgłaszać zbiory! Kilka uwag o zwolnieniu z obowiązku rejestracji, PORTAL ODO, March 13, 2014, https://portalodo.com/nie-zaw-sze-musimy-zglaszac-zbiory-kilka-uwag-o-zwolnieniu-z-obowiazku-rejestracji (acces-sed on: December 21, 2018).

					
					
						55	Dz. Urz. UE L 119, May 4, 2016, p. 1.

					
					
						56	Dz.U. 2018 r. poz.1000.
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				Police, Border Guard, Marshal’s Guard, Military Police, Prison Service, State Protection Service, National Agency Tax Office, financial informa-tion authorities, and reconnaissance services of the Armed Forces of the Republic of Poland57.

				In this new Act on the Protection of Personal Data, in addition to ad-ministrative and statutory regulations and the exclusion of bodies from its subordination in Chapter 12 “Changes in regulations”, a number of regulations have been introduced regarding the possibility of collecting information and images from recordings obtained from CCTV monitor-ing, e-mail belonging to natural persons, legal persons, business entities, local governments, and state administration bodies. Such safeguards or activities are permitted when it is necessary to ensure the safety of em-ployees or property, control production, and keep confidential informa-tion that may violate the interests of owners or administrators.

				In such a case, owners have the right to install video monitoring (im-age register) inside their own or administered premises or in the area surrounding the property. Such monitoring cannot be installed in social rooms, breakfast rooms, smoking rooms, employee locker rooms, toi-lets, and places related to personal hygiene. Such equipment cannot be installed in rooms belonging to trade unions or in rooms that may vio-late the dignity or other personal rights of people staying there. Similarly, the Act regulates the possibility for the owner or administrator of a given place to control the entrusted computer equipment (e-mail monitoring). Such regulations concern, among others:

				Article 111 in the Act of June 26, 1974, Labour Code, changes were made: after Article 22¹ added Article 22² and 22³ regarding the possibility of using image recording and e-mail control by entre-preneurs to secure persons, property, and company secrets58;

				Article 114 indicates the changes made to the Act of March 8, 1990 on municipal self-government59. Article 9a introduced enabling the commune, in order to ensure order and safety of citizens, as well as flood and fire protection, the commune may use technical 

				
					
						57	Dz.U. z 2017 r. poz. 1920 i 2405, and Dz.U. z 2018 r. poz. 138, 723 i 730.

					
					
						58	Dz.U. z 2018 r. poz. 917.

					
					
						59	Dz.U. z 1990 r. poz. 994.
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				measures enabling monitoring and recording of images in an area in public space with the consent of the owner of the land and fa-cility;

				Article 153 specifies the changes made to the Act of November 16, 2016 on the National Tax Agency (KAS)60, Article 45 section 1 specifies that in order to implement statutory tasks, pursuant to Article 2, section 1 point 1, 2, 6, and 8 of the KAS Act, these au-thorities may collect and use information without the knowledge of the entities concerned, in the scope of detecting liabilities or arrears of tax and customs duties;

				Article 154 amends the provisions in the Education Law Act of December 14, 201861, adds Article 108a, which allows the director of a school or institution, after consultations with the owner of the facility, the pedagogical council, the parents’ council, and the student self-government, if there is a threat to the life or health of students, employees, and parents, as well as the property of these institutions, has the right to use technical measures in the form of CCTV monitoring, in order to secure school premises or facilities as well as the area surrounding the facility;

				Article 155, in the Act of December 16, 2016 on the principles of management of state property62, adds Article 5a, in order to pro-tect state property, the manager has the right to use technical measures in the form of TV monitoring recording images in the facility and its surroundings.

				As can be seen, after the introduction of the EU GDPR provisions and their adaptation with the Act of May 10, 2018 on the protection of per-sonal data, the legislator in its provisions sanctioned the possibility of securing persons, property, and facilities by using technical means in the form of CCTV monitoring (image recording). Moreover, in order to pro-tect company secrets or the proper performance of duties by employees, the employer has the right to conduct surveillance – monitoring e-mail on equipment owned by him. All information and data obtained as a re-

				
					
						60	Dz.U. z 2018 r. poz. 508, 650 i 723.

					
					
						61	Dz.U. z 2018 r. poz. 996.

					
					
						62	Dz.U. z 2016 r. poz. 2259, z 2017 r. poz. 624, 1491 i 1529, and from 2018, poz. 538 i 702.
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				sult of the introduction of these legal possibilities, in accordance with applicable laws on authorised state administration bodies to conduct op-erational and technical activities, these bodies have the right to use these materials without restrictions and statutory control of the operational ac-tivities performed.

				Taking into account numerous cases of terrorism threatening Europe and Polish citizens in our country, on June 10, 2016, the Sejm adopted the Act on anti-terrorist activities63. In Article 1, the Act specifies the principles of conducting anti-terrorist activities and cooperation between the authorities competent to conduct these activities. It specifies that the terms anti-terrorist activities should “understand the activities of public administration bodies consisting in preventing terrorist events, prepar-ing to take control over them through planned activities, reacting in case of such events and removing their effects, including restoring resources intended for reacting to them”64, and in Article 2 of the Act, the concept of counter-terrorist activities is defined as “actions against perpetrators, persons preparing or assisting in committing a crime of a terrorist nature (referred to in Article 115 §20 of the Penal Code), carried out in order to eliminate a direct threat to life, health, or freedom persons or property using specialised forces and means and specialised tactics of action”65.

				Pursuant to Article 3 of the Act, the Head of the Internal Security Agency is responsible for preventing terrorist events and coordinating other secret services, and Article 8 indicates that such activities may in-volve the use of operational and reconnaissance activities, activities of observing and recording, using technical means, the image of events in public places and the sound of terrorist events.

				In Article 9, the competence of the Head of the Internal Security Agen-cy has been defined, because in order to recognise, prevent, or combat crimes of a terrorist nature, he may “order a person who is not a citizen of the Republic of Poland and is concerned about the possibility of conduct-

				
					
						63	Dz.U. z 2016 r. poz. 904.

					
					
						64	P. Lubiewski, Ustawa antyterrorystyczna wobec służb specjalnych. Rozszerzenie czy ak-tualizacja uprawnień, [in:] Polska ustawa antyterrorystyczna – odpowiedź na zagrożenia współczesnym terroryzmem, eds. W. Zubrzycki, K. Jałoszyński, A. Babiński, Wydawnic-two Wyższej Szkoły Policji, Szczytno 2016, p. 314.

					
					
						65	Ibidem.
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				ing terrorist activities, for a period not longer than three months, secret activities involving:

				obtaining and recording the content of conversations conducted using technical means, including telecommunications networks;

				obtaining and recording the image or sound of people from rooms, means of transport, or places other than public places;

				obtaining and recording the content of correspondence, including correspondence conducted via electronic means of communica-tion;

				obtaining and recording data contained on IT data carriers, tele-communications terminal devices, IT and ICT systems;

				gaining access to and controlling the content of shipments”.

				The remaining articles of this Act specify the degrees of anti-terrorist threat and the resulting procedures, as well as the involvement of appropri-ate forces and means to counteract, detect, and eliminate existing threats in this regard. When carrying out their tasks, the Act obliges telecommu-nications and ICT network operators to provide all assistance immediately and against payment. Similarly, owners of rooms, facilities, areas, entre-preneurs, and natural persons were obliged to provide assistance.

				However, Chapter 6 of the Act “Changes in regulations” indicates var-ious acts and the places where changes were made as a result of the initi-ation of anti-terrorist counteracting. This Act in its provisions allows the use of technical means, and therefore operational tactics and techniques.

				According to Polish law, the state administration bodies authorised to use the so-called operational-technical or operational-reconnaissance activities are:

				Special Services

				civil: Internal Security Agency (ABW), Foreign Intelligence Agen-cy (AW), Central Anticorruption Bureau (CBA);

				military: Military Counterintelligence Service (SKW) and Mili-tary Intelligence Service (SWW);

				Public order and security services

				civil: Police, Central Bureau of Investigation (CBŚ), Border Guard (SG), National Tax Agency (KAS), State Protection Service (SOP);

				military: Military Police (ŻW).
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				In the acts on these services, the powers to conduct are regulated by two different provisions: 1. general information informing about the fact that a given service has the right to use “operational and reconnais-sance activities” or “operational and technical activities”; 2. A detailed de-scription of what technical or operational means a given service may use.

				5.1.2.1. The Internal Security Agency (ABW) and the Intelligence Agency (AW)

				These institutions were established to serve for the benefit of Poland by the Act of May 24, 2002 on the Internal Security Agency and the In-telligence Agency66.

				The main direction of interest of the Internal Security Agency, sanc-tioned in Article 5 of the Act is to protect the internal security of the state and its constitutional order.

				Its tasks include:

				“recognising, preventing, and combating threats to the internal security of the state and its constitutional order, and in particular to the sovereignty and international position, independence, and inviolability of its territory, as well as the state’s defence;

				investigating, preventing, and detecting crimes: espionage, ter-rorism, unlawful disclosure or use of classified information and other crimes that undermine the security of the state; damaging the economic foundations of the state, corruption of persons per-forming public functions referred to in Article 1 and 2 of the Act of August 21, 1997 on restrictions on conducting business activi-ties by persons performing public functions67, if it may harm the security of the state;

				in the field of production and trade in goods, technologies, and services of strategic importance for state security, illegal produc-tion, possession, and trade in weapons, ammunition and explo-sives, weapons of mass destruction, and narcotic drugs and psy-chotropic substances, in international trade, against the justice 

				
					
						66	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 15 września 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Agencji bezpieczeństwa Wewnętrznego i Agencji Wywiadu. Dz.U. z 16.12.2017 r. poz. 1920.

					
					
						67	Dz.U. z 2017 r. poz. 1393.
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				system, specified in Article 232, Article 233, Article 234, Article 235, Article 236 §1, and Article 239 of the Act of June 6, 1997 – Penal Code68, if they are related to the crimes referred to in points a–e, and prosecuting their perpetrators;

				recognising, preventing, and detecting threats to security, impor-tant from the point of view of the continuity of the functioning of the state’s ICT systems of public administration bodies or the ICT network system covered by a uniform list of facilities, installations, devices, and services included in the critical infrastructure, as well as the ICT systems of owners and holders facilities, installations, or critical infrastructure devices referred to in Article 5b section 7 point 1 of the Act of 26 April 2007 on crisis management69;

				disclosure of property at risk of forfeiture in connection with the crimes referred to in point 2;

				carrying out, within the limits of its competence, tasks related to the protection of classified information and performing the functions of the national security authority in the field of protec-tion of classified information in international relations;

				obtaining, analysing, processing, and transmitting to the compe-tent authorities information that may be of significant importance for the protection of the internal security of the state and its con-stitutional order […]”70.

				The AW’s interests include protecting the external security of the state. Pursuant to Article 6 of the Act, the statutory tasks of this institution include:

				“[…] obtaining, analysing, processing, and transmitting to the competent authorities information that may be significant for the security and international position of the Republic of Poland and its economic and defence potential;

				identifying and counteracting external threats that threaten the security, defence, independence, and inviolability of the territory of the Republic of Poland;

				
					
						68	Dz.U. z 2016 r. poz. 1137, z późn. zm.

					
					
						69	Dz.U. z 2017 r. poz. 209 i 1566.

					
					
						70	S. Zalewski, Funkcja…, pp. 50–53.
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				protection of foreign representative offices of the Republic of Po-land and their employees against the actions of foreign secret ser-vices and other activities that may harm the interests of the Re-public of Poland;

				ensuring cryptographic protection of communications with Pol-ish diplomatic and consular missions and courier mail;

				recognising international terrorism, extremism, and international organised crime groups;

				recognition of international trade in weapons, ammunition, and explosives, narcotic drugs and psychotropic substances, as well as goods, technologies, and services of strategic importance for state security, as well as recognition of international trade in weap-ons of mass destruction and threats related to the spread of these weapons and their means of delivery;

				recognising and analysing threats occurring in areas of interna-tional tensions, conflicts, and crises that affect state security, and taking actions to eliminate these threats;

				recognising, counteracting, and preventing terrorist events direct-ed against citizens or property of the Republic of Poland outside the country’s borders, excluding terrorist events directed against the per-sonnel or property of the Armed Forces of the Republic of Poland;

				conducting electronic intelligence”71.

				Each of the agencies discussed in their statutes is obliged to undertake other activities specified in separate acts and international agreements.

				The provisions of this Act that are directly related to the use of opera-tional equipment are:

				Article 21 allowing ABW officers to perform the tasks specified in Article 5 section 1;

				in order to recognise, prevent, and detect crimes and prose-cute their perpetrators, they have the right to conduct opera-tional, reconnaissance, and investigation activities;

				in order to obtain and process information that is detrimen-tal to the interests of protecting the security of the state and 

				
					
						71	Ibidem, pp. 53–56.
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				its constitutional order, the Internal Security Agency may use operational, reconnaissance, analytical, and information ac-tivities;

				the ABW performs the same activities at the request of the court or prosecutor’s office, within the scope specified in the Code of Criminal Procedure and the Executive Penal Code;

				Article 22 allowing AW officers to perform the tasks specified in Article 6 section 1 have the right to perform operational, recon-naissance, analytical and information activities.

				In Article 22a, the Act also stipulates that when, during the perfor-mance of operational and reconnaissance activities, the matter does not concern the competencies of the Internal Security Agency or the Intelli-gence Agency, but is justified by state security, the Head of the relevant Agency has the right to decide to continue them.

				However, in Article 23, the Act describes activities related to the use of operational techniques for the tasks performed by ABW officers, specified in Article 5 section 1, among others:

				identification of persons in order to establish their identity;

				detaining people in the manner and cases specified in the Code of Criminal Procedure;

				search of person, luggage, premises, or checking of cargo in means of land, air, and water transport;

				conducting observations and recording, using technical means, images, and sounds accompanying events identified during op-erational and reconnaissance activities undertaken pursuant to the Act;

				requesting the necessary assistance from government adminis-tration bodies and local governments, state institutions, entrepre-neurs conducting public utility activities, and other entrepreneurs conducting various types of business activities. Organisational units, social organisations, and in emergency cases, ad hoc assis-tance from any person when the state’s interest requires it72.

				
					
						72	R. Pieja, Przewodnik po cywilnych służbach specjalnych. Od UB do ABW, Wydawnictwo Emerpress, Miłków 2011, pp. 45–46.
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				However, in Article 24, the Act specifies the activities that, as part of the implementation of the tasks arising from Article 22 of the Act, may be executed by AW officers. These include, similarly to the ABW officers:

				– requesting the necessary assistance from government administration bodies and local governments, state institutions, entrepreneurs conduct-ing public utility activities, and other entrepreneurs conducting various types of business activities, organisational units, social organisations, and in emergency cases, ad hoc assistance from any person when the state’s interest requires it.

				When other measures, including operational ones, turned out to be in-effective or not useful when performing operational and reconnaissance activities pursuant to Article 27.1. of the Act, at the request of the Head of the Internal Security Agency and with the consent of the Prosecutor General, the Court may, by way of a decision, order operational control in order to recognise, prevent, and detect crimes detrimental to the eco-nomic interest of the state. Such control is established primarily in order to obtain and document evidence of these crimes, as well as to disclose property at risk of forfeiture that falls within the scope of the crime com-mitted.

				5.1.2.2. The Central Anticorruption Bureau (CBA)

				It was established by the Act of June 9, 2006 on the Central Anticor-ruption Bureau73 as a special service for combating corruption in public and economic life, in particular in state and local government institu-tions, and for combating activities detrimental to the economic interests of the state.

				According to Article 2.1. of the Act:

				“…The tasks of the CBA, within the scope of competencies spec-ified in Article 1 section 1, it is necessary to: recognise, prevent, and detect crimes against:

				activities of state institutions and local government, specified in Articles 228–231 of the Act of 6 June 1997 – Penal Code, as well as 

				
					
						73	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 29 września 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Centralnym Biurze Antykorupcyjnym. Dz.U. z 26.10.2017 r. poz. 1993.
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				referred to in Article 14 of the Act of August 21, 1997 on restric-tions on conducting business activities by persons performing public functions74;

				the administration of justice, as defined in Article 232, Article 233, Article 234, Article 235, Article 236 §1, and Article 239 §1, elections and referendums referred to in Article 250a, public or-der, referred to in Article 258, reliability of documents referred to in Articles 270–273, and Article 277a §1, property specified in Article 286, economic turnover, specified in Articles 296–297, Ar-ticle 299, and Article 305, trading in money and securities referred to in Article 310 of the Act of June 6, 1997 – Penal Code, as well as those referred to in Articles 585–592 of the Act of September 15, 2000 – Commercial Companies Code75 and specified in Articles 179–183 of the Act of July 29, 2005 on trading in financial instru-ments76, if they are related to corruption or activities detrimental to the economic interests of the state;

				financing political parties, as defined in Articles 49d and 49f of the Act of June 27, 1997 on political parties77, if they are related to corruption;

				tax obligations and settlements of grants and subsidies specified in Chapter 6 of the Act of September 10, 1999 – Fiscal Penal Code78, if they are related to corruption or activities detrimental to the economic interests of the state;

				the rules of sports competition specified in Articles 46–48 of the Act of June 25, 2010 on sport79;

				trade in medicines, foodstuffs intended for particular nutritional uses, medical devices specified in Article 54 of the Act of May 12, 2011 on the reimbursement of medicines, foodstuffs for particular nutritional uses and medical devices80;

				
					
						74	Dz.U. z 2017 r. poz. 1393.

					
					
						75	Dz.U. z 2017 r. poz. 1577.

					
					
						76	Dz.U. z 2017 r. poz. 1768.

					
					
						77	Dz.U. z 2017 r. poz. 876 i 1089.

					
					
						78	Dz.U. z 2016 r. poz. 2137, z późn. zm.

					
					
						79	Dz.U. z 2017 r. poz. 1463 i 1600.

					
					
						80	Dz.U. z 2016 r. poz. 1536 i 1579 and from 2017, poz. 1200 i 1458.
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				– and prosecution of their perpetrators;

				disclosure of property at risk of forfeiture in connection with the crimes referred to in point 1;

				disclosing and preventing cases of non-compliance with the pro-visions of the Act of August 21, 1997 on restrictions on conducting business activities by persons performing public functions;

				documenting the basis and initiating the implementation of the provisions of the Act of June 21, 1990 on the return of benefits un-justly obtained at the expense of the State Treasury or other state legal entities81;

				disclosing cases of non-compliance with the procedures specified by law for making and implementing decisions regarding: priva-tisation and commercialisation, financial support, awarding pub-lic procurement, disposal of property of entities or entrepreneurs referred to in Article 1 section 4, and granting licenses, permits, subjective and objective exemptions, reliefs, preferences, quotas, ceilings, sureties, and credit guarantees;

				control of the correctness and truthfulness of property declara-tions or declarations on conducting business activities of persons performing public functions referred to in Article 115 §19 of the Act of June 6, 1997 – Penal Code, submitted on the basis of sepa-rate provisions;

				conducting analytical activities regarding phenomena occurring in the area of competence of the CBA and presenting information in this respect to the Prime Minister, the President of the Republic of Poland, the Sejm, and the Senate;

				taking other actions specified in separate acts and international agreements.

				The CBA may conduct preparatory proceedings covering all acts disclosed during the proceedings, if they are subjectively or ob-jectively related to the act constituting the basis for its initiation”.

				CBA officers as part of the implementation of the tasks listed in Article 2 of the Act pursuant to Article 13.1. laws have the right to implement:

				
					
						81	Dz.U. z 1990 r. poz. 255, z późn. zm.
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				“operational and reconnaissance activities in order to pre-vent, recognise, and detect crimes, and – if there is a reasona-ble suspicion of committing a crime – investigative activities in order to prosecute the perpetrators of crimes;

				inspection activities to reveal cases of corruption in state in-stitutions and local government and abuses of persons per-forming public functions, as well as activities detrimental to the economic interests of the state;

				operational, reconnaissance, analytical, and information ac-tivities in order to obtain and process information important for combating corruption in state institutions and local gov-ernment and activities detrimental to the economic interests of the state.

				The CBA also performs activities at the request of the court or prosecutor to the extent specified in the Act of June 6, 1997 – Code of Criminal Procedure82 and the Act of June 6, 1997 – Executive Penal Code”83.

				Similarly to the ABW and AW, CBA officers performing activities dur-ing the implementation of tasks in accordance with Article 14.1. laws have the right to:

				identification of persons in order to establish their identity;

				detaining people in the manner and cases specified in the Code of Criminal Procedure;

				search of person, luggage, premises or checking of cargo in means of land, air, and water transport;

				conducting observations and recording, using technical means, images and sounds accompanying events identified during op-erational and reconnaissance activities undertaken pursuant to the Act;

				requesting the necessary assistance from government adminis-tration bodies and local governments, state institutions, entrepre-neurs conducting public utility activities, and other entrepreneurs 

				
					
						82	Dz.U. z 2016 r. poz. 1749, z późn. zm. Published in Dz.U. z 2016 r. poz. 1948, 2138, 2261 and of 2017 poz. 244, 768, 773, 966, 452.

					
					
						83	Dz.U. z 2017 r. poz. 665, 666, 768, 1452.
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				conducting various types of business activities, organisational units, social organisations, and in emergency cases, ad hoc assis-tance from any person when the interest of the state requires it.

				When other measures, including operational ones, turned out to be in-effective or not useful when performing operational and reconnaissance activities pursuant to Article 17.1. of the Act, at the request of the Head of the CBA and with the consent of the Prosecutor General, the Court may, by way of a decision, order operational control in order to recognise, pre-vent, and detect crimes detrimental to the economic interest of the state. Such control is established primarily in order to obtain and document ev-idence of these crimes, as well as to disclose property at risk of forfeiture that falls within the scope of the crime committed. Such control is carried out secretly and consists of:

				“obtaining and recording the content of conversations conducted using technical means, including telecommunications networks;

				obtaining and recording the image or sound of people from rooms, means of transport, or places other than public places;

				obtaining and recording the content of correspondence, including correspondence conducted via electronic means of communica-tion;

				obtaining and recording data contained in IT data carriers, tele-communications terminal devices, IT and ICT systems;

				gaining access and controlling the content of shipments”84.

				Article 25 of the Act in question allows CBA officers to obtain information and conduct operational activities involving secret (even paid) cooperation with persons who are not CBA officers. Such persons initiating cooperation have the right to permanent protection of their personal data, information they have provided, and the form of cooperation with the CBA85.

				5.1.2.3. The Military Counterintelligence Service (SKW) and the Military Intelligence Service (SWW)

				These institutions were established by the Act of June 9, 2006 on the Military Counterintelligence Service and the Military Intelligence Ser-

				
					
						84	Ustawa o CBA.

					
					
						85	J.W. Wójcik, Przeciwdziałanie…, pp. 207–212.
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				vice86. The SKW carries out its activities as a special service in matters of protection against internal threats to the state defence and combat ca-pabilities of the Polish Armed Forces (AF RP) and other organisational units subordinated to the Minister of National Defence. However, SWW is also a special service focused on matters of protection against external threats to the state defence and combat capabilities of the Polish Armed Forces and other organisational units subordinated to the Minister of Na-tional Defence.

				According to Article 5 of the Act, the tasks of the SKW include:

				“…recognising, preventing, and detecting crimes committed by soldiers on active military service, SKW and SWW officers and employees of the Polish Armed Forces and other organisational units of the Ministry of National Defence:

				against peace, humanity, and war crimes specified in Chapter XVI of the Act of 6 June 1997 – Penal Code87, as well as other acts and international agreements,

				against the Republic of Poland specified in Chapter XVII of the Act of 6 June 1997 – Penal Code and such acts directed against foreign countries that ensure reciprocity,

				referred to in Article 140 of the Act of 6 June 1997 – Penal Code,

				referred to in Articles 228–230 of the Act of June 6, 1997 – Penal Code, if they may threaten the security or combat capability of the Polish Armed Forces or other organisational units of the Ministry of National Defence,

				against the protection of information specified in Chapter XXX-III of the Act of 6 June 1997 – Penal Code, if it may threaten the security or combat capacity of the Polish Armed Forces or other organisational units of the Ministry of National Defence, as well as such acts against foreign countries that ensure reciprocity,

				referred to in Article 33 section 1, 2, and 3 of the Act of November 29, 2000 on foreign trade in goods, technologies, and services of 

				
					
						86	Obwieszczenie Marszalka Sejmu Rzeczypospolitej Polskiej z dnia 28 września 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Służbie Kontrwywiadu oraz Służbie Wywiadu Wojskowego, Dz.U. z 24.10.2017 r. poz. 1978.

					
					
						87	Dz.U. z 2016 r. poz. 1137, z późn. zm.
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				strategic importance for state security, as well as for maintaining international peace and security88,

				other than those specified in points a-f, compromising the secu-rity of the defence potential of the state, the Polish Armed Forces and organisational units of the Ministry of National Defence, as well as countries that ensure reciprocity,

				referred to in Article 232, Article 233 §1, 1a, 4, and 6, Article 234, Article 235, Article 236 §1, and Article 239 §1 of the Act of June 6, 1997 – Penal Code, if they concern the crimes referred to in points a-g, as well as disclosure of property at risk of forfeiture in connection with these crimes;

				cooperation with the Military Police and other bodies authorised to prosecute the crimes listed in point 1;

				recognising, preventing, and detecting events and crimes of a ter-rorist nature that threaten the security of the defence potential of the state, the Polish Armed Forces and organisational units of the Ministry of National Defence;

				carrying out, within the limits of its competence, the tasks spec-ified in the provisions of the Act of August 5, 2010 on the protec-tion of classified information89;

				obtaining, collecting, analysing, processing, and transmitting to competent authorities information that may be important for state defence, security, or combat capabilities the Polish Armed Forces or other organisational units of the Ministry of Nation-al Defence, to the extent specified in point 1, and taking actions to eliminate identified threats;

				conducting electronic counterintelligence and projects in the field of cryptographic protection and cryptanalysis;

				participating in planning and monitoring the implementation of international agreements on disarmament;

				protection of the safety of military units, other organisational units of the Ministry of National Defence and soldiers performing official duties outside the country;

				
					
						88	Dz.U. z 2017 r. poz. 1050.

					
					
						89	Dz.U. z 2016 r. poz. 1167, 1948 and of 2017, poz. 935.
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				protection of the safety of scientific research and development work commissioned by the Polish Armed Forces and other or-ganisational units of the Ministry of National Defence, as well as the production and trade in goods, technologies, and services for military purposes ordered by the Polish Armed Forces and other organisational units of the Ministry of National Defence, to the extent specified in point 1;

				taking actions provided for the SKW in other acts, as well as inter-national agreements by which the Republic of Poland is bound”.

				In Article 6.1. the tasks of SWW have been defined, which include:

				“obtaining, collecting, analysing, processing, and transmitting to the competent authorities information that may be important for: the security of the defence potential of the Republic of Poland, combat capability, and conditions for the implementation of tasks outside the country by the Polish Armed Forces;

				recognising and counteracting: external military threats affecting the defence of our country, threats of international terrorism;

				recognising, counteracting, and preventing terrorist events direct-ed against the personnel and property of the Polish Armed Forces outside the country and combating the effects of such events;

				recognition of international trade in weapons, ammunition, and explosives, as well as goods, technologies, and services of strategic importance for state security, as well as recognition of interna-tional trade in weapons of mass destruction and threats related to the spread of these weapons and their means of delivery;

				recognising, counteracting, and preventing terrorist events direct-ed against the personnel and property of the Polish Armed Forces outside the country and combating the effects of such events;

				recognising and analysing threats occurring in areas of tension, conflicts, and international crises that affect the state’s defence and the combat capacity of the Polish Armed Forces, as well as taking actions aimed at eliminating these threats;

				conducting electronic intelligence for the Polish Armed Forces and projects in the field of cryptanalysis and cryptography;
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				taking other actions provided for the SWW in separate acts, as well as international agreements by which the Republic of Poland is bound. The SWW carries out these tasks outside the borders of the Republic of Poland”.

				As part of the implementation of their tasks, both the officers of the Military Counterintelligence Service (Article 25) and SWW (Article 26) of the Act in question have the right to perform operational and recon-naissance, as well as analytical and information activities. When carrying out statutory tasks, officers of both military secret services have the right to request the necessary assistance from state institutions, government administration bodies, and local government, as well as from entrepre-neurs conducting public utility activities, and to request the necessary assistance from all entrepreneurs with appropriate capabilities and infor-mation, organisational units, and social organisations. In emergency cas-es, these services have the right to ask any person to provide emergency assistance, of course, within the framework of applicable law.

				Article 29 of the Act allows SKW officers to observe and record im-age and sound using technical means when performing operational ac-tivities. Article 29a gives the Head of the Military Counterintelligence Service the authority to use devices that prevent telecommunications in a specific area. At the request of the Head of the Military Counterintelli-gence Service, approved by the Prosecutor General pursuant to Article 31, the Court may, by way of a decision, order the application of operational control. This control is performed secretly and involves obtaining and recording:

				content of conversations using technical means (wiretapping), us-ing various telecommunications networks,

				image or sound (viewing and eavesdropping – camera recording image and sound) coming from people staying in various rooms or means of transport,

				content of correspondence (surveillance of correspondence), in-cluding those conducted via electronic means of communication,

				IT data contained in telecommunications and ICT systems and databases, and various data carriers of this type, and creating op-portunities to access and control the content of shipments.
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				Article 38 of the Act allows the military services to secretly collect all per-sonal data, even the so-called sensitive data indicated in Articles 27 and 28 of the Act of August 29, 1997 on the protection of personal data90. When per-forming operational activities, SKW and SWW soldiers may use (Article 39 of the Act) documents that make it impossible to determine the identification data of the officers and the means they use. In carrying out the tasks of the Military Counterintelligence Service and the Military Intelligence Service, they may even use paid assistance from persons who are not officers, with the exception of the persons listed in Article 41 of the Act in question.

				5.1.2.4. Police and the Central Police Investigation Bureau (CBŚP)

				The Police structures were established by the Act of April 6, 1990 on the Police91, and from its ranks by Order No. 54 of the Chief Commander of the Police of October 7, 2014 on the organisation, substantive, and lo-cal scope of activities and principles of cooperation of the Central Police Investigation Bureau with other Police organisational units92, the Central Police Investigation Bureau was established.

				The basic tasks of the Police include: protection of life and health and property against unlawful attacks violating these goods, protection of public safety and order in public facilities, means of transport, commu-nication, road traffic, and waters of general use. Taking preventive actions aimed at preventing offenses and crimes, conducting counter-terrorist ac-tivities within the meaning of the Act of June 10, 2016 on anti-terrorist ac-tivities93, and prosecuting their perpetrators. The police collects, processes, and transfers criminal information files to other authorised bodies.

				Article 4.1. says that the Police includes the following services: crim-inal, investigative, preventive, judicial and organisational, logistic, and technical support services.

				In Article 5a.1. The Act established the Central Police Investigation Bureau as a separate investigative service performing tasks throughout the country in the field of recognising, preventing, and combating organised crime.

				
					
						90	Dz.U. z 2016 r. poz. 922.

					
					
						91	Obwieszczenie Marszalka Sejmu Rzeczypospolitej Polskiej z dnia 13 października 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Policji, Dz.U. z 8.11.2017 r. poz. 2067.

					
					
						92	Dz. Urz. KGP z 9.10.2014 r. poz. 121.

					
					
						93	Dz.U. z 2016 r. poz. 904 i 1948.
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				According to Article 14.1., during the implementation of their tasks, the police and its subordinate services perform the following activities: opera-tional and reconnaissance, investigation, administrative, and orderly. Arti-cle 19 of the Act specifies that “When performing operational and recon-naissance activities undertaken by the Police in order to prevent, detect, and identify the perpetrators, as well as obtain and record evidence of intentional crimes prosecuted by public prosecution when other measures have proven ineffective or will be useless”, at the request of the Commander-in-Chief of the Police or the Commander of the Central Bureau of Investigation after ob-taining the consent of the Prosecutor General, the Provincial Commander of the Police after obtaining the consent of the District Prosecutor. The District Court may, by way of a decision, order operational control94.

				In paragraph §3.1. of Ordinance No. 54 of the Chief Police Headquar-ters, there is defined the substantive scope of activities of the Central Bu-reau of Investigation, which includes: identifying and combating all or-ganised domestic and international crimes, in particular criminal, drug and economic crimes, and their prevention, conducting operational and reconnaissance activities in cooperation with other Police units, conduct-ing special operations, recruiting personal sources of information, coor-dinating activities in the field of operational recognition of terrorist and extremist threats, conducting activities aimed at detecting the abduction of people for ransom in the country and abroad, recognising and com-bating organised crime in cyberspace, conducting pursuit operations in towards members of organised criminal groups, cooperating with the po-lice, secret services and public administration offices of other countries, to the extent necessary to effectively combat crime95.

				5.1.2.5. The Border Guard (Border Guard)

				The institution was established based on Act of October 12, 1990 on the Border Guard96. According to Article 1 of the Act, its tasks include: 

				
					
						94	A. Łyżwa, M. Tokarski, Kontrola operacyjna, [in:] Ustawa o Policji. Komentarz, eds. Ł. Czebotar, Z. Gądzik, A. Łyżwa, A. Michałek, A. Świerczewski-Gąsiorowska, M. Tokar-ski, Wydawnictwo Wolter Kluwer, Warsaw 2015, pp. 238–249.

					
					
						95	J.W. Wójcik, Przeciwdziałanie …, pp. 199–200.

					
					
						96	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 8 września 2016 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Straży Granicznej, Dz.U. z 07.10.2016 r. 
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				protection of the state border on land and sea, organisation and control of border traffic, counteracting illegal migration, investigating, prevent-ing and detecting crimes and offenses, and prosecuting their perpetrators within the scope of the statutory interest of the Border Guard. Article 9 of the Act in question allows Border Guard officers performing border service or carrying out border activities to carry out operational, recon-naissance, administrative, and order activities.

				5.1.2.6. The National Tax Agency (KAS)

				This organisation began its operations based on Act of November 16, 2016 on the National Tax Administration97. Article 1 of this Act states that the KAS is a specialised government administration performing “…tasks in the field of collecting revenues from taxes, customs duties, fees, and non-tax budgetary liabilities, protecting the interests of the State Treasury and protecting the customs territory of the European Union, as well as providing service and support for the taxpayer and payer in the proper performance of tax obligations, as well as service and support for the entrepreneur in the proper performance of customs obligations”.

				This agency has a separate Customs and Tax Service, which is a uni-form and uniformed formation. Pursuant to Articles 113–115 of the Act, KAS officers have the right to carry out their statutory tasks by perform-ing operational and reconnaissance activities.

				5.1.2.7. The Military Police (ŻW)

				This unit was established by the Act of August 24, 2001 on the Military Police and military law enforcement bodies98.

				According to Article 4 of the Act, the tasks of the Military Police are primarily: ensuring compliance with military discipline, protecting pub-lic order in the areas and facilities of military units and in public places, 

				
					
						poz. 1643.

					
					
						97	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 7 lutego 2018 r. w spra-wie ogłoszenia jednolitego tekstu ustawy o Krajowej Agencji Skarbowej, Dz.U. z 2018 r. poz. 508.

					
					
						98	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 7 lutego 2018 r. w spra-wie ogłoszenia jednolitego tekstu ustawy o Żandarmerii Wojskowej i wojskowych orga-nach porządkowych, Dz.U. z 2018 r. poz. 430.
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				protecting people’s lives and health and military property against attacks violating these assets, conducting anti-terrorist activities in areas or facil-ities belonging to cells and organisational units subordinate to the Min-ister of National Defence, detecting crimes and offenses, revealing and prosecuting their perpetrators, and securing and documenting evidence of criminal activity. Soldiers of the Military Police perform statutory tasks using operational and reconnaissance activities and procedural activities within the scope and on the principles provided for in the provisions on criminal and penal fiscal proceedings. In addition, the Military Police se-cures traces and evidence of crimes and offenses committed and prepares expert opinions and forensic opinions99.

				5.1.2.8. The State Protection Service (SOP)

				It is a uniform, uniformed, and armed formation established by the Act of December 8, 2017 on the State Protection Service100, performing tasks in the field of protection of persons and facilities as well as recognising and preventing crimes against them. The SOP has the powers and performs the tasks of the Marshal’s Guard101 under the Act of January 26, 2018 on the Marshal’s Guard, in the scope of the protection of the Sejm and Senate and facilities serving the President of the Republic of Poland and members of the Council of Ministers, as well as Polish foreign missions. This service investigates and prevents crimes against the Republic of Poland, crimes against life and health, public security, violations of freedom and bodily inviolability, honour, crimes against violation of public order, and attacks on protected persons. According to Article 19 of the Act in question, when carrying out statutory tasks, officers perform the following activities: ad-ministrative and orderly activities in order to ensure protection, and oper-ational and reconnaissance activities in order to obtain information about possible threats relating to the scope of interests of this service.

				In almost all of the mentioned acts, state administration bodies have the right to submit an application to the Court to issue a decision or-

				
					
						99	B. Pacek, Żandarmeria Wojskowa. Komponent Sił Zbrojnych RP, Wydawnictwo Akade-mia Obrony Narodowej, Warsaw 2007, pp. 45–46.

					
					
						100	Dz.U. z 2018 r. poz. 138.

					
					
						101	Dz.U. z 2018 r. poz. 729.
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				dering the initiation of operational control. Each application submitted by the Head of a given service is previously accepted by the prosecutorial body at various levels, depending on the type of crime committed and the institution dealing with it. The articles authorising the request to order such an inspection are the articles of individual acts: Article 27 ABW102, Article 17 CBA103, Article 31 SKW and SWW104, Article 19 Police105, Arti-cle 9e SG106, Article 118 KAS, Article 31 ŻW107, and Article 42 SOP.

				Operational control is established primarily when other methods have failed to produce the desired results. Most often, it is conducted in a secret or confidential manner and concerns, among others:

				obtaining and recording the content of conversations conducted using technical means, including telecommunications networks;

				obtaining and recording images or sounds of people from rooms, means of transport, or places other than public places;

				obtaining and recording the content of correspondence, includ-ing correspondence conducted via electronic means of commu-nication;

				obtaining and recording data contained in IT data carriers, tele-communications terminal devices, IT and ICT systems;

				gaining access and controlling the content of shipments;

				conducting observations and recording, using technical means, images, and sounds accompanying events identified during oper-ational and reconnaissance activities;

				demanding the necessary assistance from government adminis-tration bodies and local governments, state institutions, entrepre-neurs conducting public utility activities, and other entrepreneurs conducting various types of business activities, organisational 

				
					
						102	K. Szczechowicz, Podsłuch…, pp. 107–112.

					
					
						103	A. Szumski, Wykorzystanie taktyki i techniki kryminalistycznej w ramach czynności ope-racyjno-rozpoznawczych, Oficyna Wydawnicza Arboretum, Wrocław 2010, pp. 320–324.

					
					
						104	Ibidem, pp. 113–116.

					
					
						105	Z. Bielecki, J. Kudła, B. Kupis, Działania Policji w świetle nowych uregulowań prawnych – operacje pod przykryciem, “Gazeta Policyjna” 2002, no. 34, p. 10.

					
					
						106	K. Eichstaedt, Zarządzanie przez…, “Prokuratura i Prawo” 2003, no. 9, pp. 29, 41–42.

					
					
						107	W. Kotowski, B. Kurzępa, Żandarmeria Wojskowa i Wojskowe Organy Porządkowe. Ko-mentarz praktyczny, Dom Wydawniczy ABC, Warsaw 2005, pp. 177–185.
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				units, social organisations, and in emergency cases, ad hoc assis-tance from any person when the state’s interest requires it;

				obtaining information and conducting operational activities in-volving secret (even paid) cooperation with persons who are not officers. Such persons initiating cooperation have the right to per-manent protection of personal data, information they have pro-vided, as well as forms of cooperation with officers or soldiers of state administration bodies108.

				A very important aspect of the participation of various services in ob-taining and collecting information is their inter-ministerial exchange or even mutual assistance in the implementation of complex tasks. Such co-operation is also allowed in international relations when the services or countries concerned have signed appropriate agreements.

				The last institution that has legal regulations on the possibility of using operational and technical activities in its activities is a licensed detective.

				Pursuant to Article 2 of the Act of July 6, 2001 on detective servic-es109, the detective performs activities consisting in obtaining, process-ing, and transmitting information about persons, objects, and events as part of the execution of orders arising from concluded civil law con-tracts. Based on Article 7 of the Act, when performing these activities, the detective has the right to use operational and reconnaissance ac-tivities, but not their full range like the special services. The means of operational technique that a detective can use are: conducting obser-vations110, using operational traps, using professional knowledge, but above all, collecting information using open (available) information sources and “White Intelligence”111. To obtain information, a licensed detective pursuant to Article 9 of the Act has the right to use natu-ral persons, entrepreneurs, institutions, as well as government or local 

				
					
						108	M. Tomkiewicz, Stosowanie kontroli operacyjnej w toku postępowania karnego, “Rocznik Nauk Prawnych” 2016, vol. XXVI, no. 4, pp. 119–120.

					
					
						109	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 24 lutego 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o usługach detektywistycznych, Dz.U. z 2017 r. poz. 556.

					
					
						110	K. Gavin, Podręcznik prywatnego detektywa, Wydawnictwo KDC Klub dla Ciebie, War-saw 2003, pp. 159–161.

					
					
						111	T. Hanausek, Prywatny Detektyw…, pp. 89–100.
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				government administration bodies112. After completing the activities, the detective should hand over all materials obtained to the client or destroy them.

				If information is obtained regarding the commission of a crime or that is detrimental to the constitutional, political, or economic interest of the state, the detective is obliged to forward it to the appropriate authorities interested in a given field.

				5.2. Rules Resulting from Regulations

				In order to enable the implementation of constitutional tasks, the gov-ernment and other supreme administrative bodies have been empowered to issue normative acts. Both the Council of Ministers, the Prime Minis-ter, and ministers may issue executive regulations to laws. Moreover, the Council of Ministers may issue resolutions, and ministers in charge of government administration departments may issue orders. Acts issued in this way legal acts are subject to verification based on inter-ministerial consultations led by the Council of Ministers, which makes it possible for the Prime Minister to conduct ongoing control over these acts even with the power to revoke them. Constitution in Article 92 section 1 specifies what condition must be met for the authority to issue this additional act. The need for its issuance must result from the authorisation of the act that it will implement. If the body authorised to issue a regulation is the Council of Ministers or the Prime Minister, a specific executive body is designated to implement the activities specified in the new provision113.

				In the case of “ministries of force”, regulations are issued mostly by the heads of services and ministers of individual ministries in order to spec-ify very generally the organisation of these bodies, specified in the laws, 

				
					
						112	G. Gozdór, Usługi detektywistyczne. Komentarz, Wydawnictwo C.H. BECK, Warsaw 2006, pp. 94–95.

					
					
						113	S. Biernat, Źródła prawa w Konstytucji Rzeczypospolitej polskiej (Zarys problemu), [in:] Administracja publiczna u progu XXI wieku, Prace dedykowane prof. Zw. Dr hab. Jano-wi Szreniawskiemu z okazji Jubileuszu 45-lecia pracy naukowej, eds. Z. Niewiadomski, J. Buczkowski, J. Łukasiewicz, J. Posłuszny, J. Stelmasiak, Wydawnictwo Wyższej Szkoły Administracji i Zarządzania, Przemyśl 2000, pp. 65–66.
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				and the activities they can perform as part of the entrusted duties. Defin-ing the rules regarding the use of the budget and properly documenting these facts. As we know, acts with the statutes of such institutions are public and publicly available, but some regulations may be classified as confidential and have very limited access to them. The main features of regulations are always normative acts, a general source of generally appli-cable law. It is always issued on the basis of specific statutory rights and may be obligatory or optional. The regulation must be issued within the limits of the statutory authorisation granted and cannot be inconsistent with the constitution and legislative acts.

				Examples of regulations resulting from statutory authorisations issued by the Prime Minister, the Council of Ministers, and ministers of individ-ual ministries concern:

				Operational and documentation matters:

				Regulation of the Prime Minister of July 18, 2016 on the method of documenting the blocking of the availability of certain IT data or ICT services in the ICT system and the storage and transmission of decisions, written consents, orders, and applications114;

				Regulation of the Prime Minister of July 18, 2016 on the method of destroying materials containing information obtained as a re-sult of the security assessment carried out by the Internal Security Agency and templates of the required documentation115;

				Regulation of the Prime Minister of April 29, 2014 amending the regulation on the method of carrying out and documenting cov-ert supervision of the production, movement, storage, and trade of crime items by the Internal Security Agency116;

				Regulation of the Prime Minister of April 29, 2014 amending the regulation on the manner of conducting and documenting opera-tional and reconnaissance activities by the Internal Security Agen-cy aimed at checking previously obtained reliable information about a crime, detecting perpetrators and obtaining evidence117;

				
					
						114	Dz.U. z 2016 r. poz. 1056.

					
					
						115	Dz.U. z 2016 r. poz. 1055.

					
					
						116	Dz.U. z 2014 r. poz. 691.

					
					
						117	Dz.U. z 2014 r. poz. 690.
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				Regulation of the Council of Ministers of October 8, 2003 on providing necessary assistance to officers of the Internal Secu-rity Agency and the Intelligence Agency by state institutions, government administration bodies, and local government, entrepreneurs, organisational units, social organisations, and citizens118;

				Regulation of the Prime Minister of September 7, 2006 on the manner in which the Central Anticorruption Bureau conducts and documents activities consisting in secretly purchasing or tak-ing over items originating from a crime, subject to forfeiture or whose production, possession, transport or trade are prohibited, as well as when accepting or giving a financial advantage119;

				Order of the Minister of National Defence of December 28, 2001 on the method of documenting operational control by the Mili-tary Police and storing and transmitting applications and orders, as well as storing, transmitting, processing, and destroying mate-rials obtained during the application of this control120;

				Organisational matters:

				Order No. 42 of the Prime Minister of March 31, 2016 amend-ing the order on granting the statute of the Internal Security Agency121;

				Announcement of the Prime Minister of May 6, 2013 on the announcement of the consolidated text of the regulation of the Prime Minister on the course of service of officers of the Internal Security Agency122;

				Order No. 103 of the Prime Minister of July 4, 2006 on the ap-pointment of the Plenipotentiary for the organisation of the Cen-tral Anticorruption Bureau123;

				Personnel matters:

				
					
						118	Dz.U. z 2003 r. Nr 183 poz. 1788.

					
					
						119	Dz.U. z 2006 r. Nr 65, poz. 1172.

					
					
						120	Dz.U. z 2001 r. Nr 157, poz. 1864.

					
					
						121	M.P. z 2016 r. poz. 315.

					
					
						122	Dz.U. z 2013 r. poz. 862.

					
					
						123	M.P. z 2006 r. Nr 46, poz. 489.
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				Regulation of the Council of Ministers of April 13, 2016 on the multiple of the base amount constituting the average remunera-tion of officers of the Internal Security Agency124;

				Regulation of the Prime Minister of August 22, 2014 amending the regulation on the template of official ID cards and other docu-ments of officers of the Internal Security Agency125;

				Announcement of the Prime Minister of October 4, 2013 on the announcement of the uniform text of the regulation of the Prime Minister on awarding distinctions and conducting disciplinary proceedings against officers of the Internal Security Agency126;

				Announcement of the Prime Minister of July 23, 2014 on the an-nouncement of the uniform text of the regulation of the Prime Minister on the arming and equipment of officers of the Internal Security Agency127;

				Regulation of the Prime Minister of July 20, 2006 on the template of the personal questionnaire and the detailed procedure for con-ducting the qualification procedure for candidates for service in the Central Anticorruption Bureau128;

				Regulation of the Minister of National Defence of June 24, 2017 on determining the ability to serve in the Military Counterintel-ligence Service and the Military Intelligence Service, determining the disability of officers of the Military Counterintelligence Ser-vice and the Military Intelligence Service, as well as retirees and pensioners of the Military Counterintelligence Service and the Military Intelligence Service Military and adjudicating on health damage to officers of the Military Counterintelligence Service and the Military Intelligence Service129;

				Regulation of the Minister of National Defence of September 25, 2006 on the manner of carrying out and documenting by the Mil-itary Counterintelligence Service covert activities of supervising 

				
					
						124	Dz.U. z 2016 r. poz. 567.

					
					
						125	Dz.U. z 2014 r. poz. 1197.

					
					
						126	Dz.U. z 2014 r. poz. 60.

					
					
						127	Dz.U. z 2014 r. poz. 1194.

					
					
						128	Dz.U. z 2006 r. Nr 133, poz. 936.

					
					
						129	Dz.U. z 2017 r. poz. 1345.
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				the production, movement, storage and trade of crime items, as well as the manner of storing, transmitting, and destroying mate-rials and documents obtained or produced in connection with the implementation of these activities130.

				From the analysis of the presented documents legally supplementing the adopted acts, it should be noted that most of them are of a technical nature enabling the implementation of basic provisions in an orderly manner. The second very important function they perform is that the main provisions are constantly updated and adapted to the changing reality. Thanks to the regulations applied therein, without changing the main laws, the services have a natural opportunity to use the lat-est technologies, better databases and other – more useful methods of operation, as well as changes in personal, financial, or remuneration of officers.

				5.3. Internal Rules of Application Resulting from Orders and Instructions

				In addition to generally applicable legal norms, there is also the field of internally applicable legal norms. The catalogue of sources of law is ex-tremely complex for many reasons. Not so long ago, internal acts were not considered acts creating legal norms, but res internac, i.e., internal affairs of the administration. Currently, this concept is unacceptable be-cause all such provisions contain legal norms in force in the organisation and service subordinated to the body issuing the act. These may be: or-ganisational units, employees, officers, soldiers, pupils, students, or even patients131. This subordination does not have to have, however, strictly the nature of hierarchical subordination. The Constitutional Tribunal indi-cated a broad understanding of the definition of organisational subor-dination, stating that “it is a one-sided personal and official dependence of a lower-level body from a higher-level body or an entity subordinated to a superior entity, and the subordination resulting from the political 

				
					
						130	Dz.U. z 2006 r. Nr 175, poz. 1288.

					
					
						131	E. Ochendowski, Prawo…, pp. 125–126.
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				and legal bond specified in the Constitution of the Republic of Poland”132. Therefore, it can be assumed that internal acts are binding not only units organisationally subordinate to the body that issued a given act, but in special cases entities functionally subordinate to it. The sources of inter-nal law may be resolutions of collegial bodies and orders of organisation-al managers (ministers, directors, presidents, bosses, and commanders). These acts may have various names, ranging from resolutions, decisions, orders, regulations, and instructions to the so-called circular letters.

				In the case of state institutions authorised to conduct operational-re-connaissance and operational-investigative activities, such legal norms are used to implement the statutory tasks of individual services. The fun-damental difference between civilian state administration bodies and services ensuring public safety and order is how these standards are pub-lished and whether every citizen later has access to them. In most cases, general information about the implementation of a given regulation is published, but the second part (usually an annex) with detailed provi-sions covering confidential information is not provided.

				A tangible example of the development and application of such secret legal norms is the disclosed instruction 0015/92 used in the State Protec-tion Office regarding surveillance of political parties. The request to ex-amine the constitutionality of this document was submitted to the Con-stitutional Tribunal. Because the Head of the UOP overturned it on May 26, 2003, the Constitutional Tribunal discontinued the proceedings133. The disclosed document contained information on the areas of interest of the services and the manner in which UOP officers conducted technical operational activities. The methods that should be used in collecting op-erational information were described, how and when to use Operational Technology Resources in their full range, and, above all, the possibilities 

				
					
						132	Wyrok TK z dnia 28 czerwca 2000 r., K 25/99, OTK 2000, Nr 5, poz. 141.

					
					
						133	J. Jaskiernia, Demokratyczna kontrola nad służbami specjalnymi a problem ochrony praw i wolności, [in:] Współczesne wyzwania wobec praw człowieka w świetle polskiego pra-wa konstytucjonalnego, eds. Z. Kędzia, A. Rost, Wydawnictwo Naukowe Uniwersytetu im. Adama Mickiewicza, Poznań 2009, p. 42; M. Wyrzykowski, Współczesne przemiany w postrzeganiu standardów demokratycznego państwa prawnego (siedem grzechów-sie-dem cnót), [in:] Prawo a polityka. Materiały z konferencji Wydziału Prawa i Administracji Uniwersytetu Warszawskiego, która odbyła się w dniu 24 lutego 2006 roku, ed. M. Zubik, Warsaw 2007, p. 46.
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				of recruiting personal sources of information of various categories with-in a given community were described. Currently, such announced legal standards include:

				Guidelines No. 1/09 of the Director of the Office of the Criminal Department of the Police Headquarters of July 29, 2009 on the detailed manner of performing official activities related to the processing of information in the Operational Information Sys-tem (SIO) by officers and employees of Police units and organi-sational units134;

				Guidelines No. 3 of the Chief Commander of the Police of Febru-ary 15, 2012 on the performance of investigative activities by po-lice officers, Resolution of seven judges of the Supreme Court of January 18, 2005, ref. no. WK22/04135;

				Order No. Pf 964 of the Police Commander in Chief of September 9, 2004 on determining the method of achieving police readiness to counteract terrorist threats136;

				Decision No. 307 of the Commander-in-Chief of the Police of September 25, 2015 on the curriculum for a specialist course for police officers of organisational units of the Police competent in matters of operational technology, in the field of operational con-trol – telecommunications eavesdropping137;

				Decision No. 350 of the Commander-in-Chief of the Police of No-vember 5, 2015 on the curriculum for a specialist course for police officers of organisational units of the Police responsible for opera-tional techniques in the field of pedestrian surveillance138;

				Order No. Pf-56 of December 3, 2002 of the Internal Affairs Board on the methods and forms of performance of operational and re-connaissance activities by the Internal Affairs Bureau of the Bor-

				
					
						134	K. Radwanik, Informacja pozyskana przez policję w ramach białego wywiadu a jej wy-korzystywanie w czynnościach dochodzeniowo-śledczych i operacyjno-rozpoznawczych, “Studia Prawnicze. Rozprawy i Materiały” 2013, no. 1, p. 58.

					
					
						135	https://prawo.money.pl/orzecznictwo/sad-najwyzszy/postanowienie;sn;izba;wojsko-wa,iw,,wk,22,04,7119,orzeczenie.html (accessed on: August 10, 2018).

					
					
						136	K. Radwanik, Biały wywiad w policji – narzędzie rozpoznania zagrożeń terrorystycznych, “Studia Prawnicze. Rozprawy i Materiały” 2012, no. 2, p. 58.

					
					
						137	Dz. Urz. KGP z 2017 r. poz. 10.

					
					
						138	Dz. Urz. KGP z 2015 r. poz. 593.
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				der Guard and amendment to decision No. 238 of October 14, 2008139;

				Order No. Pf-5 of January 25, 2007 ZOS on operational and re-connaissance activities performed by the Border Guard using undercover officers as part of special operations and operational combinations140;

				Order No. 17/09 of the Head of the Military Counterintelligence Service of January 21, 2009 amending the order on the author-isation to make certain decisions and perform activities result-ing from the implementation of the tasks of the state protection service141;

				Order No. 79/2007 of October 5, 2007 amending Order No. 00–43/2007 of the Head of the Military Counterintelligence Service of June 15, 2007 on the unification of the form of documenting oper-ational, reconnaissance, and analytical and information activities in the Military Counterintelligence units142.

				5.4. Applied Control

				“The secret services are said to be the eyes and ears of the state. It is not good when the services are cross-eyed and their hearing is only sensitive to certain sounds”143.

				In every modern country, the parliament, government, and justice systems exercise constant control and supervision over compliance with the law in a democratic country. The bodies exercising control in this sense are to ensure the functioning of the administrative appa-ratus following the rules of a democratic state of law, and one of their basic tasks is to protect the interests of the individual and other enti-

				
					
						139	Dz. Urz. KGSG z 2009 r. Nr 4, poz. 24.

					
					
						140	Dz. Urz. KGSG z 2010 r. Nr 6, poz. 24.

					
					
						141	http://bip.skw.gov.pl/skw/zarzadzenia-i-decyzje/2009/zarzadzenia/724,Zarzadze-nia-2009.html (accessed on: August 12, 2018).

					
					
						142	http://bip.skw.gov.pl/skw/zarzadzania-i-decyzje/2007/zarzadzania/862,Zarzada-nia-2007.html (accessed on: August 12, 2018).

					
					
						143	P. Pytlakowski, Imperium inwigilacji, “Polityka” 2017, no. 36, pp. 22–25.
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				ties against excessive interference of the administration and possible abuses of public authority in the implementation of its tasks, powers, and obligations144.

				All state institutions that are part of the state security organs are also subject to such control, which include civilian and military secret servic-es: ABW, AW, CBA, SKW, SWW, and services taking care of law, proper-ty, and public order: Police, CBŚP, SG, KAS, ŻW, and SOP.

				Inspection or supervision is performed in three aspects:

				government, which sets the directions of interest and activities for these institutions and exercises ongoing supervision;

				parliamentary, responsible for controlling the activities of such services by: adopting appropriate legal provisions, establishing a budget for them and requesting current information regarding the projects they implement. The Parliamentary Committee for Secret Services was established for parliamentary control145, with the power to interrogate persons responsible for managing the services;

				the judicial authority supervising and controlling the use of spe-cial authorisations using Operational Control and the use of these services.

				5.5. President and the Council of Ministers

				In Poland, during the political transformation, the decisive role in terms of direction, assignment, supervision, and coordination of the activities of the special services was entrusted to the Prime Minister. They mainly involved direct supervision of the heads of the civil service. Such super-visory powers of the President of the Prime Minister result from the pro-visions of the Act of September 4, 1997 on government administration 

				
					
						144	M. Kolaszyński, Kontrola zewnątrz administracyjna nad czynnościami operacyjno-roz-poznawczymi polskich służb specjalnych, “Bezpieczeństwo. Teoria i Praktyka” 2012, no. 3, pp. 63–69; J. Jagielski, Kontrola administracji publicznej, Wydawnictwo Prawnicze, War-saw 2007, p. 90.

					
					
						145	Uchwała Sejmu RP z dnia 27 kwietnia 1995 r. w sprawie zmiany Regulaminu Sejmu Rze-czypospolitej Polskiej, M.P. Nr 23, poz. 271.
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				activities146 and from the competence acts of individual services, which include a literal provision on the subordination of the heads of the In-ternal Security Agency and the Foreign Intelligence Agency, and in the case of the head of the Central Anticorruption Bureau, on the supervi-sion applied by the Prime Minister147. In these two acts, supervision was included in Article 3 section 2 regarding ABW and AW, and Article 5 section 2 in the case of CBA. In addition to the head of state, the Minister Coordinator of Special Services (if appointed) is also authorised to super-vise these services, which result from Article 33 section 1 and 2 of the Act of August 8, 1996 on the Council of Ministers148 and the regulation of the Prime Minister of November 18, 2015 on the detailed scope of activities of the Minister-Member of the Council of Ministers, Mariusz Kamiński, Coordinator of Special Services149.

				The situation of supervising military secret services is different. The direct supervision is carried out by the Minister of National Defence, however, with an important reservation in the case specified in Article 3 section 2 of the Act on SKW and SWW, resulting from Article 148 of the Basic Law on the competencies of the Prime Minister that the Prime Minister, due to his position of higher rank, has the right to control sub-ordinate ministers.

				In the case of other military and civilian services ensuring public se-curity, law, and order, supervision is exercised by the relevant ministers of the individual ministries to which these services are subordinated150.

				For all directly subordinate services, the Prime Minister defines, by means of guidelines, their directions of future activities. Each head of the Agency is obliged to present to the Prime Minister:

				Annual action plan for the following year, no later than three months before the end of the calendar year.

				
					
						146	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 8 kwietnia 2016 r. w sprawie ogłoszenia jednolitego tekstu ustawy o działalności administracji rządowej, Dz.U. z 2016 r. poz. 543.

					
					
						147	M. Bożek, Nadzór Prezesa Rady Ministrów nad służbami specjalnymi i sposoby jego reali-zacji w świetle obowiązującego ustawodawstwa, “Przegląd Sejmowy” 2010, no. 3, p. 13.

					
					
						148	Dz.U. z 2012 r. poz. 392 i 2015 r. poz.1064.

					
					
						149	Dz.U. z 2015 r. poz. 1921.

					
					
						150	E. Ura, Ed. Ura, Prawo administracyjne, Wydawnictwo LexisNexis, Warsaw 2009, p. 43.
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				Reports on the Agency’s activities for the previous calendar year, annually by January 31.

				The heads of the Internal Security Agency, the Foreign Intelligence Agency, and the Central Bureau of Investigation shall immediately pro-vide the Head of Government with information that may be of significant importance to state security and the international position of the Repub-lic of Poland. If the information obtained concerns matters falling within the scope of activity of the competent minister, the Heads of the Agencies forward it to this minister, unless the Prime Minister makes a different decision.

				The tasks of the Special Services Coordinator include:

				supervising, controlling, and coordinating the activities of special services;

				supporting the Council of Ministers in shaping the main direc-tions of government policy regarding the activities of secret ser-vices;

				setting strategic directions for the development and operation of special services;

				examining, assessing, and monitoring the correctness of the im-plementation of tasks specified in legal provisions, guidelines, plans, and programmes by special services;

				developing programmes for the activities of special services in the field of state security protection, constituting the basis for issuing guidelines of the Prime Minister;

				approval of annual plans and reports prepared by the heads of special services;

				assessing the degree of implementation of the annual activity plans of the secret services and formulating conclusions and rec-ommendations resulting from this assessment;

				setting goals and directions for the development of international cooperation between secret services and assessing the effects of this cooperation;

				setting standards and minimum requirements for human re-sources and property management in secret services;
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				analysing and assessing actions taken by: a) the Internal Security Agency and the Military Counterintelligence Service in the scope of supervision of the functioning of the classified information protection system, b) the Head of the Internal Security Agency in the scope of performing the functions of the national security authority.

				The specific tasks of the minister in terms of controlling the activities of secret services include:

				conducting inspections in special services on the terms and con-ditions specified in the Act of 15 July 2011 on control in govern-ment administration151;

				conducting inspections of the correctness of the implementation of inspection procedures, control inspection procedures, and in-dustrial safety procedures under the principles and procedure specified in Article 12 section 3 point 1 of the Act of August 5, 2010 on the protection of classified information152;

				analysing and assessing the use of powers by special services ena-bling interference in the rights and freedoms of humans and citi-zens, in particular through the powers specified in Articles 27–29 of the Act on the Internal Security Agency and the Internal Se-curity Agency, Articles 31–33 of the Act on SKW and SWW, and Articles 17–19 of the Act on the Central Anticorruption Bureau, including the use of Operational Technology Measures.

				The tasks of the minister in coordinating the activities of special ser-vices include:

				taking actions to ensure cooperation of special services, as well as organising and ensuring cooperation of special services with other services and institutions carrying out tasks in the field of state security;

				ensuring and organising the conditions for the proper function-ing of the state’s intelligence system, in a way that ensures the ef-

				
					
						151	Dz.U. z 2011 r. Nr 185, poz. 1092.

					
					
						152	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 5 sierpnia 2018 r. w sprawie ogłoszenia jednolitego tekstu ustawy o ochronie informacji niejawnej, Dz.U. z 2018 r. poz. 412.
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				fective use of information regarding the strategic interests of the state by the constitutional bodies of the state;

				developing and preparing: draft laws, regulations and other legal acts regarding state security, subject to the competencies of rele-vant ministers, programmes aimed at building an integrated sys-tem of secret services.

				5.6. Chancellery of the Prime Minister

				The Chancellery of the Prime Minister, authorised by the Head of Gov-ernment, controls the implementation of the tasks indicated by the Coun-cil of Ministers and the Prime Minister and presents conclusions from the inspections carried out. This activity is carried out according to the regulation of the Council of Ministers of July 29, 2003 on detailed rules and procedures for carrying out inspections by the Chancellery of the Prime Minister153.

				Carrying out inspections in public administration bodies subordinate to the Head of Government is aimed at determining the actual status of implementation of the tasks indicated by the Council of Ministers or the Prime Minister within the controlled scope, in terms of legality, econo-my, expediency, and reliability, documenting it, assessing the controlled tasks, and identifying the persons responsible for identified irregularities and formulation of post-audit conclusions and recommendations.

				5.7. College for Secret Services

				The College for Secret Services operates at the Council of Ministers pursu-ant to Article 11 of the Act on the Internal Security Agency and the Foreign Intelligence Agency154 – as a consultative and advisory body established by the regulation of the Council of Ministers of July 2, 2002 on the detailed 

				
					
						153	Dz.U. z 2003 r. Nr 146, poz. 1414.

					
					
						154	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 15 września 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Agencji Bezpieczeństwa Wewnętrzne-go oraz Agencji Wywiadu, Dz.U. z 2018 r. poz. 1920.
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				procedure and principles of operation of the College for Secret Services and the scope of activities of the Secretary of this College155 in matters of pro-gramming, supervising, and coordinating activities of the Internal Security Agency, AW, SKW, SWW, CBA, and the activities undertaken to protect state security by the Police, Border Guard, ŻW, KAS, Prison Service, SOP, and reconnaissance services of the Armed Forces of the Republic of Poland.

				The tasks of the College include formulating assessments or expressing opinions on:

				appointing and dismissing the Heads of the mentioned Agencies and Services,

				directions and action plans of special services,

				detailed draft budgets of secret services, before their consideration by the Council of Ministers,

				drafts of normative acts and other government documents regard-ing the activities of secret services,

				performance by special services of the tasks entrusted to them in accordance with the directions and action plans of these services,

				annual reports presented by the Chiefs on the activities of the se-cret services subordinated to them,

				coordinating the activities of all agencies and services in the field of state security protection,

				protection of classified information regarding: a) nationwide threats in the protection of classified information constituting a state secret, b) methods of dealing with a nationwide threat re-sulting from the disclosure of classified information constituting a state secret, and assessing the effects of disclosing such informa-tion, c) draft normative acts and other government documents re-garding the protection of classified information, d) other matters commissioned by the Council of Ministers or the Prime Minister and submitted by ministers in the implementation of tasks related to the protection of classified information156.

				
					
						155	Dz.U. z 2002 r. Nr 103, poz. 929.

					
					
						156	Kolegium do Spraw Służb Specjalnych działa przy Radzie Ministrów, https://bip.abw.gov.pl/bip/nadzor-i-kontrola/kolegium-ds-sluzb-spec/18,Kolegium-ds-sluzb-specjalnych.html (accessed on: February 21, 2019).
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				The College is composed of: the chairman – Prime Minister, the Sec-retary of the College, members: the minister responsible for internal af-fairs, the minister responsible for foreign affairs, the Minister of National Defence, the minister responsible for public finances, the Head of the Na-tional Security Bureau, the minister-member of the Council of Ministers responsible for coordinating the activities of secret services, if appointed by the Prime Minister. The following also participate in the meetings of the College: Head of the Internal Security Agency, Head of the Military Intel-ligence Agency, Head of the Central Anticorruption Bureau, Head of the Military Counterintelligence Service, Head of the Military Intelligence Ser-vice, and Chairman of the Parliamentary Committee for Secret Services.

				The President of the Republic of Poland may delegate to the meetings of the College a representative who meets the requirements specified in the provisions on the protection of classified information regarding ac-cess to information constituting a state secret classified as “top secret”.

				The Chairman of the College may invite chairmen of relevant Sejm committees, representatives of state bodies and other persons whose par-ticipation is necessary due to the topic of the meeting to participate in the meetings of the College157.

				5.8. Parliamentary Control

				In the annex to the resolution of the Sejm of the Republic of Poland of July 30, 1992, Regulations of the Sejm of the Republic of Poland, the Commission for Secret Services was established and its scope of activities was defined158.

				The Commission consists of no more than nine deputies elected by the Sejm159. Each Member of the Committee has access to classified information160.

				
					
						157	Ibidem.

					
					
						158	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 17 stycznia 2012 r. w sprawie ogłoszenia jednolitego tekstu uchwały Sejmu Rzeczypospolitej Polskiej – Re-gulamin Sejmu Rzeczypospolitej Polskiej, M.P. z 2012 r., poz. 32.

					
					
						159	M. Zubik, Organizacja wewnętrzna Sejmu Rzeczypospolitej Polskiej, Wydawnictwo Sej-mowe, Warsaw 2003, p. 282.

					
					
						160	J. Szymanek, Organy parlamentarne właściwe w sprawach bezpieczeństwa i porządku publicznego, [in:] Instytucje bezpieczeństwa narodowego, eds. M. Paździor, B. Szmulik, Wydawnictwo C.H. Beck, Warsaw 2012, p. 47.
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				The tasks of the Commission include:

				giving opinions on draft laws and regulations regarding secret services;

				assessment of normative acts of a general nature regarding the ac-tivities of these services;

				giving opinions on the directions of work of special services based on information presented by the heads of these services;

				considering the annual reports of the heads of these services;

				giving opinions on applications regarding the appointment of in-dividual persons to the positions of heads and deputy heads of special services;

				giving opinions on the draft budget in the scope related to special services and the report on its implementation;

				assessment of cooperation between special services subordinated to the Minister of Internal Affairs and Administration and the Minister of National Defence and the activities of these services with other services and military units supervised by the Minister of Interior and Administration;

				assessing the cooperation of special services with state admin-istration bodies and law enforcement agencies and investigating complaints regarding the activities of special services.

				When analysing the tasks performed by the Commission for Secret Services, it should be stated that giving opinions on candidates for heads of secret services, giving opinions on the draft budget, and assessing its implementation allow for democratic control of these services. All the more so because its Chairman and deputies change on a rotating basis, and committee members of various political parties, including the oppo-sition, are appointed to these positions161.

				Commission for Secret Services’ meetings are closed; only the Chair-man or members of the Committee, through the Chairman, may invite other persons to obtain explanations regarding the subject matter162.

				
					
						161	M. Kowalska, Z. Szeliga, Sejmowa kontrola działalności rządu oraz odpowiedzialności rządu przed Sejmem, [in:] Polityczno-prawne aspekty transformacji systemowej w Polsce, ed. M. Żmigrodzki, Wydawnictwo UMCS, Lublin 2000, p. 75.

					
					
						162	P. Radziewicz, Uprawnienia, środki działania oraz prawne podstawy funkcjonowania sej-mowej Komisji do Spraw Służb Specjalnych, “Przegląd Legislacyjny” 2006, no. 2, p. 29.
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				5.9. MPs and MPs’ Clubs

				The role of the legislative authority in creating mechanisms for effec-tive supervision and control of secret services begins already at the stage of the legislative process. It is a derivative of the legislative func-tion of the Parliament and although it cannot be treated as control in the strict sense, the legal basis for the functioning of the secret ser-vices established by the Sejm of the Republic of Poland also defines the framework of the system of supervision and control over them. However, they cannot be inconsistent with the Constitution or deviate from international standards in the field of protection of civil rights and freedoms163.

				In matters relating to the Special Services, Members of Parliament may submit to the Prime Minister through the Speaker of the Sejm: inter-pellations, requests for current information, parliamentary inquiries and questions on current matters. In matters relating to state security organs, information, or explanations on matters arising from the performance of parliamentary duties may be obtained from the Prime Minister or the Heads of Agencies and Services164.

				A parliamentary club and a group of at least 15 deputies have the right to submit a request for a member of the Council of Ministers to present current information at a sitting of the Sejm. Consideration of information at a meeting of the Sejm includes presenting a justification for the motion by a deputy designated by the entity authorised to sub-mit it and providing a response by a representative of the Council of Ministers. The Prime Minister and the Heads of the Agencies or Servic-es concerned are obliged to present information and explanations at the request of permanent and extraordinary Sejm committees, on matters falling within their scope of activity.

				
					
						163	J. Jaskiernia, Bezpieczeństwo państwa a ochrona praw i wolności jednostki, [in:] Świat wobec współczesnych wyzwań i zagrożeń, ed. J. Simonides, Wydawnictwo Scholar, War-saw 2010, p. 286.

					
					
						164	M. Kolaszyński, Rozwiązania instytucjonalno-prawne w zakresie cywilnej i demokra-tycznej kontroli i nadzoru na Agencją Bezpieczeństwa Wewnętrznego, “Studia prawnicze. Rozprawy i materiały” 2012, no. 1, pp. 28–29.
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				5.10. Senate and Senators

				In cases concerning “force departments”, permanent and extraordinary Senate committees may acquire explanations on issues within their scope of activities165 from the Prime Minister, agencies, and services.

				5.11. Inspection of the Prosecutor General and the District Court

				When discussing the organisation and functioning of secret services in a democratic state, it should be noted that when the “ministries of force” are supervised by the executive and legislative authorities, when they come from one political system, democratic standards may not be observed and may indirectly affect the protection of civil rights and freedoms through unauthorised interference by state authorities. An important contribution to the mechanism of control over the secret services and the verification of their supervision is also made by the judicial authorities, whose role is to grant the secret services consent to undertake special activities against citizens and to judge their possible abuses and violations of the law.

				Each act of state administration bodies that care for security and or-der contains provisions regarding special powers consisting in the intro-duction of the so-called Operational Control. Such control is carried out secretly and consists of: controlling the content of correspondence, con-trolling the content of parcels, and using technical means enabling secret-ly obtaining information and evidence and recording them, particularly the content of telephone conversations and other information transmitted via telecommunications networks. The District Court consents to the use of operational control by issuing a decision ordering the use of such ac-tivities166. Each decision is issued at the request of the Head of the services 

				
					
						165	P. Burczaniuk, System nadzoru i kontroli nad służbami specjalnymi w Polsce-stan obecny na tle analizy prawno-porównawczej wybranych państw. Postulaty de lege ferenda, [in:] Uprawnienia służb specjalnych z perspektywy współczesnych zagrożeń bezpieczeństwa na-rodowego, Wybrane zagrożenia, ed. P. Burczaniuk, Wydawnictwo Agencji Bezpieczeń-stwa Wewnętrznego, Warsaw 2017, p. 28.

					
					
						166	M. Chrabkowski, Wykorzystanie materiałów kontroli operacyjnej w postępowaniu przygo-towawczym, Wydawnictwo Wyższej Szkoły Policji, Szczytno 2009, pp. 84–85.

					
				

			

		

	
		
			
				Standards for the Use of Operational Techniques

			

		

		
			[image: ]
		

		
			
				397

			

		

		
			
				responsible for security, law, and order in the state, after obtaining the approval of the Prosecutor General to apply such measures167. The Pros-ecutor General’s application for the application of operational control is accepted after checking the reasons for the interest of a given service, e.g., in the case of the Internal Security Agency, it concerns crimes related to: espionage, violation of state secrets, terrorism, and other crimes affecting the security of the state, affecting the economic foundations of the state, and prosecuting their perpetrators. The use of such operational and re-connaissance activities may aim to check previously obtained reliable in-formation about the crime committed and to detect the perpetrators and obtain evidence. They may consist in secretly purchasing or taking over items originating from a crime, subject to forfeiture or whose production, possession, transport, or trade is prohibited, as well as accepting or giving a material benefit.

				In special cases where evidence of a crime may be lost in a short time or the perpetrator may escape, the Head of the Agency or Service that conducts activities in a given case with the consent of the Prosecutor Gen-eral’s Office may order an operational control before obtaining the formal consent of the Court. In such a special case, the Court may grant subse-quent consent to continue the inspection or reject the submitted applica-tion. If the requesting authority does not obtain court consent to conduct such activities, all materials obtained before the Court’s refusal must be destroyed168.

				5.12. Control of Administrative Decisions of the Internal Security Agency

				Within the scope of its competencies, the Internal Security Agency has a control and protection function resulting from the provisions of Arti-cle 5 section 1 point 3 of the Act on the Internal Security Agency. Within the limits of its competence, the Agency realises the tasks of the state 

				
					
						167	Ibidem, pp. 87–88.

					
					
						168	T. Kuć, Konstytucyjne swobody obywatelskie wobec dyskrecjonalnych działań służb spe-cjalnych, “Secretum” 2014, no. 1, pp. 131–133.
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				protection and the performance of the functions of the national security authority in the field of protection of classified information in interna-tional relations. These indications were precisely specified in the Act on the Protection of Classified Information of January 22, 1999169. Perform-ing this function involves preventing the disclosure of state and official secrets and checking the status of their protection. This is a particularly important task if we take into account the membership of the Republic of Poland in the European Union and the North Atlantic Alliance. The ABW implements them in three areas:

				personal security – conducting verification proceedings aimed at determining whether a person applying for employment or em-ployed in a position involving access to information constituting a state or official secret provides a guarantee of secrecy;

				industrial security – conducting verification proceedings against entrepreneurs, scientific and research and development units seeking to conclude a contract or performing a contract regarding the implementation of tasks paid in whole or in part from public funds, which involves access to information constituting a state or official secret;

				control over the protection of classified information – the Internal Security Agency, as a state protection service, has the right to con-trol compliance with the provisions on the protection of classified information in all public authorities, state banks, and other state organisational units.

				Unfavourable decisions issued by the Head of ABW may be appealed against:

				Protection of classified information, to the Prime Minister as the appeal body against the decisions of the Head of the Internal Se-curity Agency.

				The person being checked may appeal against the decision to re-fuse to issue a security clearance, withdraw a security clearance or discontinue the screening procedure to the Prime Minister. The appeal does not require justification.

				
					
						169	Dz.U. z 1999, Nr 11, poz. 95.
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				The person under inspection may lodge a complaint with the Prime Minister against the decision on: suspension of the in-spection procedure or resumption of the suspended inspec-tion procedure. The complaint does not require justification. The ABW is obliged to send the appeal or complaint together with the files of the inspection procedure to the Prime Minis-ter within 14 days from the date on which it received the ap-peal or complaint. The consideration should take place no later than within three months from the date of receipt of the ap-peal or complaint. The resolutions and decisions issued by the Prime Minister are subject to judicial review. The person being checked has the right to file a complaint with the Provincial Administrative Court in Warsaw.

				Judicial review of the opinions expressed by the Head of the In-ternal Security Agency generated in administrative proceedings conducted by other state administration bodies.

				Administrative courts supervise the activities of public adminis-tration, and in particular control the decisions issued by the adminis-trative body in administrative proceedings. The Head of the Internal Security Agency issues an opinion on matters relating to: granting, withdrawing, or changing an individual or global permit for foreign trade in goods, technologies, and services of strategic importance for state security, granting, refusing to grant, changing, withdrawing, or limiting the scope of a license to perform activities economic activity in the field of production and trade in explosives, weapons, ammu-nition, and products and technology for military or police purposes, issuance and withdrawal of a permit to perform postal activities in the field of receiving, transporting, and delivering a specific type of par-cels in domestic and foreign traffic, granting, changing, or withdraw-al of frequency reservations and issuance or withdrawal of a radio li-cense, as well as a ban on conducting telecommunications activities or withdrawal of resources170.

				
					
						170	Ł. Skoneczny, Rola Agencji Bezpieczeństwa Wewnętrznego w systemie bezpieczeństwa Rzeczypospolitej Polskiej, “Przegląd Bezpieczeństwa Wewnętrznego” 2009, no. 1, p. 28.
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				5.13. Extra-Parliamentary Institutions Supervising and Controlling the Special Services

				The control of the legislative power over the secret services should also include the indirect role of the Sejm resulting from its creative function. The influence of the Chamber of Deputies on the system of civil and dem-ocratic control of these entities is materialised through the election of the Ombudsman, the president of the Supreme Audit Office, and the judges of the Constitutional Tribunal.

				5.13.1. Supervision of the Ombudsman (Ombudsman)

				“Every Ombudsman, if he wants to perform his tasks well, must first of all oppose the authorities (mainly the government and ministers, but not only that!) and do so as strongly and loudly as possible, sometimes he loses, sometimes wins – as in life”171.

				The Ombudsman is independent in his activities, independent of oth-er state bodies, and responsible only to the Sejm on the terms specified in the Act. Despite the existence of many paths, legal mechanisms, and means ensuring the protection of an individual’s rights and freedoms, i.e., achieving a fair decision172. Therefore, it is standard to have institutions for monitoring the compliance of law with the Constitution (constitu-tional courts) or courts whose competencies include, for example, con-trolling the legality of administrative decisions. Guaranteeing citizens the opportunity to turn to the Ombudsman eliminates an important gap in citizens’ legal protection173.

				The Ombudsman takes the actions provided for in the Act if he re-ceives information about the violation of freedoms, human and citizen rights, including those of persons who are not Polish citizens and are un-

				
					
						171	E. Łętowska, Jak zaczynał Rzecznik Praw Obywatelskich. Felietony 1988–1991, Wydaw-nictwo Agencja Master, Warsaw 1992, p. 4.

					
					
						172	M. Zubik, Rzecznik Praw Obywatelskich w Polsce. Dwadzieścia z dwustu lat istnienia ombudsmana na świecie, [in:] Instytucje prawa konstytucyjnego w dobie integracji euro-pejskiej. Księga Jubileuszowa dedykowana prof. Marii Kruk-Jarosz, eds. J. Wawrzyniak, M. Laskowska, Wydawnictwo Sejmowe, Warsaw 2009, p. 666.

					
					
						173	R. Balicki, Rzecznik Praw Obywatelskich, [in:] Prawa i wolności obywatelskie, eds. B. Ba-naszak, A. Preisner, Wydawnictwo C.H. Beck, Warsaw 2002, p. 789.
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				der the authority of the Republic of Poland in the scope of their freedoms and rights.

				Pursuant to Article 16 of Act of July 15, 1987 on the Commissioner for Human Rights174, the Ombudsman has the right to present to competent authorities, organisations, and institutions assessments and conclusions aimed at ensuring effective protection of human and civil rights and im-proving the procedure for handling their cases. It may also submit re-quests to the competent authorities to take legislative initiative or to issue or amend other legal acts on matters that are within its statutory interest. Submit applications to the Constitutional Tribunal in matters referred to in Article 188 of the Constitution, participate in proceedings before this body. Submit motions to the Supreme Court to adopt a resolution aimed at clarifying legal provisions that raise doubts in practice or whose application has led to discrepancies in case law175.

				Each body, organisation or institution contacted by the Ombudsman is obliged to cooperate with him and provide any assistance by ensuring access to files and documents in accordance with the principles set out in Art. 13. In matters covered by state secrecy, information is provided or the Ombudsman is allowed to inspect files on the principles and in the manner specified in the provisions on the protection of classified in-formation. The body is to provide the Ombudsman with the requested information and explanations also regarding the factual and legal basis of its decisions, and the body is also obliged to respond to the Ombudsman’s general assessments, comments, and opinions176.

				The Ombudsman is entitled to refuse to disclose the name and other personal data of the complainant, including to the Secret Services, if he considers it necessary to protect the freedoms, rights, and interests of the individual, as well as to document meetings using technical means (im-

				
					
						174	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 21 kwietnia 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Rzeczniku Praw Obywatelskich, Dz.U. z 2017 r. poz. 958.

					
					
						175	M. Kruk-Jarosz, Wnioski Rzecznika Praw Obywatelskich do Trybunału Konstytucyjnego, “Biuletyn RPO” 1991, no. 10, pp. 14–22.

					
					
						176	K. Borowski, Stosowanie przez Rzecznika Praw Obywatelskich międzynarodowych stan-dardów w zakresie praw osób pozbawienia wolności, [in:] Wpływ standardów międzynaro-dowych na rozwój demokracji i ochronę praw człowieka. vol. 3, ed. J. Jaskiernia, Wydaw-nictwo Sejmowe, Warsaw 2013, pp. 560–561.
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				age and sound recording) and conversations that could serve as evidence in the case.

				The Ombudsman cooperates with associations, civic movements, oth-er voluntary associations and foundations, as well as with foreign and international bodies and organisations to protect human and citizen free-doms and rights, also in the field of equal treatment177.

				5.13.2. Control by the Constitutional Tribunal (TK)

				One of the main tasks of the Constitutional Tribunal is to supervise the process of concretising constitutional rules, especially in the field of protection of individual rights. First of all, when adjudicating in a trial, constitutional courts are guided by completely different criteria than the legislative authority, whose goal is only to act quickly and effectively, and sometimes not based on a deep analysis of the issued decisions with the applicable law protecting the fundamental rights and freedoms of the in-dividual contained in the Constitution178. Even though the Constitution has a general character in some provisions, its direct application is associ-ated with real legal consequences, which will be addressed to the subject of specific constitutional rights and freedoms179.

				The Constitutional Tribunal rules on:

				compliance of international laws and agreements with the Con-stitution,

				compliance of acts with ratified international agreements, the rat-ification of which required prior consent expressed in the act,

				compliance of legal provisions issued by central state bodies with the Constitution, ratified international agreements and laws.

				The Constitutional Tribunal is composed of independent legal au-thorities who guarantee reliability and impartiality. Laws regulating the operation of state administration bodies and detailed executive acts 

				
					
						177	A. Żebrowski, Ewolucja polskich służb specjalnych. Wybrane obszary walki informacyjnej wywiad i kontrwywiad w latach 1989–2003, Wydawnictwo Abrys, Kraków 2005, p. 219.

					
					
						178	P. Tuleja, Stosowanie Konstytucji RP w świetle zasady nadrzędności – wybrane problemy, Wydawnictwo Wolters Kluwer Polska S.A., Kraków 2003, p. 182.

					
					
						179	B. Banaszek, System ochrony praw człowieka, Wydawnictwo Wolters Kluwer Polska S.A., Kraków 2005, p. 335.
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				concerning the functioning of these services are subject to the assess-ment of the Constitutional Tribunal in terms of compliance with the Constitution, including the provisions on the protection of civil rights and freedoms. This is important because constitutional restrictions on civil liberties established to ensure state security cannot violate their essence. An example of the need for supervision over the “ministries of force” by the Constitutional Tribunal is provided by the judgment of the Constitutional Tribunal of July 30, 2014 regarding the inconsistency with the Constitution of the Republic of Poland of the provisions of the Act on the Internal Security Agency and the Intelligence Agency in the scope of appointing the Heads of the Internal Security Agency and the Intelligence Agency as secretaries of state, and the method of legally regulating observation and registration. events using technical means and arbitrary termination of the employment relationship of ABW or AW officers. In some of the cases raised in the application submitted by the Ombudsman, the judgment was positive and stated that there was no violation of the provisions of the Constitution of the Republic of Poland180. However, in the second part of the Constitutional Tribu-nal’s judgment, it stated that such actions are inconsistent with the right to privacy and other human rights. He found that the provisions con-cerning the ordering by the court, after obtaining the consent of the Prosecutor General, of operational control in the performance of op-erational and reconnaissance activities undertaken by: Police SG, ŻW, Fiscal Intelligence (currently KAS), Internal Security Agency, AW, Mil-itary Counterintelligence (currently SKW), and SWW are lawful, in or-der to detect and identify perpetrators and obtain and record evidence of criminal activity. The binding jurisprudence of the Constitutional Tribunal on this issue is an important contribution to the system of civil and democratic control over the secret services. Pursuant to Article 190 of the Basic Law, all judgments issued by the Constitutional Tribunal materialise at the stage of creating the law regulating the operation of these entities by verifying its constitutionality. Each ruling of the Con-stitutional Tribunal on the inconsistency with the Constitution of the 

				
					
						180	Wyrok Trybunału Konstytucyjnego z dnia 30 lipca 2014 r. sygn. akt K23/11, Dz.U. z 2014 r., poz. 1055.
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				legal provisions pursuant to which a court judgment or final adminis-trative decision was issued is the basis for their renewal or repeal181.

				5.13.3. Supreme Audit Office (NIK)

				The third, but also very important, supreme body for controlling the ac-tivities of everyday life in all its branches related to finances and state property is the Supreme Audit Office, subordinate to the Sejm and ac-countable to the Supreme Audit Office, established based on Act of De-cember 23, 1994 on the Supreme Audit Office182. According to Article 2 of the Act in question, the authority’s task, as part of its activities, is to carry out inspections in the field of legality, economy, expediency, and reliability in government administration bodies, the National Bank of Poland, state legal persons, and other state organisational units. The NIK may audit the activities of local government bodies, local government legal persons, and other local government organisational units, as well as the activities of other organisational units and economic entities (entrepreneurs) to the extent to which they use state or municipal assets or funds and fulfil their financial obligations to the state. According to the statutory powers of the Supreme Audit Office, the Supreme Audit Office has the right to inspect all state administration bodies, including secret services and services supervising security, law, and order183, with the only reservation that it should not undertake activities in the field of examining aspects relat-ed to activities: operational-reconnaissance, operational-technical only, regarding financial and economic areas184. In case of finding irregulari-ties or violations of the law, the Chamber, having no investigative powers, 

				
					
						181	A. Karwowski, Prawo do prywatności a uprawnienia służb specjalnych do wykonywania czynności operacyjnych, [in:] Europejski system ochrony praw człowieka. Aksjologia – in-stytucje – efektywność, vol. 3, ed. J. Jaskiernia, Wydawnictwo Adam Marszałek, Toruń 2015, pp. 495–500.

					
					
						182	Obwieszczenie Marszałka Sejmu Rzeczypospolitej Polskiej z dnia 13 marca 2017 r. w sprawie ogłoszenia jednolitego tekstu ustawy o Najwyższej Izbie Kontroli, Dz.U. z 2017 r. poz. 524.

					
					
						183	S. Zalewski, Służby specjalne…, p. 118; A. Rost, Instytucje…, pp. 187–190.

					
					
						184	M. Grzybowski, A. Żebrowski, Kontrola władzy ustawodawczej i wykonawczej nad służ-bami specjalnymi (zagadnienia podstawowe), Oficyna Wydawnicza Abrys, Kraków 1999, p. 56.
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				pursuant to Article 63 of the Act, the authority appointed to prosecute crimes or misdemeanours is obliged to notify it and informs the head of the inspected entity or the head of a superior entity and the competent state or local government body about it185.

				A very important document that provides adequate light on the need to apply control over secret services, both civilian and military, is “Infor-mation on the results of control over the organisation of special services and their supervision” carried out by the Supreme Audit Office, Control No. I/04/001, No. Evid. 165/2005/I)4001/KOB of November 2005186.

				The information discussed shows that the “NIK negatively assesses the activities carried out by the Internal Security Agency, the Military Intel-ligence Agency, and the WSI in the development of draft legal acts and the creation of a legal system regulating the functioning of these services. The Chamber also negatively assesses the functioning of supervision over the secret services and their control by the Prime Minister and the Minis-ter of National Defence in the implementation of their statutory tasks”187. The final remarks and conclusions stated that the greatest negligence re-sulted from the lack of effective supervision and control by the Prime Minister and the Minister of National Defence over the subordinate ser-vices, which led them to act without appropriate legal provisions – spe-cific detailed rules, forms, and procedures. In connection with that, the NIK notes that the President of the Prime Minister and the Minister of National Defence should immediately issue all regulations and orders required by the statutory provisions of the Act on subordinate services. Moreover, the NIK demands that these services be subjected to constant supervision by their superiors by assigning tasks and settling them, of course in writing, and periodically carrying out inspections of their sub-stantive activities through subordinate inspection services188. Another audit carried out by the Supreme Audit Office is the assessment of the “Functioning of the Military Police”. In the information from the inspec-tion results KON-4101–02–00/2011, Registration No. 18/2012/P11/082/

				
					
						185	R. Pieja, Przewodnik…, p. 62.

					
					
						186	http://biuletyn.wp.mil.pl/pliki/File/px_2005165.pdf (accessed on: August 5, 2018).

					
					
						187	Ibidem.

					
					
						188	Ibidem, p. 8.
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				KON, it can be noted that there were no sensitive negligences in this insti-tution, but there were legal and organisational189 shortcomings. The iden-tified deficiencies concerned the lack of amendment to the Regulation of the Minister of National Defence of December 14, 2001 on the scope and mode of cooperation of the Military Police with the Military Infor-mation Services, military law enforcement agencies and with command-ers of military units and commanders (commanders) of garrisons190, in connection with the amendment of the Act on Military Police, as well as the issuance, with an almost three-year delay, of a new Regulation of the Minister of National Defence of April 7, 2010 on the provision of as-sistance to a bailiff by the Military Counterintelligence Service, the Mili-tary Intelligence Service, the Military Police or military law enforcement bodies in the performance of enforcement activities191. Moreover, in the opinion of the Supreme Audit Office, some areas of ŻW activities are in-sufficiently regulated, including: regarding irregularities and deficiencies in the equipment of some Military Police units, too few soldiers and in-sufficient equipment of the Military Section performing tasks in the 24th rotation of the Polish Military Contingent of KFOR in Kosovo, as well as incomplete implementation of planned training.

				As a result of the audit conclusions, the NIK submitted seven reports addressed to the managers of the audited units containing assessments of the audited activities, including: two positive assessments, three positive assessments with deficiencies, and two positive assessments with irregu-larities. Moreover, in the application to the Minister of National Defence, one post-audit request was formulated, of a systemic nature, to consider increasing the powers of the Military Police regarding the performance of personal protection activities and imposing fines in the form of criminal tickets192.

				
					
						189	https://www.nik.gov.pl/kontrole/wyniki-kontroli-nik/pobierz,kon~p_11_082_201305241143231369388603~01,typ,k.pdf (accessed on: August 18, 2018), https://www.nik.gov.pl/kontrole/wyniki-kontroli-nik/pobierz,kon~p_11_082_201305241143231369388603~01,typ,k.pdf (accessed on: August 18, 2018).

					
					
						190	Dz.U. Nr 157, poz. 1849.

					
					
						191	Dz.U. Nr 76, poz. 495.

					
					
						192	https://www.nik.gov.pl/kontrole/wyniki-kontroli-nik/pobierz,kon~p_11_082_201305241143231369388603~01,typ,k.pdf (accessed on: August 18, 2018).
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				5.14. The Role of the President of the Republic of Poland in the System of Control of Secret Services

				Pursuant to Article 126 of the Constitution of the Republic of Poland, the President of the Republic of Poland, as the highest representative of the Republic of Poland and guarantor of the continuity of state power, ensures compliance with the Constitution, safeguarding the sovereignty and security of the state, as well as the inviolability and indivisibility of its territory. He performs these duties to the extent and under the principles specified in the Constitution and laws. The tasks that the Constitution imposes on the President show that he has the power to control the au-thorities with the public interest in mind. The Basic Law does not describe what this supervision and control of the President is supposed to consist of, but it can be found in specific laws, for example the laws regarding secret services193. Despite such broad powers, the President does not per-form supervision and control activities himself because he does not have the appropriate administrative tools.

				In this case, the President has the opportunity to use other administra-tive bodies that will perform all the control for him, which is sometimes treated as a limitation of his power194. Most of the supervision and control used by the President concerns “ministries of force”, matters related to the security and defence of the state, which are advisory rather than substan-tive. If necessary, the Prime Minister sends the position (opinion) of the College for Secret Services to the President of the Republic of Poland in order to issue guidelines on a given matter. Another method of control used by the President is the possibility of delegating his representative as a consultative and advisory body to participate in the meetings of the College for Secret Services. This representation is used when the position of the President is needed in the field of programming, supervising, and coordinating the activities of the agency and services operating in Po-land. If the representative of the President does not participate in such 

				
					
						193	M. Karpiuk, Prezydent Rzeczypospolitej Polskiej jako organ stojący na straży bezpieczeń-stwa państwa, “ZNAON” 2009, no. 3, p. 389.

					
					
						194	L. Grzonka, Akty prawne Prezydenta Rzeczypospolitej Polskiej, [in:] Akty normatywne i administracyjne, ed. M. Karpiuk, Wydawnictwo Difin, Warsaw 2009, p. 164.
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				a meeting, the person designated by him has the right to read the minutes of this meeting in order to report to the Head of State. A very impor-tant aspect of the President’s control over the secret services is express-ing opinions on the appointment and dismissal of the heads of the most important agencies and services. The same applies to the appointment of soldiers, officers, and firefighters to the first officer rank and general rank. The President’s powers also include depriving officer and general ranks of persons who do not meet the conditions for holding them. The last prerogative of the President of the Republic of Poland in the field of control and supervision concerns acting as an arbiter in disputes between the services, especially when conducting operational and reconnaissance activities in the field of state security195.

				Conducting a query of the provisions regulating the legal basis for the use in Poland of various activities using Operational Technology Means and operational and reconnaissance activities, it should be stated that the Basic Law already contains provisions allowing their use for reasons of important interest of the state or society. The Constitution of the Republic of Poland, in its legal regulations, allows designated state administration bodies, based on individual laws, to even limit the rights and obligations of citizens. Most of these bodies, in their statutes and acts, have a quite specific scope that they can apply to operational surveillance. All the more so because the applicable code acts, the Penal Code, and the Code of Criminal Procedure, first determine criminal sanctions for the illegal use of such actions, and secondly, what measures should be used to obtain information, for how long, and in relation to whom. Other provisions re-lated to the need to conduct such activities include: the Act on the protec-tion of personal data, classified information, and anti-terrorist activities.

				It is known that in Poland, such activities can be performed by elev-en services ensuring the security, order, and internal and external or-der of our country. Such services are: ABW and AW, CBA, SKW and SWW, KAS, SG, Police and CBŚP, ŻW, and SOP. Each of these bodies 

				
					
						195	M. Czuryk, Rola Prezydenta RP w systemie kontroli służb specjalnych, [in:] Służby spe-cjalne w strukturze władz publicznych. Zagadnienia prawnoustrojowe, eds. M. Bożek, M. Czuryk, M. Karpiuk, J. Kostrubiec, Wydawnictwo Woiters Kluwer S.A., Warsaw 2014, pp. 190–192.

					
				

			

		

	
		
			
				Standards for the Use of Operational Techniques

			

		

		
			[image: ]
		

		
			
				409

			

		

		
			
				has the right to take action only in its statutory areas of interest. In Poland, there is another profession, the so-called Private Investigator, which also has the ability to conduct operational activities, but quite significantly limited.

				Analysing these regulations, we can easily see how delicate the appli-cation of operational techniques and operational activities is. The mere possession of such powers by state authorities and their use within the framework of applicable law is fully justified. However, it happened in the past that the services were used for political fighting, an example of which was the mentioned surveillance of journalists or even the case of accusing Prime Minister Józef Oleksy of alleged cooperation with the services of a foreign country. It is known that operational surveillance can only be used by authorised state bodies that guarantee the rule of law. According to the standards of a democratic state of law, even a deep invasion of the sphere of privacy is permissible, provided that such an invasion, provid-ed with appropriate procedural guarantees, does not lead to a violation of the dignity of the person subject to control, which was very clearly defined in the judgment of the Constitutional Tribunal of December 12, 2005, ref. no. No. K 32/04. In this case The Tribunal ruled that “opera-tional and reconnaissance activities are not expressly mentioned in the Constitution as a permitted limitation of individual rights. Nevertheless, in the opinion of the Constitutional Tribunal, they are justified by the limitations universally formulated in the Constitution”196. Because most of the operational and reconnaissance activities carried out by author-ised bodies, particularly operational and technical activities, are secret or confidential and can easily interfere with the lives of persons subject to operational control, of course, without their knowledge and consent. Currently, no one can be sure that some services or someone unknown is not currently spying on us.

				A very important fact is that the actions of state services should be lawful, and the full range of operational resources should be used only to combat crimes of various categories, generally speaking, and not for current political struggle. It is known that permanent and multi-func-

				
					
						196	Dz.U. z 2005 r. Nr 250, poz. 2116.
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				tional control by other higher-level bodies or institutions appointed for this purpose is to provide protection against such illegal activities of the services. We are talking about the previously mentioned legislative and executive authorities and their control bodies, which, within their powers, can properly secure and limit the activities of all state services. However, the most important control over the services, because the cur-rent one, results from the obligation for them to obtain consent to un-dertake operational control. They obtain such consent based on a deci-sion issued by the District Court after prior approval of these activities by the Prosecutor General, which should guarantee that the applica-tion for the application of such an operational measure is fully justified. However, a very serious legal shortcoming in the field of judicial control of secret services is the fact that the District Court decides to initiate such control, but it no longer supervises it, and the assessment of evi-dence obtained as part of surveillance is carried out by another court, sometimes even of a lower instance.

				As we can see, the legal basis for the use of operational techniques by state services is regulated by law, but nowadays, every respectable and important business company has in its ranks a person dealing with oper-ational technology. Such a person obtains information about the compe-tition using all kinds of devices, e.g., listening devices. The availability of this type of devices on the market is huge, and proving to the president of such a company that he is directly responsible for permanent surveil-lance is practically impossible. To prove eavesdropping on a given person, we have to catch him red-handed; finding a “bug” in a room only proves eavesdropping, but it certainly does not directly indicate the culprit. Cur-rently, the purchase of various types of equipment for operational control is regulated only by the buyer’s wallet, and not by the provisions of Polish law. Of course, there are criminal sanctions specified in the Penal Code for the unlawful use of special surveillance equipment, but unfortunately, it is a long way from revealing such practices to conviction.

			

		

	
		
			
				Chapter 6. Policy of Using Operational Techniques in Poland in 1946–2016 and Control of Their Use

				Since the mid-20th century, after the end of World War II, the whole world and Europe in particular has been divided into two opposing polit-ical camps: capitalist (Western Europe) and communist (Eastern Europe) with a border wall in West Berlin. During the period of disputes, the op-posing camps conducted the so-called the policy of the “Cold War” con-sisting not in military operations but in obtaining all information about the enemy1. The most important areas of interest in foreign political blocs included, first of all, indoctrination of their own lands and populations, including Poland and other countries of the Eastern bloc, and carrying out various tasks in order to obtain information and influence in hostile areas. The implementation of such set goals required both sides to use, in addition to politics, espionage and personal sources of information (agen-cies), a whole range of operational technology means: observation, eaves-dropping, previewing, professional knowledge, operational traps, corre-spondence surveillance, and “White Intelligence”. Of course, the value of the materials obtained depended on the level of modernity of these devices and the knowledge about their possible applications.

				There is no doubt that in Poland, during the entire period from 1946 to 2016, authorised bodies have always been used to collect information regarding ensuring state security and public order.

				Depending on the time period in history, from post-war Poland to the present day, such activities were carried out by various civil and military state offices with different names and legal statuses.

				
					
						1	J. Kiwerska, Świat w latach 1989–2009. Wydarzenia – konflikty – procesy, Wydawnictwo Poznańskie, Poznań 2009, p. 5; M. Karpiński, Historia…, pp. 188–201; A. Paczkowski, Pół wieku dziejów Polski 1939–1989, Wydawnictwo Naukowe PWN, Warsaw 1998, pp. 224–225.
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				6.1. The Policy of Using Operational Techniques in Poland in 1946–1990

				Already during World War II, foreign Polish political groups operating in Western and Eastern Europe began to create special services and ser-vices guarding law and order in the areas liberated from the German occupier. In the case of Western Europe, such structures were based on pre-war military intelligence and counterintelligence institutions, on exiled soldiers, or partisan groups operating in the country. This situation, after the liberation of Poland by allied troops from the east, resulted in the descent of these structures into the “opposition under-ground” in order to continue the secret and unofficial fight against the new enemy that came from the east.

				It was different in parts of Eastern Europe, where the main element in gaining state power by the communist regime was its own security apparatus. It was the secret state police, organised on the Soviet model, popularly known as the security service, which brought a new political doctrine of communism to the liberated areas of Poland. In principle, the organisers accepted that pre-war professional soldiers and civilians of the special services, officers of the State Police, and the Navy Police during the war were not employed in public security and order organs in the country.

				Therefore, already in March 1944, in Kuibyshev, in the USSR, a spe-cial course (on the work of intelligence and counterintelligence) was conducted at the NKVD school for a group of 120 Poles intended to serve in the civilian security apparatus operating later in the Polish liberated territories2.

				The initial period, dated 1944–1956, of the functioning of a newly cre-ated security apparatus was critical for understanding its history. It was then created and tested in operation. Its personnel hardened and forged themselves in the heat of battle, and the heroes who emerged became models for future officers. On these foundations, a security apparatus was built, which, despite many reorganisations, expansions, and changes in 

				
					
						2	S. Marat, J. Snopkiewicz, Ludzie bezpieki. Dokumentacja czasu bezprawia, Wydawnictwo Alfa, Warsaw 1990, pp. 344–346.
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				its subordination, functioned until the end as a body taking care of the order and security of the state in the name of those in power3.

				However, at the beginning of this body’s operation, the Soviets played a very important role in prosecuting the reactionary underground4. One of their first and most spectacular actions was to invite sixteen leaders of the Underground State, led by the government delegate and deputy prime minister for the country, Jan Stanisław Jankowski, and the Com-mander-in-Chief of the Home Army, Leopold Okulnicki, to joint talks on March 27, 1945. During the meeting, these people were arrested and taken to Moscow for fair trial. Such efficient execution of the action to exclude underground leaders and other socio-political circumstances meant that the Polish Underground State officially ceased to exist on July 1, 19455.

				With the establishment of the Polish Committee of National Liber-ation (July Manifesto of July 21, 1944)6, the Ministry of Public Security (RBP) was established7. In December of the same year, all operational units of the civilian special services, numbering approximately 3,000 se-cret officers, were concentrated in the same ministry, where the main and leading role was played by the tasks of Counterintelligence8. Similarly, on the basis of the PKWN Manifesto, a uniformed state formation, the Cit-izens’ Militia, was established (decree on the establishment of the MO of October 7, 1944), which was also incorporated into the structures of the RBP9. In January 1944, after the transformation of the PKWN into the Provisional Government, the secret services and the Militia were trans-ferred to the Ministry of Public Security (MBP), where all the units grew 

				
					
						3	P. Łapiński, Wprowadzenie, [in:] Twarze białostockiej bezpieki. Osada stanowisk kierow-niczych Urzędu Bezpieczeństwa i Służby Bezpieczeństwa w Białymstoku. Informator per-sonalny, ed. P. Łapiński, Wydawnictwo IPN, Białystok 2007, p. 9.

					
					
						4	A.G. Kister, Studium zwalczania. Walka aparatu bezpieczeństwa z polskim zbrojnym podziemiem niepodległościowym na Lubelszczyźnie (1944–1947), Wydawnictwo Arkana, Kraków 2005, p. 82.

					
					
						5	M. Krawczyk, Konspiracyjni Politycy. Historia Polskiego Państwa Podziemnego, Wydaw-nictwo Edipresse-Kolekcja, Bellona, Warsaw 2015, pp. 46–47.

					
					
						6	W. Roszkowski, Historia Polski 1914–2005, Eleventh edition, Wydawnictwo Naukowe PWN, Warsaw 2007, p. 133.

					
					
						7	T. Dudziński, K. Sychowicz, Ludzie Grajewskiej Bezpieki 1945–1956, Wydawnictwo Urząd Miasta, Grajewo 2008, p. 12.

					
					
						8	W. Roszkowski, Historia Polski 1914–1990, Wydawnictwo PWN, Warsaw 1991, p. 133.

					
					
						9	T. Dudziński, K. Sychowicz, Ludzie Grajewskiej…, pp. 13–14.
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				significantly in terms of structure and personnel. In December 1945, the Security Office (UB) alone had approximately 24,000 employees10. There are fifteen provincial public security offices and over two hundred similar units at the district level.

				For over forty-five years from 1944 to 1990, civil and military special services operated as the following organisational units for state security and public order11:

				Ministry of Public Security (1944–1954);

				Committee for Public Security – KdsBP (1954–1956);

				Security Service of the Ministry of Internal Affairs – SBMSW (1956–1990);

				Department II of the General Staff of the Polish Army (1945–1951);

				Board of the Second General Staff of the Polish Army (1951–1990);

				Main Information Directorate of the Polish Army/Ministry of National Defence – Ministry of National Defence (1945–1957);

				Military Internal Service of the Ministry of National Defence (1957–1990).

				It was different in the arrangement of state administration bodies established to protect the security of law and order, as their subordina-tion and statutory scope of duties changed many times, for example, in 1953, the units mentioned below had the following composition in their ranks:

				Citizens’ Militia (1944–1990) – 47.5 thousand officers, including subunits for combating crowds called Motorised Citizens’ Militia Units (ZOMO)12;

				
					
						10	H. Dominiczak, Organy bezpieczeństwa PRL 1944–1990. Rozwój i działalność w świetle dokumentów, Wydawnictwo Bellona, Warsaw 1997, pp. 22–23.

					
					
						11	L. Pawlikowicz, Zarys ewolucji struktur organizacyjnych służb specjalnych Polski Ludowej w latach 1944–1964, [in:] Bezpieczeństwo i porządek publiczny – historia, teoria, praktyka, ed. E. Ura, Wydawnictwo Mitel, Rzeszów 2003, p. 51; W. Frazik, B. Kopka, G. Majchrzak, Dzieje aparatu represji w Polsce Ludowej (1944–1989). Stan badań, [in:] Wokół teczek bez-pieki – zagadnienia metodologiczno-źródłoznawcze, ed. F. Musiał, Wydawnictwo Towa-rzystwa Naukowego “Societas Vistulana” and IPN, Kraków 2006, p. 64.

					
					
						12	P. Majer, Milicja Obywatelska 1944–1957. Geneza, organizacja, działalność, miejsce w apa-racie władzy, Wydawnictwo Uniwersytetu Warmińsko-Mazurskiego, Olsztyn 2004, pp. 45–47; H. Piecuch, Tajna Historia Polski; Imperium Służb Specjalnych „od Gomułki do Kani”, Agencja Wydawnicza CB, Warsaw 1997, p. 56; A. Misiuk, Instytucje bezpieczeń-stwa wewnętrznego w Polsce. Zarys dziejów (od X wieku do współczesności), Wydawnic-
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				Border Protection Forces of the WOP (1945–1991) – 32,000 sol-diers13;

				KBW Internal Security Corps (1945–1965) – 41,000 soldiers, in-cluding security and convoy units14. From 1965 to 2002, it operat-ed as the Vistula Army Units of the Ministry of Internal Affairs;

				Volunteer Citizens’ Militia Reserves ORMO (1946–1998) – about 125,000 people15;

				Prison Guard (1944–1956) – 10,000 officers, from November 1956–1989 it operated as the Prison Service and was managed by the Minister of Justice;

				Industrial Guard (1961–1998) – 32.3 thousand guards were sub-ordinated to the National Security Bureau, employed in nearly 1.3 thousand facilities, and about 200,000 people working in the mil-itarized system (mostly armed) or soldiers16.

				The stigma of the war and the post-war period focused on changing the state system and the threats resulting from the policies of opposing world powers (actions of the “Cold War”) resulted in a number of threats perceived by the new leaders of Poland, and thus additional work for the security organs with a statutory obligation to combat any enemies and adversaries. In 1946–1948, most of the operational and reconnaissance activities undertaken by the state security organs were aimed at elimi-nating anti-state opposition, illegal organisations (e.g., National Dem-ocrats or Sanation), and combating partisan armed units conducting a guerrilla war against supporters of shaping the new system. The Min-istry of Security was responsible for detecting German agents, the so-called Volksdeustsche, the fight against sabotage and espionage in mil-

				
					
						two WSPol, Szczytno 2011, pp. 271–272; Brutalna taktyka, “Wielka Kolekcja 1944–1989. Historia PRL 1956 roku” 2009, no. 7, pp. 52–54.

					
					
						13	Ł. Grabowski, M. Maruszak, Zarys struktur oraz zadania Zwiadu Wojsk Ochrony Pogra-nicza i Kontroli Ruchu Granicznego w latach 1945–1991, “Pamięć i Sprawiedliwość” 2012, vol. 11, no. 2, pp. 303–329.

					
					
						14	Zarząd Polityczny Korpusu Bezpieczeństwa Wewnętrznego, Dwudziestolecie Wojsk KBW, Druk Wojskowe Zakłady Graficzne, Warsaw 1965, pp. 9–24.

					
					
						15	J. Pytel, Ochotnicza Rezerwa Milicji Obywatelskiej (1946–1989), Wydawnictwo Coman-dor, Warsaw 2009, pp. 39, 66–67, 317; P. Majer, Ustawy polskiej policji…, p. 209.

					
					
						16	G. Majchrzak, A. Paczkowski, Aparat bezpieczeństwa w Polsce w latach 1953–1954. Tak-tyka, strategia, metody, Wydawnictwo IPN KŚZPNP, Warsaw 2004, p. 11.
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				itary, civil and economic (industrial) structures, transport (rail, road, water, and air), communications (radio, telephone, telegraph, post), with opponents of agricultural policy, and counteracting “hostile agen-cy among the clergy, intelligentsia and youth”. However, in these times the greatest emphasis was placed on collecting information regarding attempts to infiltrate legitimate organisations and parties by agents of “foreign powers” operating in these spheres17. Until 1947, the units of the Soviet military counterintelligence stationed in our country helped to repair Poland and secure it through military counterintelligence “SMERSH” (“Death to spies”)18. Of course, the more time passed since the end of the war and the more the Cold War policy tightened, the more threats were identified and investigated. Surveillance began of all Western diplomats and consular employees whose posts were accredited in Poland, foreigners, Polish and foreign journalists, citizens belonging to other parties and associations operating “across party lines”, people who, despite the ban, listened to Radio Free Europe19, intellectuals (peo-ple engaged in creative work: poets, writers, historians, philosophers, economists, sculptors, painters, and even musicians), as well as party and political elites20.

				In order to address such a wide range of threats, those in power in Poland had to additionally oblige, first of all, cooperation and collection of information, as well as full infiltration of various threatening environ-ments, institutions that until now took care of law and order for the ma-jority: MO WOP, KBW, and others. As can be seen, in order to improve operations, due to numerous changes in the administration and the im-plementation of new policy, more and more threats were identified and new directions of interest of these services were set. The names, proce-dures, and subordination of individual organisational units: departments, divisions, sections, and their areas of interest have been changed several 

				
					
						17	P. Pleskot, „Tarcza…, pp. 16–17; J. Zabawski, 1944–1948. Z historii walk o utrwalanie wła-dzy ludowej w Polsce, Wydawnictwo KAW, Warsaw 1979, p. 21.

					
					
						18	A. Dudek, A. Paczkowski, Poland, [in:] A Handbook of The Communist Security Appara-tus in East Central Europe 1944–1989, eds. K. Persak, L. Kamiński, Wydawnictwo Insty-tutu Pamięci Narodowej, Warsaw 2005, p. 222.

					
					
						19	G. Majchrzak, A. Paczkowski, Aparat…, p. 135.

					
					
						20	Z. Grzegorowski, Służby Specjalne…, p. 47.
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				times in the security department and other departmental services21. Such examples include the speech by Deputy Minister of Public Security Jan Ptasiński on “work in the national economy” delivered at a briefing of the MBP management team on April 16, 1953 in Warsaw. At the beginning of his speech, the minister referred to the death of the Great Leader Stalin, claiming that his enemies should not count on a change in the devel-oped courses of action. He recalled that Bolesław Bierut said at the 7th Plenum: “We teach the working masses to be vigilant and let us increase our vigilance in all areas of our work. We are fighting relentlessly against idleness, carelessness, recklessness, and blindness, against harmful talk-ativeness that facilitates the criminal work of saboteurs, pests, and spies who recruit and send imperialist intelligence agencies. Vigilance should be a party, state, and moral imperative in all our conduct”. Revolutionary vigilance as a “party and state order” is an inseparable, everyday part of our work and fight against the enemy and his agents. The issue of vigi-lance is not only about – as some comrades are trying to comment on – personnel policy. The matter of vigilance – it means intensifying the fight against enemy elements in every section of our work: in industry, trans-port, agriculture, administration22. Minister Radkiewicz, in his speech at the 8th Plenum of the Central Committee, emphasised that “Poland, as an important link in the great front of peace, democracy, and socialism, is the subject of increasing criminal interest of imperialist warmongers.

				In these conditions, we must have revolutionary vigilance and inten-sify the fight for the complete neutralisation of all hostile centres”23. The briefing also showed dozens of examples showing the lack of elementary principles of revolutionary vigilance even by responsible employees of the apparatus. It was not only about widespread drunkenness at work and in public places, about brawls even with the use of service weapons, rapes of detainees, but above all, poorly performed official duties in the recruit-ment of figureheads without appropriate preparation – operational ma-

				
					
						21	T. Dudziński, K. Sychowicz, Ludzie Grajewskiej…, pp. 11–12.

					
					
						22	Nieśmiertelne nauki Towarzysza Stalina – orężem walki o dalsze wzmocnienie Partii i Frontu Narodowego. Referat Przewodniczącego KC PZPR Bolesława Bieruta wygłoszony na VIII plenarnym posiedzeniu KC PZPR w dniu 28 b. m., “Życie Warszawy” 1953, no. 77, pp. 2–4.

					
					
						23	G. Majchrzak, A. Paczkowski, Aparat…, pp. 45–46.
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				terials and procedural evidence. The most important part of this briefing was to indicate the tasks that should be implemented in the near future:

				Place the main emphasis on the implementation of the guidelines contained in the operational departments’ instructions and or-ders for the participation of the operational apparatus in the fight against sabotage, espionage, and sabotage in the national econo-my;

				More boldly than before, through well-prepared recruitment, en-ter into internal hostile groups and environments to expand the agent and information network among the senior technical staff of individual enterprises with people who lived abroad or were associated with foreign concerns or shareholders;

				Pay special attention to defence industry facilities. These activities should be carried out by the best trained operational staff, who should be constantly monitored;

				Develop forms of constant control in ongoing investigations. All habits, routines, formulas, and primitivism in operational work should be broken with all severity;

				Base operational work on the basic task of an operational employ-ee, which is the agent and information network. This work should be constantly supervised and controlled;

				One should systematically monitor the forms and methods of fighting used by the enemy. Carry out this based on appropriate in-depth analysis and direct the apparatus in the fight against the enemy and his agents. Do not give up on deep agentic investiga-tion of hostile groups and environments;

				Encourage the activation of the industrial administration, the Citizens’ Militia, and the Provincial Inspectorate of Protection to perform their duties24.

				The Decree of the State Council of the Polish People’s Republic of De-cember 7, 1954 on the supreme state administration bodies in the field of internal affairs and public security should be mentioned here. In place of the MBP, the legislator created two separate offices: the Ministry of 

				
					
						24	G. Majchrzak, A. Paczkowski, Aparat…, pp. 80–91.
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				Internal Affairs and the Committee for Public Security25. In this division, the new ministry took over MO, “supervision over keeping civil status records and other matters in the field of internal administration, popu-lation registration and passports, supervision over criminal and admin-istrative decisions, fire protection, field anti-aircraft protection, prisons, management of the KBW activities and WOP”26.

				In all structures of military and civilian state security bodies, appro-priate departments, divisions or sections have been established to carry out specific tasks. The main method of conducting surveillance of a per-son, group of people, object, or phenomena falling within the scope of interest of the services was the use of agents (agents, secret collabora-tors, informers, official contacts, or operational contacts) having natu-ral access to the person being monitored. Such activities were carried out by operational departments aimed at specific opponents. Another way of conducting operational surveillance was the use of Operational Technology Means such as: observation (“B” division), correspondence control (“W” division), eavesdropping, viewing, and operational traps (“T” division), radio monitoring (“RKW” division), and open sources of information of the “White Intelligence”27 (“Censorship” division). Over the years, these divisions have significantly expanded and strength-ened themselves in terms of staff and new technologies used around the world. The most important principle of their work was the confidenti-ality of the tasks performed, both in front of the person under surveil-lance and those around them28.

				In order to achieve the desired effect, any operational work could not be carried out without the use of technical means. From the very begin-ning of the MBP’s operation in 1945, nine divisions with Departmental rights were established: Division I – intelligence and counterintelligence; 

				
					
						25	Dz.U. Nr 54, poz. 269; P. Majer, Milicja…, pp. 376–383.

					
					
						26	P. Majer, Milicja Obywatelska w systemie organów władzy PRL (zarys problematyki i źró-dła), Wydawnictwo Adam Marszałek, Toruń 2003, pp. 64–65.

					
					
						27	Zespół, Wywiad ze źródeł jawnych, [in:] Polskie Służby…, pp. 237–238.

					
					
						28	H. Dominiczak, Organy…, p. 260; M. Komaniecka, W. Sawicki, Filary systemu „Osobo-we Źródła Informacji” komunistycznych organów bezpieczeństwa państwa (1944–1990), “Biuletyn IPN” 2007, no. 3, pp. 111–115; R. Ciupa, M. Komaniecka, Szpiegowski arsenał bezpieki, Wydawnictwo IPNKŚZpNP, Katowice–Kraków 2011.
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				Department II – files; Department III – communications and operation-al technology; Department IV – supplies; Department V – censorship; Department VI – prisons and camps; Department VII – human resourc-es; Department VIII – PKEN protection; Department IX – protection of prisoners of war and the Department for Officers conducting internal counterintelligence29. In 1945–1954, these matters were carried out by the Second Department of the Ministry of Public Security. Only in June 1954 was the Department of Technology established, soon transformed into the Institute of Operational Technology in KdsBP, then it was incorpo-rated into Department IX, and only after another reorganisation within the Ministry of Internal Affairs, the “T” Office (operational technology) was established. It consisted of: Department I – telephone intercepting; Department II – room eavesdropping; Department III – wiretapping in hotels and diplomatic staff; Department IV – preview and penetration; Department V – operational legalisation (false documents, including per-sonal documents, stamps, etc.); Department VI – chemistry and expert opinions; Department VII – installation of a room wiretapping; Depart-ment VIII – technical supplies; Department IX – technical development and renovation of operational equipment; Independent Section “S” – de-velopment of pharmaceuticals for operational purposes; Independent Section “C” – financial management, production workshops for opera-tional purposes. Later, a film section and an electronics laboratory were established30. Pursuant to the order of June 15, 1971, a new Department of Technology was created by merging the “T” Office and the Department of Special Technology, serving all operational departments of the Ministry of Internal Affairs31. In the light of the instructions, its basic tasks in-cluded the installation and operation of eavesdropping equipment, secret monitoring of secret entries (searches), and the preparation of appropri-

				
					
						29	M. Piotrowski, Ludzie Bezpieki w walce z Narodem i Kościołem. Służba Bezpieczeństwa w Polskiej Rzeczypospolitej Ludowej w latach 1944–1978 – Centrala, Wydawnictwo Klub Inteligencji Katolickiej, Lublin 1999, p. 15.

					
					
						30	H. Dominiczak, Organy…, p. 242; T. Dudziński, K. Sychowicz, Ludzie Grajewskiej…, p. 18.

					
					
						31	A. Dziurok, Wstęp, [in:] Metody pracy operacyjnej Aparatu Bezpieczeństwa wobec Kościo-łów i Związków Wyznaniowych 1945–1989, ed. A. Dziurok, Wydawnictwo IPN KŚZPNP, Warsaw 2004, pp. 28–29, 68–70.
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				ate operational documentation for procedural purposes32. The following units had the right to use the operational technical resources implement-ed by the Security Service: operational departments of the Security Ser-vice, departments of the MO, WSW, the Second Directorate of the Gen-eral Staff of the Ministry of National Defence, the Reconnaissance of the WOP Command if its heads sent applications to the “T” division for the installation of room wiretapping (PP), wiretapping telephone intercep-tion (PT), telegraphic interception (PTG), preview of documented photo- video (PDF) or secret search (TP) used in all secret services in the world33. In all applicable instructions regarding the use of technical measures, the most important thing was emphasised – conspiracy activities in the im-plementation of the installation and its operation and decommissioning. The consent of the Minister or Deputy Minister of Internal Affairs was required to establish the PP, and in the case of the PT, the consent of the provincial commander of the Citizens’ Militia or his deputy for securi-ty34, the PTG, the heads of the specified units, as well as the Directors of the Criminal Bureau and the Office for Combating Economic Crime of the Central Headquarters of the Citizens’ Militia35. It is known that when conducting offensive surveillance, the best source of information was a personal source because it had the ability to influence. However, there were just as many advantages to using the operational technique. While the network of secret collaborators could provide partial informa-tion about the investigated person, the use of telephone and room tapping provided much greater opportunities to identify contacts, activities, and 

				
					
						32	F. Musiał, Podręcznik Bezpieki. Teoria pracy operacyjnej Służby Bezpieczeństwa w świetle wydawnictw resortowych Ministerstwa Spraw Wewnętrznych PRL (1970–1989), Wydaw-nictwo AVALON, Kraków 2015, pp. 173–189.

					
					
						33	P. Gontarczyk, Instrukcja pionu „T” MSW w sprawie zakładania podsłuchu pokojowego, [in:] Aparat Represji w Polsce Ludowej 1944–1989 2/4/2006, eds. S. Cenckiewicz, A. Du-dek, A. Dziurok, W. Frazik, P. Gontarczyk, M. Krzysztofiński, Wydawnictwo IPN KŚZp-NP, Rzeszów 2006, pp. 348–350; M. Komaniecka, Instrukcje pracy pionów pomocniczych Urzędu Bezpieczeństwa i Służby Bezpieczeństwa (1945–1989), Wydawnictwo IPN KŚZp-NP, Kraków 2010, pp. 128–145, 181–202; J. McNamara, Arkana szpiegostwa…, pp. 70–71.

					
					
						34	M. Komaniecka, Instrukcje pracy…, p. 42.

					
					
						35	P. Gontarczyk, Informacje z podsłuchu, [in:] Osobowe źródła informacji – zagadnienia metodologiczne – źródłowe, ed. F. Musiał, Wydawnictwo IPN KŚZpNP, Kraków 2008, pp. 302–303.
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				professional and personal situation. Moreover, operational means could provide a lot of reliable information on a permanent basis36.

				The importance of information obtained due to the use of the opera-tional techniques (mainly wiretapping) for the SB officers was revealed by the “Gazeta Wyborcza” on April 5, 2006 in an article by Agnieszka Kublik and Wojciech Czuchnowski entitled Instrukcja Kiszczaka 001837. In the article, the authors describe a previously unknown instruction in which General Czesław Kiszczak orders his subordinates to hide in-formation obtained from wiretapping. This document specified how to handle such information. About the need for their additional camou-flage and secrecy, which means that: “…they should be included in the reports of secret collaborators” even of “dead souls” of fictitious sources only registered for these purposes. The tactical ploy achieved its goal be-cause “based on the surviving SB reports, it is very difficult to determine which information was obtained directly from the agent and which was obtained in another way”38. One can never be sure that even if the agent wrote the report in his own hand, he was not forced to do so. Operational employees used a similar mystification when registering their agency. In order to camouflage important sources of information, they were regis-tered not as collaborators but as figureheads – people under surveillance and persecuted. In this case, what the actual role of this person, whether as an agent or a figurehead, is known only to the direct officers in charge of sources or operational matters.

				A very important element of the operational work was the “W” sec-tion – perlustration (control or surveillance) of correspondence. It was established in 1944 as the Censorship Department, and in January 1946, it was transformed into the Main Censorship Office of the MBP. In De-

				
					
						36	P. Gontarczyk, Informacje z podsłuchów, “Biuletyn IPN” 2006, no. 5, p. 87; A. Karpo-wicz, A. Rozwadowski, Taktyka pracy operacyjnej Służby Bezpieczeństwa, Wydawnic-two Departamentu Szkolenia i Doskonalenia Zawodowego MSW, Warsaw 1985, p. 70; T. Polaszek, Niektóre aspekty organizacji działań w sprawach operacyjnych rozpracowania prowadzonych w Służbie Bezpieczeństwa, Wydawnictwo Departamentu Szkolenia i Do-skonalenia Zawodowego MSW, Warsaw 1985, pp. 24–25.

					
					
						37	A. Kublik, W. Czuchnowski, Instrukcja Kiszczaka 0018, “Gazeta Wyborcza – Kraj” 2006, no. 81, p. 1.

					
					
						38	G. Majchrzak, Podsłuchy w sprawach operacyjnych SB, “Biuletyn PIN” 2006, no. 5, pp. 99–100.
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				cember of the same year, the Office “B” of the MBP was established again, and then it became part of Department II of the MBP. In April 1955, it operated as the “W” Office of the Department IX (KbsBP). In November 1956, the Office “W” of the Ministry of Internal Affairs was established, which was mainly responsible for correspondence control39. It has always been a very clandestine unit that was part of the structure of the security organs.

				Only this unit operated openly during the period of martial law (1981–1983), as it was transformed into the Main Office of War Censorship of the Ministry of the Interior and operated to protect the period of direct threat to state security and war40. The tasks always carried out by the Office “W” were related to the “protection of postal communications – in the sphere of letter and parcel traffic” using trusted persons and secret collaborators employed at the post office, thus having natural access to various types of correspondence. Such people searched for items of operational interest in the stream of flowing correspondence41. All activities of the Bureau were directed primarily at senders and recipients of mail under surveil-lance by operational departments. This unit basically controlled all corre-spondence between abroad and Poland. In addition, random inspections were carried out of all sent letters, faxes, telefaxes, or various types of parcels in order to obtain information contained in their texts, i.e., en-tries constituting the secret of various clauses, general knowledge useful operationally, signals of the use of intelligence communications (transfer of espionage information obtained in this way, obtaining new orders, re-muneration, or even tools to conduct hostile or espionage activities)42.

				As stated in the report by the acting director of Department III of the Ministry of Public Security, Leon Andrzejewski, delivered at the 

				
					
						39	H. Dominiczak, Organy…, pp. 90–91.

					
					
						40	Zarządzenie nr 008/73 ministra spraw wewnętrznych w sprawie regulaminu organiza-cyjnego i zakresu działania Głównego Urzędu Cenzury Wojennej Ministerstwa Spraw Wewnętrznych na okres bezpośredniego zagrożenia bezpieczeństwa państwa i wojny, k. 131–135, IPN BU 01254/752.

					
					
						41	A. Dziurok, Metody pracy operacyjnej…, p. 29.

					
					
						42	M. Komanicka, Struktura i normatywy pionu „W” i jego poprzedników, [in:] Aparat Repre-sji w Polsce Ludowej 1944–1989 1/8–9/2011, eds. J. Bednarek, S. Cenckiewicz, A. Dziurok, W. Frazik, P. Gontarczyk, M. Krzysztofiński, J. Kurtycha, Z. Nawrocki, K. Szwagrzyk, Wydawnictwo IPN KŚZpNP, Rzeszów 2011, p. 195.
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				national meeting of the heads of departments of the Third WUBP in Warsaw on May 25 (the precise date is unknown) in 1953, “…The issue of organisational communication, both internal and foreign, plays an extremely important role in a conspiracy, the identification of methods of communication often determines an accurate attack on organisations by skilfully joining their work and paralysing them activities. What are we observing new in the organisation of communications and conspir-atorial activities…”43.

				The main point was to pay special attention to the issue of concealing the conspiratorial activities of the then opponents of the Polish People’s Republic. Threats often come from abroad, where tactical actions for opposition groups were designed. Intelligence messages were sent via couriers and foreign correspondence. Very often in the form of secret scripts, microdots, ciphers, fixed codes, using forms, books, and news-papers. The postal items contained valuable items that could be used to finance activities, or organisational mail, money, and instructions (e.g., in cans of canned food) were hidden in other items. In order to or-ganise and lead opposition groups, couriers were sent from abroad who had appropriate knowledge, money, and appropriate equipment: camer-as, radio equipment, devices for preparing spy materials (UV markers, other sympathetic inks, code books and false documents), and above all propaganda materials.

				Such people were responsible for organising field contact boxes to im-personally transmit espionage materials or receive instructions. Very of-ten, transit trains, scheduled airliners, and maritime shipping were used to maintain intelligence communications; organising radio communica-tion using radio stations or foreign broadcasting stations; preparation and assistance in the transfer of couriers, saboteurs, and terrorists by land, air, and sea, as well as receiving container drops on the territory of Poland44.

				The Office “W” checked the postal items of a person under surveil-lance only for authorised units: the security apparatus, the Citizens’ Mi-litia or the army, based on an order placed by the operational unit on 

				
					
						43	G. Majchrzak, A. Paczkowski, Aparat…, p. 145.

					
					
						44	Ibidem, pp. 146–148; B. Rymanowski, Ubek wina i skrucha, Wydawnictwo Zysk i S-ka, Poznań 2012, pp. 97–98.
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				a special form, separate for foreign correspondence, and separate for do-mestic correspondence. In domestic trade, only letter correspondence was controlled, and in foreign trade also parcels, printed matter and press, as there was a high probability of transmitting secrets or encrypted infor-mation45. The Office’s work consisted of opening postal items and ana-lysing their contents. During work, notes, photocopies, and photocopies were prepared, constituting information material in operational matters, as well as material in procedural matters. In special situations, shipments were marked and even confiscated. All materials obtained in the Office “W” had the status of a state secret46. According to official statistics, the correspondence control department examined 82.8 million letter items (letters, parcels, faxes, and telegraphs) only until 1982, i.e., 15% of the 551.0 million of all domestic and foreign items. Of this number, over 129,000 parcels were transferred for operational use, and just over 9,000 were transferred for procedural use. These were hostile and defamatory shipments with propaganda, protest or begging content, i.e., containing various requests for help from foreign institutions or communities47.

				Already in 1945, in the Ministry of Public Security, the Central Office of Press Control was placed under the supervision of Department II, and after its separation, the Main Office of Press Control, Publications, and Performances was established, which, over time, became an institution of open censorship, as opposed to a correspondence control department48. From the beginning of the office’s operation, the basic principle that was binding on censors was “other censorship criteria” called “norms”49. They imposed absolute compliance with the instructions and guidelines of the 

				
					
						45	M. Komaniecka, Instrukcje pracy…, pp. 58–59; W.A. Alexander, Agentura…, pp. 93–94.

					
					
						46	S. Koller, Procedura brakowania materiałów Biura „W” w latach 1972–1989, [in:] Apa-rat Represji w Polsce Ludowej 1944–1989 1/8–9/2011, eds. J. Bednarek, S. Cenckiewicz, A. Dziurok, W. Frazik, P. Gontarczyk, M. Krzysztofiński, J. Kurtycha, Z. Nawrocki, K. Szwagrzyk, Wydawnictwo IPN KŚZpNP, Rzeszów 20011, pp. 264–265.

					
					
						47	G. Majchrzak, „Wojna” cenzura, “Biuletyn IPN” 2004, no. 2, p. 52.

					
					
						48	M. Komaniecka, Instrukcje pracy…, pp. 50–51; G. Majchrzak, „Wojna”…, p. 50; A. Ba-gieńska-Mosiota, Prawne podstawy cenzury prasy w okresie stanu wojennego w Polsce 1981–1983, “Czasopismo Prawno-Historyczne” 2014, vol. LXVI, no. 2, pp. 185–202.

					
					
						49	T. Strzyżewski, Czarna Księga Cenzury PRL, vol. 1, Wydawnictwo Aneks, London 1977, pp. 6–13, 217–223; T. Strzyżewski, Czarna Księga Cenzury PRL, vol. 2, Wydawnictwo Aneks, London 1978, pp. 5–13; T. Strzyżewski, Zamiast posłowia do „Czarnej Księgi Cenzury PRL, “Kwartalnik Polityczny Aneks” 1979, no. 21; T. Strzyżewski, Matix czy 
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				ruling political party (Polish Workers’ Party PPR, and then Polish United Workers’ Party – PZPR), which excluded external control of this office. Its work was based on preventive censorship, which involved checking materials before they were published or exhibited. The developed system enabled the effective blocking of all content that was inconvenient for the authorities and allowed them to freely manipulate any information made public without any restrictions. As stated by the then head of the CBKP, Tadeusz Zabłudski, when assessing, censors should adhere to the follow-ing directives: “everyone, who stands for democracy, everyone, who has the good of the nation, the good of the people at heart, can have the op-portunity to express their opinion, should use the freedom of speech. But we will not give freedom of speech to fratricides, freedom of speech does not mean that everyone can shout what is harmful to society, where the common interest of society, quite simply, there is no freedom of speech, there is no freedom of the press and there cannot be”. According to this reasoning, in the Polish People’s Republic, there was “freedom of speech”, but in the everyday practice of the censorship office and other institu-tions, it was reduced only to statements that “spontaneously” supported the prevailing order and were an expression of satisfaction with the style and manner of exercising power by successive changing ruling parties. The main success of the censorship system was to engage the editors and authors in a game of mutual concessions. Those applying for permission to publish or exhibit agreed to far-reaching concessions in order to make their work public, paying less attention to the fact that this type of think-ing was a great victory of the system of controlling speech in the Polish People’s Republic50.

				In order to combat opponents using espionage communication equip-ment, listening to enemy – foreign radio stations, and thus obtaining instructions regarding the methods, ways, and directions of interest of foreign special services, the Radioelectronic counterintelligence (Radio-

				
					
						prawda selektywna? Antycenzorskie retrospekcje, Wydawnictwo Wektory, Wrocław 2006, pp. 156–159.

					
					
						50	Z. Romek, Cenzura a nauka historyczna w Polsce 1944–1970, Wydawnictwo NERITON. Instytut Historii PAN, Warsaw 2010, pp. 37–41, 71; B. Torański, Knebel Cenzura w PRL-u, Wydawnictwo Zona Zero, Warsaw 2016, pp. 33–49.
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				kontrwywiad) (RKW), called the surveillance service, or radio surveil-lance surveillance (RNP)51. Radio counterintelligence activities included: detection, analysis of work, capabilities, applications, and determining the location of foreign electronic devices related to data transmission (ra-dio direction finding)52. Although peening is a very difficult and tedious job, carrying it out can indicate the need to perform activities aimed at eliminating hostile threats. But above all, it indicates an appropriate strategy for preventive countermeasures against the recognition of own radio-electronic and teleinformatic means by foreign special services. It should be understood that technical activities carried out through radio reconnaissance as part of electronic counterintelligence are aimed not only at neutralising the harmful activities of foreign intelligence ser-vices (espionage), but also terrorist and economic crimes that constitute a threat to state security, defence potential, and national interests. The di-vision’s activities were concentrated at the headquarters level, only in the Warsaw area there was a network of listening points for constant control of the radio space around diplomatic and consular posts53. During the pe-riod in question, this unit, through its appropriate operation (jamming), made it impossible to listen to foreign radio stations (e.g., “Radio Free Europe”) on publicly available radio receivers54, which in most cases, led to the blocking of information other than officially provided.

				In particular, from September 1954, after the appearance in the first broadcast of “Radio Free Europe” of a former high-ranking representa-tive of the security apparatus, deputy director of the Department Józefa Światło. During the broadcast, Światło revealed in detail the behind-the-scenes of the functioning of the bodies in which he served until recently. He talked about methods of surveillance and liquidation of the under-

				
					
						51	J. Larecki, Usługi…, pp. 535–536; B. Kapuściak, Instrukcje pracy…, p. 488.

					
					
						52	Radiokontrwywiad, [in:] Polskie Służby…, p. 171.

					
					
						53	P. Piotrowski, Struktury Służby Bezpieczeństwa MSW 1975–1990, “Pamięć i Sprawiedli-wość” 2003, no. 2, pp. 97–98; H. Piecuch, „Wojciech Jaruzelski tego nigdy nie powie”. Mówi były Szef Wywiadu i Kontrwywiadu, pierwszy zastępca Ministra Spraw Wewnętrznych generał dywizji Władysław Pożoga, Wydawnictwo Repater, Warsaw 1992, pp. 282–283.

					
					
						54	W. Tkaczew, Organizacja informacji Wojska Polskiego w latach 1943–1956 Kontrwywiad wojskowy, Wydawnictwo Bellona, Warsaw 2007, p. 106; P. Machcewicz, Walka z Radiem Wolna Europa (1950–1975), [in:] Aparat bezpieczeństwa wobec emigracji politycznej i Po-lonii, ed. R. Terlecki, Wydawnictwo IPN, Warsaw 2005, pp. 12–24.
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				ground independence movement. He assessed the current state of secu-rity in the Polish People’s Republic55. In response to Western broadcasts regarding Światło, a statement was made in the Warsaw I programme of the Polish Radio informing about the detection of irregularities in the functioning of the security apparatus, as Józef Światło, a provocateur and American intelligence agent, worked there. It was he who, through his hostile behaviour, fabricated false evidence and carried out a criminal action to slander and implicate a number of citizens. One of such peo-ple was an American citizen, Hermann Field, whose case he provoked and unleashed with particular sophistication. Fearing exposure, Światło managed to escape abroad and is now openly slandering the power sys-tem in Poland over the radio56.

				In the West, there were, and in some sense still are, two types of radio stations broadcasting in the languages of the nations of Eastern Europe and the former Soviet Union. The first are radio stations representing the national and cultural interests of Western governments and societies: BBC European Service, Voice of America, and, at various times, Radio France, Radio Vatican, and others. Their goal was diplomacy using differ-ent methods, e.g., presenting their own nations in peace, mutual kindness and sympathy in the sphere of foreign policy, trade, and culture. The sec-ond group are American-financed but decidedly Polish, Czech, Hungari-an, Russian, Romanian, Bulgarian, or Ukrainian national broadcasters – 

				
					
						55	J. Światło, Za kulisami bezpieki i partii. Józef Światło ujawnia tajniki partii, reżymu i apa-ratu bezpieczeństwa, Wydawnictwo bis Biuro Informacji Studenckiej Zrzeszenia Stu-dentów Polskich, Warsaw 1990, pp. 5–7; M. Komaniecka, Pod obserwacją i na podsłu-chu, Wydawnictwo IPN KŚZpNP, Kraków 2014, p. 16; H. Piecuch, Józef podpułkownik Światło in flagranti i…, Wydawnictwo Ex Libris-Galeria Polskiej Książki, Warsaw 2003, pp. 18–21, 263–269; Ucieczka płk. Józefa Światły, [in:] Kartki z PRL. Ludzie, Fakty, Wy-darzenia 1940–1970, vol. I, ed. W. Władyka, Wydawnictwo Fakty, Warsaw 2005, p. 222; A. Paczkowski, Trzy twarze Józefa Światły. Przyczynek do historii komunizmu w Polsce, Wydawnictwo Prószyński i S-ka, Warsaw 2009, pp. 202–203; J. Suszko, Donosy na Kisie-la. Zeznania kandydata na donosiciela, Państwowy Instytut Wydawniczy, Warsaw 2006, pp. 115–116.

					
					
						56	H. Field, K. Field, Opóźniony odlot. W okowach Zimnej Wojny, Państwowy Instytut Wy-dawniczy, Warsaw 1997, pp. 419–410; J. Drużyńska, S.M. Jankowski, Ucieczki specjalne-go znaczenia, Dom Wydawniczy REBIS, Poznań 2011, pp. 520–523, 535–538; R. Spałek, Niezwykły przypadek Hermanna Fielda, [in:] Cudzoziemcy w Warszawie 1945–1989, ed. P. Pleskot, Wydawnictwo IPN KŚZpNP, Warsaw 2012, pp. 223–232.
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				“replacement” in the form of “Radio Free Europe” and “Radio Swoboda”. In this case, substitutability meant that their employees fully identified with the interests, culture, history and religion of the nations living un-der Soviet rule or within the Soviet sphere of influence. In 1951–1971, the radio station was operated in Munich and fully financed by the Central Intelligence Agency57. One of the main commentators on the current sit-uation in Poland was Władysław Bartoszewski, who, thanks to his private contacts from the war and emigration, had direct contact with Tadeusz Żenczykowski, director of the Polish Radio RWE, and was able to provide information about the situation in various circles, especially the world of media, culture, and the church, about events in the ruling camp, the gov-ernment’s intentions, repression, and harassment58. In the 1980s, in many Polish cities, the radio counterintelligence service was engaged to combat the “Solidarity” and “Fighting Solidarity” radio stations. The officers of this division received a lot of help in terms of equipment and its operation from the East German Stasi59. Out of seven operating illegal radio centres, five were located and liquidated. In Poland, until 1990, listening was car-ried out by two institutions: the Independent Radio Counterintelligence Department, and later the Counterintelligence Bureau (Security Service) of the Ministry of Internal Affairs, and the Military Internal Service of the Ministry of National Defence60.

				Conducting operational work requires constant surveillance of oppo-nents. For this purpose, it is absolutely necessary to use a technique such as observation of designated persons. From the very beginning in 1945, after the establishment of the Ministry of Public Security, a specialised department, commonly known as the observation service, operated with-in its structures – the Independent Department of External Observation (Department III). The officers of this unit were primarily involved in or-

				
					
						57	G.R. Urban, Radio Wolna Europa i walka o demokrację. Moja wojna w czasach Zimnej Wojny, Wydawnictwo Prószyński i S-ka, Warsaw 2000, pp. 7–8; P. Piotrowski, Struktu-ry…, p. 98.
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						59	W. Sawicki, Solidarność wrocławska w eterze, [in:] Studia i materiały z dziejów opozycji i oporu społecznego, vol. 3, ed. Ł. Kamiński, Wydawnictwo GAJT, Wrocław 2000, pp. 45–46.
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				ganising and conducting secret observation (i.e., surveillance), but also conducted community interviews and provided support to other oper-ational units in carrying out arrests, secret searches, and ambushes, of course without revealing their presence at the place of operation61.

				From the moment of its establishment, the service’s name have changed many times. In March 1946, it was transformed into Department “A”. In the following March, but 1955, Department “B” of the KdsBP was es-tablished on its basis. From December of the same year, it was changed to Office “B” with departmental rights. This unit operated in various sub-ordinations, and recently, it was part of the structures of the Ministry of Internal Affairs. In the case of the area, the observation department con-ducted its activities as a unit that was part of the structure of Departments “B” of the Provincial Headquarters of the MO62. The scope of his tasks has not changed. In fact, it has expanded significantly. The Office “B” contin-ued to conduct mostly secret external surveillance (Ozew.), operational intelligence, operational security of hotels (especially international ones), provided assistance in carrying out secret searches, made arrangements regarding people and car registration numbers, and organised covered observation points (ZPO): permanent (SPZ) and movable (RPZ), contact premises (LK)63. The observation department has always used eavesdrop-ping and recording devices, television, photographic, and film technology for its operations64. The operational units of the Security Service and the military services had the right to delegate tasks to the observation service. Observation activities were undertaken at the request of the director or deputy director of the operational department, and in the field by the pro-vincial commanders of the MO (later the Provincial Offices of Internal Affairs) and their deputies for security. Head of the Board of the Military 

				
					
						61	H. Dominiczak, Organy…, p. 51.

					
					
						62	M. Piotrowski, Ludzie Bezpieki…, pp. 49–50, 54; H. Dominiczak, Organy…, pp. 21–22.

					
					
						63	M. Komaniecka, Osobowe źródła informacji w technice operacyjnej, [in:] Osobowe źródła informacji – zagadnienia metodologiczno-źródłoznaczne, ed. F. Musiał, Wydawnictwo IPN KŚZpNP, Kraków 2008, pp. 258–260; W. Mikulski, Lokale kontaktowe, mieszkania konspiracyjne i lokale służby obserwacyjnej w pracy operacyjnej Służby Bezpieczeństwa, [in:] Osobowe źródła…, pp. 199–205; F. Musiał, Podręcznik Bezpieki…, pp. 190–201; K. Za-morski, Pod anteną Radia Wolna Europa, Wydawnictwo Wers, Poznań 1995, pp. 44–45.
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				Internal Service of the Military Units of the Ministry of the Interior, head of the Board of Reconnaissance of the Border Protection Forces Com-mand, head of the Board of the Second General Staff of the Polish Army, heads of the Boards of the Military Internal Service of the Ministry of Na-tional Defence, and their deputies, as specified, among others, in Order No. 0087/58 of the Minister of Internal Affairs of May 17, 1958 regarding the scope of work of the Office “B” of the Ministry of the Interior and the Divisions “B” of the Military Police Committee and the performance of observation tasks for operational units of the security service, in Order No. 0057/85 of the Minister of Internal Affairs of September 2, 1985, re-garding the scope of activities and organisation of the Office “B” of the Ministry of Internal Affairs65.

				According to Instruction No. 004/58 of the Minister of Internal Af-fairs of May 17, 1958 on the organisation of work and performance of observation tasks by the Office “B” of the Ministry of Internal Affairs and the Divisions “B” of the Military Police Headquarters and the In-struction of the Director of the Office “B” of the Ministry of Internal Af-fairs of April 28, 1986 regarding the procedure, tactics, and manner of performing tasks falling within the competence of the Office “B” of the Ministry of the Interior and the Divisions “B” in the Provincial (Capital) Internal Affairs Offices, the purpose of the observation was to determine the contacts of the observed person, called the “figurehead”, his address, places to which came, general interests, and lifestyle (using public trans-port, frequency of visits to various places, e.g., churches, nightclubs). The discussed Instructions provide detailed information on permanent ob-servations in places of residence and temporary stay (hotels) of employees of diplomatic and consular missions and foreigners from capitalist coun-tries66. The observation department used personal sources of information (OZI) placed there to conduct figureheads in facilities or places to which there was no natural access or being there was a risk of exposure (embas-

				
					
						65	M. Komaniecka, Instrukcje pracy…, pp. 125–127, 176–180; P. Piotrowski, Struktury…, pp. 82–83.
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				sies and consulates, residences, hotels). For the purposes of determining and identifying persons and registration numbers of motor vehicles that were of interest to the clients, the following were used: business contacts (KS) and operational contacts (KO). Typically, these sources were located in offices and human resources departments of various institutions and plants. Such information was received from staff and superiors of the per-sons under surveillance. If there was a need for more complete security of the figurehead’s place of work, place of residence or place of frequent stay, neighbours, friends and even family members were recruited, e.g., the wives of: writer Paweł Jasienica, historian Peter Rain, oppositionists and activists of “Solidarity” Aleksander Hall and Andrzej Rozpłochows-ki, who they knew the person under observation very well, and above all, their habits, customs, and preferences67.

				During the implementation of observation tasks, intelligence officers used motor vehicles (the type of vehicle used depended on the nature of the observation), camouflage means, technical means of communication, chemicals, optical instruments, tracking dogs, radar trackers (GPS)68 and beacons of various types, photographic equipment, film, and television69.

				The number of people observed by the Office “B” increased from year to year. For example, in 1980 alone, 239,000 people were observed, and in 1981 already 500,000 people70.

				The basic principle that employees of this department should follow is the personal “strict conspiracy”, which is repeatedly stated in the in-structions, both in terms of the nature of the work performed in relation to the environment, including neighbours, friends, house administrators, family, and all other people with whom the intelligence officer came into contact in his private life71.

				
					
						67	P. Raina, Bliski szpieg, Wydawnictwo von Borowiecki, Warsaw 2007, pp. 115–117; J. Ko-bus, Sypiając z wrogiem, “Angora” 2010, no. 13, pp. 21–23.
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						69	S. Hermański, Struktura organizacyjna i zakres działania Biura „B” (obserwacji) Mini-sterstwa Spraw Wewnętrznych w latach osiemdziesiątych, [in:] Aparat Represji w Polsce Ludowej 1944–1989 1/7/2009, eds. J. Bednarek, S. Cenckiewicz, A. Dziurok, W. Frazik, P. Gontarczyk, M. Krzysztofiński, J. Kurtycha, Z. Nawrocki, K. Szwagrzyk, Wydawnic-two IPN KŚZpNP, Rzeszów 2009, pp. 132, 145.
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				The observation service has always been considered the most difficult in the structures of this ministry, carrying out operational activities with-out which the other organisational links of the Security Service of the Ministry of Internal Affairs would not be able to function properly72.

				When discussing factual sources of information, it is worth mention-ing the knowledge that can be obtained from publicly available sources, the so-called open sources of information, later referred to as “White In-telligence”. Chapter II of the Basic Principles of Operational Work and its Organisation of the Annex to Order No. 006/70 of the Minister of Inter-nal Affairs of February 1, 1970 – Instruction on the operational work of the Security Service of the Ministry of Internal Affairs mentions the pos-sibility of collecting information in this way. In §21 Material sources of information, they were described as follows: “…The Security Service uses material sources of information, in particular documents and objects:

				related to activities of interest to the Security Service (e.g., spy ma-terials, leaflets, anonymous letters);

				proving the connection between suspects and facts of operational interest (e.g., fingerprints, encryption tools, secret notes, etc.);

				obtained as a result of observation, search, review of correspon-dence (PP, PT, PDF), radio listening (RKW);

				constituting documentation of the work of units of the Ministry of Internal Affairs (Security Service, Militia Service, Social and Administrative Department) and other offices, state institutions, and social organisations.

				However, in §15 Material sources of information, it is more detailed:

				“Factual sources of information referred to in §2 section 3, are in particular:

				information materials derived from operational technology;

				files and archival collections of the Ministry of Internal Af-fairs;

				data from information systems;

				materials at the disposal of organisational units of the Minis-try of Internal Affairs, and National Defence;
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				information from state offices, political and social organisa-tions;

				materials constituting a source of information about criminal activities;

				domestic and foreign publishing houses.

				Materials that may constitute evidence of a crime should be ap-propriately secured for possible use in criminal proceedings.

				The method of securing these materials is always agreed with the in-vestigative unit”73.

				As was clear from the directives provided by superiors, techniques, and material sources of information in surveillance should be used in parallel with other means and methods.

				The post-war situation was still far from normal. Many people ex-pected World War III in the near future between the Eastern USSR and the West, former allies in the fight against the German occupier. There were also those who were waiting for this war and linked their future plans with it. At all times, armed anti-communist units in the tradition of the Home Army were operating in many regions of the country74.

				The experience resulting from the investigations and cases carried out by the Ministry of Public Security led to the decision, together with the helpful security organs, to liquidate existing organisations, groups, and networks illegally operating in the territory of the Polish People’s Repub-lic. Underground opposition organisations base their activities on:

				A. Full conspiracy (there are no random members, all are ordered).

				These organisations conduct espionage, sabotage, and propaganda, and do not abandon terror and sabotage.

				Such organisations included:

				“Personnel-military-political organisation Nie”, the name of which was translated in two ways: “No” as independence and “No” as a definition of the attitude of opposition to the political 
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				changes being made in Poland75. It consisted of former Sanation and senior Home Army officers, most of whom were interned in the USSR in 1944–1946. The main goal of this organisation was to prepare officer staff in case of a conflict and espionage activi-ties. The activity was based on strict conspiracy, creating teams of three or five people. This group was liquidated in September 1952 and had been operating since 194776.

				“Dzwon” (Democratic Union of the Struggle for Independence77) was established in 1948 based on the former members of AK-WiN, conducting its activities in the Olsztyn and Białystok provinces. Its main tasks were: mass recruitment and training of newly ac-quired members in case of an armed conflict, preparing sabotage, storing weapons obtained by disarming MO and UBP officers, preparing various types of acts of terror aimed at party and social activists, and distributing hostile leaflets78. The organisation was liquidated by February 1952.

				The illegal organisation “Krajowy Ośrodek-Kraj”79 with a spy-ter-rorist-subversive nature. It was established in 1949 and operated throughout Poland. In order to obtain material assistance, repre-sentatives of the organisation established direct contact with offi-cials of the US Embassy in Warsaw – US citizens Whitlesey and Skarżyńska (bdb.), who received espionage materials from members of the group regarding the deployment of military units and indus-trial plants in Poland and their production80. Most often, members of the “Kraj” group sent correspondence to the Embassy to the gar-
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						79	E. Rzeczkowska, Bogu, Polsce, Bliźnim. Tajne organizacje harcerskie w Polsce w latach 1944–1956, Wydawnictwo Werset, Lublin 2014, pp. 108–109, 309–316; E. Rzeczkowska, Konspiracyjna organizacja „Kraj-Krajowy Ośrodek”, “Kwarta” 2012, no. 2, pp. 58–67; J. Wołoszyn, Chronić i kontrolować. UB wobec środowisk i organizacji konspiracyjnych młodzieży na Lubelszczyźnie (1944–1956), Wydawnictwo IPN, Warsaw 2007, p. 13.
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				den on the property of members of the embassy’s diplomatic corps. Such facts have been confirmed and documented several times. The main activities of the organisation consisted in carrying out acts of terror, sabotage, attacks, and even murders. It was this group that, in their place of residence in Warsaw, murdered the deputy director of the Department of Theatres in the Ministry of Culture and Art, and, at the same time, one of the best announcers of the Polish radio programme “Fala-49”, Stefan Matryka, who slandered independ-ence activists. It also attacked Hieronim Dobrowolski, a member of the Sejm, dismantled railway rails near Płochocin, disarmed MO officers, and attacked cooperative and state facilities. The organi-sation recruited its members from various industries. Their train-ing and preparation was focused on blowing up, among others, the Moscow-Berlin transit train near Zielona Góra, and the Felix Dzer-zhinsky monument in Warsaw. Taking over the radio station and giving an anti-government speech, and then destroying it, captur-ing forts in Modlin to obtain weapons and explosives, etc.

				After introducing permanent operational activities using a whole range of technical means (including observation and wiretapping), in the summer of 1952, the MBP arrested members of the “Kraj” group, which in the final period numbered about 100 people. After the court hearing, eleven people were sentenced to death, most of which were executed, and the remaining people served long prison terms81.

				The illegal organisation “Armia Krajowa”82 liquidated by the Ministry of Public Security, consisting of former members of the Home Army and BCh, people of the Sanation oppression and the Mikołajczyk PSL. This organisation was focused on: conducting intelligence, mass recruitment, preparing their supporters for a future armed conflict, and opposing the organisation of produc-tion cooperatives.

				
					
						81	G. Majchrzak, A. Paczkowski, Aparat…, p. 138; E. Rzeczkowska, Bogu…, p. 12; E. Rzecz-kowska, Tajne organizacje harcerskie w Polsce w latach 1944–1956, “Pamięć i Sprawiedli-wość” 2011, vol. 10, no. 1, pp. 122, 135–137.
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				All mentioned opposition groups liquidated by the MBP and the MO, as well as others that have not yet been investigated or detected, based their activities on the war past, seeking contacts with their principals abroad. They had very important knowledge – the secret about where to hide and deposit large amounts of post-war weapons that could be used in a possible armed conflict.

				B. Based on imperialist centres or individual people living abroad. This type of organisation is very similar to a spy network. Its operation is based in particular on family, friendly, business contacts or connections in criminal circles.

				Such organisations included:

				In Upper and Lower Silesia, the espionage network of resident Ed-mund Midlej, working for American intelligence in Poland, was liquidated. This group was led by another American service agent, Wiktor Marszałek83. He based his espionage activities mainly on knowledge obtained from family, friends, and random interlocu-tors. Typically, this information concerned Silesian industry used in the national economy or the possibility of preparing sabotage attacks in this area84.

				In June 1952, the hostile network of organisations of the Central Leadership of the Youth of Greater Poland (MWP), which had long-standing pre-war traditions, was liquidated85. The liquidat-ed district unit of the Upper Silesian Military Police was headed by Augustyn Kania86, who, at the instigation of Władysław Furek, an American intelligence agent codenamed “Emil” and “Góral”87 organised an entire network that, under the banner of the Political Council, carried out tasks for the benefit of the Munich American intelligence centre. The activities of this network included espio-
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				nage, inspiring hostile activity, and organising the National Party. It planned terrorist actions and for this purpose prepared people for training abroad88.

				C. Formed in the environment of young people who spontaneously organise and conduct hostile activities – encouraged and inspired by the hostile broadcasts of “imperialist barkers”, and thanks to the whispers and inspiration of the reactionary part of the clergy.

				Such organisations included:

				In Upper Silesia, PUBP officers detained a five-person illegal youth organisation – a group (without name). As its members tes-tified, the organisation was created under the influence of listen-ing to Western radio broadcasts. They planned to obtain weapons by disarming the MO and UBP officers. They wanted to commit acts of sabotage, including: set fire to the mill in Góra Śląska and other industrial facilities in this district. Their most important goal was to prepare for war.

				In Toruń, an illegal youth organisation called “Orlęta” was liqui-dated. The organisation was founded by a high school student – the daughter of a pre-war professional officer staying in England.

				In Gdańsk, Gdynia, and Wejherowo County, an illegal organisa-tion called “Nadmorska Organizacja Podziemna” was liquidated, inspired by a former member of the Home Army, who, as a troop leader of the Polish Scouting Association, had great authority among young people89.

				“Whispered propaganda” was one of the manifestations of society’s passive resistance to the communists. In 1945–1956, this form of social disobedience occurred throughout the country. The authorities were dissatisfied and even oversensitive about the erosion of their authority and trust in society. It was believed that passing rumours, false news, un-verified rumours about difficult everyday life, poor economic potential, state defence, and even destructive activities for the benefit of foreign 
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				intelligence agencies was an openly hostile act that harmed Poland’s young political system90. The perpetrators, organisers, instigators, and people spreading such propaganda were to be arrested. Each fact of the appearance of an undesirable leaflet or inscription had to be detected, and the perpetrators had to be caught and imprisoned under Article 87 of the Penal Code of the Polish Army (KKWP) and Articles 11 or 22 of the decree of June 13, 1946, penalties for disseminating it ranged from three years to the death penalty91. The military prosecutor’s office was obliged to exercise special supervision in preparatory proceedings con-cerning “shady propaganda”, and the entire agency and the full range of operational techniques of the Security Offices were used to expose and arrest the perpetrators.

				In the later period of the Polish People’s Republic, the legal basis and criminal sanctions for this type of hostile and criminal activity changed several times. I mean specifically the Order of the Minister of Public Se-curity No. 054/51 of December 9, 1950 and the Order of the Ministry of Public Security No. 012/51 of February 24, 1951 (both repealed on June 13, 1956)92. “Radio Free Europe” programmes broadcasted from abroad93, touching on topics such as the upcoming war and Katyn, had a significant impact on the public mood. The communist services fought primarily against forms of collective listening among families, friends, and work colleagues. They were considered “counter-revolutionary activities”. The consequence of being accused of collectively listening to the radio or us-ing “black propaganda” was that he was sentenced by the Special Com-
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				mission for Combating Abuse and Economic Harm to six to 24 months in a labour camp94.

				After the difficult experiences of June and October 1956 (events in Poznań and the split in the Polish United Workers’ Party), March 1968 (student demonstrations), December 1970 (accidents on the coast), June 1976 (events in Radom and Ursus), when army and militia units bloodily suppressed workers’ demonstrations in Poznań, Tricity, Radom, and Ur-sus, the years 1971–1980 began for Poles in an atmosphere of depression, uncertainty, and faint hopes95. They often turned into a mood of mourn-ing and suppressed rage. In some large industrial centres, the tragedy on the Coast reached the grey circles of society very slowly, but the actions of the Church cooled down the prevailing mood96. At the end of December 1970, the Main Council of the Episcopate stated in its speech that the “use of violent means does not contribute to the creation of peace in social life, especially when innocent people, and even women and children, are not spared. The life of the nation cannot develop in an atmosphere of intim-idation”97. This was not the first official position of representatives of the clergy addressed to society and the authorities.

				However, those in power in Poland have always considered the activ-ities of churches of various denominations, with the leading role of the Roman Catholic Church, as a very big threat to the newly crystallised state. Since the end of the war, the MO and the UB posts were organ-ised to actively penetrate these communities. Therefore, the director of Department V of the Ministry of Public Security, who from the head-quarters supervised the work of officers posted in the field, introduced numerous instructions, guidelines, and circulars against the Catholic Church. These procedures included tasks to be carried out regarding the provision of constant information regarding the attitude of the clergy 

				
					
						94	Orzeczenie Komisji specjalnej w skierowaniu do obozu pracy 1946–1954 według rodza-jów przestępstw, [in:] Komisja Specjalna do Walki z Nadużyciami i Szkodnictwem Gospo-darczym 1945–1954, eds. D. Jarosz, T. Wolsza, Wydawnictwo Główna Komisja Badania Zbrodni Przeciwko narodowi Polskiemu, IPN, Warsaw 1995, p. 9.

					
					
						95	W. Roszkowski, Historia Polski 1914–2005…, pp. 229–239, 287–291, 301–306, 335–338, 355–359; O godną płacę i pracę, “Wielka Kolekcja…”, pp. 21–26.

					
					
						96	K. Rokicki, Służba Bezpieczeństwa wobec inteligencji twórczej od Października ’56 do Marca ’68, “Pamięć i Sprawiedliwość” 2006, vol. 5, no. 2, pp. 167–182.

					
					
						97	Listy papieskie Episkopatu Polski, Paris 1975, pp. 614–615.
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				and faithful to the current system and the USSR. The use of appropriate surveillance methods was recommended to recruit priests, seminarians, religious brothers, and believers, to observe particularly dangerous peo-ple, constant surveillance of correspondence, eavesdropping in places of residence, parish offices and sacristies, and listening to telephone con-versations, and, above all, listening to sermons and reviewing published books, leaflets and religious brochures. Special cameras with telephoto lenses were used to take hidden and distant photos of the faithful or vis-iting clergy. Secret photos were taken in various ways, e.g., through a lens installed in the briefcase’s lock or through a dummy wrapped package – a book. Photographic equipment was mounted in a button or belt buckle. The authorities recorded the archbishop’s sermons on a mini-tape record-er, which was usually brought to the church by a Security Service officer98.

				Great emphasis was placed on obtaining information about the rela-tionship between youth groups and the clergy99. The Security Services began to use telephone and room wiretapping, as well as photographic surveillance on a large scale. Almost the entire clergy had their tele-phones tapped100. Taking advantage of renovations or the absence of residents, room bugging and photographic surveillance were also in-stalled. Among other things, such a situation was used to place wiretaps and surveillance in the primate’s office at Miodowa Street in Warsaw. In order to sort out very sensitive relations, among others, with the Catholic Church, on April 19, 1950, the Office for Religious Affairs was established. Its task was to coordinate all matters related to religious associations. However, it was only a centre for developing regulations of state authorities directed against the church. According to repre-sentatives of the clergy, the establishment of this centre and numerous objections, among others, from “church brothers”, and the construc-

				
					
						98	A. Szymanowski, Polityka władz komunistycznych wobec Kościoła rzymskokatolickiego na Dolnym Śląsku w latach 1960–1966. Doctoral thesis written under the supervision of priest prof. Z. Lec, Papieski Wydział Teologiczny Uniwersytetu Wrocławskiego, Wrocław 2009, p. 45.

					
					
						99	A. Dziurok, J. Marecki, F. Musiał, Instrukcje, wytyczne, okólniki dyrektora Departamentu V MBP dotyczące działań przeciwko, Kościołowi katolickiemu w latach 1945–1953, Wy-dawnictwo IPN KŚZpNP, Kraków–Katowice 2012, pp. 61–62, 106–113, 125–135, 239–241.

					
					
						100	H. Dominiczak, Organy bezpieczeństwa PRL w walce z Kościołem katolickim 1944–1990. W świetle dokumentów MSW, Wydawnictwo Bellona, Warsaw 2000, pp. 22–23.
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				tion of new churches without the consent of the authorities resulted in numerous arrests of clergy. On September 25, 1953, Primate Cardinal Stefan Wyszyński was arrested and remained in various places of iso-lation until October 28, 1956101. His farsightedness and specific policy towards those in power were of great importance for the Church in Po-land102. The signpost that the Primate outlined with his actions was used by numerous priests, and even Cardinal Karol Wojtyła from Kraków, figurehead of the nickname “Pedagog” of the later Pope John Paul II103. In 1960, when installing central heating, the security service installed three microphones in the Przemyśl curia building and five in the bish-op’s residence. For fifteen years, this allowed us to listen to conversa-tions held in the bishops’ office, in the curia office, in the conference room, and even in the dining room104. Ordinary telephones were also used to harass clergy. This involved calling priests and calling them un-censored words or making lewd propositions105. Due to the scale and seriousness of the problem of fighting the “reactionary Clergy”, includ-ing the leading role of the Catholic Church, the Ministry of Internal Affairs’ colleague for security, KGMO, after the meeting on November 18, 1961, Department IV was established in complete secrecy, whose 

				
					
						101	J. Kupiec, Relacja państwo – kościół w Polsce w latach 1945–1989, [in:] Droga do stabiliza-cji polskiej administracji kościelnej na Ziemiach Zachodnich i Północnych W 40. rocznicę wydania konstytucji apostolskiej Pawła VI Episcoporum Poloniae coetus, ed. W. Kuchar-ski, Wydawnictwo Ośrodek “Pamięć i Przyszłość”, Wrocław 2013, pp. 19–20; G. Maj-chrzak, A. Paczkowski, Aparat…, p. 252; T. Bohun, A. Krupa, R. Radziejewski, Stefan Wyszyński, [in:] Encyklopedia Wojskowa. Dowódcy i ich armie. Historia wojen i bitew. Technika Wojskowa N-Ż, ed. A. Krupa, Wydawnictwo Bellona, Wydawnictwo Naukowe PWN, Warsaw 2007, p. 533; W.J. Wysocki, Osaczenie Prymasa. Kardynał Stefan Wyszyń-ski jako „podopieczny” aparatu bezpieczeństwa w latach 1953–1956, Oficyna Wydawni-cza RYTM, Warsaw 2002, pp. 9, 52–55, 109, 115–116; J. Żurek, Kościelny Październik ‘56, “Biuletyn IPN” 2006, no. 10, pp. 69–86.

					
					
						102	J. Żaryn, Prymas Wyszyński w perspektywie zmagań o niepodległość, “Biuletyn IPN” 2011, pp. 30–36.

					
					
						103	S. Kowalik, Eksperyment. Władza PRL wobec biskupa Piotra Gołębiowskiego 1957–1980, Polskie Wydawnictwo Encyklopedyczne POLWEN, Radom 2006, pp. 9–11; M. Lasota, Donos na Wojtyłę. Karol Wojtyła w teczkach bezpieki, Wydawnictwo ZNAK, Kraków 2006, pp. 25–26, 87–88.

					
					
						104	P. Chmielowiec, Działania lokalnego aparatu bezpieczeństwa wobec biskupa Ignacego To-karczuka, “Studia Rzeszowskie” 2003, vol. 10, pp. 88–89.

					
					
						105	A. Dziurok, „Szczypanie” ks. Adolfa Chojnackiego, “Biuletyn IPN” 2003, No. 1, p. 58.
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				field counterparts were Departments IV of the Security Service106. The scope of the tasks entrusted included: obtaining information about the plans, intentions and tactics of the Church’s leadership centres, and working out the internal situation of Church organisations. Collecting information about contacts and forms of influence of clergy hierarchs on individual elements of the Church in Poland and abroad. Moreover, all departments of the ministry’s structure were obliged to carry out the same tasks, but within the scope of their statutory interests. It was recommended to use the main method of surveillance, which was the agency, but the obligation to use the Office “B” for external surveillance of people, the Office “T” dealing with eavesdropping and surveillance, and the Office “W” responsible for correspondence perlustration were pointed out107.

				Another important moment to note is the involvement of lay people in the life of the Church. The changes after 1956 resulted in the activation of a group of Secular Catholics who joined political and cultural life. During the Sejm elections in 1957, the “Znak” parliamentary group was formed. It operated until 1975. It was a community of intellectuals running their own publishing house, which published very valuable works of philoso-phy, theology, and church history108. The Catholic publications “Znak” and “Tygodnik Powszechny” were constantly controlled by the 4th SB division. The officers’ task, using the entire spectrum of operational re-sources, personal and material, was not only to collect information about current articles in published magazines, but also about people and the mood in the editorial office109.

				
					
						106	M. Piotrowski, Ludzie bezpieki w walce z Narodem i Kościołem. Służba Bezpieczeństwa w Polskiej Rzeczypospolitej Ludowej w latach 1944–1978 – Centrala, Wydawnictwo Klub Inteligencji Katolickiej, Lublin 2000, p. 21; D. Nagiel, Krecia robota, “Fakty i mity” 2007, no. 3, p. 7.

					
					
						107	M. Lasota, Wojtyła na podsłuchu, Wydawnictwo M, Kraków 2014, pp. 17–22; J. Marecki, F. Musiał, Wprowadzenie, [in:] Nigdy przeciw Bogu komunistyczna bezpieka wobec bisku-pów polskich, eds. J. Marecki, F. Musiał, Wydawnictwo WAM, Warsaw–Kraków 2007, p. 28.

					
					
						108	J. Kupiec, Relacja państwo…, p. 26; R. Graczyk, Cena przetrwania? SB a „Tygodnik Po-wszechny”, Wydawnictwo Czerwone i Czarne, Warsaw 2011, pp. 23–27.

					
					
						109	F. Musiał, J. Szarek, Działania operacyjne SB wobec „Tygodnika Powszechnego” w la-tach 1956–1965 (wybrane zagadnienia), “Pamięć i Sprawiedliwość” 2006, vol. 5, no. 2, pp. 69–92.
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				The investigation of Western diplomatic missions in 1956–1989 was the responsibility of the counterintelligence department of the Depart-ment II of the Ministry of Internal Affairs. For the surveillance of diplo-mats, similarly to other operational activities, tangible technical means were most often used in the form of specialised equipment of more or less advanced technology. In the case of the staff of diplomatic and consul-ar missions, the Security Service had a real problem, because the enemy often used much more modern devices. The basic technical means used in operational work included: wiretapping, among others, for recording telephone conversations taking place in various circumstances, cameras, cameras, optical devices (viewing) documenting the facts, perlustration of correspondence, telegraphic mail and faxes, tracking dogs, but most often in various forms of observation110. To carry out tasks in this area, auxiliary units were used, from the headquarters to the field units of the Offices “B”, “T”, and “W”. According to the order given to diplomats, con-suls, and their associates, officers of these units undertook constant secret surveillance of these people, their places of residence, and work. When every diplomat who, while performing his duties, had to go to other plac-es or meet someone outside his place of work or residence was constantly observed, eavesdropped, and spied on, even in his temporary place of stay: hotels, motels, and restaurants111. An example of such behaviour should be one of the numerous facilities in Poland, “Hotel Francuski” in Kraków, codenamed “Saturn”. Thanks to agency at the reception and catering es-tablishments, it was natural to place visiting foreigners and journalists in technically secured rooms (with wiretapping and some with viewing). Just like at the reception, catering room managers showed such customers to tables in restaurants that were also technically secured. As the docu-ments showed, despite frequent training, the spies did not follow the rules 

				
					
						110	A. Głowacki, J. Karpacz, Niepublikowane wykonawcze akty normatywne do ustawy o urzędzie ministra spraw wewnętrznych i zakresie działania podległych mu organów wraz z komentarzem, Wydawnictwo Departamentu Szkolenia i Doskonalenia Zawodowego MSW, Warsaw 1988, pp. 98–112 (IPN By 728/85); P. Pleskot, Technika w służbie. Środ-ki techniczne stosowane w inwigilacji zachodnich dyplomatów przez kontrwywiad PRL (1956–1989), [in:] Studia nad wywiadem i kontrwywiadem Polski w XX wieku, vol. 2, eds. W. Skóra, P. Skubisz, Wydawnictwo IPN KŚZpNP, Szczecin 2015, pp. 579–593.

					
					
						111	J.S. Majewski, Historie miłosne i ubecy w uniformach kelnerów, “Gazeta Wyborcza. Sto-łeczna” 2008, no. 21, p. 14.
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				of intelligence activities describing how to act in such places and always assumed that each room or table was “steamed” (technically secured). As a rule, important issues could not be discussed in unknown places, as they may be important and valuable to the opponent112. Whenever the situation arose (or was developed by the services), secret searches were carried out in offices and residences in order to obtain information about enemy or spy materials or special equipment for their preparation in the possession of enemy or spies. These facilities were under 24-hour sur-veillance, recording people entering and leaving them. Unknown persons were always placed under surveillance and identified in order to identi-fy them. Whenever such an opportunity arose, agents placed there lat-er planted “bugs” (radio listening devices) in these facilities or installed permanent eavesdropping and monitoring. These works were most often performed during renovations or repairs. All domestic and foreign cor-respondence sent to these facilities, excluding diplomatic mail (but not always), was reviewed and documented113.

				Such activities used by the security apparatus allowed the collection of a large amount of various information needed by the special services to detect and control opponents. If espionage material has been secretly obtained, proving the criminal activity of this figurehead, it should be further monitored in order to obtain knowledge about newer methods and methods used by his principals. In case of official disclosure of such materials, the figurehead with immunity will be expelled from Poland. If the person under surveillance exposes the activities of the special ser-vices, e.g., detects secret observation, wiretapping, preview, or perlustra-tion of correspondence, this is treated as preventive action, because the figureheads suspend their hostile activities for some time.

				The crisis in Poland, which emerged with full clarity and drama in the mid-1980s, matured throughout the entire decade of the 1970s. The col-lapse of economic policy at the end of this decade accelerated this process. 

				
					
						112	M. Komaniecka, Pod obserwacją…, pp. 324–325.

					
					
						113	P. Pleskot, Inwigilacja zachodnich dyplomatów w Warszawie (1956–1989). Schemat Insty-tucjonalny, [in:] Cudzoziemcy w Warszawie…, pp. 87–114; P. Pleskot, Dyplomata, czyli szpieg. Działalność służb kontrwywiadowczych PRL wobec zachodnich placówek dyploma-tycznych w Warszawie (1956–1989), part I, Generalia and part II Exempla, Wydawnictwo IPN KŚZpNP, Warsaw 2013.
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				Rising prices of consumer goods and lack of goods on store shelves have resulted in increased social dissatisfaction, manifesting itself on many different levels. The most common expression was verbal disapproval, which over time became common and sarcastic towards the authorities at all levels114. Taking advantage of such situations, opposition groups aban-doned conspiratorial methods of operation, an example of which was the establishment of the Workers’ Defence Committee (KOR) in 1976115, codenamed “Gracze” in the investigation of the Ministry of Internal Af-fairs. This group was considered very dangerous because it referred to the ideas of Trotskyism-revisionism116. Three years later, in September 1979, based the the underground group of the Movement for the Defence of Human and Citizens’ Rights (ROBCIO), the Confederation of Indepen-dent Poland (KPN) was established in the Ministry of Internal Affairs under the codenames “Hydra” or “Duet”, with Piłsudski traditions on the principle of “Revolution without revolution”117. In their programme as-sumptions, these two organisations announced the activities and goals they would undertake, as well as their unfavourable approach to the au-thorities118. However, a very severe blow to the government in Poland was the election of Cardinal Karol Wojtyła as pope, which unexpectedly strengthened the position of the church in Poland. John Paul II’s first visit to Poland (1979) not only confirmed the important role of the church, but above all his famous words: “Let Your Spirit descend! Let Your Spirit descend! And he will renew the face of the earth. This Earth!”119 gave hope to millions of Poles in the country and abroad for a change in their fate. The increasingly frequent public protests and openly expressed dissatis-faction were not considered a threat by the Ministry of Internal Affairs 
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						115	G. Waligóra, KOR – Geneza, “Biuletyn IPN” 2007 no. 5–6, pp. 14–23.

					
					
						116	S. Cenckiewicz, Oczami Bezpieki. Szkice i materiały z dziejów aparatu bezpieczeństwa PRL, Wydawnictwo Arkana Historii, Kraków 2005, pp. 316–318.

					
					
						117	G. Waligóra, Konfederacja Polski Niepodległej 1979–1989, “Biuletyn IPN” 2009, no. 12, pp. 101–106.

					
					
						118	M. Tyrchan, Paryska „Kultura” wobec konfliktów politycznych w Polsce (1976–1989), Wy-dawnictwo Poznańskie, Poznań 2011, pp. 236, 257.

					
					
						119	Przemówienia Papieskie, Homilia w czasie Mszy św. odprawionej na placu Zwycięstwa Warszawa 2 czerwca 1979 roku, http://mateusz.pl/jp99/pp/1979/pp19790602d.htm (ac-cessed on: December 30, 2015).
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				and the Security Service itself, but were even downplayed. The Security Service officers were sure that the operational activities carried out would provide them with full security in this respect. They have always used dis-information and disintegration, and the most determined oppositionists were harassed with arrests followed by indictments that were more polit-ical than repressive in nature. Virtually all organisers and some partici-pants of political demonstrations experienced such situations, celebrating holidays banned by the government (e.g., November 11, 1979). Detained people were sentenced to one to three months of detention for showing disregard for the highest values of the national interest120. The August strikes of 1980, inspired by the opposition intelligentsia and ending with the conclusion of a new “social contract” by people in Poland and emigra-tion centres, were perceived as a radical breakthrough in Polish political life121. It was also noted that the strikers’ demands towards the govern-ment were acceptable to them because they did not threaten the “leading role of the party” or the imposed geopolitical alliances. The main demand put forward was consent to the operation of an independent, self-govern-ing trade union. The establishment of the “Solidarity” movement created a numerous and enormous inter-company organisation. The multitude of leaders of individual branches constantly presenting new demands meant that they were no longer acceptable to those in power. In order to sort out such situations, an authority was elected at trade union meetings, headed by the National Communication Committee of NSZZ “Solidar-ność”122. From the very beginning of the establishment of the Solidarity, the Church welcomed it very positively. Its policy of action was based mainly on inspiring trade union leaders with the concepts of Catholic social teaching123. However, the main obstacle to the proper functioning of the union were frequent internal conflicts and disputes over power, which enabled the authorities to better control its activities. Using “old, 

				
					
						120	W. Roszkowski, Najnowsza historia Polski 1970–1980,Wydawnictwo Świat Książki, War-saw 2011, p. 185.

					
					
						121	M. Alberska, Ośrodki emigracji polskiej wobec kryzysów politycznych w kraju (1956–1981), Wydawnictwo Arboretum/UWr, Wrocław 2000, pp. 169–190.
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						123	A. Micewski, Kościół wobec „Solidarności” i stanu wojennego, Wydawnictwo Editions Du Dialogue, Paris 1987, pp. 11–25.
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				proven friends” of the Public Order and Security Service, those in power had a constant flow of current information even from within the union. Through the use of personal sources of information, foreign agents, exter-nal and stationary observation, wiretapping, previews, correspondence control, and “White Intelligence”, the services were not only in possession of registered – archival information, but even advance information. This state of affairs allowed the government camp to use them properly and better. It is therefore necessary to look at operational technology, its role, and use in cases conducted by the Security Service in the 1980s. Traces of the use of operational techniques by the Security Service can be found in virtually every investigation conducted by its officers.

				The case Codename “Brama” concerning the Gdańsk Shipyard (or the Lenin Shipyard)

				Since the proclamation of the strike on August 14, 1980, the security organs, in addition to agents located in individual departments, have used constant external and internal surveillance. The area around the shipyard was filled with operational technology points, allowing the security not only to observe the development of events, but also to take photos, record on film tapes and, above all, conduct radio monitoring124.

				The case codenamed “Walet” concerning “Tygodnik Solidarności”125

				In addition to the agency, operational techniques were also used to fight against this legally functioning trade union body – PT (tele-phone tapping), PP (room tapping), PTG (telegraph tapping), “W” (cor-respondence monitoring) and “B” (external observation)126. The means used by the Security Service in this way were more valuable than the agents placed in the weekly or its surroundings. Thanks to the wiretap-ping of the weekly (the case code-named “Walet”), the inspector ob-

				
					
						124	S. Cenckiewicz, Śladami bezpieki i partii. Studia-Źródła – Publicystyka, Wydawnictwo LTW, Łomianki 2009, pp. 93–95.

					
					
						125	A. Feiszke, „Tygodnik Solidarność” 1981, “Biuletyn IPN” 2005, no. 7–8, pp. 21–50.

					
					
						126	M. Komaniecka, Piony pomocnicze SB w Krakowie na przykładzie lat 70. i 80., [in:] Straż-nicy sowieckiego imperium. Urząd bezpieczeństwa i Służba Bezpieczeństwa w Małopolsce 1945–1990, eds. F. Musiał, M. Wenklar, Wydawnictwo IPN, Kraków 2009, pp. 323–335.
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				tained information about the opinion of Adam Michnik and Helena Łuczywo regarding the candidacy of Tadeusz Mazowiecki for the po-sition of Editor-in-Chief. As it was clear from the statements, this can-didacy was not fully accepted by the interlocutors. According to them, this position resulted from the fear of losing influence on the magazine published by people associated with the Workers’ Defence Committee. During the conversation, Łuczywo stated that a better candidate for Editor-in-Chief would be, for example, Andrzej Wielowieyski. Obtain-ing such information allowed the Security Service to introduce unrest and reduce internal trust between the members of the organisation, and even partially replace them. In mid-April 1981, the same wiretap-ping obtained information about the resolution of the conflict between Wanda Wojnicz and Mazowiecki regarding the staffing of the weekly’s letters section subordinated to it. In turn, at the end of April 1981, a sec-ond piece of information was obtained, also from a wiretapping, that, according to Zbigniew Romaszewski, Konrad Bieliński should be the Editor-in-Chief127.

				The case codenamed “Poeta” concerning Czesław Miłosz

				Due to the arrival of Miłosz, who was awarded the Nobel Prize in Literature, in June 1981, the Security Service conducted a nationwide case. Within it, almost every step the writer took was monitored. For surveillance outside the agency, operational techniques were used as auxiliary means. The telephone was tapped in the apartment of the No-bel Prize winner’s brother, Andrzej. The investigation files, in addition to the officers’ notes and information from the permanent agent, includ-ed information from a conversation between Artur Międzyrzecki and Małgorzata Naimska about the composition of the organising commit-tee of Czesław Miłosz’s visit to the country. In the next overheard con-versation, it was learned about Andrzej Kijowski’s invitation to a lunch organised by the American ambassador in honour of the Polish Nobel laureate128.
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				The case codenamed “Herb” concerning Zbigniew Herbert

				In the 1970s and 1980s, the poet was involved in the activities of the political opposition. In relation to him, the Security Service used a full range of technical measures, from telephone and room tapping to corre-spondence control. Thanks to this, the officers knew the plans, contacts, and intentions of the writer. In order to camouflage the technical means of information, it was officially stated in the documents that they were obtained not from eavesdropping but from a source codename “Herb”129, which meant that no one was looking for it in the place where the device was installed, but conversations continued with a sense of security.

				The case codenamed “Watra” concerning Jacek Kuroń

				Operating techniques could also be missing in the investigation of Ja-cek Kuroń, carried out in the 1970s and 1980s under the code name “Wa-tra”. The surveillance of the figurehead, co-founder of the KOR, involved tapping his telephone and apartment. These technical means recorded numerous telephone conversations conducted on various topics of interest to the Security Service. Meetings were often held in his apartment (with a lot of alcohol consumed in the background), even with secret mem-bers of the underground organisation, foreigners, diplomats of foreign countries, and foreign correspondents. For example, in mid-November 1981, information was obtained about a conversation between two trade union activists, Ewa Kulik and Anna Szwed from Kraków. The topics of their talks included misunderstandings in the Kraków “Solidarity” and the suspicion of cooperation with the militia of the first chairman of the Inter-Enterprise Founding Committee in Kraków, Stanisław Zawisza. During the conversation, a tactical plan was developed to remove Zawisza from his position and get rid of him from the group130.

				In 1981, General Czesław Kiszczak took over as Minister of Internal Affairs and immediately reorganised the ministry with the intention of streamlining its activities in preparation for the introduction of martial law. At the central level, all departments and offices were divided into ser-
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						130	P. Gontarczyk, Informacje…, pp. 320–321; G. Majchrzak, Podsłuchy…, p. 106.

					
				

			

		

	
		
			
				Policy of Using Operational Techniques in Poland

			

		

		
			[image: ]
		

		
			
				451

			

		

		
			
				vices, and an official level of management was introduced. In 1981–1990, the security apparatus consisted of the following structures:

				Intelligence and Counterintelligence Service consisting of divi-sions: I, II, A, RKW, passports, operating until October 31, 1989;

				Security Service, which included the following departments: III, IV, V, VI, studies office, industrial protection;

				Service consisted of the following divisions: B, C, T, W;

				other services of the Ministry of Internal Affairs: PESEL Depart-ment, Communications Board, Social and Administrative De-partment, and Departments of Social and Administrative Affairs in Provincial Offices131.

				“Citizens of the Polish People’s Republic. I am addressing you today as a soldier and as the head of the Polish government. I am turning to you on matters of the utmost importance. […] Today at midnight, the Council of State introduced martial law throughout the entire country”132 – these were the words spoken in the radio and television mass media by the Prime Min-ister of Poland, General Wojciech Jaruzelski, who took full responsibility for its introduction133. Martial law in Poland was introduced on the night of December 12 to December 13, 1981 and was only lifted after 586 days on July 22, 1983. It was supposed to be the only solution to alleviate the very difficult political and economic situation that was constantly growing and to remedy the chaos that was beginning to prevail in the country. Endless strikes and the threat of a “physical crackdown on the Reds” were said to have contributed to this. According to General Jaruzelski, the blame for the situation lay with the “Solidarity”, which was allegedly reluctant to any 

				
					
						131	P. Piotrowski, Służba Bezpieczeństwa w latach 1975–1990. Centrala, [in:] Aparat Bezpie-czeństwa w Polsce. Kadra kierownicza 1975–1990, vol. III, ed. P. Piotrowski, Wydawnic-two IPN KŚZpNP, Warsaw 2008, pp. 9–12; J. Widacki, Czego nie powiedział generał Ki-szczak. Z Janem Widackim rozmawia Wojciech Wróblewski, Polska Oficyna Wydawnicza BGW, Warsaw 1992, p. 14; P. Piotrowski, Struktury…, pp. 52–53.

					
					
						132	Przemówienie z 13 grudnia 1981, o wprowadzeniu stanu wojennego, UiO:Universitetetet and Oslo, https://www.uio.no/studier/emner/hf/ilos/POL1120/v07/undervisningsmate-riale/pensumtekster/jaruzelski.htm (accessed on: February 25, 2019).

					
					
						133	Stan wojenny, [in:] Kartki z PRL. Ludzie, fakty, wydarzenia 1971–1989, vol. II, ed. W. Władyka, Wydawnictwo “Fakty”, Warsaw 2006, pp. 214–219; J. Eisler, Zarys…, p. 179; Ch. Niedenthal, 13/12 Polska stanu wojennego, Wydawnictwo Fdipress Polska S.A., War-saw 2006, pp. 004–009; T. Bohun, A. Krupa, R. Radziejewski, Stan wojenny w Polsce, [in:] Encyklopedia Wojskowa …, p. 325.
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				talks and was preparing a confrontation with the authorities. Many months preceding December, during which social tensions increased, were a time of euphoria but also anxiety. By the end of 1981, support for the union was declining and concerns about the approaching winter were growing. Moreover, society was tired of constant tests of strength134 and an atmos-phere that could have led to the most drastic events in the post-war history of Poland, even a civil war. The Security Service revealed and liquidat-ed a sixteen-person illegal armed group equipped with firearms and cold weapons in Kutno. In various Polish cities, Retaliation Brigades or Special Groups were established on a voluntary basis to collect information about their opponents and their families. These data concerned places of resi-dence and work, their daily schedule, and were intended to be used to use mental and physical terror in the fight against the people’s authorities135. At the same time, the heads of the Eastern Bloc formulated the following thesis: “this movement is dangerous, the very names – free trade unions or workers’ defence committees – are dynamite. The movement is danger-ous because it goes back to the beginning of the century, to the roots of the social revolution”136. On this basis, a “theoretical”, Marxist interpreta-tion of the causes of the Polish crisis was gradually developed, because the process that began in Poland caused great nervousness in the structure of the Warsaw Pact countries, which repeatedly, at their meetings, including in Moscow, requested that the matter be resolved by force, claiming that “every delay equals death – the death of socialist Poland”. They even went so far as to regroup allied troops on the borders with Poland and broadcast radio programmes from the Czech Republic and the GDR to make Poles 

				
					
						134	A. Paczkowski, Wojna polsko-jaruzelska. Stan wojenny w Polsce 13 XII 1981–22 VII 1983, Wydawnictwo Prószyński i S-ka, Warsaw 2007, pp. 35–36; L. Wałęsa, Droga nadziei, Wydawnictwo Znak, Kraków 2006, p. 289; M. Heruday-Kiełczewska, „Solidarność” nad Sekwaną: działalność Komitetu Koordynacyjnego NSZZ „Solidarność” w Paryżu 1981–1989, PhD thesis written under the supervision of Prof. T. Schramm and Prof. E. Bussiere, Uniwersytet im. Adama Mickiewicza w Poznaniu, Wydział Historyczny, Poznań 2013, p. 80; B. Kopka, G. Majchrzak, Stan wojenny w dokumentach władz PRL (1980–1983), Wydawnictwo IPN KśZpNP, Warsaw 2001, pp. 13–24.

					
					
						135	H. Piecuch, Od Jaruzelskiego do Kwaśniewskiego Służby Specjalne atakują, Agencja Wy-dawnicza CB, Warsaw 1996, pp. 172–173.
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				aware of what would happen if the political system changed. Meanwhile, on November 26, 1980, the Political Bureau of the Central Committee of the Polish United Workers’ Party held a meeting in Warsaw to analyse the situation in the country after the arrest of Warsaw oppositionists Jan Narożniak and Piotr Sapełła. The leadership of the Polish communist par-ty considered the possibility of using force, but the prevailing opinion was that it was a bad moment for confrontation, although the representatives of the force structures (Michał Atłas, Wojciech Jaruzelski, Adam Krzysz-toporski) clearly sought to engage in a confrontation, paying attention pri-marily to the danger of lack of understanding and acceptance towards the decision of compromise made by the party apparatus and officials of the Ministry of Internal Affairs. Ultimately, an “honourable compromise” was decided on, which was to simultaneously release those arrested and call off the strike in their defence. At the same time, it was ordered to “imme-diately start preparations for confrontation”. For this purpose, a working staff was established consisting of representatives of the party, the Minis-try of Internal Affairs, the army, and the prosecutor general’s office. It was decided to make a “balance of all forces”, prepare new legal regulations on the issue of strikes (probably aimed at limiting the right to strike), and “programme the functioning of social life in extraordinary conditions”. The preserved minutes also included the following note: “When preparing for a confrontation, we should make every effort to ensure that it has a po-litical and repressive character; we already experienced another ten years ago, and its effects weigh on us to this day”137.

				The introduction of the martial law was a great nuisance for both its opponents – members of opposition groups and supporters of the ruling systems. It limited civil liberties in the areas of: speech (ban on gatherings), communication (official censorship of postal items and control of telephone calls138), movement without problems (curfew and obligation to have a per-mit to travel outside the place of residence), and, above all, access to relia-

				
					
						137	Ł. Kamiński, Przed i po 13 grudnia. Państwa Bloku Wschodniego wobec kryzysu w PRL, vol. I (sierpień 1980 – marzec 1981), Wydawnictwo IPN KŚZpNP, Warsaw 2006, pp. XXIII–XXV.

					
					
						138	M. Zaremba, Stan strachu, “Newsweek Historia. Sensacje XX Wieku” 2014, vol. I, no. 2, pp. 20– 25; G. Majchrzak, „Wojenna”…, pp. 50–53.
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				ble information broadcasted or published by the mass media. On the same night, many people lost their freedom because they were arrested and tak-en to prisons or to the so-called detention centres (internment facilities)139. Each such camp was under surveillance by the Security Service by placing its secret collaborators there, using a full range of operational techniques such as eavesdropping, viewing, surveillance of correspondence, and com-plete blocking of information coming from the world of free people. Dur-ing martial law, 10,131 people were interned using the apparatus of repres-sion. They were representatives of active opposition groups headed by Lech Wałęsa140, as well as previous leaders of the Polish state and parties, includ-ing First Secretary Edward Gierek. According to those who introduced the martial law, the main reason for such behaviour was to “gag” their mouths for many years141. At the same time, with the approval of General Czesław Kiszczak, the Security Service, together with the army, MO, ZOMO, and ORMO, pacified the Wujek mine, where nine miners died. In other simi-lar activities, the security authorities also carried out interventions: in the steelworks named after Lenin in Kraków, “Huta Warsaw”, the Gdańsk and Szczecin shipyards, ZM Ursus, WSK “Świdnik”, the “Manifest Lipcowy”, “Borynia”, and “Staszic” mines and others, where they used force to restore the applicable legal order142. During martial law, ad hoc operational or oper-ational-investigative groups were established, both at the level of the Minis-try of the Interior Headquarters and individual MO headquarters. The first was an operational group established on December 23, 1981 by the First Deputy Minister of Internal Affairs “to coordinate tasks in the implementa-tion of operational activities in relation to the Solidarity Trade Unions”. The 

				
					
						139	G. Wołek, Internowanie działaczy opozycji w stanie wojennym, “Biuletyn IPN” 2011, no. 11–12, pp. 80–90; W. Polak, Internowani w nocy z 12 na 13 grudnia 1981, “Biuletyn IPN” 2011, no. 11–12, 91–98.
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						142	W. Chudzik, R. Cywiński, I. Kielmel, I. Marczak (eds.), Stan Wojenny w Polsce. Kalenda-ria wydarzeń 13 XII 1981–31 XII 1982, Wydawnictwo Ministerstwa Spraw Wewnętrznych i Administracji, Warsaw 1999, pp. 7–9; L. Kowalski, Narodziny stanu wojennego, “Arka. Wolne pismo, etyka, krytyka, literatura, inne formy”, 1993, no. 48, p. 176; B. Kopka, G. Majchrzak, Stan…, pp. 14–15, 88.
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				members of this group were officers from Departments II, III, IV, and V of the Ministry of Internal Affairs. Operational groups were also established at times of important socio-political events in the country, e.g., during the pilgrimages of Pope John Paul II143. The amnesty announced by Jaruzel-ski’s government on July 22, 1984, released several hundred activists who, before leaving their places of internment, were forced to sign appropriate declarations regarding the cessation of all political, underground, and other activities harmful to the current legal order144. Because it was a very large group of people and they had to be monitored to see if they kept their promises, the persecution continued and even intensified. By doing so, the government tried to deprive the opposition of its charisma and support in society. The principle was very simple: people who abandon anti-govern-ment activities cease to be persecuted. Any unruly behaviour will mean repeated arrest. At that time, the Militia and the Security Service organised extensive raids and investigations in search of illegal printing houses, ille-gal opposition meetings, and, above all, the directions of the flow of funds to finance their activities145. As a result of the operational combination, on April 26, 1983, OZI transferred a technically secured apartment to the needs of the underground organisation “Solidarity” dealing with printing using a Dutch-made protein duplicator. The established case, codenamed “Automaty”, was intended to collect information about three oppositionists who printed various leaflets and publications in this premises. According to operational documents, this premises was also used by figures in other cases conducted with the main organiser Aleksander Herzog, the creators of the radio station “Solidarność Małopolska”. After two months of opera-tion of the premises, the equipment in the form of a duplicator was moved to another apartment, of course under constant supervision of the Security Service146. The entire activity of opposition structures and the underground 

				
					
						143	P. Piotrowski, Służba…, [in:] Aparat…, p. 13; J. Eisler, Zarys…, p. 203; T. Ruzikowski, Stan Wojenny w Warszawie i województwie stołecznym 1981–1983, Wydawnictwo IPN KŚZp-NP, Warsaw 2013, pp. 37–39.
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				in the country would be impossible without sponsorship by Western prin-cipals. Printing equipment, printing materials, radio equipment, financial resources, and hostile literature were smuggled into the country illegally via land and sea channels, both by liaisons and couriers – foreigners and Polish citizens, often on diplomatic documents (with the knowledge of in-telligence workers of the Polish People’s Republic and the Ministry of For-eign Affairs)147. This way, the following items were also transferred to the country: instructions, information, guidelines for opposition and intelli-gence and reconnaissance activities, valuable items (including cars) the sale of which financed the activities, and abroad: information about the situa-tion in the domestic underground and opposition, materials and studies (e.g., lists of arrested people) and opposition publications intended for use in the anti-Polish propaganda campaign in the West. This is also how ma-terials that had intelligence value for Western secret services (e.g., personal documents of Polish citizens, photos of Security Service employees, plans of military units, their telephone books, etc.) were found148.

				In operational activities, in order to penetrate the underground struc-tures or show superiors or various favourable environments the fact of high activity of opponents, it happened that anti-state leaflets were print-ed on equipment and paper belonging to the Security Service, and their distribution (scattering) was handled by officers of these services. “…You will print and scatter leaflets in the city that the radio will be broadcast tomorrow. Leave your ID cards at the company. Anyway, I don’t know anything about it. Execute…”149 – this is how a short meeting was held in the operational division of Department IV, which was investigating the clergy and the opposition.

				The hierarchs and pastors of the Catholic Church did not agree to such actions and submitted various letters and petitions to the authorities, and from the pulpit they preached how the faithful should deal with the au-thorities and their regulations. During this period, the fight for cross-es returned, and the bishops wanted to introduce them into schools and 
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				public places to bring religion closer to young people. Very often, priests consciously abused freedom of conscience and religion in their sermons, permanently slandering state authorities150.

				One of the basic tasks of the security organs was to obtain information from priests who were sent on missions or various studies, in particular to the Vatican. Each such person was investigated and under surveillance using a whole range of technical and operational means in order to obtain materials enabling their recruitment for possible cooperation abroad in our country. In such a case, recruitment could be carried out by counter-intelligence, security, and intelligence services. When a recruited secret collaborator – a priest, went abroad, the intelligence service took over his supervision151. As a result of this action, the security service increased the possibility of persecution and its scope of interest152. Unfortunately, sometimes such attempts ended very tragically for priests. In October 1984, the priest of “Solidarność”, Fr. Jerzy Popiełuszko153, in order to gain cooperation (he was supposed to go to the Vatican), was abducted and murdered by three officers of the Ministry of Internal Affairs: Grzegorz Piotrowski, Waldemar Chmielewski, and Leszek Pękala, and his body was thrown into the reservoir near Włocławek154. In the eyes of millions of Poles, Fr. Popiełuszko became a martyr for the cause of “Solidarność”, which was to live on because he “gave his life for it”. In less than a year, the torturers and their superiors were sentenced to long prison terms155, 
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				and after serving their sentences, they “hide” in Poland, starting a new life156. However, according to representatives of the opposition, such mur-ders were also committed against priests: Stefan Niedzielak, Stanisław Suchowolec, and Sylwester Zych157.

				Already during martial law in Poland, foreign centres related to for-eign intelligence services in various ways (most often through radios broadcasting programs from the West) encouraged Poles to prepare ter-rorist actions directed against institutions or persons in Poland, as well as against our diplomatic and consular missions abroad. Solidarity commit-tees operating in the West and organisations of Polish political emigration were indicated as the natural, political, and material support. The fact of the need to fight was confirmed by the words of Lech Wałęsa in his New Year’s speech on January 1, 1985. The chairman of NSZZ “Solidarność” said, among other things, that “there will be an underground fight until final victory”. The most spectacular action of the Security Service was the intrusion on February 13, 1985, of twenty plainclothes officers into Lech Wałęsa’s apartment, where a meeting was held with several leaders of the underground to discuss the strategy and possibilities of organising another large strike. Unfortunately, according to residents and later Se-curity Service documentation, every room in this apartment was bugged, using one of the newest laser devices at that time158. Among those arrest-ed were five regional leaders of “Solidarność”: Bogdan Lis from Gdańsk, Władysław Frasyniuk from Wrocław, Stanisław Handzlik from Kraków, Janusz Pałubicki from Poznań, and Adam Michnik from Warsaw. How-ever, what role did Lech Wałęsa actually play in those times? Historians’ opinions are divided because it turned out that the Security Service’s re-cords contained files of cooperation (personal and labour) from 1970–1976 of a secret collaborator codename “Bolek” with a special secret clas-sification. According to documents, Lech Wałęsa was said to have used such a pseudonym159.
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				Constant surveillance conducted by the Security Service, using oper-ational techniques and agencies, obtained information about the increas-ingly closer cooperation of members of underground groups with centres of foreign sabotage. The harmful cooperation was based on intelligence cooperation methods used in communication: dead contact boxes160, camouflage, microfilming, codes, ciphers, passwords, etc. It was also ob-served that sabotage centres use diplomatic and journalistic channels, the so-called humanitarian aid, scientific channels, maritime channels, and Church and tourist exchange to communicate with the underground. Af-ter several failures confirming real financing (e.g., American Endowment for Democracy) and contacts with foreign opposition centres, most of the intelligence information for them was transmitted through the “Radio Free Europe”, the “Głos Ameryki”, or the “Paryska Kultura” (constantly under surveillance by intelligence agency of the Polish People’s Repub-lic)161. This involved placing appropriate slogans, codes or phrases in the broadcast that made it possible to find materials, money, and equipment needed in the hostile activity left by the liaisons. In order to block transfer channels from the West, the Polish Ministry of Internal Affairs increased the intensity of surveillance of American diplomats at the embassy in Warsaw and the consulate in Kraków. The Polish services were convinced that the US embassy was responsible for these actions. All employees were tracked and people contacting this facility were subjected to surveillance. All parcels coming and going from the embassy were checked, including garbage. The massive scrutiny led to the expulsion of an American mili-tary attaché from Poland in February 1985 on espionage charges, and in May of the same year, two American diplomats working in Kraków were declared persona non grata due to their alleged involvement in anti-gov-ernment activities162.

				At the same time, the Security Service tried to constantly control the flourishing underground literary and cultural movements. From the very 
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				end of the war, thousands of magazines, books, monographs, leaflets, and posters were published without state censorship. One of the most surpris-ing publications was a booklet published by CDN the (“to be continued”), written under the pseudonym by Maciej Poleski – (actual author Cze-sław Bielecki) titled “Mały Konspirator”. In this publication, the author presents a number of instructions on how to deal with those in power, conspire, fight the authorities even in minor matters, and, above all, not get caught163. The underground publication of the CDN and others most-ly operated with funds from the American government. The funds were used to purchase machines, paper, ink, and even premises for printing houses. A secret helpline maintained thousands of similar projects in Po-land164. The Security Service has never forgotten about poets, writers, phi-losophers, and bards of the opposition. Even if some of them were initially pro-government, staunch party members praising this system as ideal lat-er became political enemies of the communist regime. Such individuals were intensively investigated by the Security Service in Poland and abroad. Among their “targets” were: Leszek Kołakowski – philosopher (case code-named “Senator”), Leopold Tyrmand – writer and columnist, with his behaviour and extravagant clothing, he was treated as a “Bikiniarz” (case code-named “Baron”), who wrote a book entitled Cywilizacja komunizmu giving people comments on “how to use the invention of the telephone” or “how to use the post office”165, Wiktor Wołoszyński – journalist, poet (case codenamed “Ławnik”), Jacek Kaczmarski – poet and composer presenting his work by singing his own songs (case codename “Idol”), Tomasz Burek – writer and literary critic (case codename “Bór”), Artur Międzyrzecki – writer (case codename “Rzecznik”), Jarosław Marek Ry-mkiewicz – reporter, writer (case codename “Jarek”), Janusz Szpotański – poet, satirist describing reality in “Crooked Mirror” (case code-named “Szpot”), Marek Nowakowski – a writer who is dangerously fascinated with criminals in his works (case code-named “Nowy”), and others. As 
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				part of strict surveillance, all the mentioned persons were subjected to: correspondence control, and even 24-hour constant external observation. They had wiretapping and surveillance in their places of residence and at work, and their private and business phones were tapped. Frequent places were bugged – tables in cafes, bars, and restaurants. The Security Service knew their daily schedules very well, where and when each figurehead was staying. For example, the poet Antoni Słonimski (figurehead nick-named “Syzyf” or “Sajmon”) was called the café man because before and after the war he always stayed at the same reserved tables in various cater-ing establishments in Warsaw. Until noon, in “Antyczna” at Plac Trzech Krzyży, after lunch in PIW, “Czytelnik”, and in the evening, in SPATiF, and until the day’s end, in “Ujazdowska”. It was enough to place listening devices in these tables and all conversations at them were monitored and recorded166. There was great interest in the publications they published and the papers they presented. Their performances were seen at concerts, lectures, and conferences in Poland and abroad. Censorship blocked the possibility of promoting their works. They were slandered and insulted in the environments in which they operated. Their work for the ruling party and their attempts to work for the Ministry of Public Security or being listed as candidates for informants in the Security Service files were repeatedly highlighted. The main reason for such behaviour by the su-pervisors was to obtain as much information as possible about the people contacting them, the problems they were observing, their plans, and plot-ting against the authorities167.

				Another group that has remained of constant interest to security au-thorities is the academic and scientific community. In the totalitarian system, the surveillance of universities, scientific communities, and re-search and teaching institutions, which were the largest concentrations of free-thinking people, most of them thinking contrary to the official line of the ruling party, was particularly important. Another important reason for controlling this environment was the supervision of numerous foreign 
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				trips of research workers resulting from conducting research of signifi-cant importance for the national economy168. The codenames of individ-ual universities or research centres were assigned very differently by the officers handling the cases. To “protect”, as they called these facilities, and the people residing there: students, researchers, and teaching and support staff, the services primarily used personal sources of information of vari-ous categories located there. When recruiting such sources, the Passport Departments and the Office of International Scientific Cooperation of the Polish Academy of Sciences were often used, which offered a passport or multiple opportunities to travel abroad in exchange for helping to secure the interests of our country – starting cooperation. When collecting in-formation, the Security Service used operational techniques in this area, including external observation, eavesdropping, photographic and film documentation, and correspondence control. The protection of these cir-cles was handled not only by officers of the Security Service department, but also by intelligence and counterintelligence, because this circle could carry out tasks in the country and abroad in various aspects of interest to the Polish state authorities169.

				Similarly to citizens of Polish culture, foreign (Western) journalists and various foreign publications, even from the East, were interested in counterintelligence and security, foreigners, especially foreign language teachers and scientists, who did not respect the canons of freedom al-lowed by the authorities, claiming that the adopted political strategy of selective freedom lived to improve the system of prohibitions, and thus create a system of repression170. They were seen not only as potential spies, foreign agents collecting intelligence materials and cooperating with the intelligence services of Western countries and the US, but above all, front-
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						169	P. Franaszek, Wstęp, [in:] Stłamszona nauka? Inwigilacja środowisk akademickich i na-ukowych przez aparat bezpieczeństwa w latach siedemdziesiątych i osiemdziesiątych XX wieku, ed. P. Franaszek, Wydawnictwo IPN KŚZpNP, Warsaw 2010, pp. 7–10; A. Dziu-ba, M. Mrzyk, Represje stanu wojennego wobec naukowców Uniwersytetu Śląskiego, [in:] Stłamszona nauka…, pp. 55–56. P. Pleskot, „Władcy paszportów”. Biuro Współpracy na-ukowej z Zagranicą PAN. Szkic analizy, [in:] Stłamszona nauka…, pp. 160–179.
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				line soldiers in the war of “ideological sabotage” between the West and the socialist camp. Although not a single spy was detected at that time, every journalist and selected foreigner staying in Poland was subjected to surveillance by the Security Service for engaging in “hostile and even political activities”. According to the Security Service, all scholarships or costs of staying in Poland were financed by intelligence centres (e.g., CIA) operating in the US171. This fact was confirmed by frequent visits of foreigners to diplomatic and consular missions and constant sending various incomprehensible information to their countries. That is how the communist government treated the collection and publication of incon-venient information about the situation in Poland. The foreigners under surveillance obtained the necessary knowledge during unofficial contacts and meetings with friends or representatives of the Polish intelligentsia. Very often, journalists employed permanent collaborators who, thanks to their contacts in Polish circles, obtained information about the behind-the-scenes of political life for their employers. Most often, in relation to this group of figureheads, apart from the agency, external observation, surveillance of correspondence, wiretapping, and surveillance, secret searches were used to reveal materials that would provide the basis for official searches and the possible expulsion of their owner from the coun-try172. The most accurate example of such collaborators, who were among the few to be held responsible for such an action, are two Polish citizens: former landowner Aleksander Wołowski, cooperating with the illustrat-ed magazine “Paris Match”, and former soldier of the Polish Army in Scotland, soldier of the British army, journalist of various Polish editorial offices, Tomasz Atkins (formerly Seweryn Pomeranc of Jewish nationali-ty173) providing information to the editorial office of the New York Times. Both of them, using their extensive private and professional contacts, 
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						173	T. Gąsowski, Pod sztandarami orła białego. Kwestia żydowska w Polskich Siłach Zbroj-nych w czasie II wojny światowej, Wydawnictwo Księgarnia Akademicka, Kraków 2002, p. 182; A. Szczypka, Kwestia antysemityzmu w programach młodzieżowych organizacji niepodległościowych na Górnym Śląsku i w Zagłębiu Dąbrowskim w latach 1945–1956, “Przegląd Nauk Historycznych” 2013, no. XII, pp. 267–272.
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				obtained a number of important information or materials transferred to foreign editorial offices. Counterintelligence learned about their hostile activities from various operational and technical sources: wiretapping, external observations, correspondence surveillance, and agent reports.

				In Wołowski’s case, the Security Services fully confirmed the need to surveil him thanks to information obtained from a wiretapping placed in the Bristol Hotel, which recorded a conversation between the surveilled person and an English journalist about the backstage of the election cam-paign of the Stalinist “Natolinist” faction. He talked about its sponsors, leaflets obtained from the Soviet embassy, and secret meetings in party rest houses. For each such conversation, Wołowski collected appropri-ate remuneration from foreigners in foreign currencies, which he later exchanged on the “black market”. He provided other information such as reports, articles, and short messages to the “Paris Match” through his friend, a Lot stewardess, who flew directly to Paris174. Like his predecessor Atkins, after obtaining information, he passed it on to foreign journalists or correspondents at individual meetings, banquets, and receptions175. The Security Service gained knowledge about these meetings and con-versations from eavesdropping and external observation of the figure-head. After a comparative analysis of articles published in the “New York Times”, it turned out that the information in the newspaper was identical to the transcripts from the wiretapped conversations conducted by At-kins with foreign guests. Even though the Security Service had irrefutable operational evidence of their harmful and hostile activities, none of them was convicted176.

				As the media developed, the special services’ ability to carry out disin-tegration and disinformation activities increased. Such activities required a large and available network of agents in this environment (press, ra-dio, and television). It happened that each editorial office had from two to three secret collaborators. General Kiszczak’s statement showed that 
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				in the 1980s, his subordinates operated approximately 500 points locat-ed in editorial offices, circles, clubs, and associations. Most often, they were journalists, reporters, domestic, foreign and war correspondents, poets and writers, who published their works in newspaper schedules or appeared on radio and television assessing the current facts of Poland’s social and political life177. The most adequate example of Polish intelli-gence agents was the outstanding Polish poet, writer and international reporter Ryszard Kapuściński, codename “Vera Cruz” or “Poeta”. While representing Poland in various countries around the world, he carried out tasks assigned by the Department I of the Ministry of Internal Af-fairs – intelligence. The Lustration Court did not find that his actions were harmful178. The cooperation of Polish journalists from the Security Service or foreign journalists in their countries with their secret services has always had a two-sided benefit, because the officers were the first to obtain valuable materials and information, and the journalists from their principals received materials to which only a very limited number of authorised persons had access, which was mostly the so-called “con-trolled leak”. There were very frequent cases where, with the help of secret service employees, journalists excluded their most dangerous opponents from media life179.

				The apparatus of repression not only sought to obtain information us-ing agential and technical operational means from people at large, but also counted on valuable information or any knowledge from places of forced isolation: prisons, detention centres, detention centres of the Citi-zens’ Militia or educational and correctional homes. Operational work in such places is part of the protective activity consisting in identifying the plans, intentions, behaviour, and views of the communities of convicted, temporarily arrested, punished, and placed by secretly obtaining infor-
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				mation180. In such places, the Security Service and the Militia always had at their disposal specially designated and “armed” (specially technically prepared through the constant operation of listening and monitoring in-stallations) rooms or cells in which interrogations were conducted or per-sons of interest to these services were placed. These are special pavilions of remand centres of the Ministry of Justice. The most famous facility of this type was Pavilion No. 3 of the Warsaw-Mokotów Remand Centre181. Currently, it is difficult to obtain a complete picture of the cooperation of the Prison Service with the secret services and the militia because all op-erational documentation from 1982–1989 was systematically destroyed182.

				6.2. Policy on the Use of Operational Techniques in Poland in 1989–1997

				“The events of 1989 resulted in the irreversible end of a certain historical era in Poland. The forty-five-year period of communist rule ended. With the change of the country’s name becoming a symbol, the history of the Polish People’s Republic ended. Polish society regained freedom and sub-jectivity, and the state regained sovereignty in all spheres of life, also or perhaps primarily in the field of international politics”183.

				The so-called “round table” talks between representatives of the oppo-sition and the government lasted from February 6 to April 5, 1989184. They led to the authorities agreeing, among other things, to the legalisation of “Solidarność” and partially free elections of the bicameral parliament. Such consent did not apply only to Poland, but initiated peaceful political changes in all Eastern Bloc countries towards democracy and a free mar-
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				ket economy. It later resulted in the collapse of the Soviet Empire and the end of the long-standing “Cold War” rivalry between the Eastern Bloc of Moscow and the Western Bloc of the United States185.

				During the preparations for the “round table” and after the conclu-sion of the agreement, the intensity of SB activities did not decrease, but increased and was directed towards the “Solidarność Walcząca” group. Although no repressive actions were taken, there were constant efforts to obtain information about its structures, plans and, above all, views on the work carried out at the “round table”. In the initial phase, this group did not agree with the effects of the agreement and was treated by the state authorities and Wałęsa’s group as the most dangerous political force, threatening to disrupt the implementation of the concluded social agreements. However, as a result of rapid socio-political changes in the country, this organisation moved away from radical methods of struggle (e.g., terror and psychological influence) to open political struggle. This position caused the Security Service to discontinue the use of operational control, including all means of operational technology186.

				Changes in the political situation in the country resulting from the “Round Table” agreements and the June 1989 elections also led to signif-icant organisational changes in the Security Service. The current tasks, as defined by the Minister of Internal Affairs at the meeting of the National Defence Committee on December 1, 1989, are “aimed at identifying and preventing threats from persons, groups, and organisations seeking to un-dermine the constitutional legal order and the system of parliamentary de-mocracy, preventing and revealing crime economic activity aimed at the basic economic interests of the state and undertake (strictly respecting the law) measures to disclose events that seriously threaten the security of the state or violate the constitutional rights of citizens”. Pursuant to the Order of the Minister of Internal Affairs No. 075/89 of August 24, 1989 on the liq-uidation and transformation of certain organisational units of the Ministry 
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				of Internal Affairs, the existing structure of departments, offices, and divi-sions of the Security Service of the Ministry of Internal Affairs most bur-dened with activities against the opposition was dissolved. In their place, the Department of Protection of the Constitutional Order of the State, the Department of Economy Protection, and the Department of Studies and Analyses were established. Similar changes were introduced at the provin-cial level. The number of officers has also changed. Before the reorganisa-tion, there were 24,308 of them, and on January 2, 1990, after the separation of the Intelligence and Counterintelligence Departments, “A”, “B”, “C”, “T” offices from the Security Service and the reduction of field units, only 3,542 positions remained in the Security Service187.

				In the Polish People’s Republic, the military services also played an important role, the structures of which were described at the beginning of the chapter. In the case of military intelligence, from its establishment on July 18, 1945, it operated as part of the Department II (Intelligence) of the General Staff of the Polish Army188, and from 1951, it existed as the 2nd Board of the 2nd General Staff of the Polish Army. At the begin-ning, its tasks included collecting and analysing military information re-garding Western countries. Each information regarding the armed forces of Western countries obtained by the operational department operating both at home and abroad (e.g., military attachates) was analysed in detail in the information department, which developed intelligence tasks and situation reports based on the received materials189. This body was reor-ganised and enlarged many times in 1981 and consisted of five divisions. The first was responsible for political matters, the second was responsible for intelligence matters, the third for information, the fourth conducted military reconnaissance, and the fifth was organisational and adminis-trative190. Despite the fact that the military structures of intelligence ser-

				
					
						187	P. Piotrowski, Struktury…, pp. 99–102.

					
					
						188	A. Nogaj, Powstanie i organizacja Oddziału Wywiadowczego Sztabu Głównego Wojska Polskiego w latach 1944–1945, [in:] Studia nad wywiadem i kontrwywiadem Polski w XX wieku, vol. 1, eds. W. Skóra, P. Skubisz, Wydawnictwo IPN KŚZpNP, Szczecin 2012, pp. 486–487.
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				vices tried very well to select and train their agents transferred abroad and military missions in: Indochina, Vietnam, Laos, and Cambodia191, there were cases of cooperation with foreign services or desertions result-ing from changes in the socio-political situation in the country and the world. In 1981, Stanisław Potrzebowski, an agent codename “Rymski”, operating in the Federal Republic of Germany, refused to return to the country. The same did Krzysztof Resich codename “Saper” working in the LOT Polish Airlines office in New York, Marek Grzeliński codename “Ejvind” serving as commercial attaché in the Office of the Commercial Counsellor in Stockholm. In the first days after the introduction of mar-tial law in Poland, two important diplomats betrayed their country while abroad: ambassador in Washington Romuald Spasowski and ambassador in Tokyo Zdzisław Rurarz, both associated with military intelligence192. At the end of the 1980s, when there were many indications of the possibil-ity of political changes, the military intelligence, in order to implement its statutory tasks (introducing agents to environments outside the country), began establishing various business entities in the country and abroad in which intelligence workers were employed, and from activities, funds were obtained to continue operational work193.

				The Internal Military Service (WSW) was responsible for counterin-telligence in the Polish Army194, established in 1957 and consisting of Di-rectorate I responsible for conducting counterintelligence activities in the army, Directorate II supervising law enforcement services, Directorate III responsible for training operational officers, Department IV respon-sible for general matters, communications, records, archives, Personnel Department and Political Department. The statute on the organisation and scope of operation of the Military Service stated that this service was established to counterintelligence protection of the army, conduct crim-
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				inal investigations into soldiers’ cases, and ensure compliance with mili-tary discipline and order in subordinate garrison units. Their tasks in the field of counterintelligence included “fighting the activities of intelligence agencies of foreign countries aimed against the allied Armed Forces, pre-venting acts of sabotage, terror and sabotage and detecting their perpe-trators, fighting against the hostile activities of reactionary elements in the country directed against the army and attempts to create illegal or-ganisation”195. These tasks were carried out, among others, by: counterin-telligence protection of military units and institutions, preventing agents from identifying military facilities and areas from the inside and outside, counterintelligence protection of military secrets (carried out by selecting persons with access to specific categories of matters and documents and monitoring compliance with instructions and regulations), operational protection of persons performing the highest management positions in the army, giving opinions on soldiers and civilian employees assigned to work in specific positions. Counterintelligence also secured institu-tions and enterprises working for the armed forces. The service providing counterintelligence protection in the army, among other things, protect-ed soldiers, professional staff, and their families from the influence of the Church and controlled the foreign contacts of the mentioned groups. In its operational work, this service used methods and means similar to those used in the Security Service. Information was obtained mainly from personal sources of information: agents, secret collaborators, and informants, most often recruited among conscript soldiers and civilian employees of the army196. Operational activities focused primarily on counteracting the infiltration of intelligence services of Western coun-tries, in which Western diplomatic missions were often involved. This was not a marginal phenomenon, because the services of the Ministry of Internal Affairs and the counterintelligence of the Northern Group of Forces of the Soviet Army were also involved in investigating these peo-ple. Materials collected during operational activities, mainly of a moral nature, could often be used to recruit agents in the enemy’s ranks. In the 

				
					
						195	W. Wołczew, Z działalności burżuazyjnego podziemia na Lubelszczyźnie wobec organiza-cji wojska w okresie PKWN, “Rocznik Lubelski” 1966, vol. IX, pp. 376–378.
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				army, WSW fought against both anti-Semitism, clericalism, and newly established opposition groups, with particular emphasis on the “Solidar-ność”. The emergence of this movement was defined as a threat to the army and ordered to use all available forces and operational, propaganda, and awareness-raising means to concentrate its efforts, among others, on “preventing hostile and destructive activities inside the army. In cooper-ation with the Ministry of the Interior, ensure tight counterintelligence protection of the armed forces against attempts by counter-revolutionary forces and Western centres of ideological sabotage that support their ac-tivities, and to expose and decisively counteract intelligence penetration of NATO countries”197. As a result of operational activities on the night of December 12–13, 1981, after the introduction of martial law, WSW sol-diers detained and handed over to the Ministry of the Interior the most active activists of the “Solidarność” from plants subordinated to Ministry of National Defence. The entire documentation and printing resources of these cells were seized and many preventive and warning talks were car-ried out. Many activists and members union were immediately dismissed from their jobs. Brought to “self-dissolution” of 18 out of 20 “Solidarność” units existing in the Ministry of National Defence (they did not only the structures in the Naval Shipyard and the “Czołówka” Film Studio). Mili-tary counterintelligence was engaged in activities among civilians for the first time, formally under the appearance of counteraction attempts of “hostile destructive activity within the army”, in fact as strong support of the Security Service. Pursuant to the applicable regulations specified in the Order of the Minister of National Defence No. 005/MON of Feb-ruary 25, 1971 on the counterintelligence work of the Internal Military Service and the Order of the Minister of National Defence No. 003/MON of March 15, 1984 on the introduction into official use of “Instructions on counterintelligence activities in the Armed Forces of the Polish People’s Republic”, while performing counterintelligence activities, this service could, among others, use technical, radioelectronic, optical, chemical, and other means. Such means were: external observation, telephone and premises eavesdropping, photo and video monitoring and documenta-
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				tion, correspondence control, secret searches and detentions, environ-mental intelligence and findings, radio surveillance monitoring, radio search monitoring, radio direction of transmitting devices, interception of radio correspondence, and radar control measurement. Of course, in order to carry out the assigned tasks, the WSW used personal sources of information without any restrictions198. Among other things, these bod-ies, together with the Security Service, made numerous arrests of oppo-sition members, and in January 1982, WSW soldiers began active recon-naissance of structures organisation created in Warsaw by members of the “Solidarność”, KOR, and KPN. In Łódź, the structures of the emerging Polish Socialist Catholic Party were destroyed. Radio counterintelligence also took an active part in actions against the underground WSW, which determined the locations of radio broadcasts of “Radio Solidarność” and “Solidarność Walcząca” broadcast in many towns.

				Another method of restricting the WSW against “extreme activists” of the “Solidarność” was the creation of 65 field companies to which 1,500 reservists were incorporated for three-month training. These ac-tions were intended to prevent these people from participating in possible protests against the banning of the union. Counterintelligence officers played a very important role in these activities because “they organised and conducted an active and thorough understanding of the situation in these subunits, and as a result of their actions, the situation in these subu-nits was brought under control and was subject to effective counterintelli-gence control”199. The abolition of martial law did not result in the return of the WSW “to the barracks”. On the contrary, it was thanks to its oper-ational activities that several editorial offices of underground magazines were destroyed, including the “Reduta” aimed at readers from military circles200. Formally, the WSW was supposed to play only a preventive and informational role. However, during its operation, the Military Internal Service not only dealt with counterintelligence security of the function-ing of the army, but also carried out tasks related to the surveillance of the 
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				sphere of private life, for example, informing about manifestations of re-ligiosity and, especially in the 1980s, combating political opposition and conducting operational activities in civilian environments. These facts were decisive for the decision to dissolve the WSW201.

				In 1989–1990, a profound reform of state and social structures took place in Poland. One of its important elements were organisational and functional changes regarding the military services and public order and security services. The main factor of the upcoming changes were the re-sults of the June 1989 parliamentary elections. The key task undertaken at the beginning of the reform implementation were the ministries of se-curity and public order. The new government adopted a mixed model of secret services, including two services with different status: civilian: the Office of State Protection (UOP) and military: initially the Second Intel-ligence and Counterintelligence Directorate of the General Staff of the Polish Army, and later the Military Information Services (WSI). Their creation was a result of combining intelligence and counterintelligence, and in the case of UOP, also the security service202. An investigative and preventive division was separated from the ranks of the military servic-es and the Military Police (ŻW) was established. On April 6, 1990, the Sejm passed the so-called police acts203 (on the office of the Minister of Internal Affairs204, on the Police205, on the Office of State Protection206, and later, on October 12, on the Border Guard207). The Act on the Office of the Minister of Internal Affairs gave the Minister the status of the su-preme state administration body implementing state policy in the field of protecting state security, public safety, and order208. Regarding the di-
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				vision of tasks performed by the Police and the UOP, it was agreed that the Police would ensure the safety of citizens and protect public safety and order by combating common crime using operational and technical measures, including operational technology209. In the case of the UOP, its goal was to protect the security of the state and its constitutional order. This was related to combating crime violating the basic interests of the state resulting from threats: espionage, terrorism, and violation of state secrets, as well as threats detrimental to the independence and integrity of the state210. By order No. Pf-59/Org, 1991 of General Florian Siwicki of the Ministry of National Defence of August 22, 1991, the existing military services were reformed, and in their place, the head of the Military Infor-mation Services was established211. The statutory legal basis for the activ-ities of the WSI was introduced by the Act of October 25, 1991 amending the Act on the universal obligation to defend the Polish People’s Republic and other acts212. This Act defined the duties and powers of the WSI and the possibility of cooperation with the UOP in the scope of tasks related to identifying and counteracting threats to the state’s defence and viola-tions of state secrets in the field of defence213. However, who will supervise this service is precisely regulated by Article 5 section 1 of the Act of De-cember 14, 1995 on the office of the Minister of National Defence, indicat-ing that the WSI is subordinated to the Minister of National Defence214. It was different in terms of securing the country’s basic economic inter-ests. Until the end of December 2016, supervision over these branches of life was officially carried out by officials of the Ministry of Finance (Tax Offices, Fiscal Control Offices), and in the case of operational activities 
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				undertaken under the Act of September 28, 1991 on Fiscal Control, the Fiscal Documentation Office215 (called “Tax Intelligence” or “Tax Police”) and pursuant to the Act of June 6, 1997 on Customs Inspection216, the Customs Inspection was established. Each of these institutions, according to their laws, had unlimited powers to conduct operational and recon-naissance activities, including the use of a full range of both personnel and technical operational means.

				The difference between these two institutions and other similar ser-vices lay in the areas of their interests. According to the Act, the Fiscal Intelligence Service combated and prevented crimes committed against the state’s finances217, and the Customs Inspection also took care of the finances, but in the context of border crimes (importing and exporting goods from the territory of our country for which customs and fiscal du-ties had to be paid)218.

				Unfortunately, every organisation, especially one operating on the border of the law in the underground, despite its friendly nature and composition, had different voices, factions, and directions of action in its structures. Such a tangible example is the KOR, mostly composed of the Independent Students’ Union (NZS). Despite major differences related to the ideology of protesting against those in power, they took joint ac-tion regardless of the beliefs of their colleagues. The ideological affinity of the two camps and the agential involvement of former dissidents created an environment that “took over Poland” and pushed the “patriotic trend to the political and media margin”.

				As part of the creation of the new state, the Special Services received permission from the government to secure their interests and set up so-called operational wiretapping in various places. Politicians at that time talked about such devices only to very trusted people or later as a joke in 
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				interviews with them. An example of this is the wiretapping in the Belve-dere Palace, which Jarosław Kaczyński knew and talked about219.

				6.2.1. Agents, Traitors, and Scandals Related to the Polish Secret Services

				The end of World War II and the resulting political conflict between the countries of the capitalist bloc (the territory of Western Europe) and the communist bloc (the territory of Eastern Europe), called the “Cold War”, resulted in their desire to prove the superiority of their political system at every step of their actions. In the invisible fight, the aim was to obtain as much knowledge as possible about the opponent by collecting total and global information about current and possible opponents. Everyone was interested in what methods, means, and how advanced their tech-nology was. To carry out such tasks, the company always used its own agents sent to designated places or recruited in foreign areas. Fugitives were recruited for cooperation for various reasons, foreign agents were recruited or resulting espionage or criminal and economic scandals were revealed. To spy on each other and use surveillance, each service used a full range of operational means, of course with varying degrees of tech-nical advancement. External surveillance and all its types, eavesdropping and surveillance, correspondence control, operational traps and, above all, “White Intelligence” were used on a daily basis. Unfortunately, in the seventy years after the war, such situations also concerned Poland.

				From a large group of Polish agents, there should be mentioned:

				Andrzej Czechowicz – Believing that a graduate of the University of Warsaw had no prospects for a good start in the country, he fled Poland to England and Germany. As an educated person who knew German and Russian, he was often used to translate conver-sations between representatives of Free Europe and refugees from behind the Iron Curtain220. After a long period of verification by foreign intelligence services, he received political asylum in the Federal Republic of Germany and was employed in the Broad-
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				casting Research and Analysis Office of “Radio Free Europe”. In 1965, Czechowicz reported to the Polish Military Mission in West Berlin and, after completing the checks, started cooperation with the Polish People’s Republic intelligence. Most of the time, he pro-vided several dozen thousand pages of various materials in the form of documents photocopies about the structure of the RWE, its staff, correspondents, and people sending any comments about the system in Poland. His return to Poland in March 1971 was cel-ebrated by the authorities and commented on by all Polish media. Captain Czechowicz’s great intelligence success was publicised, which quickly became the subject of numerous ridicule and jokes circulating in Poland221. For two years, the hero was driven around the country to participate in meetings with Poles of various back-grounds. In 1974, he published the book Siedem trudnych lat de-scribing his spy exploits in it. As a reward for his service to the homeland as an employee of the Department I of the Ministry of Internal Affairs (intelligence), he was appointed second secretary at the Embassy of the Polish People’s Republic in Ulaanbaatar. When asked if he does not feel exploited, he replies: “I thought I was doing the right thing. People had the wrong idea about the West and that America loved us. And they always treated us like pawns in a game, he says. He knows exactly what it is like”222.

				Marian Włodzimierz Zacharski – As a young man, after complet-ing law studies at the University of Warsaw, he started working in the state-owned company Metalexport. This institution and other units subordinated to the Ministry of Foreign Trade (MHZ) were constantly controlled by the PRL secret services. Most of the peo-ple working there performed special tasks for the intelligence ser-vice, and their place of employment served only as a way to cover their spy profession. In 1975, Zacharski was promoted to a higher 
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				position and received a four-year contract as deputy department manager of POLAMCO (Polish-American Machinery Corpo-ration), first in Chicago and then in Los Angeles223. Serving as branch manager and later branch director, he repeatedly brokers contracts with American and Canadian heavy industry producers. Since Zacharski’s workplace was located not far from the famous “Silicon Valley”, at that time the largest American technological and research centre, the director’s person became very interesting in terms of intelligence for the communist secret services224. In 1977, during one of his visits to Warsaw, Zacharski was recruited to cooperate with the Polish services, taking the codename “Pay”. According to the assigned intelligence tasks, the agent was to es-tablish contact with people who worked or had access to “Silicon Valley” or matters related to US defence. Zacharski was helped in accomplishing his most important task by his passion for play-ing tennis. It was on the courts that he met and established con-tact with William Holden Bell, advanced projects manager in the Radar Systems Group at the Hughes Aircraft Company in El Se-gundo, California, working on future-proof solutions for the US Department of Defence, as well as for Defence Advanced Research Projects Agency – DARPA (Defence Advanced Research Pro-jects Agency). During frequent breaks from tennis matches, Bell repeatedly told his friendly Polish neighbour about the projects he was currently doing for US defence. After a short, honest con-versation, Bell agreed to share the documentation of the projects being developed for appropriate remuneration225. By 1981, Bell sold Zacharski tens of thousands of pages of secret documents for the money of Polish intelligence in the amount of approximate-ly $110,000 in cash and gold coins worth approximately $60,000. The documentation included, among others, precise data on ra-dars, target interception and missile guidance systems used in all the best American combat aircraft of the time. He also handed 

				
					
						223	K. Dubiński, I. Jurczenko, Być szpiegiem, Wydawnictwo MIK, Warsaw 1994, pp. 9–13.

					
					
						224	W. Bułhak, P. Pleskot, Szpiedzy…, pp. 405–409.

					
					
						225	S. Koper, Wielcy…, pp. 252–260.

					
				

			

		

	
		
			
				Policy of Using Operational Techniques in Poland

			

		

		
			[image: ]
		

		
			
				479

			

		

		
			
				over plans for the LPIR radar (Low Probability of Intercept Radar) commonly known as “silent radar”, which was installed, among others, in the B-1 and B-2 strategic bombers. He provided doc-umentation on TOW, Phoenix, Sparrow, Hawk, Patriot missiles and state-of-the-art radars for the Navy226. The idyllic operation of the Polish agent was interrupted on June 28, 1981 after Zach-arski was arrested by the FBI on charges of obtaining information relating to US national defence in order to pass it on to represent-atives and officials of his principals. There are several versions of the main reasons why the FBI became interested in Zacharski, but the most realistic is a betrayal from the very inside of the Polish intelligence headquarters in Warsaw. As it turned out, the betrayal was committed by Jerzy Koryciński, an employee of Department I of the Ministry of Internal Affairs, who informed the CIA about the leaks of secret military projects227. The Americans quickly reached Bell, and as a sign of remorse, he pointed out the Polish agent. On December 14, 1981, a court in Los Angeles sentenced Zacharski to life imprisonment. After serving several years in prison, on June 11, 1985, as a result of long negotiations, Zacharski received an act of pardon signed by US President Ronald Regan and was exchanged on the Glienicke Bridge in Berlin (this bridge was the border between East and West Germany). During Zach-arski’s time, Poland handed over to the other side five prisoners sentenced to long-term prison sentences for conducting intelli-gence activities for the United States. They were: Jerzy Pawłowski, Leszek Chróst, Bogdan Walewski, Norbert Adamaschek, and Ja-cek Jurzak228. After returning to Poland, Marian Zacharski, as an external Polish intelligence officer, was employed in very lucrative positions related to foreign trade (e.g., General Director of Pewex) only due to the ban he could not travel to the US. In 1994, he was appointed Head of the Intelligence Directorate of the State Protec-
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				tion Office, but he did not hold this office for long, as the opinion of foreign politicians, especially Americans, resulted in his dis-missal. However, his further fate was determined by economic irregularities in the company previously run by Inter-Arms, re-sponsible for the computerisation of Polish offices, the prosecutor conducting criminal proceedings and the case involving Prime Minister Oleksy (described below). Marian Zacharski left the ser-vice structures very quickly and left Poland without specifying his place of stay229.

				Chief of military counterintelligence of the WSI in Łódź, Lt. Col. Czesław Wojtkun – In 1999, he was detained by UOP officers for collaborating with the Soviet and later Russian secret services. In 2002, he was sentenced to four years in prison and demotion230. At the same time, military personnel also serving in the WSI are detained. Lt. Col. Zbigniew P. was sentenced in 2001 to three years in prison and demotion. The third WSI officer detained at that time, Zbigniew H., as a mentally ill person, did not participate in the court process and was not criminally liable231.

				Col. Zbigniew Włodzimierz Sz. – He was responsible for Polish military attachates abroad, and detained by the UOP in 1996 for espionage for the United States CIA. By the decision of the highest Polish authorities, President Aleksander Kwaśniewski, the spy was released without trial and officially left for the US. This was intend-ed to improve relations between the United States and Poland232.

				Fugitives that should be reminded:

				Edward Juraszke – Lt. Col. of Counterintelligence of the Polish Peo-ple’s Republic, who was an officer of the Technical Control Section, transferring his knowledge to the British secret services233;
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				Michał Goleniowski – Lt. Col. of the Department I of the Minis-try of Public Security and the Ministry of Internal Affairs (intel-ligence of the Polish People’s Republic), later cooperating with the CIA234 and many other diplomats, commercial representatives, or people traveling abroad on business or tourism.

				Spies working for foreign secret services:

				Bogdan Walewski – An employee of the Ministry of Foreign Af-fairs, a diplomat, the first secretary of the Polish People’s Republic embassy in Moscow, a triple agent cooperating with Soviet, Polish, and American intelligence235;

				Jerzy Pawłowski – World champion in sabre, officer of the Polish People’s Army, revealing to the authorities of the Internal Military Service in 1975 that he was an American intelligence agent236;

				A spy tandem carrying out tasks for the CIA, Norbert Adamaschek, an emigrant to the Federal Republic of Germany, acting as a resi-dent liaison, and Jacek Jurzak, a doctor of technical sciences, a ral-ly driver and pilot, an agent performing assigned tasks regarding NSZZ “Solidarność”. Jurzak used most of the obtained materials to prepare secret notes which he sent to the indicated addresses in the Federal Republic of Germany. This is what led to the discov-ery of its malicious activity. During the investigation, he identified Adamaschek as an accomplice in the crime237;

				Ryszard Jerzy Kukliński codename “Jack Strong”, “Mewa” – Colo-nel of the Polish Army, deputy head of the Operations Directorate of the General Staff of the Polish Army. From 1972, an intelligence 
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						236	I. Pawlik, Jerzy Pawłowski szpieg w masce, Dom Wydawniczy, Warsaw 1993, pp. 39–48; P. Słowiński, Bohaterowie…, pp. 185–196; S. Koper, Wielcy szpiedzy w PRL, Wydawnic-two Czerwone i Czarne Sp. z o.o. S.K.A., Warsaw 2014, pp. 136–163.

					
					
						237	K. Dubiński, I. Jurczenko, Być…, pp. 195–204; H. Piecuch, „Wojciech…, pp. 170–174.

					
				

			

		

	
		
			
				Chapter 6

			

		

		
			[image: ]
		

		
			
				482

			

		

		
			
				agent of the American CIA, shortly before the introduction of martial law in 1981, evacuated by CIA agents to West Berlin and the United States. His described career in the army begins in 1947 when he was admitted to the Infantry School in Wrocław, which he completed with some problems and was transferred to line ser-vice238. By improving his civilian and military education, he ad-vances at individual levels of the military hierarchy. His life pas-sion was sailing, which he could pursue initially in the Kołobrzeg LPŻ Maritime Club, and later as the president of the “Atol” mili-tary sailing club. In 1964, as a collaborator of the Polish counter-intelligence and military intelligence, and as a student of ASG WP, sailing from Kołobrzeg to Sweden on his private yacht, he masked the tasks performed by the Polish military counterintelligence239. After graduating from the ASG, he was promoted to the rank of major and then transferred to Warsaw, where he served as a staff officer, dealing,, among others, with the preparation of plans for the invasion of Czechoslovakia by Warsaw Pact troops. In fact, it is not possible to determine when Kukliński cooperated with the Polish military services, whether from 1962 with the counterintel-ligence of the 2nd Directorate of the Second Military Command, or from the 1940s with the Military Intelligence240. In Warsaw, Kuklinski’s career started very quickly, from the head of the Gen-eral Planning Department in the Operational Management Board and ultimately to the head of the 1st Branch – deputy head of the 1st Operational Management Board of the Polish Army Border Guard. While in this position, he participated and organised the highest-ranking exercises and briefings for both the Polish Army and the Warsaw Pact troops, the topics of which were most often the war strategy of the USSR in relation to the NATO. Ryszard 
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				Kukliński completed special intelligence training241, which he used while serving in the International Commission for Con-trol and Supervision of the Geneva Treaties in Vietnam, where he dealt with, among others, collecting data on troops partici-pating in the Vietnam conflict242. He returned from the mission in 1968 and continued to serve in the Operational Training De-partment of the General Staff of the Polish Army. In the 1970s, he planned and carried out an intelligence operation under the guise of tourist sailing cruises in the area of Western European ports. The task of such cruises was to discover future areas of invasion of the Warsaw Pact. During cruises, among others: the depth of water crossings on the Elbe was measured using an echo sound-er, the Heligoland region with the NATO radar centre was recog-nised, intelligence reconnaissance was carried out in Hamburg, Kiel, Copenhagen, and the coasts of Great Britain and Sweden243. During such a cruise, through the military attaché at the US em-bassy in Bonn, Kukliński established contact with representatives of the American intelligence service – CIA agents. After agreeing to cooperate, he received the pseudonym “Jack Strong “, a min-iature camera and a dictaphone, and the places for transferring the obtained materials were designated in Poland. In April 1977, by the decision of the counterintelligence command, intelligence cruises were discontinued as they were very risky244. Kukliński is then promoted to the rank of colonel and later to the rank of gen-eral. He was offered higher positions in the army several times, but he preferred to stay in Warsaw and in his current position, because the promotion could limit his access to documents of in-terest to the Americans. At the end of 1978, in the office on the 
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				first floor of the First Directorate of the General Staff, the object officer, Lt. Col. Józef Putek, found Kukliński taking photos of doc-uments. Despite a report about this fact from Kuklinski’s file sub-mitted to his superiors, this document was lost and the facility officer was transferred to the “green garrison”245. Since the colonel was considered a womanizer in his community, it was normal that hitting on or adoring women did not raise any concerns among his community. Kukliński very often used this fact for intelligence communication with his principals overseas. This meant that, un-der the legend of romance, he often took his friends to a specially prepared dacha near Mińsk Mazowiecki near Warsaw, and at the same time left spy material in special hiding places. In April 1979, Kukliński was deeply affected by the death of his permanent lover, Barbara J., with whom he had been in a very close relationship for about ten years246. In later years, Kukliński, as a trusted soldier of the General Staff, participated in many secret meetings of the highest authorities of the Polish Army and the Warsaw Pact. He himself developed various variants of military operations along with the strategy of introducing martial law in Poland247.

				He kept his overseas principals informed about everything. In 1972–1981, Kukliński donated over 35,000 pages of super-secret documents to the West, 33,000 of which edited in Russian248 re-garding, among others: the Polish People’s Republic, the USSR, the Warsaw Pact, plans to use nuclear weapons, technical data of the latest Soviet weapons, such as the T-72 tank, the Strzała-2 mis-sile, the deployment of Soviet anti-aircraft units in Poland and the GDR, various methods used by the Red Army to avoid targeting its objects by spy satellites, and above all, plans to introduce mar-tial law in Poland249. However, these transferred documents were 
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				or were not used in various ways by American politicians and their secret services because they were not considered to be fully reliable250. At the beginning of November 1981, during a briefing in the office of the deputy chief of general staff, Kukliński learned about the leak to the United States of the final version of the plans to introduce martial law. Afraid of possible confrontations and fearing surveillance in the form of external observation and the use of wiretapping, he quickly informed CIA agents about the up-coming risk and the need to evacuate. Using special operational activities, CIA agents evacuated Kukliński and his family to West Berlin and the United States. On May 23, 1984, Kukliński was sentenced in absentia to death, which was commuted to 25 years in prison. Ultimately, after the review of the judgment of Col. Ryszard Kukliński was acquitted and rehabilitated. The operative part of the judgment stated that he acted in a state of extreme ne-cessity, and the justification was kept secret251.

				Second Secretary of the US Embassy in Poland, Albert Müeller – On April 18, 1987, he was arrested in the act of receiving intel-ligence information and providing instructions, tasks, and spy devices in a special place for an unspecified agent. Müeller was expelled from Poland without fanfare252;

				Marek Zieliński – Major, Ph.D., he cooperated for eleven years with the Russian military intelligence GRU253, former head of a three-person special team reporting directly to the Minister of the Interior responsible for preparing a strategy for special ac-tions of the Ministry of the Interior for the Political Bureau of the Central Committee of the Polish United Workers’ Party re-garding the fight against “Solidarity”. Dr. Marek Zieliński also 
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				conducted classes for students at the Security Service Officers’ College named after Feliks Dzierżyński in Legionowo (where a large number of spies taught, from the Deputy Commander of the School to the quartermaster)254, postgraduate officer courses at the SW Academy in Świder near Warsaw in the field of fight-ing the foreign “Solidarność” opposition and youth organisations. On October 26, 1993, he was arrested red-handed for providing espionage materials to Col. Vladimir Lomakin, military attaché of the Russian embassy in Warsaw. “Rudy”, because that was his codename, transferred materials obtained from the Ministry of Internal Affairs in 1981–1990. After an unsuccessful verification to the new Polish services and his retirement, at the request of the Russians, he organises and chairs the National Union of Employ-ees of Personal, Property, and Detective Services Companies255. On July 1, 1994, the Warsaw Military District Court found him guilty of espionage for Soviet and Russian military intelligence in 1981–1993. He was sentenced to seven years in prison and PLN 30 million fine (old zloty). In September 1994, the Supreme Court of the Military Chamber increased the sentence to nine years. It was one of the significant successes of the young service of the State Protection Office256.

				Scandals related to the Polish secret services:

				The “Zalew” scandal – It was conducted by officers of the Ministry of Internal Affairs from the late 1960s until 1971 and consisted in acquiring illegally (including criminal) foreign exchange and gold, which were later to be used for routine operational activities of the intelligence and counterintelligence of the Ministry of the Interior. It turned out that under the guise of performing official 
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				duties, the officers smuggled foreign currencies, jewellery, and gold not for official purposes but for private purposes. The scandal was revealed as a result of internal disputes between Department I and Department II. After the trial, nine people were sentenced to two years and six months to twelve years, including the organ-iser of the event, General Ryszard Matejewski. During the inves-tigation, 82 kg of gold, over 150,000 US dollars, PLN 5 million, all with a total value of PLN 40 million were recovered257.

				The “Iron” scandal – It arose in the mid-1980s after information about a secret special operation carried out in Western Europe in the last decade of the 20th century by Department I of the Min-istry of Internal Affairs was publicly disclosed. The operation was carried out when General Mieczysław Milewski was the head of this unit. It involved, similarly to the earlier “Zalew” scandal, in-filtrating criminal structures, conducting criminal activities, such as robberies, thefts, frauds, and even murders, in order to obtain: money, gold, works of art, cars, and very expensive items that can be quickly cashed in258. The money or valuables obtained in this way were used to finance the activities of the Polish People’s Re-public intelligence. They served as rewards for intelligence officers overseeing the entire enterprise and as gifts for high party digni-taries259. A large part of the looted loot was handed over to the real perpetrators of criminal activity, the Janosz brothers: Jan, Miec-zysław, and Kazimierz, who were agents of the Polish People’s Re-public intelligence, carrying out activities invented in the Minis-try of Internal Affairs, in exchange for impunity, protection, and participation in the profits260. The brothers not only raised funds, they were also given tasks related to contract killings and bank robberies, as well as fighting representatives of the Polish opposi-tion in the west. One of such tasks was to kill Adam Michnik or 
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				deprive him of his passport so that he would have trouble return-ing to the country. The order has not been completed261.

				The “FOZZ” scandal (Foreign Debt Service Fund) – The fund was established in 1989 by the Sejm of the Polish People’s Republic of the 9th term262, and its operation was dissolved as a result of the Sejm Act of December 14, 1990 on the abolition and liquidation of certain funds. Article V listed among the FOZZs to be liquidated, subject to the reservation contained in Article 14 that it may be converted into a joint-stock company or foundation by December 31, 1991. The FOZZ went into liquidation at the end of the year263. Liquidation was completed in 2014. Its main goal was to collect financial resources and use them to repay Polish debt on interna-tional markets. The actual task of the fund was to purchase foreign debts of the Polish People’s Republic on the secondary market at significantly reduced prices resulting from low debt quotations. The receivables were purchased by “substituted” companies, of-ten created for this purpose. This operation was carried out in strict secrecy because it was inconsistent with applicable interna-tional law, and its course was supervised by the Second Board of the General Staff of the Polish Army (and later the WSI) and the Department I of the Ministry of Internal Affairs264. As evidenced by multiple inspections carried out at various administrative lev-els, even the Supreme Audit Office received most of the money entrusted state remained transferred without any security to the accounts of: companies operating in Poland, political parties, or personal accounts abroad265. According to the indictment, the State Treasury lost due to the FOZZ scandal: USD 119.5 million, 
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				DEM 9.6 million, FRF 16.8 million, BEF 125 million, and 35.9 bil-lion old Polish zlotys (PLN 3.59 million). Total losses amounted to PLN 334 million (at the exchange rate of December 31, 1995 – PLN 2.4680 per USD). After a long-term trial using all appeal possibilities, the fund’s director Grzegorz Żemek, deputy direc-tor Janina Chim, and other associates: Zbigniew Olawa, Dariusz Przywieczerski, Irena Ebbinghaus, and Krzysztof Komornicki were sentenced to prison terms of 2.5–9 years. Of course, most of the embezzled public property was never recovered266.

				The “Telegraf” scandal – In the summer of 1990, the scandal in-volved politicians of the Porozumienie Centrum party with its activists Lech and Jarosław Kaczyński and Maciej Zalewski, and concerned money transfers: from state institutions, enterprises, and various companies supporting the private Telegraf Company. For such illegal activities, Maciej Zalewski was sentenced to 2.5 years in prison267.

				The “Art.-B” scandal concerned banking operations conducted by the ART-B company (operating from 1989 to 1991) using the so-called “oscillator”. This involved taking advantage of a loop-hole in Polish banking law by establishing bank deposits based on the guaranteed bills of exchange from other banks. In this way, very high interest rates were obtained on each deposit, even just for a bill of exchange. Numerous bribes, loans, fraud, and, above all, financial dependence of members of political parties268 
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				and representatives in state authorities and secret services are the basic method of operation of the company’s owners, Andrzej Gąsiorowski and Bogusław Bagsik. Thanks to this, Art.-B made a huge fortune, estimated at approximately PLN 400 million269. Warned by their debtors against arrest, they fled from Poland to Israel. For participating in the scandal, only Bagsik was sen-tenced to prison, because Gąsiorowski was hiding in Israel until the statute of limitations for committing the crime expired. The other face of the Art.-B company is the organisation and partial financing of a secret operation codenamed “Most”, which involves helping Jews emigrating from the USSR to Israel. The task of the Polish (Department I) and Israeli (Mossad) secret services was to ensure conflict-free and safe transit through Polish territory. As a result of effective cooperation while maintaining complete secrecy even from diplomats of various missions accredited in Po-land, the operation was not detected and went smoothly270.

				The “Anastazja P.” scandal – Anastazja Potocka (real name Marze-na Domaros), a small fraudster from Tricity271, in the summer of 1991, posing as an aristocrat and correspondent of “Le Figaro” in the Sejm, established not only social contacts with MPs from both the left and the right side of the Polish political world. During the meetings, she obtained valuable information regarding the so-cio-economic situation of our country and passed it on to UOP of-ficers, which was confirmed in the documents from the so-called “Lesiak’s Wardrobe”272.

				The “Alcohol” scandal and the “Rubel” scandal broke out in the early 1990s and involved the use of loopholes in the adopted law regarding the legal import and trade of large amounts of alcohol 
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				and cigarettes without excise stamps from abroad. Any company that had significant funds could purchase such products without restrictions and sell them at a high profit. The second scandal in-volved unauthorised companies using the intermediation of very large exports of potatoes from various countries (e.g., Austria or Panama) to the USSR in exchange for transfer rubbles, the ex-change rate of which was much higher than the US dollar. The obtained rubbles were exchanged for dollars and sent to foreign banks. Despite constant control and documentation of these transactions, the UOP, the Ministry of Finance, and even the Su-preme Audit Office could not apply for legal or political liability273.

				The “Olin” scandal – It broke out on December 21, 1995 after the Minister of Internal Affairs, Andrzej Milczanowski, appeared from the parliamentary tribune in the light of cameras in the presence of MPs and live television viewers, accusing the act-ing Prime Minister, Józef Oleksy, of committing treason by co-operating with KGB residents in Poland: Vladimir Alganov and Grigoriy Yakimishin, former diplomats of the Russian embassy in Warsaw274. In the information provided, Milczanowski said that according to the findings made by officers of the State Pro-tection Office (the names were later made public: Col. Marian Zacharski and Cpt. Dariusz Izgórski), Józef Oleksy, as a registered agent of Russian intelligence, “held many meetings with foreign intelligence officers, during which he consciously transferred in-formation and documents, including secret ones”275. The whole case began with the information obtained in the Mera courts by Zacharski from a Russian diplomat that among the political elite there was a foreign service agent nicknamed “Olin”, recruit-ed for cooperation by Vladimir Alganov276. After Alganov offi-cially left his position as a diplomat, he became an internation-
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				al businessman trading in all kinds of goods, but more often in weapons277. While in Poland, Alganov was repeatedly subjected to operational control by the Polish services, and certainly dur-ing operations before the outbreak of the scandal278. As Zacharski claimed, in order to clarify the matter, he recruited two Russian diplomats, Jakimishin and “Alexei” bdb. As a result of confirm-atory activities, a note was obtained from a representative of the Russian embassy (probably Yakimishin) confirming that “Olin” was Józef Oleksy, and from a second agent named “Alexei” bdb. information about two other agents nicknamed “Kat” and “Min-in”279. To confirm this fact, Marian Zacharski and Dariusz I. try to recruit Alganov. During the meeting, it was not possible to ob-tain the Russian colonel’s cooperation, but the recorded three-day conversations gave circumstantial evidence and indirect confir-mation in this regard, as well as new information that Alganov and his family were resting in Cetniewo at the same time when President Aleksander Kwaśniewski and his wife were there. At-tempts to confirm this did not bring the expected result, as the of-ficers of the Gdańsk Branch Office of the Office of Labour Protec-tion did not detect anything. However, journalists managed to get access to the documents (invoices for the stay of Kwaśniewski and Alganów) and information regarding this stay280. After the mil-itary prosecutor’s office initiated an investigation into this case, Józef Oleksy resigned on January 24, 1996. The investigation was discontinued as it was not known who the spy codenamed “Olin” was. The investigation also showed that there is no evidence of any connection between Józef Oleksy and the accusations made against him. This scandal seriously damaged Oleksy’s further po-
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				litical career. As a result of the scandal, Oleksy’s government re-signed. The scandal also had a negative impact on the image of the political elites and the State Protection Office, whose operational materials were referred to by Milczanowski. Based on the analysis of the findings, most experts on the subject believe that the “Olin” scandal was a provocation by the Russian special services, the aim of which was to block Poland’s entry into the NATO. Of course, the opinion of the UOP officers who conducted the investigation of Józef Oleksy and former Minister of Internal Affairs Andrzej Milczanowski is the opposite281.

				6.3. Policy on the Use of Operational Techniques in Poland from 1997 to Current Times

				The years 1997–2016 were a very turbulent period in the history and poli-tics of the Republic of Poland. At that time, there were four terms of office of the Sejm created by different coalitions: 1997–2001 Solidarity Elector-al Action (AWS) and Unia Wolności (UW), 2001–2005 Democratic Left Alliance (SLD) and Polish People’s Party (PSL), 2005–2007 (term short-ened to two years) Law and Justice (PiS), Self-Defence and the League of Polish Families (LPR), 2007–2011 and 2011–2015 Civic Platform (PO), and from 2015 to the present Law and Justice. Eight governments were established, both from right-wing and left-wing parties. It was also a pe-riod of mutual cohabitation of the post-Solidarity government of AWS and the University of Warsaw with the post-communist president Alek-sander Kwaśniewski. Poland was represented by three presidents from the right: Lech Kaczyński, Bronisław Komorowski, and Andrzej Duda. At that time, the Constitution of the Republic of Poland and the Penal Code 

				
					
						281	J. Kopeć, Wariant Oleksego (Przyczynek do dziejów prowokacji politycznej Polski), Wy-dawnictwo UNIV-COMP, Warsaw 1996, pp. 14–15, 61; M. Zacharski, Rosyjska…, pp. 409–411; K. Kaszyński, J. Podgórski, Kryptonim „Polska”… czyli szpiedzy i agenci, Polska oficyna Wydawnicza “BGW”, Warsaw 1996, pp. 28–29; G. Chlasta, Czterech…, pp. 235–240; R. Badowski, Ałganow Jakimiszyn i inni. Kulisy wywiadu rosyjskiego. Wszystko o sprawie Oleksego, Wydawnictwo “Kto Jest Kim”, Warsaw 1996; K. Gruc, Ta-jemnice Kwaśniewskich, “Zakazana Historia” 2017, no. 02, pp. 18–29.
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				were changed, Poland joined the NATO and the European Union, and there was a crash of a Polish plane near Smoleńsk with high state officials on board, along with the presidential couple, Maria and Lech Kaczyńs-ki. Unfortunately, such or similar factors always cause numerous chang-es in high positions of government administration, including the office of the president282. Any turnover in the most important positions in the state always resulted in the appointment of people who were fully trusted to lower, lucrative positions. As a result of a two-stage reorganisation at the beginning of 1997, the UOP was separated from the jurisdiction of the Minister of Internal Affairs and directly supervised by the Prime Minis-ter. In the meantime, a new position of coordinator for special services was created. During the period in question, this office was held by four party activists from the ruling parties: Zbigniew Siemiątkowski, Janusz Pałubicki, Zbigniew Wassermann, and Mariusz Kamiński, who had the power to appoint and dismiss the heads of the management boards of the intelligence and counterintelligence services, human resources, archives, and investigators. The heads of the UOP civil service were: Andrzej Kap-kowski, Jerzy Nóżka (acting), Zbigniew Nowek, Zbigniew Siemiątkowski (po.), Andrzej Barcikowski (until its transformation, i.e., June 29, 2002), and the heads of the Military Information Service (WSI) were: Kazimierz Głowacki, Tadeusz Rusak, Marek Dukaczewski, Janusz Bojarski, and Jan Żukowski (until it was liquidated, i.e., on September 30, 2006). Moreover, in case of government turnover, all ministers and their deputies are re-placed, from the Ministry of National Defence to the Ministry of Foreign Affairs283. After the introduction of the new Constitution, changes to the provisions of the Criminal Code and our country’s entry into military and European alliances, Polish civilian and military special services modified their structures and lines of operation. Pursuant to the regulation of the Prime Minister on granting a statute to the Office of State Protection of December 6, 1996284, the UOP changed its structures by creating organ-isational units: the Chief’s Office, the Intelligence Board, the Counterin-
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				telligence Board, the Board for the Protection of the Economic Interests of the State, the Investigation Board, the Office of Analysis and Information, Communications and IT Security Office, Technology Office, Observation Office, Records and Archives Office, Legal Office, Finance Office, Human Resources and Training Office, Administrative and Economic Office, and the Inspectorate of Supervision, Control, and Internal Security. Its tasks included:

				recognising and counteracting threats to the security, defence, in-dependence, integrity, and international position of the state;

				preventing and detecting crimes of espionage and terrorism and other crimes affecting the security of the state and prosecuting their perpetrators;

				preventing and detecting crimes against the economic founda-tions of the state and prosecuting their perpetrators;

				preventing and detecting crimes of an international nature or scope, including illegal production, possession, and trade in weapons, ammunition, and explosives, narcotic drugs, psycho-tropic substances, and nuclear and radioactive materials, as well as prosecuting their perpetrators;

				recognising and counteracting violations of state secrets;

				preparing information and analyses important for state security for the highest authorities and state administration;

				cryptographic protection of messages constituting state and offi-cial secrets, transmitted via technical means of communication for the needs of state administration bodies and state financial and economic institutions285.

				According to the regulations of the Prime Minister amending the reg-ulations on granting a statute to the Office of State Protection of August 19, 1998286, May 12, 1999287, and April 9, 2001288, in 2002, the composition of the Office of State Protection at the end of its operation was expand-

				
					
						285	A. Misiuk, Instytucjonalny system bezpieczeństwa wewnętrznego, Wydawnictwo Difin, Warsaw 2013, p. 189; Z. Grzegorowski, Służby…, p. 184.
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						287	Dz.U z 1999 r. Nr 42, poz. 426.

					
					
						288	Dz.U z 2001 r. Nr 32, poz. 367.

					
				

			

		

	
		
			
				Chapter 6

			

		

		
			[image: ]
		

		
			
				496

			

		

		
			
				ed to include: the Technical Security Board (created from the merger of the Technology Office and the Observation Office), and the Analysis and Coordination Office (created by extending the tasks related to supervi-sion and coordination of conducted operations). The directions of interest by the UOP have not changed since the previous reorganisation. As pre-viously described, the Act of May 24, 2002 established the Internal Secu-rity Agency (ABW), transformed from the former UOP. According to the official website, its tasks include: protecting the state against planned and organised activities that may pose a threat to Poland’s independence or constitutional order, disrupt the functioning of state structures, or jeop-ardise the basic interests of the country in the field of combating terror-ism, counterintelligence, counteracting weapons of mass destruction proliferation, combating economic crimes, corruption, organised crime, protection of classified information, and conducting analytical and in-formation work, which is an integral part of the activities of each special service, as well as carrying out tasks resulting from the current needs of the Government of the Republic of Poland289. The ABW fulfils its duties, among others, by obtaining, analysing, and processing information about dangers. The completed studies are submitted to the relevant constitu-tional bodies. When carrying out its tasks, the Agency uses operation-al and procedural powers. In order to identify the nature and sources of potential threats to state security, extensive monitoring is carried out, primarily of open information sources. It uses operational and reconnais-sance means, including personal sources of information, conducts direct and indirect observations, controls the content of correspondence and parcels, and uses telephone and ICT eavesdropping. These measures are particularly important for anticipatory identification of secret activities undertaken, among others, by foreign intelligence services or terrorist or-ganisations. Information provided by foreign partners as part of bilateral or multilateral cooperation to the relevant constitutional bodies is be-

				
					
						289	Art., 5 Zadania ABW, https://www.arslege.pl/zadania-abw/k181/a18301 (accessed on: January 6, 2017).
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				coming increasingly important. When carrying out its tasks, the Agency uses operational and procedural powers290.

				The WSI was reorganised in 2003 and its structure consisted of: In-telligence Management Board, Counterintelligence Board, Studies and Analyses Board, Military Attachments Office, Warsaw Military Coun-terintelligence Department (in 2004, it was transformed into the Warsaw Headquarters of Military Information Services), Board for the Protection of Classified Information, Command and Staff Board, Security Office, and Military Information Services Training Centre. The tasks of the WSI included:

				recognising, preventing, and combating threats to defence and in-dependence, indivisibility of the territory and inviolability of the borders of the Republic of Poland and the security of the Polish Armed Forces;

				providing the Polish Armed Forces with information necessary for defence planning, military reconnaissance, and protecting their security;

				preventing and detecting crimes against peace, humanity and war crimes, crimes against the Republic of Poland (espionage) and de-fence;

				preparing assessments for the highest state authorities;

				protection of classified defence information and performance of the functions of the national security authority in the protection of this information, State Protection Service;

				securing Polish military contingents291.

				The Military Information Service was liquidated on September 30, 2006, based on the decision of the Sejm to end its operation, and in its place the Military Counterintelligence Service (SKW) and the Military Intelligence Service (SWW) were established, the structures and tasks of which were described in Chapter V. The liquidator of the WSI was Anto-

				
					
						290	Agencja Bezpieczeństwa Wewnętrznego, https://www.abw.gov.pl/pl/zadania/zwalczanie--terroryzmu/centrum-antyterrorysty/zadania/331,Zadania.html (accessed on: January 6, 2017).
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				ni Macierewicz, also nominated for the position of Deputy Minister of National Defence. The work carried out by the WSI soldiers’ verification commission resulted in the creation of “Report on the activities of WSI soldiers and employees and military organisational units carrying out tasks in the field of military intelligence and counterintelligence before the entry into force of the Act of July 9, 2003 on Military Information Services to the extent specified in Article 67 paragraph 1 point 1–10 of the Act of June 9, 2006. Provisions introducing the Act on the Military Counterintelligence Service and the Military Intelligence Service and on other activities going beyond matters of state defence and security of the Armed Forces of the Republic of Poland of February 16, 2007”. The so-called “Macierewicz Report”, among other things, documented the ex-tra-legal activities of these services. After submitting the report to the Head of State, the President of the Republic of Poland, Lech Kaczyński, consultations were held with the Prime Minister and the Speakers of the Sejm and Senate, and by the President’s decision, the report was published in Monitor Polski No. 11 on the same day292. On the same day, based on the report, several reports of crimes committed by WSI soldiers were sub-mitted to the prosecutor’s office. Unfortunately, information about this in the form of the so-called leaks, found their way to newspapers and other media even before the report was declassified and published293.

				The report mentions, among others: the following allegations against the WSI:

				illegal sources of financing (smuggling of electronic equipment, taking over the assets of deceased Poles abroad, selling weapons to Arab terrorists and the FOZZ scandal);

				Russian penetration (staff dominated by people trained in the So-viet KGB and GRU academies);

				
					
						292	Postanowienie Prezydenta Rzeczypospolitej Polskiej z dnia 16 lutego 2007 r. w sprawie po-dania do publicznej wiadomości Raportu o działaniach żołnierzy i pracowników WSI oraz wojskowych jednostek organizacyjnych realizujących zadania w zakresie wywiadu i kon-trwywiadu wojskowego przed wejściem w życie ustawy z dnia 9 lipca 2003 r. o Wojskowych Służbach Informacyjnych wykraczających poza sprawy obronności państwa i bezpieczeń-stwa Sił Zbrojnych Rzeczypospolitej Polskiej, M P z 2007 r. Nr 11, poz. 110.
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				counterintelligence omissions towards the Soviet and later Rus-sian secret services (libations with the participation of KGB agents, toleration of espionage, and the activities of Polish-Rus-sian companies);

				cooperation with former Security Service officers (including, among others, illegal arms trade, expansion of the network of es-cort agencies and security companies, collection of compromising information enabling blackmailing businessmen, politicians, and lawyers);

				surveillance of political circles (smashing of political parties that were in opposition to post-communist groups in the 1990s, sur-veillance of political parties, social organisations, and the media);

				influence on shaping public opinion (placing 58 agents and secret collaborators in the management of TVP, striving to take control over local stations, influence on journalists dealing with tenders);

				illegal arms trade (sale of weapons to terrorists from Yemen, smuggling weapons to mafia groups in Estonia, obtaining permits for the sale of weapons for bribes, laundering dirty money from arms and drug trade);

				interference in the fuel and energy market (participation in the “fuel mafia”, introducing agents into petrochemical companies, omissions regarding plans to take over the Polish petrochemical industry by Russian companies)294.

				After the public announcement of the “Macierewicz Report”, former military personnel and civilians described in it filed lawsuits for defa-mation and endangering Poland’s security by the Ministry of National Defence and Macierewicz. The Report not only provides general infor-mation but also includes the actual and legal names (used in undercover activities) of our agents performing their tasks in various places around the world. Such carelessness caused a very great threat to both our sol-

				
					
						294	A. Kubiak, Straszne macki WSI, “Gazeta Wyborcza Stołeczna” 2007, no. 41, p. 1; A. Ku-biak, W. Czuchnowski, Do czego dokopał się Macierewicz, “Gazeta Wyborcza Stołecz-na” 2007, no. 41, pp. 3–4; A Dudek, Wojskowe Służby Imperium, “Wprost” 2006, no. 41, pp. 28–30; C. Gmyz, I. Janke, Ostatni atak układu. Rozmowa z Jarosławem Kaczyńskim premierem Polski, “Wprost” 2006, no. 40, pp. 22–25.
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				diers, diplomats, and people cooperating with them295. According to the courts, all suggestions in the Report were based on lies and far-reaching confabulations misleading the recipients296. Winning court cases obliged the Ministry of National Defence to pay compensation to the injured par-ties and to publish the text of an apology dictated by the court in the “Rzeczpospolita”297. Antoni Macierewicz was not liable because the court, in its justification for the discontinuance, stated that he was not liable because, although he was a deputy minister of this ministry, he was not a state official298.

				In 2006, by decision of the Sejm, the Central Anti-Corruption Bureau was established among the Polish secret services with the powers to per-form operational and reconnaissance activities, i.e., the use of personal information sources and a whole range of special technical means in or-der to reveal and prosecute perpetrators of crimes related to corruption. These competencies are to enable CBA officers to achieve high effective-ness of activities, and its officers, while performing their official duties, are obliged to respect human dignity and observe and protect human rights regardless of his nationality, origin, social situation, and political, religious, or philosophical beliefs. However, the main method of fighting corruption used by this service is “cover agents”, i.e., officers impersonat-ing other people and carrying out tasks in this way. Each such officer un-der Article 24 section 2 of the Act on the CBA may use specially prepared documents that make their identification impossible299. Unfortunately, the great flexibility in the operational activities conducted by the CBA resulted in obvious violations of the law or borderline violations of the law in some of their actions. This resulted in numerous complaints, court refusals to apply preventive measures in the form of arrests or numerous 

				
					
						295	A. Makowski, Na rzecz obcego wywiadu, “Wprost” 2014, no. 20, pp. 16–17; A. Kubiak, W. Czuchnowski, Raport sypie dyplomatów, “Gazeta Wyborcza Stołeczna” 2007, no. 43, p. 1.
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				acquittals in court proceedings due to obtaining evidence of a crime in an illegal manner300.

				During the period in question, all operating state agencies and institu-tions dealing with public security and order in civilian structures (Intelli-gence Agency, Police, Central Police Investigation Bureau, Border Guard, Fiscal Intelligence, Customs Inspection, Service) and military structures (Military Intelligence Service, Counterintelligence Service Military Po-lice, Military Police) tried to perform their statutory duties without pub-licity and scandals. The only one abuse it became aware of society is a case of alleged eavesdropping (for political purposes) of journalists by the Central Bureau of Investigation, an institution which, in its fields of inter-est, did not have such tasks and should not carry them out301. Only later came to light the case codenamed “Finezja” conducted by the Internal Se-curity Agency, the Police and the Central Anticorruption Bureau against ten leading Polish journalists302. There were also cases where documents from previous years were later found, proving that the Office acted on the borderline of the law, e.g., the UOP in the case of the so-called “Le-siak’s Wardrobe”, the scandal described below. According to the heads of the Internal Security Agency, in the 2000s, there were approximately 300 active spies, agents, and officers of the special services of foreign coun-tries in the circles of diplomats, officials, politicians, and businessmen. Most of them carried out active intelligence penetration and agent work for their principals and came from the countries of the former Eastern Bloc303. During its operation, the ABW announced its achievements sev-eral times, providing public information on what it had achieved in terms of the obligations imposed on it. An example of this is the press release 

				
					
						300	A. Czupryn, Kamiński zginie od własnej bomby, “Polska THE TIMES” 2009, no. 233, p. 6; K. Różycki, Koniec CBA, “Angora” 2009, no. 42, pp. 16–18; A. Milewska, Cygana powie-sili, “Angora” 2015, no. 15, p. 17; R. Grochal, B, Wróblewski, W. Czuchnowski, Ostatnia akcja szefa CBA, “Gazeta Wyborcza” 2009, no. 238, p. 4.
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				from 2013 about the detection of crimes related to the Polish economic zone, as a result of which almost PLN 2 billion was recovered304. How-ever, the most important task that the Internal Security Agency should perform is counterintelligence security of the country, consisting in de-tecting crimes against the Polish Nation. In this respect, despite exten-sive media coverage, the ABW did not have many achievements. Yes, this service managed to arrest a dozen or so spies with various expertise and skills in this field. These spies included foreigners operating from outside our country. In 2009, a Russian, Tadeusz J., who had been living in Po-land for ten years with his Polish family, was detained. Initially, he was very active as a spy, and later he acted as a “dormant” GRU agent waiting for assignments305. In 2011, two Belarusian citizens were arrested, includ-ing one diplomat and defence attaché, who conducted intelligence work for the Russian services306. In 2014, Yuri Kijka from Belarus carrying out tasks for Belarus was arrested307. In the case of Polish citizens, among oth-ers, the following were detained: WSI soldiers Zbigniew P. and Zbigniew H. working for the USSR and Russia in 1999308, and in 2003, WSI soldier Wojciech S., who offered them cooperation by calling the Russian embas-sy and visiting it309. In 2007, a BOR security officer working for German intelligence was detained310. In 2008, Robert R., an officer of the Białystok Delegation of the Internal Security Agency, and a Belarusian citizen Olga Solomenik, working for the Belarusian services, were arrested311.
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						307	C. Łazarewicz, Szpieg z koniczynką, “Wprost” 2014, no. 25, pp. 30, 32; W. Czuchnowski, A. Poczobut, Szpieg pisze do „Wyborczej”, “Gazeta Wyborcza. Kraj” 2014, no. 92, p. 5.
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				In 2014, a soldier of the Ministry of National Defence, Lt. Col. Zbigniew J., who had access to NATO secrets, was captured312, and lawyer Stanisław S., cooperating together for the Russian secret services313. In 2016, the pol-itician Mateusz Piskorski was arrested on suspicion of cooperation with Russia314, and the reserve lieutenant Piotr Capała was arrested based on an arrest warrant issued for espionage for Russia315. There were a dozen or so cases of spies being detained after 1997. However, it is not known how many people who were found to have cooperated with the special services of foreign countries were brought to our side. And that certainly should remain a complete secret.

				During the activities undertaken by the secret services, politicians, and private persons, numerous scandals occurred, having legal, political, and social consequences. Such scandals included:

				The scandal with “Lesiak’s Wardrobe” by Col. Jan Lesiak, a UOP officer, head of the team that conducted illegal surveillance of po-litical parties in 1992–1995. In 1997, the entire procedure was re-vealed by the minister-coordinator of special services, Zbigniew Siemiątkowski. After opening the wardrobe used by Lesiak, doc-uments were found of the use of special techniques and personal sources of information against legally operating political parties. Among other things, in this wardrobe were found (as the oppo-sition claimed) files of PiS president Jarosław Kaczyński, which were forged in the 1990s. The District Court in Warsaw discontin-ued the proceedings in relation to Jan Lesiak due to the statute of limitations for the offense316.
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				The “Rywin” scandal (also called the Rywingate scandal) really began after Adam Michnik published an article in the “Gazeta Wyborcza” on December 27, 2002 entitled Ustawa za łapówkę czy-li przychodzi Rywin do Michnika317, in which a corruption propos-al by Lew Rywin to Adam Michnik was described. It consisted in introducing amendments to the draft amendment to the Broad-casting Act regarding the ownership of both a national newspaper and a television station by the same owner, which was unaccept-able under applicable law. The entire meeting and the criminal proposal were recorded on a dictaphone by Michnik. On January 10, 2003, the Sejm, at the request of PiS, appointed an investigative commission to investigate allegations disclosed in the media re-garding cases of corruption during work on amending the Broad-casting Act and, as claimed by the real managers of such a plan, the “group holding power”. After numerous hearings of the par-ties to the conflict, the Investigative Committee, in a report adopt-ed not unanimously, concluded that there was no “group holding power” and Lew Rywin acted alone. However, on September 24, 2004, the Sejm passed a minority report stating that there was such a group and that it included, among others, President Aleksander Kwaśniewski and Prime Minister Leszek Miller. As a result of the hearing in the Court of Appeal, a final sentence was passed for Lew Rywin to two years in prison and PLN 100,000 fines318.

				The “Starachowice” scandal broke out in 2003 and concerned the “leak” of disclosure of secret information from the Ministry of In-ternal Affairs and Administration to people suspected of contact with a criminal group dealing in stolen cars, weapons, drugs, and 

				
					
						317	P. Smoleński, Ustawa za łapówkę czyli przychodzi Rywin do Michnika, “Gazeta Wyborcza. Jedynka” 2002, no. 300, p. 1; W. Roszkowski, Historia Polski 1914–2005…, pp. 471–472; K. Burnetko, Szafa pułkownika Lesiaka, “Polityka. Kraj” 2005, no. 2532, pp. 25–30.

					
					
						318	L. Zalewska, Alfabet afery Rywina, “Rzeczpospolita” 2003, no. 301, p. A4; L. Zalewska, Kalendarium afery, [in:] System Rywina czyli druga strona III Rzeczypospolitej, ed. J. Skó-rzyński, Wydawnictwo Świat Książki: Rzeczpospolita, Warsaw 2003, pp. 251–294; B. Ry-manowski, P. Siennicki, Towarzystwo Lwa Rywina, Wydawnictwo Literackie, Kraków 2004, pp. 319–331, 308–314; E. Michalik, T. Sakiewicz, Układ, Oficyna Wydawnicza Vo-lumen, Warsaw 2003, pp. 85–88; A. Zybertowicz, Demokracja w sieci, “Rzeczpospolita” 2003, no. 54, p. A8.
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				extorting compensation from insurers. As a result of the Opera-tional Techniques used by the Police: observation, eavesdropping, viewing, and operational traps. In March 2003, a wiretapping re-vealed that SLD MP Andrzej Jagiełło called two members of the same party: the staroste of Starachowice, Mieczysław Sławek, and the vice-chairman of the District Council, Marek Basiak319. During the conversation, Jagiełło, citing information obtained from the Deputy Minister of Interior and Administration Zbig-niew Sobotka and MP Henryk Długosz, warned them about plans to arrest a criminal group operating in Starachowice with which they cooperated320. As a result of four court trials, all defendants, members of the “old-fashioned gang”, were sentenced to ten years to one year in prison, Sławek to sixteen months, Basiak to one year of imprisonment. In the case of MPs, they lost their seats and were sentenced: Długosz to two years in prison, Jagiełło to 1.5 year, and Sobotka to 3.5 years in prison, pardoned by President Aleksander Kwaśniewski321.

				The “Taśmowa” scandal was caused in 2006 by TVN by revealing video recordings made using a camera camouflaged in a loudspeak-er placed in the room of the Sejm hotel by MP Renata Beger. The recordings showed negotiations between MP Beger and PiS poli-ticians (government ministers): Adam Lipiński (first conversation) and Wojciech Mojzesowicz (second conversation) regarding posi-tions in the government and places on the lists in the new elections in exchange for switching from the Self-Defence party to PiS322. This meant not only Beger but the entire group of Self-Defence MPs. Af-ter the official presentation of the recording, the MP reported the crime of “trafficking for material gain” – a position for support, 

				
					
						319	W. Czuchnowski, Afera starachowicka: ujawniamy zapis podsłuchu, http://wyborcza.pl/1,75248,1926222.html (accessed on: December 26, 2016).

					
					
						320	S. Latkowski, P. Pytlakowski, Agent…, pp. 71–82.

					
					
						321	A. Marszałek, M. Wąsik, Więzienie za Starachowice, “Rzeczpospolita” 2005, no. 20, pp. A1, A3; E. Siedlecka, Sobotka nie idzie siedzieć, “Gazeta Wyborcza. Kraj” 2005, no. 293, p. 3.

					
					
						322	T. Kowalski, Posłuchaj nagrań rozmów Beger z Lipińskim i Mojzesowiczem, http://www.Wiadomosci24.pl/artykul/posluchaj_nagran_rozmow_beger_z_lipinskim_i_mojzeso-wiczem_7493.html (accessed on: December 25, 2016).
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				which meets the criteria of the crime described in the Penal Code, Article 229 §1, Whoever gives or promises to give a material or per-sonal benefit to a person performing a public function in connec-tion with the performance of this function, shall be subject to the penalty of imprisonment from six months to eight years323. She sub-mitted herself to the evaluation of the Deputies’ Ethics Commit-tee. The then Prime Minister, Jarosław Kaczyński, commented on that matter, claiming that none of his ministers had committed any crime because these were normal coalition talks. His only objection was to the MP who illegally brought special recording equipment into the Sejm premises and recorded them without the consent of the interlocutors. After the Ethics Committee assessed the conduct of the people involved in the Tape Scandal, MP Renata Beger was punished with a reprimand, MP Janusz Mojzesowicz with a warn-ing, and MP Adam Lipiński did not report to the meeting of the committee, which waived from punishing him and further clari-fying the matters. The prosecutor’s office discontinued the investi-gation due to the lack of features of the crime of “promise to obtain financial benefits”324.

				The “Oleksy Tapes” scandal was revealed in 2006 when business-man Aleksander Guzowaty revealed a recording of a conversation with SLD MP Józef Oleksy. The former prime minister spoke very negatively about his party colleagues. He also said that former president Aleksander Kwaśniewski illegally took possession of part of his property, including a house in Kazimierz on the Vistu-la River. This recording contributed to the unsuccessful operation of the CBA (with the participation of “Agent Tomek”) to purchase the controlled facility. As a result, the house was purchased by fake agents from the CBA, but it did not belong to Jolanta and Alek-sander Kwaśniewski but was used by them from time to time325.

				
					
						323	Dz.U 1997, Nr 88 poz. 553.

					
					
						324	K. Tarmas, Łzy czyste, rzęsiste. Płacz polskich polityków, Wydawnictwo Trio, Warsaw 2013, pp. 66–121; A. Gielewska, Taśmy czyli logika pozycji, “Wprost” 2014, no. 27, pp. 118–120.

					
					
						325	E. Rosolak, Cel: Kwaśniewscy, “Agora” 2009, no. 41, p. 18; S. Janecki, Odkopywana właśnie sprawa „willi Kwaśniewskich” w Kazimierzu to patologia III RP w pigułce, http://wpoli-
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				The “Dr. G” scandal Mirosław Garlicki, head of the department at the hospital of the Ministry of Internal Affairs and Admin-istration in Warsaw, was detained by the CBA on February 12, 2007. The charges presented to him at a press conference by the Minister of Justice, Zbigniew Ziobro, included: murder, corrup-tion, and physical and mental abuse of the department’s staff. The evidence in the case was based on material obtained operationally in the form of video recordings made in the head of the hospital. In the videos, the doctor could be seen accepting various gifts and amounts of money from patients. After a four-year trial, M. Gar-licki was convicted of 42 counts of accepting material benefits and sentenced to one year in prison, suspended for two years. All charges: murder and harassment of staff were not confirmed and he was acquitted of them326.

				The “Land” scandal began in July 2007, when Prime Minister Jarosław Kaczyński of PiS dismissed the head of Samoobrona, Andrzej Lepper327, from the position of deputy prime minister and minister of agriculture due to the suspicion of accepting bribes for helping in land clearing328. In this case, the CBA opera-tion was to consist in giving Lepper a controlled bribe for a docu-ment on the de-agriculture of land in Masuria. The CBA’s activi-ties were unsuccessful because, as the management of this service claimed, there was a “leak” and it was impossible to catch Deputy 

				
					
						tyce.pl/kryminal/31647-odkopywana-wlasnie-sprawa-willi-kwasniewskich-w-kazimie-rzu-to-patologie-iii-rp-wpigułce?strona=1 (accessed on: December 26, 2016); S. Latkow-ski, P. Pytlakowski, Agent…, pp. 205–215.

					
					
						326	P. Machajski, B. Wróblewski, E. Cichocka, Wyrok na doktora G., “Gazeta Wyborcza” 2007, no. 39, p. 1; A. Pochrzęst, Ziobro: dlaczego warto było powołać CBA, “Gazeta Wyborcza. Kraj” 2007, no. 39, p. 6; P. Machajski, Jak CBA namierzyło doktora G., “Gazeta Wyborcza. Kraj” 2007, no. 40, p. 5; P. Machajski, B. Wróblewski, Ziobro: Dr G. ma siedzieć, “Gazeta Wyborcza. Kraj” 2007, no. 107, p. 4.

					
					
						327	W. Maguś, Wizerunki Polityków w cieniu zdarzeń nadzwyczajnych. Kampania wyborcza na urząd Prezydenta Rzeczypospolitej Polski w 2010 roku, Wydawnictwo Uniwersytetu Marii Curie Skłodowskiej, Lublin 2014, pp. 385–396; M. Kącki, Lepperiada, Wydawnic-two Czarne, Wolowiec 2013, pp. 109–112.

					
					
						328	K. Naszkowska, W. Szacki, Lepper wyrzucony, “Gazeta Wyborcza” 2007, no. 159, p. 1; C. Gmyz, Lepper w kręgu podejrzeń, “Rzeczpospolita Kraj” 2007, no. 159, p. A3; M. Krzy-mowski, P. Krysiak, Kiedy Zlepperują Leppera, “Wprost” 2007, no. 32/33, pp. 12–19.
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				Prime Minister Andrzej Lepper in the act329. The prosecutor’s of-fice suspected the head of the Ministry of Internal Affairs and Ad-ministration Janusz Kaczmarek of the leak, for which he was re-moved from his position, and the action to warn Lepper was also attended by the police commander Konrad Kornatowski, the pres-ident of ZUS Jaromir Netzel, the head of the Central Bureau of Investigation Jarosław Marzec, the businessman the president of Prokom Ryszard Krauze, and the Samoobrona MP Lech Woszcze-rowicz330. According to Lepper, he received such information from the Minister of Justice Zbigniew Ziobro during a meeting on June 14, 2007 in his office at the Prime Minister’s Chancellery. At the press conference, it turned out that Minister Ziobro recorded this conversation on a dictaphone, and there was no such issue dis-cussed in the recording. However, this was not evidence, as Ziobro claimed, the “nail in Lepper’s coffin” because the reel was not uni-form, but transferred and assembled331. As a result of the investi-gation, three days before the dismissal of the head of Samoobrona, on July 6, 2007, the CBA arrested two people considered to be An-drzej Lepper’s collaborators, Piotr Ryba and Andrzej Kryszyński – on suspicion of citing connections in the Ministry of Agriculture and demanding bribes in exchange for the release of consent to de-agriculturalisation of attractive land332. On the same day, the CBA also entered the Ministry of Agriculture, where it interrogat-ed four people and secured documents collected in the Depart-ment of Land Management; this is the department that has had 

				
					
						329	P. Wroński, Kryptonim: Lepper, “Gazeta Wyborcza Stołeczna” 2007, no. 161, p. 1; D. Ka-nia, M. Dzierżanowski, Układ z Kaczyńskim. Rozmowa z Jarosławem Kaczyńskim premie-rem RP, “Wprost” 2007, no. 34, pp. 24–26.

					
					
						330	E. Olczak, Korupcja czy mistyfikacja, “Rzeczpospolita. Kraj” no. 161, p. A3; C. Gmyz, Kto ostrzegł Andrzeja Leppera, “Rzeczpospolita” 2007, no. 161, p. 1.

					
					
						331	B. Wróblewski, E. Siedlecka, Czy kopia „gwoździa Ziobry” to oryginał?, “Gazeta Wybor-cza. Kraj” 2008, no. 8, p. 8; B. Wróblewski, Ziobro „W kręgu podejrzeń”?, “Gazeta Wybor-cza. Kraj” 2008, no. 11, p. 4; P. Ożadowicz, Pęknięty gwóźdź Ziobry, “Angora” 2008, no. 3, pp. 14–15; K. Manys, Czy nagranie Ziobry zakończy karierę Leppera, “Rzeczpospolita. Kraj” 2007, no. 189, p. A5.

					
					
						332	B. Święczkowski, Łańcuch poszlak wielka gra mafii i rosyjskich służb specjalnych. Roz-mawiali Roman Mańka i Łukasz Ziaja, Wydawnictwo Bollinari Publishing House, War-saw 2013, pp. 12–50.
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				the most impact for decisions to change qualifications earth. Ear-lier, in order to implement all the assumptions of the operation, CBA officers posed as entrepreneurs who wanted to give a bribe in exchange for de-agricultural land and provoke Piotr Ryba and Andrzej Kryszyński, citing their connections in the Ministry of Agriculture, to accept it. They also prepared documentation re-garding the land. The CBA wiretapped both suspects. The CBA also eavesdropped on Deputy Prime Minister and Minister of Ag-riculture Andrzej Lepper. An ultra-light and modern unmanned helicopter (a drone) equipped with cameras and super-sensitive microphones, capable of recording from a distance of several doz-en metres333, was used for this purpose. All those involved in the leak case were dismissed, i.e., the head of the Ministry of Interior and Administration Janusz Kaczmarek, the police commander Konrad Kornatowski, and the president of PZU Jaromir Netzel, and were also detained and taken to the District Prosecutor’s Of-fice in Warsaw, assisted by ABW officers334. Only the businessman Krauze went abroad and was not arrested in time335. At a press conference led by Deputy Prosecutor General Jerzy Engelking, the District Prosecutor’s Office in Warsaw presented surveillance vid-eo recordings and wiretapped telephone conversations, which were evidence showing that the leak regarding the CBA provoca-tion in the Ministry of Agriculture occurred at a meeting of busi-nessman Ryszard Krauze, MP of Samoobrona. Lech Woszczerow-icz and the head of the Ministry of Internal Affairs and Administration Janusz Kaczmarek. This meeting took place on July 5, 2007 at the Marriott Hotel, a day before the planned bribe to alleged collaborators of the head of Self-Defence Andrzej Lep-per – Piotr Ryba and Andrzej Kryszyński. According to the pros-

				
					
						333	G. Praczyk, Czy latający spodek podglądał Andrzeja Leppera, “Rzeczpospolita. Kraj” 2007, no. 4257, p. A5.

					
					
						334	C. Gmyz, A. Gielewska, K. Manyz, Dzień zatrzymań potężnych ludzi biznesu i polityki, “Rzeczpospolita. Kraj” 2007, no. 4299, p. A3.

					
					
						335	W. Czuchnowski, Jak ABW Krauzego w Szwajcarii szukała, “Gazeta Wyborcza. Kraj” 2008, no. 92, p. 4; C. Gmyz, ABW poszukuje Krauzego, “Rzeczpospolita” 2007, no. 203, p. 1.
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				ecutor’s office, Lech Woszczerowicz warned Lepper about the CBA’s action, which is why Ryba and Kryszyński resigned from accepting the bribe at the last minute. As the prosecutor’s office showed at the press conference, surveillance cameras in the Mar-riott hotel recorded Kaczmarek climbing to the 40th floor, where he entered the same apartment that Ryszard Krauze had previous-ly entered. After half an hour, the observed person leaves the hotel, and then Samoobrona MP Lech Woszczerowicz appears336. The next day, i.e., on the day of the CBA operation, the MP meets An-drzej Lepper, but it is not known what their conversation was about337. The prosecutor’s office also presented nine conversation recordings telephone calls, which showed that the suspects warned each other against the activities of the CBA338. The press confer-ence conducted by the prosecutor’s office was aimed at identifying the potential perpetrators of the leak and their connections. To highlight the seriousness of the matter, a summary of opera-tional activities carried out by the CBA and ABW was revealed. It was officially revealed what operational techniques were used to obtain operational and evidence materials. According to the conference presenters, evidence of criminal activity was obtained from telephone records, wiretapping, cell phone location systems, and recordings from cameras in the city and in public places. The disclosure of the entire situation resulted in the collapse of the ruling coalition of PiS, Samoobrona, and LPR, leading to the dis-solution of the Sejm and new parliamentary elections. In connec-tion with the land scandal, Julia Pitera, the government plenipo-tentiary for corruption, carried out inspections of the services participating in the implementation of this project339, and an In-

				
					
						336	J. Kaczmarek, Cena władzy. Z Januszem Kaczmarkiem rozmawiają Marek Balawajder i Ronman Osica, Wydawnictwo Prószyński i S-ka, Warsaw 2008, pp. 207–219; B. Wró-blewski, Prokuratura przedstawia, “Angora” 2007, no. 36, pp. 10–11.

					
					
						337	M. Migalski, Kto sprzątnął Leppera, “Wprost” 2007, no. 29, pp. 18–21.

					
					
						338	M. Sandecki, Łańcuszek Kaczmarek-Netzel-Woszczarowicz, “Gazeta Wyborcza. Kraj” 2007, no. 185, p. 4.

					
					
						339	W., 40 stron Pitery raportu o CBA u premiera, “Gazeta Wyborcza. Kraj” 2007, no. 297, p. 6; P. Nisztor, Kontrowersyjne analizy w raporcie?, “Rzeczpospolita. Kraj” 2008, no. 6, pp. A-004.
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				vestigative Commission was appointed by the new Sejm to inves-tigate the pressure on the secret services, including the CBA, and its task was to investigate the land scandal once again, in which the CBA prepared a provocation at the Ministry of Agriculture. The District Court for Warsaw-Śródmieście issued a judgment in the case of Piotr Ryba and Andrzej Kryszyński, accused of paid protection in the land scandal. Ryba was sentenced to 2.5 years of imprisonment, and Kryszyński was sentenced to a fine of PLN 54,000340. In another trial related to this scandal, four charges were brought against the dismissed head of the Central Anticor-ruption Bureau, Mariusz Kamiński, his deputy Maciej Wąsik, and two former directors of the CBA in connection with a provocation prepared by the CBA in the Ministry of Agriculture. The charges include abuse of powers and managing illegal operational activi-ties (giving consent to incite a crime), managing the forgery of documents that cannot be forged, and obtaining false certificates based on forged documents341. The Parliamentary Investigative Committee on Pressure, with the votes of PO, SLD, and PSL MPs, adopted a report which states that during the PiS government in 2005–2007, there was illegal political pressure on services, such as the Internal Security Agency and the Central Anticorruption Bu-reau, as well as prosecutors’ offices and other persons from jus-tice342. The Commission also adopted an amendment stating that there is a reasonable possibility of committing a crime by, among others, Jarosław Kaczyński, Zbigniew Ziobro, and the former head of the CBA Mariusz Kamiński and his deputies Maciej Wąsik and Ernest Bejda. They would have exceeded their powers, failed to fulfil their duties or provided untruths. In the report on the work of the investigative committee presented to the Sejm, it was noted that the CBA may carry out operational and reconnaissance 

				
					
						340	G. Zawadka, Wyrok w aferze gruntowej, “Rzeczpospolita. Kraj” 2009, no. 193, pp. A-003.

					
					
						341	I. Trusewicz, Centralne Biuro Antykorupcyjne doskonale sfałszowało dokumenty, “Rzecz-pospolita. Kraj” 2007, no. 4273, A1.

					
					
						342	B. Wróblewski, Afera gruntowa: 27 pokrzywdzonych przez CBA, “Gazeta Wyborcza Kraj” 2009, no. 290, p. 7; A. Kublik, P. Wroński, W. Czuchnowski, Tajemnice państwa PiS, “Ga-zeta Wyborcza. Stołeczna” 2007, no. 197, p. 1.
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				activities when it does so in order to verify reliable information about a crime. According to the commission, it was not a case of a land scandal: “in the case of the land scandal, the CBA officers did not obtain reliable information about the crime”343. Moreover, the commission’s findings are consistent with those made by the District Prosecutor’s Office in Rzeszów, which in this case brought an indictment to court against the CBA management. Mariusz Kamiński was sentenced to three years of imprisonment and a ten-year ban on holding managerial positions in state adminis-tration. The justification read stated that the former head of the CBA, currently a PiS MP, abused the law. He exceeded his powers and did not fulfil his obligations because he ordered it subordinate services to carry out operational and reconnaissance activities in order to obtain and record evidence of a crime. As evidenced by the case materials, many of these activities lacked factual and legal justification. In addition to Kamiński, the court also sen-tenced his former deputy, Maciej Wąsik, to three years in prison. Former directors of the CBA Operational and Investigation Di-rectorate, Grzegorz Postek and Krzysztof Brendel, were sentenced to 2.5 years in prison. All those convicted by non-final judgments were pardoned by the President of the Republic of Poland before the appeal was considered344.

				The “Coal” scandal had its multi-threaded origins in the 1990s, conducted by various departments of the Central Bureau of In-vestigation. Most often, they concerned fraud and paid protec-tion in dealing with various matters. The main initiator and sus-pect was Barbara Kmiecik, known in Silesia as “Alexis”, president of the Lex Moderator company in Katowice and vice-president 

				
					
						343	M. Domagalski, Kto ma prawo stosować prowokacje wobec polityków, “Rzeczpospolita. Kraj” 2007, no. 4257, p. A5.

					
					
						344	M. Jałoszewski, Sąd o skazaniu Mariusza Kamińskiego z CBA: To nie jest wyrok poli-tyczny, http://wyborcza.pl/1,76842,17683298,Sad_o_skazaniu_Mariusza_Kaminskie-go_z_CBA_To_nie.html#ixzz4UActyrb5 (accessed on: December 28, 2016); P. Py-tlakowski, Ułaskawienie Kamińskiego to nieczysta gra pana prezydenta, http://www.polityka.pl/tygodnikpolityka/kraj/1640939,1,ulaskawienie-kaminskiego-to-nieczysta--gra-pana-prezydenta.read (accessed on: December 28, 2016); A. Stankiewicz, Legalne ułaskawienie Kamińskiego, “Rzeczpospolita. Kraj” 2016, no. 75, pp. A-006.
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				of the Nasz Dom Association345. Later, these companies changed the names of their board members and their presidents. Their activity has always consisted of intermediation in coal trade and obtaining subsidies from the state for various purposes. In 1997, the weekly “Wprost” placed Kmiecik 52nd among the hundred richest Poles, and her company was among the 500 best compa-nies in the ranking of the weekly “Polityka”, it was even called “Silesian Alexis”. As it was said, “Kmiecik knew all the coal barons. She was in good relations with politicians of the right and left. However, this did not protect her from being arrested twice, because the budget losses were counted in billions, and the settlement of coal scandals became an important political demand of every government team”346. Internal Security Agency officers investigating irregularities in Hydrobudowa interrogat-ed Silesian businesswoman Barbara Kmiecik in custody. She al-legedly declared that if they arranged for her to be released, she would cooperate and talk about her relationships with left-wing politicians347. The case of former SLD MP Barbara Blida began when Barbara Kmiecik testified that Blida was an intermediary in paying a bribe to the president of Rudzka Spółka Węglowa348. On April 25, 2007, ABW officers entered the Blidas’ house at 6 a.m. with an arrest warrant. During the search of the house, the deputy, assisted by the officer, went to the bathroom, where she committed suicide with a legally owned revolver (ABW ver-sion)349. The case of Barbara Blida’s death, the ABW operation, and the investigative activities and the politicians supervising them were investigated by the Łódź prosecutor’s office, and then 
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				also by the Sejm investigative commission350. The prosecutor’s office found that only the officer commanding the operation was guilty, and he was sentenced to half a year of suspended pris-on351. The Commission, however, found that there was political pressure in this case and demanded a Tribunal of State for Prime Minister Jarosław Kaczyński and Minister of Justice Zbigniew Ziobro from PiS, because the PiS government came to power with the slogan of fighting corruption, but according to critics, it used it not to combat pathology, but also political opponents and the arrest of, among others, Blida had only political, not criminal, context352. Mrs. “Silesian Alexis” Barbara Kmiecik was acquitted of her crimes after two court hearings353. The General Prosecutor’s Office has published a white paper on the Barbara Blida case. These are 715 pages of documents from investigations conducted in connection with the so-called the coal scandal in Silesia, the circumstances of the death of a former SLD MP and the mistakes made by ABW officers354.

				The “Sawicka” scandal – In October 2007, PO MP Beata Sawic-ka and the mayor of Hel, Mirosław Wądołowski, were detained by the Central Anticorruption Bureau (CBA) as suspects of re-ceiving a financial benefit for trying to arrange a public tender for 

				
					
						350	W. Czuchnowski, Prokurator nagrywa prokuratora, “Gazeta Wyborcza. Stołeczna” 2007, no. 174, pp. 1, 6; W. Czuchnowski, PiS: Druga sprawa Blidy, “Gazeta Wyborcza. Kraj” 2008, no. 98, p. 4.
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						352	A. Kublik, W. Czuchnowski, PiS, układ i śmierć Barbary Blidy, “Gazeta Wyborcza. Kraj” 2011, no. 138, p. 6; M. Pietraszewski, ABW: Były nieprawidłowości przy zatrzymaniu Bar-bary Blidy “Gazeta Wyborcza. Kraj” 2007, no. 118, p. 8; A. Kublik, W. Czuchnowski, Mia-ła złamać Blidę?, “Gazeta Wyborcza. Kraj” 2009, no. 201, p. 3.

					
					
						353	A. Kublik, W. Czuchnowski, Cztery lata, dwa umorzenia, 11 pytań, “Gazeta Wyborcza. Kraj” 2011, no. 96, p. 5; M. Pietraszewski, Przecięte związki Blidy z mafią węglową, “Gaze-ta Wyborcza. Kraj” 2007, no. 290, p. 4; M. Pietraszewski, „Alexis” jest niewinna, “Gazeta Wyborcza. Katowicka” 2013, no. 67, p. 3.

					
					
						354	A. Kublik, Biała księga i czarne dziury, “Gazeta Wyborcza. Magazyn” 2013, no. 150, p. 33; M. Martyniuk, „Biała księga” w sprawie tragicznej śmierci Barbary Blidy, http://pk.gov.pl/aktualnosci-prokuratury-krajowej/-quot-biala-ksiega-quot-w-sprawie-tragicznej-smier-ci-barbary-blidy-2–667.html (accessed on: December 30, 2016); S. Latkowski, P. Pytla-kowski, Wszystkie ręce umyte sprawa Barbary Blidy, Wydawnictwo Muza, Warsaw 2010.

					
				

			

		

	
		
			
				Policy of Using Operational Techniques in Poland

			

		

		
			[image: ]
		

		
			
				515

			

		

		
			
				a plot of land in Hel355. At the press conference, the head of the CBA presented some of the operational materials – a video record-ing confirming that the MP had accepted the second instalment of PLN 50,000 due for settling the case356. Excusing herself, the MP suggested that she had been involved in a corruption situation by the CBA. CBA officers, including Tomasz Kaczmarek, referred to as “agent Tomek”, used sophisticated methods of operation: ad-oration, flowers, nice text messages, dinners together, seduction, and later persuasion to co-finance the election campaign, made her want to thank her by helping her win the tender357. It turned out that all evidence of the CBA agent’s conduct was not included as evidence358. After a trial, the defendants were found guilty and the following sentences were imposed on them: Sawicka – three years’ imprisonment and a fine of PLN 40,000, Wądołowski – two years, suspended for five years and PLN 20,000 fines359. As a re-sult of the appeal acquitting them in this case and the rejection of the prosecutor’s cassation appeal against this verdict, Sawicka and Wądołowski were legally acquitted. According to the oral reasons 

				
					
						355	J. Harałukowicz, CBA złapało posłankę PO, “Gazeta Wyborcza. Kraj” 2007, no. 231, p. 1; M. Kącki, G. Szaro, J. Harałukowicz, Posłanka PO przyłapana przez CBA, “Gazeta Wy-borcza. Kraj” 2007, no. 231, p. 5; B. Sawicka, E.S., Ministrze Kamiński, proszę mnie nie linczować publicznie, “Gazeta Wyborcza. Kraj” 2007, no. 244, p. 6; M. Kopiński, J. Har-łukowicz, Przychodzi CBA rano po Sawicką, “Gazeta Wyborcza. Kraj” 2007, no. 259, p. 5; P. Pytlakowski, Beata od kuchni, “Polityka” 2007, no. 43, pp. 24–26.
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						357	A. Kublik, W. Czuchnowski, Miłość w służbie CBA, “Gazeta Wyborcza. Jedynka” 2007, no. 244, p. 1; W., Piękny Tomek z CBA, “Gazeta Wyborcza. Kraj” 2007, no. 265, p. 8; B. Wróblewski, Czy CBA legalnie kusiło Sawicką, “Gazeta Wyborcza. Kraj” 2008, no. 247, p. 7; D.S., Kto rozmawiał z Sawicką?, “Gazeta Wyborcza. Wydarzenia” 2007, no. 243, p. 3; S. Latkowski, P. Pytlakowski, Agent…, pp. 117–191; K. Pastuszko, Asnyk dla agenta, “An-gora” 2009, no. 42, pp. 34–35.

					
					
						358	B. Wróblewski, CBA wycięło z taśm „kuszenie” Sawickiej?, “Gazeta Wyborcza. Kraj” 2009, no. 58, p. 7; W. Marek, Sawicka oskarżona i oskarża, “Gazeta Wyborcza. Kraj” 2008, no. 147, p. 5; B. Wróblewski, Taśmy z Sawicką, czyli „coś tam, coś tam”, “Gazeta Wyborcza. Kraj” 2009, no. 64, p. 5; B. Wróblewski, Beata Sawicka: Agent mnie wykorzystał, “Gazeta Wyborcza. Kraj” 2009, no. 234, p. 6.
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				for the ruling, the basis for such a decision was the recognition of the operational activities carried out by the CBA officers as illegal, which disqualified the collected evidence. This court confirmed the findings that Beata Sawicka accepted a financial benefit, for which she is morally responsible360.

				The scandal – “The case of Weronika Marczuk” (Marczuk-Pazu-ra): a legal advisor specialising in copyright and press law, own-er of a law firm, actress, and celebrity, began in earnest on Sep-tember 23, 2009, when she was detained by CBA officers361. The celebrity was detained in connection with the alleged receipt of a bribe of PLN 1000,000 in the first instalment of PLN 400,000 in exchange for help in arranging the planned privatisation of Wydawnictwo Naukowo-Techniczne (WNT). In the same case, the president of the WNT, Mr. Bogusław Seredyński, a friend of Marczuk-Pazura, who was repeatedly persuaded by business-men from the CBA to arrange a tender, was detained362. It turned out that the CBA used one of the most drastic methods against Marczuk, namely operational provocation. It involved officers, under the guise of businessmen, commissioning her to win the tender for the WNT363. During these activities, telephone wire-tapping was used: offices and apartments, and the premises were under constant surveillance364. Ms. Marczuk’s law firm accepted the order and began preparing for the tender. The main initiator on the part of the CBA was “agent Tomek” (Tomasz Kaczmarek). 

				
					
						360	W., Fatalne zauroczenie CBA?, “Gazeta Wyborcza. Kraj” 2007, no. 243, p. 6; M. Sandecki, Wądołowski oczyszczony, “Gazeta Wyborcza Trójmiasto” 2013, no. 99, p. 1; Sąd Najwyż-szy oddalił kasację w sprawie Beaty Sawickiej i utrzymał wyrok uniewinniający, http://www.gazetaprawna.pl/artykuly/785026,sprawa-bylej-poslanki-po-beaty-sawickiej-w--sadzie-najwyzszym.html (accessed on: December 27, 2016).

					
					
						361	R.K. Kalski, Weronika Pazura zatrzymana przez CBA, “Angora” 2009, no. 40, pp. 17–18; W. Czuchnowski, G. Lisicki, Gwiazda „You Can Dance” w rękach CBA, “Gazeta Wybor-cza. Kraj” 2009, no. 224, p. 5.

					
					
						362	W. Czuchnowski, „Nie leć w ch…” i bierz kasę, “Gazeta Wyborcza. Kraj” 2011, no. 170, p. 6.
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				It was he who contacted the lawyer, persuaded her to take on the task, and gave her an advance payment for the task. The oddity of this whole situation was the fact that he handed over the mon-ey in a restaurant and in a perfume bag365. After giving the bag to Marczuk, she put it on the table and the CBA officers arrested her366. After depositing PLN 100,000 the actress was released on bail367. In January 2011, the prosecutor’s office cleared the celeb-rity of the charge of paid patronage. However, the prosecutor’s office, based on materials from the investigation, submitted a re-quest to the court to bring charges of abuse of powers, violation of state and official secrets, and investigation against Tomasz Kacz-marek368 and other CBA officers involved in this affair, and the detained Seredyński requested compensation369.

				The “Gambling” scandal – In 2009, the “Rzeczpospolita” revealed a transcript of a telephone conversation between the head of the PO Parliamentary Club, Zbigniew Chlebowski, and businessman Ryszard Sobieski regarding a favourable amendment to the Gam-bling Act. As a result of the work carried out by the Sejm Investi-gative Committee and the proceedings of the prosecutor’s office, it was found that the politicians and the businessman were not guilty of the acts accused of them and the proceedings were end-ed. Only by the decision of the Prime Minister, Mirosław Drze-wiecki, Minister of Internal Affairs, Grzegorz Schetyna, Minis-ter of Justice Andrzej Czuma, and Deputy Minister of Economy Adam Szejnfeld were dismissed from their posts370.
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				The “PSL Tapes” scandal came to light in 2012 after the media revealed a recording of a conversation between the head of the Agricultural Circles, Władysław Serafin, and the head of the Ag-ricultural Market Agency, Władysław Łukasik, in which the men discussed mismanagement and nepotism in State Treasury com-panies controlled by PSL activists371.

				The “Wiretapping” (Tape) scandal in Poland was related to the illegal recording of conversations by politicians, officials, min-isters, entrepreneurs, and bankers. The recordings were made by waiters using a “bug” type listening device placed in lounges (VIP rooms) and halls of Warsaw restaurants: Sowa i Przyjaciele (owned by Robert Sowa372), Amber Room in the Sobański palace, and Osteria. The procedure was carried out from July 2013 to June 2014. The whole scandal came to light when the weekly “Wprost” published an article on June 14, 2014 entitled Afera podsłuchowa and the “Angora” entitled Afera taśmowa373 containing, among other things, fragments of transcripts of overheard conversations of various people from the front pages of newspapers374. In later articles such as: Jak się tuszuje aferę375, Co kryją taśmy376, Prezes, minister i interesy z lobbystą377, Taśma, która ma obalić rząd378, 

				
					
						Times” 2009, no. 233, p. 1; M. Staniszewski, Hazard to gra dla mafii i polityki, “Polska The Times. Polska” 2009, no. 233, p. 7; R. Grochal, Na hazardzie się nie znam, “Angora” 2009, no. 41, p. 16; Z. Szybisty, Afera hazardowa. O co chodzi?, http://wiadomosci.gazeta.pl/wiadomosci/1,114873,7099027,Afera_hazardowa__O_co_chodzi_.html (accessed on: December 25, 2016).

					
					
						371	T. Siemieniec, P. Deyna, „Taśmy PSL”, przychodzi Łukasik do Serafina. (pełny zapis rozmowy), http://www.pb.pl/2636728,83827,tasmy-psl-czyli-przychodzi-lukasik-do-serafina-pelny-za-pis-rozmowy (accessed on: December 27, 2016); F. Orliński, Taśmy PSL. Minister rolnictwa Marek Sawicki składa dymisję, http://natemat.pl/23617,tasmy-psl-minister-rolnictwa-marek--sawicki-sklada-dymisje (accessed on: December 27, 2016).
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				and Nieznane nagrania kelnerów379, the authors assessed the in-formation they heard from the recordings very negatively from a legal, moral, and cultural perspective. On June 18, 2014, officers of the Internal Security Agency and the prosecutor entered the headquarters of the weekly “Wprost” in order to obtain trial evi-dence of criminal activity in the form of media containing record-ings of overheard conversations. Mr. Sylwester Latkowski, who was the Editor-in-Chief of the weekly “Wprost”, refused to release the computer with the recordings, citing the need to maintain journalistic secrecy. The officers attempted to seize the recordings by force, but ultimately left the building without the media. The manner in which the action was carried out in the editorial office was criticised by the media, the Ministry of Justice, the OSCE, and the Helsinki Foundation for Human Rights. Three days later, the representative of the “Wprost” handed over to the prosecutor’s office a drive with all the recordings in his possession380. Articles with similar content but about other overheard conversations and their participants began to be published by press and television editorial offices: “Do Rzeczy”, “Radio Zet”, and “Telewizja Repub-lika”, including: members of the government, businessmen, bank presidents, and even the former president and prime ministers. There were numerous comments and demands from the opposi-tion to dismiss the government381. The Head of the Ministry of In-ternal Affairs has established a special group with a wide range of tools at its disposal, including intimidation, threats, wiretapping, pressure, observation, and full surveillance in order to detect the person or group of people who made these recordings382. Accord-ing to the findings made jointly by prosecutors, the Internal Secu-
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				rity Agency and the Central Bureau of Investigation, it was found that a group of waiters and managers of the dining room associ-ated with the businessman who originated the idea, Mr. Marek Falenta, were responsible for the illegal recording of conversations in catering establishments383.

				Another shock for society in connection with this scandal was the publication on Facebook by a businessman fighting against the current reality, Mr. Zbigniew Stonoga, of a photocopy of the proceedings in this case. The materials included witnesses’ testimonies and explanations of the suspects, their personal details, addresses, and PESEL numbers, as well as photographs of the listening equipment used by the perpetrators. Journalists found that at least several people consented to making photo-copies of files, including the suspects and the injured, as well as employees of the prosecutor’s office and the Internal Security Agency.

				As a result of the eavesdropping scandal and media campaign, a gov-ernment crisis was triggered, which resulted in the resignation of: the Minister of Health, the Minister of Sport and Tourism, the Minister of the Treasury, three deputy ministers, the coordinator of the secret ser-vices, the head of the Team of Political Advisors to the Prime Minister and, later, the Speaker of the Sejm384. The three perpetrators of the re-cordings and their client, Marek Falenta, will sit on the stand. The in-dictment includes 81 charges, 66 of which concern illegal recording of guests385. By the court’s verdict, the initiator of the project, Marek Falenta, was sentenced to two years and six months of absolute imprisonment and a fine, the waiter installing the wiretaps, Konrad Lassota, was sen-tenced to ten months’ suspension and a fine, and Łukasz N. was sentenced to a fine of PLN 50,000 to be donated to social purposes. As of today, the judgments are not final386. Years later, in the fall of 2018, when the elec-
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				tion campaign began to local governments in public circulation, a con-versation illegally recorded in April 2013 also in the “Sowa i Przyjaciele” restaurant, was disclosed on the Onet portal and concerned a meeting between the current Prime Minister of the Government of the Republic of Poland, Mr. Mateusz Morawiecki (at that time, the President of Bank BZWBK) and his friend Zbigniew Jagiełło, President of PKO BP Bank, Krzysztof Kilian, then President of Polska Grupa Energetyczna, and his deputy, Ms. Bogusława Matuszewska. The conversation was conducted in a similar way to the previous ones, but making it public was probably intended to reduce trust in the Prime Minister387.

				When analysing the mentioned activities carried out by secret servic-es, politicians, and citizens, it should be emphasised that their implemen-tation had to be carried out using personal sources of information and means of operational technology. Each implementation involved the use of eavesdropping, surveillance, correspondence surveillance, observation, operational traps, professional knowledge and, above all, open sources of information, in whole or part. Thanks to the knowledge obtained in this way, the invigilators could try to achieve the intended goal resulting from statutory obligations or the desire to have appropriate materials for pos-sible use, even illegally.

				6.4. Development of Operational Technique

				How much technical equipment has changed in operational work is proven by the fact that in Polish schools related to the security of our country – intelligence in Kiejkuty, counterintelligence and security ser-vice in Legionowo – students were taught about the innovations used in conducting intelligence communications, surveillance, and securing their operational activities. The listeners learned about various gadgets – equipment for operational purposes in the form of: dictaphones (in the old days, Kudelski’s famous half-kilogram tape recorder was used for this purpose), wiretapping and viewing, operational traps, intelligence com-munications, preparing contact boxes, instantaneous transfer of materi-
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				als, using ink suitable for preparing secret notes, and conducting various types of accompanying observations. For those times, this equipment was the latest technical achievements, very good and used by most profession-als familiar with this field of life388. Since then, the current innovations in intelligence devices have been almost radically changed. However, they make it much easier to carry out tasks while reducing the possibility of risk and exposure of the activities performed. Currently, in his activities, a secret service employee uses, in addition to personal sources of informa-tion, commonly known as electronics, which facilitates access to the most secret and darkest information in the world. These are state-of-the-art digital voice recorders for recording conversations, cameras, and video cameras – handheld equipment found in every mobile phone camera. In-ternet portals thanks to which one can obtain a range of almost public-ly available information, where one only needs to register, even as n/n, which allows for using databases. Intelligence or spy satellites equipped with observation, measurement, radio, and other equipment that fulfil Earth research functions are widely used. The recording equipment of these devices allows for long-range global reconnaissance, both day and night. Every square metre of the enemy’s area is systematically penetrat-ed. Thanks to the high resolution of the photo lenses, any object larger than five cm can be clearly recognised from an altitude of 160 km. Since 1961, the Americans and Russians have been releasing such satellites at regular intervals and making it public. However, the purpose and nature of the mission are kept strictly secret389. Currently, one of the very impor-tant methods of surveillance is the non-invasive acquisition of informa-tion, which is difficult to protect against. This includes remote eavesdrop-ping and viewing of computer monitor screens, but also of cables, sockets, printers, and scanners. It involves processing the obtained measurement of the electromagnetic field emitted by a given device using appropriate computer programs. Such control can be carried out even from a distance of 1000 m, and they are used by the special services of most countries in 
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				the world390. It is not a problem to monitor e-mail, text messages, MMS, and private and work e-mail boxes of all users. Currently, eavesdropping on conversations on mobile phones is not a problem, because network operators and secret services (if they justify it) have the ability to listen in and record them without any restrictions391. The American program “Echelon” is used to constantly monitor telephone calls around the world, and in the case of our country, we are talking about “Mozart”, “Beethov-en”, “Chopin”, and the latest acquisition of the police, which replaced the previous ones – “Moniuszko”392. The CBA is also no worse in this field because it purchased a Remote Control System program from an Italian company that monitors coded communication channels, e.g., Skype or e-mail boxes393. According to media reports, it also has the best spy pro-gram invented by the Israeli company NSO Grup called “Pegasus”. This program enables constant tracking – surveillance of an unlimited num-ber of mobile phones, even the latest generations. Such control allows ob-taining from a given phone, without the owner’s knowledge, a range of in-formation regarding: SMS and MMS communication, the location of the observed person, the use of eavesdropping on both conversations and the camera’s surroundings, surveillance of e-mail messages, instant messen-gers, and viewing photos and videos stored by the user on the phone394.

				Devices for covert eavesdropping and monitoring with television cam-eras are very important in various generations of operational control. In this case, apart from the costs, what changed was their size, the quality of transmission of the obtained data, as well as the methods of camouflaging it. Observations are increasingly being abandoned in favour of position-

				
					
						390	P. Kałużny, Techniki…, pp. 129–133.

					
					
						391	T. Pietrowski, Tajemnice podsłuchu, http://nwonews.pl/artykul,1592,tajemnice-podslu-chu (accessed on: January 12, 2017).
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				ing the location of a person, their phone or vehicle using Global Position System (GPS)395 and Base Transceiver Station (BTS) devices396. Thanks to them, one can have precise information marked on an electronic map where the observed spy or company employee was397. If it is necessary to use accompanying observation, the computer program indicates places where groups with intelligence officers should be placed. However, the best invention of current times was the introduction of unmanned aerial vehicles called drones into operations and various air applications. At the beginning, they were used in the army to observe the battlefield398, but after a short time, it was no longer possible to do without them in: oper-ational activities (viewing, eavesdropping, conducting observations, and other assigned tasks depending on its equipment), penetration of protect-ed or observed areas in search of threats, securing the scene of the inci-dent, and even collecting the necessary samples: soil, water, air, or explo-sives399. Currently, drones are used by all services, licensed detectives and private individuals to secure their own or business property. However, it will be difficult to be surprised when something the size of an insect lands on the window sill and looks straight into our eyes, and at the same time registers how we behave and what we talk about400.

				6.5. Trends in the Use of Operational Techniques

				The political changes that took place in Poland after the 1990s resulted in a significant relaxation in securing the knowledge and equipment needed 
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				to conduct the so-called operational activities. According to the new rules and regulations, all methods and devices needed for this were no longer considered inaccessible taboos. The only secret remained was who was being surveilled and what information was obtained in this way. Appro-priate technical equipment for such procedures is increasingly advertised in press advertisements and on websites. There are numerous tips on how to obtain interesting information and how to use it appropriately401. In-dividuals, entrepreneurs, businessmen, politicians, and others have even started hunting for: opponents, rivals, competitors, contractors, and even their employees in order to collect information about them that may be useful in the near future. At that time, an era began not only in Poland but also all over the world, involving the mania of spying, eavesdropping, recording, and documenting the facts in various ways. Cameras on every corner402, a digital voice recorder in one’s pocket403, a “bug” planted in an appropriate place are the basic equipment of a normally thinking person. Without any supervision, control, or indifference of law enforcement of-ficers, for even a low price one can obtain telephone records404, various necessary arrangements and access to programs that can surveil the com-puters, telephones, or other devices of this type that interest us405. The use of operational techniques always brings some benefit to everyone from the information obtained406. For this reason, they resorted to spying, eaves-dropping, observing, and surveilling correspondence (mostly without any supervision407), looking through the garbage of criminals408 and inmates in prisons and detention centres, but also politicians409, local government 
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						407	E. Siedlecka, Szpiegowanie niekontrolowane, “Gazeta Wyborcza” 2010, no. 239, p. 20; L. Kraskowski, Służby śledzą nasze listy, “Dziennik” 2008, no. 264, p. 1; L. Kraskowski, Pocztowe przetargi pod dyktando ABW, “Dziennik Polityka” 2008, no. 264, p. 5.
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				officials410, businessmen411, journalists412, prosecutors413, ambulances, and border crossings414. Such activities were performed even in relation to the heads and prime ministers of countries: Polish Donald Tusk415, Italian Matteo Renzi and Mario Monti416, Hungarian Ferenc Gyurcsány, Slo-vak Mikuláš Dzurinda, Czech Petr Nečas, President of France Nicolas Sarkozy417, German Chancellor Angela Merkel418, and even the head of the Polish National Security Bureau, General Marian Janicki419. Wiretap-ping is like a nuclear weapon. They get out of control, destroying even those who reach for them. This was the case with the wiretapping scandal involving the tabloid “News of the World” in Great Britain. In 2011, news-paper magnate Rupert Murdoch had to close the tabloid that had been published for 168 years. The newspaper was at the centre of a scandal that almost brought down David Cameron’s government. In pursuit of news, the bosses and editors of the “News of the World” bought exclusive information from the police and commissioned hacking into the voice-mail boxes of cell phones of celebrities and politicians. Among the several hundred injured in 2000–2006 were, among others: Princes Harry and William, Kate Middleton, former London police chief Ian Blair, former Labour minister David Blunkett, actors Hugh Grant and Jude Law, and footballer Paul Gascoigne. When the matter came to light, companies ad-vertising for the “News of the World” announced an advertising boycott of the tabloid, which accelerated its closure. Murdoch appeared before 
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				a special committee of the House of Commons and had to pay millions of pounds in compensation to many victims of wiretapping420. As we can see, the current tendency in this respect is that everyone, from the secret services, through the Police, security companies, to private individuals, use these means without remorse and scruples, even against their own families421. More and more often, trial evidence obtained in this way ap-pears in courts, most of it illegally422. We are all there on the streets, in shops423, schools, and hotels observed and our presence is registered424. In workplaces, employers, in addition to installing cameras in almost all rooms, install wiretapping devices, review employees’ e-mail correspond-ence, check company phone records425, and the selection of employees is based on several expert opinions: handwriting, free recorded speech and assessment of the candidate’s gestures and behaviour during the recruit-ment interview426. In some companies, job candidates and periodically employees are obliged to undergo polygraph tests – a lie detection de-vice427. In the case of creditors, contractors, or conducting environmental interviews and accompanying observations, private licensed detectives or specialised business intelligence agencies428 are increasingly used429. The mentioned examples of the use of technical means to collect information 
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				make us aware of the fact that due to the development of technology and unlimited access to it, the boundaries between what is private and pub-lic in political life will be blurred. Then, it will be difficult to ensure the privacy of any conversation, e.g., between politicians or ordinary people. This situation will be an additional difficulty for services legally author-ised to use technical operational control measures, because the real crim-inals under surveillance will begin to behave unnaturally, camouflaging their actual activities and knowledge.

				6.6. Evolution of the Importance of Using Operational Technique for Internal Security of States and International Threats

				The use of operational technology in the sense of internal security has for many years been a natural consequence of the transition from thinking in terms of military security to comprehensive security, and thus expand-ing the concept of security beyond the aspects of sovereignty, territorial integrity, inviolability of borders, and internal order430. The draft strategy “An efficient state for the period 2011–2020”431 and the “Strategy for the development of the national security system of the Republic of Poland 2022” approved by Resolution of the Council of Ministers No. 67 of April 9, 2013, indicate in their documents the role of the state being a sovereign political organisation, equipped with into an institutional management system implementing tasks resulting from the constitutional model and strategic documents concerning the society living within the territorial boundaries of a given territorial area. The activities of the authorities es-tablished there should be based on: protecting independence, ensuring lasting and sustainable development, ensuring security and public order, 
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				meeting the basic needs of citizens and protecting their rights. Through appropriate management of public finances, the authorities offer servic-es: health, pensions, science, and above all, ensuring cohesion and good law, efficient justice system and prosecutor’s office, and ensuring effective public institutions432. These institutions include state administration bod-ies whose statutes include scope of activities aimed at combating internal and external threats aimed at both the security interests of the state and its citizens. Such bodies are described in Chapter V: ABW, AW, CBA, CBŚP, Police, KAS, SKW, SWW, ŻW, and SOP433. In particular, they are inter-ested in information that may be significantly important to the security of Poland and international society. In this regard, the most important activities are combating international terrorism, cyberattacks434, organ-ised crime, proliferation of weapons of mass destruction and their means of delivery, counterintelligence protection, economic security of the state, and protection of classified information. Taking into account the ongoing process of globalisation and the international obligations undertaken in relation to partners of NATO and EU membership and close cooperation with the United States, Polish special services and police should expand their capabilities in recognising not only threats within their country, but above all in areas of tension, conflicts, and international crises in the world. Increasing the effectiveness of the activities of special services requires efficient coordination with other members of the organisation in the field of international intelligence and counterintelligence cooper-ation435. A very important element of such action is not only mutual ex-change of information, but also the selection and training of appropriate 
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				designated staff carrying out common tasks. Each exchange of experience in the field of methods, as well as the latest equipment used allows for an ongoing transition from “glass and eye” to the use of the most mod-ern devices for: observation, spying, and eavesdropping, control of postal and electronic correspondence. Constant radio-electronic and imaging reconnaissance, even using a satellite with the American Echelon surveil-lance program436. Currently, information obtained from open sources of information of the “White Intelligence” plays a very important role. Ac-cordingly, the use of such an operational measure makes it possible to ob-tain information from various places relating to the person under sur-veillance without interfering with privacy437. Of course, the quality of the equipment used for elimination and the methods used depended on the current level of threats. Different operational equipment was used by spe-cial services around the world during the Cold War438, and still different at the end of the 20th century and at the beginning of the 21st century, when the greatest threat to almost the entire globe became international terrorism consisting of the actions of individual terrorists called “Lone Wolves”439 or the emerging self-proclaimed Islamic State ISIS derived from the words Islamic State of Iraq and Sham denoting a Salafi terrorist organisation440. Poland and other NATO and EU members have under-taken to implement tasks in the field of national security. One of the main obligations that is implemented is: “…the use of advanced technology for anti-terrorist activities, especially when protecting critical infrastructure and public places. Counteracting terrorist organisations from gaining ac-cess to developed technologies”441. The process of obtaining information 
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				and its analysis and evaluation allows the use of a full range of operation-al techniques needed to surveil opponents or possible enemies, providing very important knowledge about what the opponent is doing, thinking, saying, and planning. However, the evolution in the use of operational techniques – the most modern equipment needed to fulfil the assigned obligations has always required large expenditures – financial resources allocated to the activities of these services. Of course, in cooperation with community partners, the costs of new equipment, technology, analysis of jointly obtained materials, and carrying out operations may be much lower because they will be spread among other members442. Such action very often leads to the quick recognition, detection, control and possible elimination of enemies, opponents, or criminals, resulting in a safe life for honest people and the international community.

				6.7. Mechanisms of International Control of the Use of Operational Techniques

				Although the structure, organisation, and competencies of special and police services are not regulated at the level of international law, which results from assumptions related to ensuring public order and security in sovereign states that are members of international organisations. These countries impose self-limitations on themselves by undertaking a num-ber of obligations to protect human rights and freedoms both at the glob-al level of the United Nations (UN), at the regional level of the Council of Europe (CoE), and the European Union (EU). Such restrictions have a natural impact on the illegal or borderline illegal functioning of secret services and police in the activities of sovereign member states. Interna-tional human rights regulations generally take the form of international agreements signed and ratified by states. However, in addition to legal norms – usually quite general – international organisations and institu-
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				tions have also developed in recent years a number of recommendations addressed to states, which, however, have the form of soft law norms and therefore are not sources of rights or obligations443. As we can see, there are no direct control tools to supervise the secret services and police forc-es of the member states of the given organisations. Such indirect control takes place on three basic levels: legal, procedural, and judicial coopera-tion in preventing and combating emerging threats, as well as joint train-ing while maintaining the same standards, exchange of information, per-sonnel, and experience444.

				On the legal level, the Council of Europe plays a very important role, whose assumptions are based on respect for human rights, the rule of law, and democracy. The central legal act of the Council of Europe – the European Convention on Human Rights (ECHR) – regulates the compe-tencies and positions of national bodies responsible for ensuring security, to the extent that their activities affect rights and freedoms, in particular personal freedom, the right to privacy, the right to life, and freedom of information. Therefore, the subject of complaints submitted to the Euro-pean Court of Human Rights (ECtHR) were factual situations in which these rights were also restricted as a result of the activities of the police or secret services. State authorities collecting information about individuals in a secret manner were thus placed under control by an international body. The case law of the Tribunal shows that the entire system of func-tioning of public authorities is subject to such control, which influences how the security services exercise their competencies, e.g., by entering the legally protected sphere (e.g., freedom or privacy). However, the issue of the system of control over the services is only indirectly analysed by the Court when assessing the proportionality of the infringement of the right guaranteed by the Convention. The existence of appropriate safeguards 
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						444	Inwigilacja prowadzona przez służby wywiadowcze: środki zabezpieczające prawa pod-stawowe oraz środki prawne dostępne w Unii Europejskiej. Streszczenie, FRA, European Union Agency For Fundamental Rights, http://fra.europa.eu/sites/…/fra…/fra-2015-sur-veillance-intelligence-services-summary_pl-2.pdf, pp. 6–7 (accessed on: November 18, 2017).
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				against abuse of powers by public authorities is an important factor in assessing whether a given right or freedom protected by the Conven-tion is not excessive. Ultimately, however, an audit conducted by the Court – based on an individual complaint – cannot ensure accountability to a greater extent than, for example, a national expert body responsible for auditing the services. However, despite these actual limitations, it is important that security issues (constituting a justification for restrictions on freedom rights) are not beyond the control in the Court’s jurispru-dence in terms of compliance of actions with the Convention445. Each case law issued by the ECtHR has an obligation to be notified – although it is not a uniform and absolute requirement addressed to national law – it serves at least two functions – protection against abuse of services and protection of individual rights446.

				The Venice Commission, as an expert body operating within the Council of Europe, also deals with the subject of in-depth analysis of secret and police services. These issues have been the subject of several opinions prepared by the Commission in relation to draft laws or changes in law adopted in some Council of Europe countries447. However, in ad-dition to opinions relating to individual legal solutions, the Venice Com-mission also prepares – at the request of the bodies of the Council of Europe – general studies aimed at articulating the standards that the reg-ulations on the activities of services in the Council of Europe countries should meet. After numerous analyses of newly created legal provisions in the Member States, the Venice Commission concluded that the services must be responsible for their activities, clearly emphasising that the main difficulty in ensuring this responsibility is the secret nature of the activ-ities carried out by these services. In addition to the control exercised by individual types of public authorities (parliament, government, and 

				
					
						445	Report on the Democratic Oversight of the Security Services adopted by the Venice Com-mission at its 71st Plenary Session (Venice, 1–2 June 2007) and updated by the Venice Com-mission at its 102nd Plenary Session (Venice, March 20–21, 2015) CDL-AD (2015) 010-e, § 126.

					
					
						446	P. De Hert, The Rights of Notification after Surveillance is over: Ready for Recognition?, “Digital Enlightment” 2012, p. 37, http://www.vub.ac.be/LSTS/pub/Dehert/408.pdf (ac-cessed on: September 17, 2017).

					
					
						447	Opinion on the Federal Law on the Federal Security Services (FSB) of the Russian Federa-tion (CDL-AD(2012)015).
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				courts), the Venice Commission places particular emphasis on the need for an effective complaint mechanism that strengthens the accountability of services. In turn, when considering complaints, it is important to en-sure reliability and, on the other hand, to ensure protection of legitimate public interests (e.g., security). Moreover, this mechanism should include the possibility of seeking compensation in court for harm caused by the services448. On the part of the Council of Europe, as part of the control of secret services and the police, the Commissioner for Human Rights of the Council of Europe collects information analyses regarding the establish-ment of a control body with access to illegal and legal special operations related to surveillance. Similarly to the Commissioner, the Parliamentary Assembly of the European Council also analysed activities related to mass surveillance of access to public information. In its April 2015 resolution on mass surveillance, the Parliamentary Assembly called on the Coun-cil of Europe member states to agree and develop a multilateral “intelli-gence code” “codex”), which would establish the principles of cooperation to combat terrorism and organised crime. Such an arrangement should also include the rules for conducting surveillance and exchanging infor-mation collected legally449.

				Analysing the institutional and procedural foundations of the Europe-an Union, it should be stated that it also does not regulate the principles of operation of services responsible for public order in individual countries, in particular regarding intelligence activities. However, its competencies include the area of freedom, security, and justice, which includes, among others, judicial cooperation in criminal matters and police cooperation. In the EU, there are several specialised institutions (bodies undertaking various forms of activity, the main purpose of which is to obtain, collect, analyse, and process information necessary or desirable from the point of view of decisions or activities of the EU structures. Formally, the or-ganisational location of these institutions within individual Pillars of the Union European Union, as well as the division of tasks and responsibili-ties, do not result, on the one hand, from the geographical scope assigned 

				
					
						448	B. Grabowska-Moroz, A. Pietryka, Raporty…, p. 36.

					
					
						449	Rezolucja 2045 (2015). Report Mass surveillance, PACE Committee on Legal Affairs and Human Rights, Doc. 13734, March 18, 2015.
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				to these bodies, and, on the other hand, from the specificity and nature of the entities that became the subject of intelligence activity. Moreover, within the European Union, information is exchanged between individual services of the Member States, both in an institutionalized form (through Europol) and in a less formal way (Berne Club). The possible strengthen-ing of intelligence cooperation between Member States remains a widely discussed issue, but due to the sensitive subject of this cooperation, it is not expected to take the form of new institutional solutions. However, permanent and direct cooperation is implemented:

				If there are threats to the internal security of the EU area, a state member of the Union is obliged to eliminate such a situation and provide appropriate information to other member states.

				If the threat occurs as a manifestation of external activity, all ser-vices of allied countries should act in order to obtain information necessary to plan, organise, and conduct a common European military operation.

				The following groups of tasks are carried out in such activities:

				Conducting investigations into matters related to threats to the safety of citizens, the functioning of representatives, and the as-sets of the European Union. Such activities involve collecting in-telligence (operational) information about the sources of threats. The obtained materials are subjected to ongoing analysis and de-termination of further directions of proceedings, e.g., operational activities (capturing suspects), or for possible use in proceedings.

				Protection of citizens and resources of the European Union against all types of military and non-military threats. It is imple-mented through activities of services in the preventive, anticipa-tory, and preventive scope. In this case, they are not limited only to collecting information about criminals and their organisations, but a wide range of activities can be carried out, such as: arresting suspects, constant surveillance of them using operational means, including special techniques.

				Providing decision-makers with information necessary to make decisions in the field of security policy and providing advice dur-ing the decision-making process.
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				Thanks to information from intelligence services, the European Union can not only counteract existing situations, but also provide its members with appropriate methods and measures to control the occurrence of pos-sible threats. Intelligence information is essential for strategic planning (their nature and directions) in the European Union itself and in the ter-ritories of its individual member states.

				Any acquired knowledge – operational information is appropriately collected and can be used in a defensive and offensive manner. In this case, the defensiveness of its use lies in the fact that the EU limits itself to carrying out activities related to the assessment and verification, as well as planning of its own institutions. In relation to the offensive use of the acquired knowledge, it consisted in introducing changes in the func-tioning of selected own security systems or subsystems. However, in the case of external threat entities, the EU’s offensive behaviour aims to ac-tively oppose the existing situation (calling on a state to act in accord-ance with the law), and even to physically eliminate the emerging threat (through military action). All intelligence services providing information to security authorities in the European Union about identified internal and external threats. They carry out preventive, investigative, pursuit, protective, and preparatory activities. The identified threat in the area of a given intelligence service is first determined in terms of its genesis, the essence of the threat, potential intentions, hostile methods of operation used, its material resources, and method of financing.

				They reach out to enemies who threaten the security of society and the state in order to obtain knowledge about the intentions and plans of con-tractors and leaders. They learn about the whereabouts of wanted people and their habits. They help in planning and physically eliminating people preparing, for example, armed attacks or other types of destruction450.

				The bodies for cooperation with all services of the Member States in the European Union are:

				Military Intelligence Service (Military Intelligence) dealing with the analysis and assessment of information about potential plans and actual manifestations of hostile, unfriendly activities, even military ones, affect-

				
					
						450	G. Rdzanek, Wojskowa współpraca wywiadowcza w ramach struktury Unii Europejskiej – cele, założenia, uwarunkowania, [in:] Służby Specjalne Przeszłość…, pp. 171–179.
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				ing the national interests of the activity of the armed forces of other coun-tries within their own borders.

				Internal Security Agency (Security Intelligence – Domestic intelli-gence) monitoring, counteracting, and combating threats to the proper functioning of state power in the internal dimension: protecting the sov-ereignty of the state system against the influence of foreign environments or states. It traces phenomena typical of the emergence of threats to ter-ritorial integration.

				Criminal intelligence services (Criminal intelligence) take action to combat organised criminal groups of high intensity and range of scale of operation. They collect procedural materials documenting illegal activ-ities and submit them to the court.

				Civilian external intelligence agencies (External/Foreign Intelligence) operating beyond national borders. They collect information and assess it about other countries: their political and economic situations and pro-cesses, external threats and, above all, national security451.

				The institution that conducts ongoing discussions on various aspects of the services’ activities is the European Parliament, in particular the Committee on Civil Liberties, Justice, and Home Affairs (LIBE)452. The subject of LIBE’s interest was mass surveillance conducted by various Eu-ropean countries, as well as the US. The resolutions most often issued by the Parliament are usually political. The European Union is an impor-tant actor in the status of services responsible for security also due to the case law of the Court of Justice of the European Union in Luxembourg. The ability of the CJEU to rule on issues related to the functioning of services results from the scope of European Union law (including, among others, the protection of personal data), as well as due to the fact that the Charter of Fundamental Rights – intended to reflect Strasbourg stand-ards – is primary law of the Union. For example, in 2006, the European Union decided to create a common EU regulation regarding the so-called 

				
					
						451	Uchwała Nr 252 Rady Ministrów z dnia 9 grudnia 2014 r. w sprawie Narodowego Progra-mu Antyterrorystycznego na lata 2015–2019, Mon. Polski (M.P), poz. 1218, pp. 30–31.

					
					
						452	Parlament Europejski Komisje LIBE Wolności Obywatelskiej, Sprawiedliwości i Sprawy Wewnętrzne, http://www.europarl.europa.eu/committees/pl/libe/home.html# (accessed on: September 23, 2017).
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				telecommunications data retention. Its assessment in terms of compli-ance with the Charter of Fundamental Rights led to the annulment of the directive453.

				Fundamental Rights Agency Rights Agency (FRA) made the report entitled “Surveillance by intelligence services: Fundamental rights safe-guards and remedies in the European Union – Mapping Member States’ legal frameworks”454 published in 2015 at the request of the European Parliament shows that most Member States regulate the rules for applying the so-called Targeted surveillance, while only five countries: Germany, the Netherlands, France, Sweden, and Great Britain regulate “signals in-telligence”. Although most Member States provide for parliamentary con-trol over their services, these authorities do not have absolute access to all information collected by the services. Special expert bodies have been established in five Member States to supervise the activities of services. Their scope of activities varies depending on the country, but in principle, they include: considering complaints about the actions of the services or the right to request information from the services in order to carry out an inspection. In the case of expert bodies, in addition to legal knowledge, “technical” competencies are also important. Even though the laws of the Council of Europe or the United Nations are uniformly and standardly defined among the Member States, there are large differences in the way surveillance is conducted and controlled455.

				Very similarly to the legal system of the Council of Europe, also at the universal level, i.e., the United Nations, the issues of the functioning of the services are regulated by international law to the extent to which the activities of the services affect the rights and freedoms of the individual. The International Covenant on Civil and Political Rights of December 19, 1966, in force in Poland since June 18, 1977, obliges states to provide per-sons subject to their jurisdiction, among others: the right to personal free-dom and security (Article 9), the right to a fair hearing by an independent and impartial court (Article 14), and the right to protection of private 

				
					
						453	B. Grabowska-Moroz, A. Pietryka, Raporty…, p. 38.

					
					
						454	Raport Agencji Praw Podstawowych, http://fra.europa.eu/sites/default/files/fra_uploads/fra-2016-surveillance-intelligence-services_en.pdf (accessed on: September 23, 2017).

					
					
						455	B. Grabowska-Moroz, A. Pietryka, Raporty…, p. 40.
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				life (Article 17)456. In the UN, the issue of both the effective activities of intelligence services and issues related to the control of their functioning have been analysed in recent years as part of the debate on the interna-tional war on terrorism. In 2005, the UN Commission on Human Rights appointed a special rapporteur on combating terrorism and the protec-tion of human rights. The information he obtained resulted in a number of important studies relating to the principles of control and supervision of intelligence services as part of anti-terrorist activities. The rapporteur pointed out the need to use “special investigative techniques”, discussed intelligence cooperation between the services and their appropriate reg-ulation in national law, and, above all, ensuring the transparency of the services’ activities457. The creation of this report provided an important point of reference for the ongoing debate on the need to reform secret services in individual countries. The provided set of the so-called “good practices” ensures that the services operate in accordance with the law. It is necessary to have control over their activities carried out by various public authorities, including specialised control bodies, and the fact that at least one of these entities will be fully independent from the services and the executive power458. In December 2013, the UN General Assembly adopted the resolution “The right to privacy in the digital age”459. The res-olution called on states to create independent control mechanisms at the national level, but also to ensure states’ responsibility for surveillance and the collection of personal data. The UN Special Rapporteur on the right to privacy, appointed in 2015, published a document in 2016 in which he pointed out the main challenges related to privacy protection. He outlined 

				
					
						456	Dz. U z 1977 r. Nr 38, poz. 167.

					
					
						457	Report of 2009 (A/HRC/10/3), http://www.ohchr.org/EN/Issues/Terrorism/Pages/Annu-al.aspx (accessed on: September 23, 2017).

					
					
						458	Compilation of good practices on legal and institutional frameworks and measures that en-sure respect for human rights by intelligence agencies while countering terrorism, including on their oversight, http://www2.ohchr.org/english/bodies/hrcouncil/docs/14session/A.HRC.14.46.pdf (accessed on: September 23, 2017).

					
					
						459	Rezolucja z 18 grudnia 2013 r., A/RES/68/167, https://poczta.wp.pl/k/#/mails/sho-w?id=7f506109b1a886859215cc6d&label=1 (accessed on: September 23, 2017); B. Baran, K. Południak-Gierz, Perspektywa regulacji prawa do bycia „zapomnianym” w Internecie. Zarys problematyki, “Zeszyty Naukowe Towarzystwa Doktorantów Uniwersytetu Jagiel-lońskiego. Nauki Społeczne” 2017, vol. 17, no. 2, p. 143.
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				a ten-element action plan addressed to individual countries, which refers not only to the need to guarantee appropriate legal procedures to protect privacy, but also to the need to raise awareness and appropriate techno-logical safeguards460.

				The best and widest way to control the secret services and police is the so-called transparency of the practices they use for the public. The basic tool for achieving this goal, which is access to public information, often encounters limitations in the form of the procedural need to pro-tect public security. Any access to specific security information is crucial, including: for the possibility of conducting a reliable inspection by the services authorised for these activities. It is also necessary for the correct decision-making process to ensure future security against abuses related to too broad secrecy of information by authorised bodies461. A mechanism should be indicated that would allow the disclosure of given information due to significant public interest (e.g., the fact that the given information constitutes evidence of serious violations of human rights)462. The authors of the Tshwane Principles463, a document developed by 22 organisations and academic centres in consultation with over 500 experts from over 70 countries. The document was published in 2013. Work on it was carried out during 14 meetings organised around the world with the support of Open 

				
					
						460	J.A. Cannataci, Report of the Special Rapporteur on the right to privacy, A/HRC/31/64, March 8, 2016, http://undocs.org/en/A/HRC/31/64 (accessed on: December 27, 2016).

					
					
						461	National security and access to information, Parliamentary Assembly of Council of Eu-rope, Committee on Legal Affairs and Human Rights, Doc. 13293, September 3, 2013, http://semantic-pace.net/tools/pdf.aspx?doc=aHR0cDovL2Fzc2VtYmx5LmNvZS5pbn-QvbncveG1sL1hSZWYvWDJILURXLWV4dHIuYXNwP2ZpbGVpZD0yMDA1NiZsY-W5nPUVO&xsl=aHR0cDovL3NlbWFudGljcGFjZS5uZXQvWHNsdC9QZGYvW-FJlZi1XRC1BVC1YTUwyUERGLnhzbA==&xsltparams=ZmlsZWlkPTIwMDU2 (accessed on: December 27, 21016).

					
					
						462	Rezolucja Zgromadzenia Parlamentarnego 1954 (2013), October 2, 2013, pt 9.5, http://semantic-pace.net/tools/pdf.aspx?doc=aHR0cDovL2Fzc2VtYmx5LmNvZS5pbnQvb-ncveG1sL1hSZWYvWDJILURX LWV4dHIuYXNwP2ZpbGVpZD0yMDE5MCZsY-W5nPUVO&xsl=aHR0cDovL3NlbWFudGljcGFjZS5uZXQvWHNsdC9QZGYvW-FJlZi1XRC1BVC1YTUwyUERGLnhzbA==&xsltparams=ZmlsZWlkPTIwMTkw (accessed on: December 27, 2106).

					
					
						463	Monitoring procesu legislacyjnego w obszarze wymiaru sprawiedliwości, Helsińska Fun-dacja Praw Człowieka, Open Society Justice Initiative, http://programy.hfhr.pl/monito-ringprocesulegislacyjnego/files/2015/03/Globalne-zasady-internet--popr.pdf (accessed on: September 26, 2016).
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				Society Justice Initiative. The following people participated in the crea-tion of the document: Frank La Rue, UN Special Rapporteur on the Right to Freedom of Opinion and Expression, Ben Emmerson, Special Rappor-teur on the Promotion and Protection of Human Rights in Combating Terrorism, Pansy Tlakula, Special Rapporteur of the African Commission on Human Rights and Peoples (ACHPR) on Freedom of Expression and Access to Information, Catalina Botero, Special Rapporteur of the Organ-isation of American States on Freedom of Expression and Access to In-formation, and Dunya Mijatovic, Representative of the Organisation for Security and Co-operation in Europe (OSCE) on Media Freedom464.

				According to Principle 10: “Certain categories of information […] are particularly important to the public interest because of their importance for the process of democratic control and the rule of law. There are there-fore compelling reasons – and in some cases an overriding imperative – to proactively disclose such information to the public”465. Such informa-tion includes, among others: violations of international human rights and humanitarian law, decisions to use armed force or the acquisition of weapons of mass destruction, liability for violations of the constitution and laws, and other cases of abuse of power. However, as follows from the main established principles, the most important thing should be to prop-erly protect the interests of persons disclosing information constituting a secret about the violation of human rights and freedoms in every branch of human life, and whose public disclosure may jeopardize states or insti-tutions violating these rights466.

				In the case of military police and order services (Military Gendarme-rie) and secret special services (military intelligence and counterintelli-

				
					
						464	Globalne zasady dotyczące bezpieczeństwa narodowego i prawa do informacji (Zasady z Tshwane) 12 czerwca 2013 r., Open Society Foundations, Open Society Justice Initiative, New York 2013, p. 7, http://www.sygnalista.pl/wp-content/uploads/2015/01/Zasady-z-T-swane.pdf (accessed on: September 26, 2016).

					
					
						465	Ibidem, p. 19.

					
					
						466	B. Grabowska-Moroz, Czy służby specjalne podlegają kontroli obywatelskiej? Dostęp do informacji publicznej a bezpieczeństwo narodowe w świetle standardów międzynaro-dowych (Zasady z Tshwane), [in:] Prawa człowieka – współczesne wyzwania międzyna-rodowe, ed. A. Bodnar, Wydawnictwo Helsińska Fundacja Praw Człowieka, Warsaw, pp. 70–81, https://pl.boell.org/sites/default/files/prawa_czlowieka_wyzwania_miedzy-narodowe_hfpc_raport.pdf (accessed on: November 12, 2017).
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				gence), as part of cooperation between allies, supervision over the ser-vices of its members is exercised by an international organisation called the North Atlantic Alliance NATO (North Atlantic Treaty Organisation). The main goals of the parties to the signed Treaty are:

				Protection of freedom, common heritage, and civilisation of na-tions, based on the principles of democracy, individual freedom, and the rule of law.

				Strengthening stability and prosperity in the territory of the or-ganisation’s members.

				Combined effort for collective defence and the preservation of peace and security467.

				It follows that the basic task of the organisation remains collective de-fence, both by political and military means, taking into account the pos-sible need to participate in armed conflicts. NATO forces consist of mul-tinational formations and nations with various levels of combat readiness remaining under national command until they are made available to the Alliance to conduct a specific operation designated at the political level468. Each military action requires appropriate security of the area of potential armed conflict in terms of both:

				intelligence consisting in obtaining relevant and necessary infor-mation before, during, and after military operations;

				counterintelligence responsible for securing the mission area against operations – penetration of enemy troops or special services;

				military and police forces maintaining security and order in plac-es where soldiers stay – military bases.

				The main method of controlling the organisation’s members is the joint exchange of operational information. The use of operational assets owned by national special services located in places and regions around the world of possible armed conflicts. Constant cooperation in the field of personnel ex-change in command staffs. Joint training and modernisation of equipment 

				
					
						467	P. Wieczorek, Organizacja Traktatu Północnoatlantyckiego, [in:] Europejskie Struktury Współpracy: informator, ed. S. Parzymies, Wydawnictwo Ministerstwa Spraw Zagranicz-nych, Warsaw 2000, p. 1.

					
					
						468	J. Tymanowski, Struktury bezpieczeństwa międzynarodowego i europejskiego, [in:] Współ-czesne bezpieczeństwo, ed. W. Fehler, Wydawnictwo Adam Marszalek, Toruń 2003, p. 76.
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				to the most modern at the Allies’ disposal. Control of compliance with the rules and provisions of national and international laws. Constantly moni-toring the directions of interest of the military and police services and secret military services of the members of the North Atlantic Treaty Organisation.

				Very important international institutions in the field of supervision and control of activities and cooperation between police services and se-cret special services are the following organisations:

				in the European space, “Europol” (European Police Office) as a specialised organisation established to play a fundamental role in the operation of police cooperation. Europol’s task is both to support and strengthen the activities of the police and other law enforcement authorities of the Member States and their coopera-tion in preventing and combating serious crime affecting a com-mon interest covered by European Union policies. Even though the officers appointed to the structures of this organisation do not have operational powers, their activities are based on consulting, providing the latest technologies and, above all, conducting train-ing for partners from the European Union469;

				in the international space, “Interpol” (International Criminal Po-lice Organisation) is the oldest, largest and undoubtedly the most famous international police organisation in the world, helping law enforcement agencies in the fight against all forms of crime. It operates in 190 countries. It is guided by four core functions 

				
					
						469	M. Górka, System instytucjonalny w ramach Wspólnej polityki Zagranicznej i Bezpie-czeństwa, Przestrzeni Wolności, Bezpieczeństwa i Sprawiedliwości, Unii Gospodarczej i Walutowej oraz Europejski Bank Inwestycyjny, [in:] Instytucje i Prawo Unii Europejskiej. Podręcznik dla kierunków prawa, zarzadzania i administracji, eds. J. Barcz, M. Górka, A. Wyrozumska, Wydawnictwo Wolters Kluwer, Warsaw 2015, pp. 194–195; D. Folarek--Klęska, Europol jako instytucja ochrony bezpieczeństwa państwa, [in:] Służby i formacje w ochronie bezpieczeństwa państwa, ed. I. Oleksiewicz, Oficyna Wydawnicza Politechni-ki Rzeszowskiej, Rzeszów 2015, pp. 17–27; L. Wojnicz, Polityka Unii Europejskiej wobec terroryzmu, Wydawnictwo Adam Marszałek, Toruń 2011, pp. 118–126; T. Safjański, Eu-ropejskie Biuro Policji Europol. Geneza Główne aspekty działania Perspektywy rozwoju, Wydawnictwo oficyna a Wolters Kluwer business, Warsaw 2009, pp. 222–232; A. Grusz-czak, Europol…, [in:] Zwalczanie przestępczości…, eds. A. Górski, A. Sakowicz, pp. 307–309; A Gruszczak, Unia Europejska wobec przestępczości. Współpraca w ramach III Fila-ra, Wydawnictwo Uniwersytetu Jagiellońskiego, Kraków 2002, pp. 38–49; T. Safjański, Czynności…, pp. 29–33.

					
				

			

		

	
		
			
				Chapter 6

			

		

		
			[image: ]
		

		
			
				544

			

		

		
			
				that provide a technologically advanced technical and operational support infrastructure to enable police and other services around the world to meet the challenges of 21st century crime470.

				Interpol was established to fight international crime. Currently, its ac-tivities focus on the following areas:

				combating drug and organised crime,

				combating economic crime,

				searching for escaped criminals,

				combating terrorism and ensuring public security and order,

				combating human trafficking471.

				The institutions of Europol and Interpol based their control mission over the police and other services of the Member States on cooperation, thanks to which they have the constant ability to monitor the activities of partner state administration bodies in the use of legal methods of op-eration, the means of operational technology used for this purpose, and, above all, to be aware of directions of interest of individual Member States.

				As it should be noted, in recent years, the need to use the intelligence service in the security system of European countries and NATO members has increased significantly. This is due to the growing wave of internation-al threats. Thanks to this information, one can prepare for or eliminate unnecessary actions of hostile criminal groups. Currently, the greatest threat that occurs more and more often both in the world and in the Eu-ropean Union countries is the activity of extremist-terrorist groups, cy-berterrorism, but also mafia-type groups, criminal and economic crime, or “White Collar” groups. In these fields, any cooperation using informa-tion obtained operationally from secret collaborators, agents, “White In-telligence”, wiretapping, and surveillance, control of letter and electronic correspondence, radio monitoring and observation – surveillance of peo-ple and groups is fully justified, but it should be used based on and within the limits of the law.
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				Just as civilisation was developing in every field at the turn of the century, more and more perfect tools and methods were being created, and, above all, the awareness of the possibilities of using them was changing. There have been, are, and will be living in the world many people whose main goal will be to collect interesting information. In some years, the knowl-edge about how they were obtained was shrouded in the most secret. Of course, only authorised people had access to such collections. Most often belonging to a few communities – environments sometimes called the Secret Services or Special Services. Today, in every country, regardless of whether it is civilised, democratic, or dictatorial, such bodies function. Officially, they are established to ensure law and order within the country and internationally. Using various methods and appropriate tools, they are able to perform any task, even if it causes harm to someone. In some cases, the competition between these services even leads to subsequent political and economic scandals, international scandals, or even armed conflicts. Currently, not only specific services are authorised to collect information using special means of operational technology, but they can also be used by: private persons, institutions, business entities, social organisations, and even criminal groups. Unfortunately, currently the main rules used in these tasks “in the city” are commands such as: you have money – you have equipment, you buy information, you have some knowledge and skills on this subject, you achieve all the assumed goals (an example is the case of the “Sowa i Przyjaciele” restaurant).

				The analysis carried out in the study confirmed the first research hy-pothesis that the scope of applied operational techniques is a very broad issue from various areas of citizen and society life. In fact, this may apply to all people living in Poland and abroad. Use of operational techniques in special operations: operational-reconnaissance, operational-techni-
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				cal, and operational-analytical have always aroused a lot of controversy. Eavesdropping, spying, observing, reviewing every type of correspond-ence, using operational traps, professional knowledge in this field, and generally available sources of information – “White Intelligence” (de-pending on how the acquired material will be used later) are used to con-trol and surveil people staying in interest of the controlling parties or their principals. Nowadays, access to methods and devices is common and there is no secret about it. Any private person or business or state entity may use all operational techniques for its own needs and on its premises (within the scope of its property). When carrying out such ac-tivities, the secret is not the methods and means used, but the knowledge about who was subjected to operational control and what materials were obtained from this surveillance. The only safeguard for proper conduct during the implementation of this type of projects for state services and a licensed detective are the established statutory and operational rules for conducting such activities. Other entities assume that what is not prohib-ited is permitted and it may be material obtained illegally (“An apple from a poisonous tree”).

				The second very serious problem regarding the topic is the lack of consistency in defining the activities performed, the use of names or the technical equipment used. Various services or experts in the field either consciously or unconsciously create confusion in the environment in terms of common nomenclature, literature, and legal documents (acts or regulations). Or they define completely different cases in the same way or the same issues completely differently. Such a tangible example are the words: surveillance, operational control, investigation, agent, informant, etc. Yes, these are similar terms, but different ones, often used incorrectly and interchangeably. Judicial operational control is perceived different-ly and applied by the services differently. Often, the personal source of information is defined as an agent or informant, but they differ in the categories and bodies using them. In this case, one valid dictionary of terms should be developed defining the nomenclature of operational ac-tivities carried out, at least as a model for legal documents, national and international, which will result in the same understanding of the terms contained therein.
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				The internal security of the state and international security is a very im-portant aspect of concern for all nations in the world, even the non-dem-ocratic ones. The thesis confirmed the contribution of, among others, operational technology measures in ensuring the proper functioning of such security. It is known that the functioning of the state is supervised by the internal security system resulting from various factors, including in particular: political system, system of government, territorial structure, geographical location, tradition, and history. The intensity and specificity of threats occurring in the sphere of internal security of specific countries and membership in supranational and interstate security organisations are also greatly important. The institutional system of internal security includes bodies and specialised offices for which the performance of tasks related to internal security is a priority and falls within the main scope of responsibilities. In the case of Poland, such a primary role is played by civilian and military services, as well as other specialised guards and separate inspections.

				It should be remembered that the threats do not only concern physi-cal attacks on countries or their objects, but most of them may be little recognisable because they concern espionage, betrayal of secrets, or other activities harmful to the interests of the state and its society. Such threats should be eliminated in the bud through preventive official control (e.g., at borders or airports), as well as operational control covering persons who are of interest to authorised services.

				State security understood in this way forces the interference of its au-thorities in the sphere of privacy, among others. by using operational sur-veillance using available means of tactics and operational techniques. Of course, the quantity and which ones will be used depend on the scale of the potential threat. However, the main task of the current services is not only to investigate and fight enemies or criminals but, above all, to collect and process, using operational analysis, information submitted to their superiors (President, Prime Minister, Sejm, Senate, Committee for Secret Services) in order to adapt legal provisions to the current reality or re-fraining from activities that may harm the political, social, or economic interests of our country. Such information is also obtained using tactical and operational means.
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				While conducting a historical query of available (public) sources re-garding the discussed issue, the second hypothesis should be fully con-firmed. According to the materials, operational technology was used in all periods of human development. To acquire the necessary knowledge, specially prepared people almost always used the latest methods and equipment known at a given period of their operation. Over the years, thanks to these measures, a very large number of opponents who harmed the interests of given countries, not necessarily democratic ones, were de-tected and revealed. Of course, the use of such activities was supervised by legislative and executive authorities, but it often concerned the prevail-ing situation and the desperation of society. Unfortunately, most of them violate human rights and freedoms.

				After analysing the documents included in chapters IV and V of the work, the partial validity of the fourth hypothesis should be confirmed. The Council of Europe and the European Union, as organisations of in-ternational communities, make every effort to influence member states in the field of special operational measures used by services responsible for order and internal security of allied countries. Currently, such impact is implemented on four levels. The first one involves issuing the so-called “soft law”, i.e., legally binding legal documents (directives). An exam-ple of such law is the European Convention on Human Rights (in the Council of Europe system) and the Charter of Fundamental Rights (in the European Union system). The second judicial branch is created based on judgments issued by international tribunals (European Court of Hu-man Rights, Court of Justice of the European Union) which assess the degree of compliance with applicable law in organisations. The third one, although very important, but not generally applicable, is the so-called applied policy of international structures in various areas of life occur-ring in an integrated society. It is thanks to such recommendations that we can play an important role in creating an effective system of demo-cratic control over state administration bodies using special operational technology. The fourth, although very important and not fully exploited, is close cooperation aimed not only at periodic international training, but also at close cooperation in combating the most important threats on the international market. These include: crimes related to drugs, human traf-
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				ficking, international terrorism, and the operation of mafia structures. The fact that there are international organisations established to elimi-nate such threats on this market: Europol or even Interpol, however, most of the cooperation with them consists only in the exchange of operation-al information, and not in joint implementation of the need to provide directions for the legal use of the world’s latest technical achievements. Unfortunately, such cooperation is always very limited by the Special Ser-vices of member states due to the secrecy of special projects carried out, sometimes even in relation to other allied countries.

				Poland is a democratic country responsible for the fate of all its citi-zens. All activities related to national security are performed by the bod-ies appointed for this purpose. Thanks to the applicable laws, the Special Services and public order services can carry out their statutory tasks with as little interference as possible in the sphere of privacy of an individual human being – citizens residing in its territory. It should be emphasised here that hypothesis number four was confirmed in full, and comments were even made regarding the supervision and control over the secret activities of the authorised services. According to the articles of the Basic Law, in case of a need to clarify matters detrimental to social and po-litical interest, all legally authorised services have the right to limit the rights and freedoms of citizens. Authorised bodies to conduct operation-al-reconnaissance, operational-technical, and analytical-information ac-tivities without the knowledge of the inspected person are: ABW, AW, CBA, Police, Central Bureau of Investigation, Border Guard, KAS, SOP, SKW, SWW, ŻW, and, in limited use of operational technique means, also a private detective. The international Personal Data Protection Act that came into force in 2018, introducing the provisions of the EU direc-tive, commonly known as the GDPR, did not reduce the amount of mate-rials obtained by state authorities, but expanded them, allowing the use of technical measures in places for which there was no official authorisation so far. This concerns CCTV monitoring placed in various public, private, or social facilities, of course, if there is a need to protect people and prop-erty against possible threats. In this case, the services have the right to use the database resources of other administrators without any problems and without providing any real justification. Another legislatively incomplete 
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				problem is control over institutions that may use technical means in op-erational activities, i.e., judicial control. Currently, it is mostly carried out in a “subsequent” manner, in which the court consents to the application of operational control of the person indicated in the application, but only after most of the incriminating materials have been obtained. In addition, judicial activities are basically limited to expressing consent to the oper-ation of the services, but there is no permanent supervision over these activities at any further stage. It is more based on the professionalism of the prosecutor’s office and services when carrying out such tasks. Assum-ing that court proceedings will verify this anyway. Unfortunately, there are cases where the desire to complete the proceedings successfully by the services and the prosecutor’s office without court supervision may even end up in violating the rights and freedoms of the citizen, and the evi-dence obtained in the further part of the operational proceedings will not be of value in the court process. The court’s procedure for operation-al activities should be changed by law and apply to all activities related to limiting citizens to their rights guaranteed by the Constitution.

				By assessing the mostly historical materials, it is necessary to con-firm the fifth hypothesis: that in various stages of the functioning of the Polish state in the period from 1946 and, in fact, after World War II to the present, the established democracy had a very different charac-ter. There was a time when the then authorities, in order to ensure law and order in the country, used a special policy of repression against all opponents, especially political ones. Very often, secret means of opera-tional technology were used to conduct such activities. The justification for such proceedings included non-isolated cases of catching various types of spies, agents, and economic and criminal criminals. However, political opponents were always at the forefront of action. As a result of the political transformation in the 1990s, security organs are an element of the democratic system and democratic control over their activities is ensured. In those years and even now, effective implementation of democratic international standards developed by international organ-isations, especially the Council of Europe and the European Union, is a serious commitment. This is not only about formal assumptions related to the implementation of legally binding obligations, but also 
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				about the application of democratic know-how, which may contribute to strengthening state security, but also guarantees that the implemen-tation of the goal will not lead to violations of human rights beyond the level approved by the international community.
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